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Abst ract

The RADI US protocol defined in RFC 2865 has limted support for

aut henti cation and encrypti on of RAD US packets. The protocol
transports data in the clear, although sone parts of the packets can
have obfuscated content. Packets nmay be replayed verbati mby an
attacker, and client-server authentication is based on fixed shared
secrets. This docunent specifies how the Datagram Transport Layer
Security (DTLS) protocol may be used as a fix for these problens. It
al so describes how i mpl enentations of this proposal can coexist with
current RADI US systens.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
comunity. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the IESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7360.
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1.

I nt roducti on

The RADI US protocol as described in [RFC2865], [RFC2866], [RFC5176],
and others has traditionally used nethods based on MD5 [ RFC1321] for
per - packet authentication and integrity checks. However, the M5

al gorithm has known weaknesses such as [ MD5Attack] and [ MD5Break] .

As a result, some specifications, such as [ RFC5176], have recomended
using | Psec to secure RADIUS traffic.

Wi | e RADI US over | Psec has been w dely depl oyed, there are
difficulties with this approach. The sinplest point against |Psec is
that there is no straightforward way for an application to control or
moni tor the network security policies. That is, the requirenment that
the RADIUS traffic be encrypted and/or authenticated is inplicit in
the network configuration, and it cannot be enforced by the RAD US
appl i cation.

This specification takes a different approach. W define a nethod
for using DILS [ RFC6347] as a RADI US transport protocol. This
approach has the benefit that the RADIUS application can directly
moni tor and control the security policies associated with the traffic
that it processes.

Anot her benefit is that RADI US over DTLS continues to be a UDP-based
protocol. The change from RADIUS/ UDP is largely to add DTLS support,
and make any necessary related changes to RADIUS. This allows

i mpl ementations to remain UDP based, w thout changing to a TCP
architecture.

Thi s specification does not, however, solve all of the problens
associated with RADI US/ UDP. The DTLS protocol does not add reliable
or in-order transport to RADIUS. DILS al so does not support
fragmentation of application-|layer messages, or of the DILS nessages
thenselves. This specification therefore shares with traditiona
RADI US the issues of order, reliability, and fragnentation. These

i ssues are dealt with in RAD US/ TCP [ RFC6613] and RADI US/ TLS

[ RFC6614] .
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1.1. Termi nol ogy
Thi s docunent uses the follow ng terns:

RADI US/ DTLS
This termis a shorthand for "RADI US over DTLS".

RADI US/ DTLS cl i ent
This termrefers both to RADIUS clients as defined in [ RFC2865]
and to Dynamic Authorization clients as defined in [ RFC5176] that
i mpl ement RADI US/ DTLS.

RADI US/ DTLS server
This termrefers both to RADIUS servers as defined in [ RFC2865]
and to Dynam c Authorization servers as defined in [ RFC5176] that
i mpl ement RADI US/ DTLS.

RADI US/ UDP
RADI US over UDP, as defined in [ RFC2865].

RADI US/ TLS
RADI US over TLS, as defined in [ RFC6614].

silently discard
This nmeans that the inplenentation discards the packet without
further processing.

1.2. Requirenents Language

In this docunment, several words are used to signify the requirenents
of the specification. The key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in [ RFC2119].

1.3. Docunent Status
Thi s docunent is an Experinmental RFC

It contains one of several approaches to address known cryptographic
weaknesses of the RADIUS protocol, such as described in [ RFC6614].
This specification does not fulfill all reconmendations for an

Aut henti cation, Authorization, and Accounting (AAA) transport profile
as per [RFC3539]; however, unlike [RFC6614], it is based on UDP and

t heref ore does not have head-of-1ine bl ocking issues.
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If this specification is indeed selected for advancenent to Standards
Track, certificate verification options ([RFC6614], Section 2.3,
point 2) will need to be refined.

Anot her experinmental characteristic of this specification is the
question of key managenent between RADI US/ DTLS peers. RADI US/ UDP
only allowed for nmanual key managenent, i.e., distribution of a
shared secret between a client and a server. RADI US/ DTLS all ows
manual distribution of |ong-term proofs of peer identity, by using
TLS-PSK ci phersuites. RADI US/DTLS also allows the use of X 509

certificates in a PKIX infrastructure. |t remains to be seen if one
of these methods will prevail or if both will find their place in
real -1ife deployments. The authors can inagine pre-shared keys

(PSKs) to be popular in snall-scal e deploynments (Small O fice, Home
Ofice (SOHO or isolated enterprise deploynents) where scalability
is not an issue and the deploynent of a Certification Authority (CA)
is considered too much of a hassle; however, the authors can also

i magi ne large roaning consortia to nake use of PKIX. Readers of this
specification are encouraged to read the discussion of key managenent
i ssues within [ RFC6421] as well as [ RFC4107].

It has yet to be decided whether this approach is to be chosen for
St andards Track. One key aspect to judge whether the approach is
usable on a large scale is by observing the uptake, usability, and
operational behavior of the protocol in large-scale, real-life
depl oynent s.

2. Building on Existing Foundati ons
Addi ng DTLS as a RADI US transport protocol requires a nunber of
changes to systenms inplenenting standard RADIUS. This section

outlines those changes, and defines new behavi ors necessary to
i mpl ement DTLS
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2.1. Changes to RAD US

The RADI US packet format is unchanged from [ RFC2865], [RFC2866], and
[ RFC5176]. Specifically, all of the follow ng portions of RADI US
MUST be unchanged when usi ng RADI US/ DTLS:

Packet format

Perm tted codes

Request Authenticator cal cul ation

Response Aut henticator cal cul ation

M ni mum packet | ength

Maxi mum packet | ength

Attribute fornmat

Vendor - Specific Attribute (VSA) format

Permtted data types

Cal cul ati ons of dynam c attributes such as CHAP-Chal | enge, or
Message- Aut henti cat or.

* Cal cul ation of "obfuscated" attributes such as User-Password and
Tunnel - Passwor d.

L T T

In short, the application creates a RADI US packet via the usual

met hods, and then instead of sending it over a UDP socket, sends the
packet to a DTLS layer for encapsul ation. DILS then acts as a
transport layer for RADIUS: hence, the nanmes "RADH US/ UDP" and

"RADI US/ DTLS" .

The requirenent that RADIUS remain | argely unchanged ensures the
si npl est possible inplenentation and wi dest interoperability of this
speci fication.

We note that the DTLS encapsul ati on of RADI US nmeans that RADI US
packets have an additional overhead due to DTLS. |Inplenentations
MJUST support sendi ng and receiving encapsul at ed RADI US packets of
4096 octets in length, with a corresponding increase in the maxi num
size of the encapsul ated DTLS packets. This |arger packet size may
cause the packet to be larger than the Path MU (PMIU), where a
RADI US/ UDP packet may be smaller. See Section 5.2, below, for nore
di scussi on.
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The only changes made from RADI US/ UDP to RADI US/ DTLS are the
followi ng two itens:

(1) The Length checks defined in [ RFC2865], Section 3, MJST use the
| ength of the decrypted DTLS data instead of the UDP packet
|l ength. They MJST treat any decrypted DTLS data octets outside
the range of the Length field as padding and ignore it on
reception.

(2) The shared secret used to conmpute the MD5 integrity checks and
the attribute encryption MJST be "radius/dtls".

Al'l other aspects of RADIUS are unchanged.
2.2. Simlarities with RAD US/ TLS
Wil e this specification can be thought of as RADI US/ TLS over UDP
i nstead of the Transm ssion Control Protocol (TCP), there are sone
di fferences between the two nmethods. The bul k of [RFC6614] applies
to this specification, so we do not repeat it here.
This section explains the differences between RADI US/ TLS and
RADI US/ DTLS, as senmantic "patches" to [RFC6614]. The changes are as
fol |l ows:
* W replace references to "TCP'" with "UDP"
* We replace references to "RADI US/ TLS" with "RADI US/ DTLS"
* We replace references to "TLS" with "DTLS"
Those changes are sufficient to cover the majority of the differences
between the two specifications. The next section reviews some nore
detail ed changes from [ RFC6614], giving additional comentary only
wher e necessary.
2.2.1. Changes from RADI US/ TLS to RADI US/ DTLS

Thi s section describes how particul ar sections of [RFC6614] apply to
RADI US/ DTLS.

Section 2.1 applies to RAD US/DTLS, with the exception that the
RADI US/ DTLS port is UDP/ 2083.

Section 2.2 applies to RAD US/DTLS. Servers and clients need to be
pre-configured to use RADI US/ DTLS for a given endpoint.
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Most of Section 2.3 applies also to RADI US/DTLS. Item (1) should be
interpreted as applying to DILS session initiation, instead of TCP
connection establishment. Item (2) applies, except for the
recomendation that inplenentations "SHOULD' support

TLS RSA WTH RC4 128 SHA. This recommendation is a historical
artifact of RADIUS/TLS, and it does not apply to RADIUS/DTLS. Item
(3) applies to RADI US/DTLS. Item (4) applies, except that the fixed
shared secret is "radius/dtls", as described above.

Section 2.4 applies to RADIUS/DTLS. dient identities SHOULD be
determ ned from DTLS paraneters, instead of relying solely on the
source | P address of the packet.

Section 2.5 does not apply to RADI US/DTLS. The relationship between
RADI US packet codes and UDP ports in RADI US/ DTLS is unchanged from
RADI US/ UDP.

Sections 3.1, 3.2, and 3.3 apply to RADI US/ DTLS.

Section 3.4 item (1) does not apply to RAD US/ DTLS. Each RADI US
packet is encapsulated in one DILS packet, and there is no "streant
of RADI US packets inside of a TLS session. |Inplenentors MJST enforce
the requirenents of [RFC2865], Section 3, for the RAD US Length
field, using the length of the decrypted DTLS data for the checks.

Thi s check replaces the RADI US net hod of using the Length field from
the UDP packet.

Section 3.4 itens (2), (3), (4), and (5) apply to RADI US/ DTLS.

Section 4 does not apply to RADI US/ DTLS. Protocol conpatibility
consi derations are defined in this docunent.

Section 6 applies to RAD US/ DTLS.
3. Interaction wth RADI US/ UDP

Transitioning to DILS is a process that needs to be done carefully.

A poorly handl ed transition is conmplex for adm nistrators and
potentially subject to security downgrade attacks. It is not
sufficient to just disable RAD US/UDP and enabl e RADI US/ DTLS. RADI US
has no provisions for protocol negotiation, so sinply disabling

RADI US/ UDP woul d result in timeouts, lost traffic, and network
instabilities.

The end result of this specification is that nearly all RAD US/ UDP
i mpl ementations should transition to using a secure alternative. In
sonme cases, RADI US/UDP nay remain where | Psec is used as a transport,
or where inplenentation and/or business reasons preclude a change.
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3.

3.

However, we do not reconmend | ong-term use of RADI US/ UDP outsi de of
i sol ated and secure networks.

This section describes how clients and servers shoul d use
RADI US/ DTLS, and how it interacts w th RADI US/ UDP

1. DITLS Port and Packet Types

The default destination port number for RADI US/DTLS is UDP/ 2083.
There are no separate ports for authentication, accounting, and
dynani ¢ aut hori zation changes. The source port is arbitrary. The
text in [RFC6614], Section 3.4, describes issues surrounding the use
of one port for multiple packet types. W recognize that

i npl ementations may allow the use of RADIUS/ DTLS over non-standard
ports. In that case, the references to UDP/ 2083 in this docunent
shoul d be read as applying to any port used for transport of

RADI US/ DTLS traffic.

2. Server Behavi or

When a server receives packets on UDP/ 2083, all packets MJST be
treated as being DTLS. RADI US/ UDP packets MJST NOT be accepted on
this port.

Servers MJST NOT accept DTLS packets on the ol d RADI US/ UDP ports.
Early versions of this specification permtted this behavior. It is
forbi dden here, as it depended on behavior in DTLS that may change
wi t hout noti ce.

Servers MJST authenticate clients. RADIUS is designed to be used by
mutual ly trusted systems. Allow ng anonynous clients would ensure
privacy for RADI US/DTLS traffic, but would negate all other security
aspects of the protocol

As RADI US has no provisions for capability signaling, there is no way
for a server to indicate to a client that it should transition to
using DTLS. This action has to be taken by the administrators of the
two systems, using a nethod other than RADIUS. This nethod will
I'ikely be out of band, or manual configuration will need to be used.

Sone servers maintain a list of allowed clients per destination port.
O hers maintain a global list of clients that are pernitted to send
packets to any port. \Where a client can send packets to nultiple
ports, the server MJST maintain a "DILS Required" flag per client.

This flag indicates whether or not the client is required to use
DTLS. When set, the flag indicates that the only traffic accepted
fromthe client is over UDP/2083. Wen packets are received froma
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client on non-DTLS ports, for which DILS is required, the server MJST
silently discard these packets, as there is no RADI US/ UDP shared
secret avail abl e.

This flag will often be set by an adm nistrator. However, if a
server receives DTLS traffic froma client, it SHOULD notify the
adm nistrator that DILS is available for that client. It MAY nark
the client as "DTLS Required".

It is RECOVWENDED that servers support the follow ng Perfect Forward
Secrecy (PFS) ciphersuites:

o TLS_DHE RSA W TH_AES 128 GCM SHA256
o TLS_ECDHE _RSA W TH_AES_ 128 GCM SHA256

Al'l owi ng RADI US/ UDP and RADI US/ DTLS from the sane client exposes the
traffic to downbi ddi ng attacks and is NOT RECOMVENDED.

4., dient Behavior

When a client sends packets to the assigned RADI US/ DTLS port, all
packets MJST be DTLS. RADI US/ UDP packets MJUST NOT be sent to this
port.

Clients MJUST authenticate thenselves to servers via credentials that
are unique to each client.

It is RECOVWENDED that clients support the follow ng PFS
ci phersuites:

o TLS_DHE_RSA W TH_AES 128 GCM SHA256
0o TLS_ECDHE_RSA W TH_AES_ 128 GCM SHA256

RADI US/ DTLS clients SHOULD NOT probe servers to see if they support
DTLS transport. Instead, clients SHOULD use DTLS as a transport

| ayer only when administratively configured. |If a client is
configured to use DTLS and the server appears to be unresponsive, the
client MJUST NOT fall back to using RADI US/UDP. |Instead, the client
should treat the server as being down.

RADI US clients often had multiple independent RADIUS i npl enentati ons
and/ or processes that originate packets. This practice was sinple to
i npl ement, but the result is that each i ndependent subsystem nust

i ndependent |y discover network issues or server failures. It is
theref ore RECOVWENDED that clients with nultiple internal RAD US
sources use a |ocal proxy as described in Section 6.1, bel ow
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Clients may inplenent "pools" of servers for fail-over or |oad-
bal anci ng. These pool s SHOULD NOT m x RADI US/ UDP and RADI US/ DTLS
servers.

5. Sessi on Managenent

Where [ RFC6614] can rely on the TCP state nmachine to perform session
tracking, this specification cannot. As a result, inplementations of
this specification my need to perform sessi on managenent of the DILS
session in the application |ayer. This section describes logically
how this tracking is done. |Inplenentations may choose to use the

met hod descri bed here, or another, equival ent nethod.

We note that [RFC5080], Section 2.2.2, already mandates a duplicate
detection cache. The session tracking described bel ow can be seen as
an extension of that cache, where entries contain DILS sessions

i nstead of RADI US/ UDP packets.

[ RFC5080], Section 2.2.2, describes how duplicate RAD US/ UDP requests
result in the retransm ssion of a previously cached RAD US/ UDP
response. Due to DTLS sequence w ndow requirenents, a server MJST
NOT retransmt a previously sent DILS packet. Instead, it should
cache the RADI US response packet, and re-process it through DTLS to
create a new RADI US/ DTLS packet, every tinme it is necessary to
retransmt a RADI US response.

5.1. Server Session Managenent

A RADI US/ DTLS server MJUST track ongoi ng DTLS sessions for each, based
on the follow ng 4-tuple:

source | P address
source port
destination | P address
destination port

L T

Note that this 4-tuple is independent of |IP address version (IPv4d or
| Pv6) .
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5

1.

Each 4-tuple points to a unique session entry, which usually contains
the follow ng information:

DTLS Sessi on
Any information required to nmaintain and nmanage the DILS session

Last Traffic
A variable containing a tinmestanp that indicates when this session
| ast received valid traffic. |If "Last Traffic" is not used, this
vari abl e may not exi st.

DTLS Dat a
An inpl ementation-specific variable that may contain information
about the active DILS session. This variable may be enpty or
nonexi st ent.

This data will typically contain information such as idle
timeouts, session lifetimes, and other inplenmentation-specific
dat a.

1. Session Opening and d osing

Session tracking is subject to Denial-of-Service (DoS) attacks due to
the ability of an attacker to forge UDP traffic. RADI US/ DTLS servers
SHOULD use the statel ess cookie tracking technique described in

[ RFC6347], Section 4.2.1. DILS sessions SHOULD NOT be tracked unti

a ClientHell o packet has been received with an appropri ate Cookie

val ue. Server inplenentation SHOULD have a way of tracking DILS
sessions that are partially set up. Servers MJUST linmt both the
nunber and inpact on resources of partial sessions.

Sessions (both 4-tuple and entry) MJST be del eted when a TLS d osure
Alert ([RFC5246], Section 7.2.1) or a fatal TLS Error Alert

([ RFC5246], Section 7.2.2) is received. Wen a session is deleted
due to it failing security requirenents, the DILS session MJST be

cl osed, any TLS session resunption paraneters for that session MJST
be discarded, and all tracking information MIST be del et ed.

Sessi ons MUST al so be del eted when a RADI US packet fails validation
due to a packet being mal formed, or when it has an invalid Message-
Aut henticator or invalid Request Authenticator. There are other
cases when the specifications require that a packet received via a
DTLS session be "silently discarded". In those cases,

i mpl ement ati ons MAY del ete the underlying session as described above.
There are few reasons to conmmunicate with a Network Access Server
(NAS) that is not inplenenting RADI US.
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A session MJST be del eted when non-RADI US traffic is received over
it. This specification is for RADIUS, and there is no reason to

all ow non-RADI US traffic over a RADI US/ DTLS session. A session MJST
be del eted when RADIUS traffic fails to pass security checks. There
is no reason to permt insecure networks. A session SHOULD NOT be
del eted when a wel | -formed, but "unexpected", RADIUS packet is
received over it. Future specifications nmay extend RAD US/ DTLS, and
we do not want to forbid those specifications.

The goal of the above requirenents is to ensure security, while

mai ntaining flexibility. Any security-related issue causes the
connection to be closed. After the security restrictions have been
appl i ed, any unexpected traffic nmay be safely ignored, as it cannot
cause a security issue. There is no need to close the session for
unexpected but valid traffic, and the session can safely remain open

Once a DITLS session is established, a RADI US/ DTLS server SHOULD use
DTLS Heartbeats [ RFC6520] to deternine connectivity between the two
servers. A server SHOULD al so use watchdog packets fromthe client
to deternmine that the session is still active

As UDP does not guarantee delivery of nessages, RADI US/ DTLS servers
that do not inplenment an application-|layer watchdog MJST al so

mai ntain a "Last Traffic" tinestanp per DTLS session. The
granularity of this tinestanp is not critical and could be linited to
one-second intervals. The tinmestanp SHOULD be updated on reception
of a valid RADI US/ DTLS packet, or a DTLS Heartbeat, but no nore than
once per interval. The tinestanp MJST NOT be updated in other
situations.

When a session has not received a packet for a period of tinme, it is

| abel ed "idle". The server SHOULD delete idle DILS sessions after an
"idle timeout". The server MAY cache the TLS session paraneters, in

order to provide for fast session resunption

This session "idle tinmout" SHOULD be exposed to the administrator as
a configurable setting. It SHOULD NOT be set to | ess than 60 seconds
and SHOULD NOT be set to nore than 600 seconds (10 nminutes). The

m ni mum useful value for this timer is determ ned by the application-
| ayer wat chdog nechani smdefined in the foll ow ng section

RADI US/ DTLS servers SHOULD al so nonitor the total nunber of open
sessions. They SHOULD have a "maxi mum sessi ons" setting exposed to
adm nistrators as a configurable parameter. When this maxinumis
reached and a new session is started, the server MIST either drop an
old session in order to open the new one or not create a new session
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RADI US/ DTLS servers SHOULD i npl ement session resunption, preferably
statel ess session resunption as given in [RFC5077]. This practice
lowers the time and effort required to start a DILS session with a
client and increases network responsiveness.

Since UDP is stateless, the potential exists for the client to
initiate a new DILS session using a particular 4-tuple, before the
server has closed the old session. For security reasons, the server
MJST keep the old session active until either it has received secure
notification fromthe client that the session is closed or the server
decides to close the session based on idle tineouts. Taking any
other action would permt unauthenticated clients to performa DoS
attack, by reusing a 4-tuple and thus causing the server to close an
active (and authenticated) DILS session.

As a result, servers MJST ignore any attenpts to reuse an existing
4-tuple froman active session. This requirenent can |likely be
reached by sinply processing the packet through the existing session,
as with any other packet received via that 4-tuple. Non-conmpliant,
or unexpected packets will be ignored by the DILS | ayer.

The above requirenent is nmitigated by the suggestion in Section 6.1,
bel ow, that the client use a local proxy for all RAD US traffic.
That proxy can then track the ports that it uses and ensure that
reuse of 4-tuples is avoided. The exact process by which this
tracking is done is outside of the scope of this docunent.

5.2. dient Session Managenent

Clients SHOULD use PMIU di scovery [RFC6520] to determ ne the PMIU
between the client and server, prior to sending any RADIUS traffic.
Once a DITLS session is established, a RADI US/DTLS client SHOULD use
DTLS Heartbeats [RFC6520] to deternine connectivity between the two
systens. RADI US/DTLS clients SHOULD al so use the application-I|ayer
wat chdog al gorithm defined in [RFC3539] to determ ne server

responsi veness. The Status-Server packet defined in [ RFC5997] SHOULD
be used as the "watchdog packet" in any application-|layer watchdog

al gorithm

RADI US/ DTLS clients SHOULD proactively cl ose sessions when they have
been idle for a period of tine. dCdients SHOULD cl ose a sessi on when
the DTLS Heartbeat algorithmindicates that the session is no | onger
active. Cients SHOULD cl ose a session when no traffic other than
wat chdog packets and (possibly) watchdog responses has been sent for
three watchdog timeouts. This behavior ensures that clients do not
wast e resources on the server by causing it to track idle sessions.

DeKok Experi ment al [ Page 15]



RFC 7360 DTLS as a Transport Layer for RADI US Sept enber 2014

When a client fails to inplenment both DTLS Heartbeats and wat chdog
packets, it has no way of know ng that a DILS session has been
closed. Therefore, there is the possibility that the server closes
the session without the client knowi ng. Wen that happens, the
client may later transmt packets in a session, and those packets
will be ignored by the server. The client is then forced to time out
those packets and then the session, |eading to delays and network
instabilities.

For these reasons, it is RECOWENDED that all DTLS sessions be
configured to use DTLS Heartbeats and/ or watchdog packets.

DTLS sessions MJST al so be del eted when a RADI US packet fails
validation due to a packet being mal forned, or when it has an invalid
Message- Aut henti cator or invalid Response Authenticator. There are
ot her cases when the specifications require that a packet received
via a DTLS session be "silently discarded". In those cases,

i npl ement ati ons MAY del ete the underlying DTLS session

RADI US/ DTLS clients shoul d not send both RADI US/ UDP and RADI US/ DTLS
packets to different servers fromthe sanme source socket. This
practice causes increased conplexity in the client application and
increases the potential for security breaches due to inplenentation
i ssues.

RADI US/ DTLS clients SHOULD i npl ement session resunption, preferably
statel ess session resunption as given in [RFC5077]. This practice
lowers the time and effort required to start a DILS session with a
server and increases network responsiveness.

6. Inplenentation Guidelines

The text above describes the protocol. In this section, we give
addi tional inplenentation guidelines. These guidelines are not part
of the protocol, but they may hel p inplenentors create sinple,
secure, and interoperable inplenentations.

Where a TLS-PSK nethod is used, inplenentations MJST support keys of
at least 16 octets in length. |nplementations SHOULD support key

| engths of 32 octets and SHOULD al |l ow for | onger keys. The key data
MUST be capabl e of being any value (0 through 255, inclusive).

I mpl ementations MUST NOT |imt themselves to using textual keys. It
i's RECOVWENDED t hat the administration interface allow for the keys

to be entered as human-readable strings in hex format.
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When creating keys for use with PSK ciphersuites, it is RECOMWENDED
that keys be derived froma Cryptographically Secure Pseudorandom
Nunber Cenerator (CSPRNG instead of adm nistrators inventing keys on
their owmn. |If managi ng keys is too conplicated, a certificate-based
TLS et hod SHOULD be used i nst ead.

6.1. dient Inplenentations

RADI US/ DTLS clients shoul d use connected sockets where possible. Use
of connected sockets nmeans that the underlying kernel tracks the
sessions, so that the client subsystem does not need to nanage
mul ti pl e sessions on one socket.

RADI US/ DTLS clients should use a single source (1P + port) when
sendi ng packets to a particul ar RADI US/ DTLS server. Doing so

m nimzes the nunber of DTLS session setups. It also ensures that
i nformati on about the hone server state is discovered only once.

In practice, this nmeans that RADI US/DTLS clients with nmultiple

i nternal RADIUS sources should use a local proxy that arbitrates al
RADI US traffic between the client and all servers. The proxy shoul d
accept traffic only fromthe authorized subsystens on the client
machi ne and should proxy that traffic to known servers. Each

aut hori zed subsystem shoul d include an attribute that uniquely
identifies that subsystemto the proxy, so that the proxy can apply
origin-specific proxy rules and security policies. W suggest using
NAS- I dentifier for this purpose.

The | ocal proxy should be able to interact with nultiple servers at
the sane tine. There is no requirenment that each server have its own
uni que proxy on the client, as that would be inefficient.

The suggestion to use a |local proxy means that there is only one
process that discovers network and/or connectivity issues with a
server. |If each client subsystem comunicated directly with a
server, issues with that server woul d have to be discovered

i ndependently by each subsystem The side effect woul d be increased
delays in re-routing traffic, error reporting, and network
instabilities.

Each client subsystem can include a subsystem specific NAS-Identifier
in each request. The format of this attribute is inplenentation-
specific. The proxy should verify that the request originated from
the Il ocal system ideally via a | oopback address. The proxy MJST
then rewite any subsystemspecific NAS-Identifier to a NAS-
Identifier that identifies the client as a whole, or, renpve the NAS-
Identifier entirely and replace it with NAS-IP-Address or NAS-

| Pv6- Addr ess.
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In traditional RADIUS, the cost to set up a new "session" between a
client and server was minimal. The client subsystem could sinply
open a port, send a packet, wait for the response, and then close the
port. Wth RADI US/DTLS, the connection setup is significantly nore
expensive. In addition, there may be a requirenent to use DILS in
order to communicate with a server, as RADI US/UDP rmay not be
supported by that server. The know edge of what protocol to use is
best managed by a dedi cated RADI US subsystem rather than by each

i ndi vi dual subsystemon the client.

6.2. Server |nplenentations

RADI US/ DTLS servers shoul d not use connected sockets to read DTLS
packets froma client. This reconmendation exists because a
connected UDP socket will accept packets only from one source IP
address and port. This limtation would prevent the server from
accepting packets fromnultiple clients on the same port.

7. Dianeter Considerations
Thi s specification defines a transport layer for RADIUS. It nakes no
ot her changes to the RADIUS protocol. As a result, there are no
Di anet er consi derati ons.

8. | ANA Consi derati ons

No new RADI US attributes or packet codes are defined. |ANA has
updated the "Service Nane and Transport Protocol Port Number

Regi stry". The entries corresponding to port service nane "radsec",
port nunber "2083", and transport protocol "UDP" have been updated as
fol | ows:

0 Assignee: |ESG

o Contact: |ETF Chair

0 Reference: This docunent

0 Assignnent Notes: The UDP port 2083 was already previously
assigned by I ANA for "RadSec", an early inplenentation of
RADI US/ TLS, prior to issuance of this RFC

9. Inplenentation Status
This section records the status of known inpl enentations of

RADI US/ DTLS at the tine of witing, and is based on a proposa
described in [ RFC6982] .
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The description of inplenmentations in this section is intended to
assist the ETF in its decision processes in progressing |nternet-
Drafts to RFCs.

Radsecpr oxy

Organi zati on: Radsecpr oxy

URL:

Maturity:

Cover age:

Li censi ng:

https://sof tware. uni nett. no/ radsecproxy/

Wdely used software based on early versions of this
docunent .
The use of the DTLS functionality is not clear.

The bul k of this specification is inplenmented, based on
earlier versions of this docunent. Exact revisions that
were i npl emented are unknown.

Freely distributable with acknow edgnent.

I mpl enent ati on experi ence: No comments from i npl enentors.

2. jradius

Organi zati on: Coova

URL:

Maturity:

Cover age:

Li censi ng:

http: //ww. coova. or g/ JRadi us/ RadSec

Producti on software based on early versions of this
docunent .
The use of the DTLS functionality is not clear.

The bul k of this specification is inplenmented, based on
earlier versions of this docunent. Exact revisions that
were i npl emented are unknown.

Freely distributable with requirenent to redistribute
sour ce.

I npl enent ati on experience: No comments from i npl enentors.

Security Considerations

The bul k of this specification is devoted to discussing security
considerations related to RADIUS. However, we discuss a few

addi ti ona

DeKok

i ssues here.
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10.

This specification relies on the existing DILS, RAD US/ UDP, and

RADI US/ TLS specifications. As a result, all security considerations
for DTLS apply to the DTLS portion of RADIUS/DILS. Simlarly, the
TLS and RADI US security issues discussed in [RFC6614] also apply to
this specification. Mst of the security considerations for RAD US
apply to the RADIUS portion of the specification

However, many security considerations raised in the RAD US docunents
are related to RADI US encryption and authorization. Those issues are
largely mtigated when DILS is used as a transport nethod. The
issues that are not mtigated by this specification are related to
the RADI US packet format and handling, which is unchanged in this
speci fication.

Thi s specification al so suggests that inplenentations use a session
tracking table. This table is an extension of the duplicate
detection cache mandated in [ RFC5080], Section 2.2.2. The changes
given here are that DTLS-specific information is tracked for each
table entry. Section 5.1.1, above, describes steps to nmitigate any
DoS issues that result fromtracking additional information

The fixed shared secret given above in Section 2.2.1 is acceptable
only when DTLS is used with a non-null encryption nethod. Wen a
DTLS session uses a null encryption nethod due to m sconfiguration or
i mpl erentation error, all of the RADIUS traffic will be readable by
an observer. Therefore, inplenentations MJST NOT use null encryption
met hods for RADI US/ DTLS

For systens that perform protocol -based firewalling and/or filtering,
it is RECOWENDED that they be configured to permit only DTLS over
t he RADI US/ DTLS port.

1. Crypto-Agility

Section 4.2 of [RFC6421] nmakes a nunber of recomrendati ons about
security properties of new RADI US proposals. Al of those
recommendati ons are satisfied by using DILS as the transport |ayer

Section 4.3 of [RFC6421] nakes a nunber of recomrendati ons about
backwards conpatibility with RADIUS. Section 3, above, addresses
these concerns in detail

Section 4.4 of [RFC6421] recommends that change control be ceded to
the 1ETF, and that interoperability is possible. Both requirenments
are sati sfied.
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10.

Section 4.5 of [RFC6421] requires that the new security methods apply
to all packet types. This requirenent is satisfied by allow ng DTLS
to be used for all RADIUS traffic. |In addition, Section 3, above,
addr esses concerns about docunenting the transition fromlegacy

RADI US to crypto-agile RAD US

Section 4.6 of [RFC6421] requires autonated key managenent. This
requirenent is satisfied by using DTLS key nmanagenent.

2. Legacy RADIUS Security

We reiterate here the poor security of the | egacy RADI US protocol

We suggest that RADIUS clients and servers inplenent either this
specification or [ RFC6614]. New attacks on MD5 have appeared over
the past few years, and there is a distinct possibility that MD5 may
be completely broken in the near future. Such a break woul d nean
that RADI US/ UDP was conpl etely insecure.

The exi stence of fast and cheap attacks on MD5 could result in a |oss
of all network security that depends on RADI US. Attackers could
obt ai n user passwords and possibly gain conplete network access. W
cannot overstate the disastrous consequences of a successful attack
on RADI US.

We al so caution inplenentors (especially client inplenentors) about
usi ng RADIUS/DTLS. It may be tenpting to use the shared secret as
the basis for a TLS-PSK nethod and to | eave the user interface

ot herwi se unchanged. This practice MJST NOT be used. The

adm ni strator MJUST be given the option to use DILS. Any shared
secret used for RADI US/ UDP MJUST NOT be used for DTLS. Reusing a
shared secret between RADI US/UDP and RADI US/ DTLS woul d negate all of
the benefits found by using DILS

RADI US/ DTLS client inplementors MJST expose a configuration that

all ows the administrator to choose the ciphersuite. Were
certificates are used, RADI US/DTLS client inplenmentors MJST expose a
configuration that allows an administrator to configure al
certificates necessary for certificate-based authentication. These
certificates include client, server, and root certificates.

TLS- PSK et hods are susceptible to dictionary attacks. Section 6,
above, recomends deriving TLS-PSK keys froma Cryptographically
Secur e Pseudorandom Number GCenerator (CSPRNG), which rmakes dictionary
attacks significantly nore difficult. Servers SHOULD track failed
client connections by TLS-PSK I D and bl ock TLS-PSK I Ds that seemto
be attenpting brute-force searches of the keyspace.
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10.

10.

The historic RADIUS practice of using shared secrets (here, PSKs)
that are mnor variations of words is NOI RECOWENDED, as it would
negate all of the security of DILS

3. Resource Exhaustion

The use of DTLS all ows DoS attacks and resource-exhaustion attacks
that were not possible in RADIUS/ UDP. These attacks are simlar to
those described in [ RFC6614], Section 6, for TCP

Session tracking, as described in Section 5.1, can result in resource
exhaustion. Therefore, servers MUST |imt the absol ute nunber of
sessions that they track. Wen the total nunber of sessions tracked
is going to exceed the configured Iimt, servers MAY free up
resources by closing the session that has been idle for the | ongest
time. Doing so may free up idle resources that then allow the server
to accept a new session

Servers MJUST linit the nunber of partially open DILS sessions. These
limts SHOULD be exposed to the administrator as configurable
settings.

4. dient-Server Authentication with DILS

We expect that the initial deploynment of DILS will follow the
RADI US/ UDP nmodel of statically configured client-server

rel ati onships. The specification for dynam c di scovery of RADI US
servers i s under devel opnent, so we will not address that here.

Static configuration of client-server relationships for RAD US/ UDP
nmeans that a client has a fixed | P address for a server and a shared
secret used to authenticate traffic sent to that address. The server
in turn has a fixed |P address for a client and a shared secret used
to authenticate traffic fromthat address. This nodel needs to be
ext ended for RADI US/ DTLS

Instead of a shared secret, TLS credentials MJST be used by each
party to authenticate the other. The issue of identity is nore
problematic. As with RADIUS/ UDP, |P addresses may be used as a key
to determine the authentication credentials that a client wll
present to a server or which credentials a server will accept froma
client. This is the fixed | P address nodel of RADIUS/UDP, with the
shared secret replaced by TLS credenti al s.
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There are, however, additional considerations with RADI US/DTLS. When
a client is configured with a hostname for a server, the server may
present to the client a certificate containing a hostname. The
client MJUST then verify that the hostnanes natch. Any mismatch is a
security violation, and the connection MJST be cl osed.

A RADI US/ DTLS server MAY be configured with a "wildcard" |IP address
match for clients, instead of a unique fixed |IP address for each
client. In that case, clients MIJST be individually configured with a
unique certificate. Wen the server receives a connection froma
client, it MJST determine client identity fromthe client

certificate, and MJST authenticate (or not) the client based on that
certificate. See [RFC6614], Section 2.4, for a discussion of howto
match a certificate to a client identity.

However, servers SHOULD use |IP address filtering to mninize the
possibility of attacks. That is, they SHOULD permt clients only
froma limted | P address range or ranges. They SHOULD silently
discard all traffic from outside of those ranges.

Since the client-server relationship is static, the authentication
credentials for that relationship nmust also be statically configured.
That is, a client connecting to a DTLS server SHOULD be pre-
configured with the server’s credentials (e.g., PSK or certificate).
If the server fails to present the correct credentials, the DILS
session MJUST be closed. Each server SHOULD be pre-configured with
sufficient information to authenticate connecting clients.

The requirenent for clients to be individually configured with a

uni que certificate can be nmet by using a private CA for certificates
used in RADI US/ DTLS environments. |If a client were configured to use
a public CA then it could accept as valid any server that has a
certificate signed by that CA. VWhile the traffic would be secure
fromthird-party observers, the server woul d, however, have
unrestricted access to all of the RADIUS traffic, including all user
credential s and passwords.

Therefore, clients SHOULD NOT be pre-configured with a list of known
public CAs by the vendor or manufacturer. Instead, the clients
SHOULD start off with an enpty CA list. The addition of a CA SHOULD
be done only when manual |y configured by an adm nistrator
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10.

This scenario is the opposite of web browsers, where they are pre-
configured with many known CAs. The goal there is security from
third-party observers, but also the ability to comunicate with any
unknown site that presents a signed certificate. |In contrast, the
goal of RADIUS/DTLS is both security fromthird-party observers and
the ability to communicate with only a small set of well-known
servers.

Thi s requirenment does not prevent clients from using hostnanes
instead of | P addresses for locating a particular server. |Instead,
it means that the credentials for that server should be pre-
configured on the client, and associated with that hostnane. This
requi renent does suggest that in the absence of a specification for
dynani ¢ discovery, clients SHOULD use only those servers that have
been manual |y configured by an adm nistrator

5. Network Address Transl ation

Net wor k Address Transl ation (NAT) is fundanmentally inconpatible with
RADI US/ UDP. RADI US/ UDP uses the source | P address to determ ne the
shared secret for the client, and NAT hides many clients behind one
source | P address. As a result, RADI US/ UDP clients cannot be | ocated
behi nd a NAT gat eway.

In addition, port reuse on a NAT gateway means that packets from
different clients may appear to come fromthe sane source port on the
NAT. That is, a RADIUS server may receive a RAD US/ DTLS packet from
one source | P/ port conbination, followed by the reception of a

RADI US/ UDP packet fromthat same source | P/ port conmbination. |If this
behavior is allowed, then the server would have an inconsistent view
of the client’s security profile, allowing an attacker to choose the
nmost i nsecure met hod.

If nmore than one client is |ocated behind a NAT gateway, then every
client behind the NAT MUST use a secure transport such as TLS or
DTLS. As discussed below, a nmethod for uniquely identifying each
client MJST be used.

6. Wldcard dients

Sone RADI US server inplenentations allow for "wildcard" clients --
that is, clients with an | Pv4 netmask of other than 32 or an | Pv6
net mask of other than 128. That practice is not recommended for
RADI US/UDP, as it neans multiple clients will use the same shared
secret.
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10.

The use of RADI US/DTLS can allow for the safe usage of wi |l dcards.
VWhen RADI US/DTLS is used with wildcards, clients MJST be uniquely
identified using TLS paraneters, and any certificate or PSK used MJST
be uni que to each client.

7. Session C osing

Section 5.1.1, above, requires that DITLS sessions be closed when the
transported RADI US packets are malforned or fail the authenticator
checks. The reason is that the session is expected to be used for
transport of RADI US packets only.

Any non-RADI US traffic on that session neans the other party is

m sbehaving and is a potential security risk. Simlarly, any RAD US
traffic failing authentication vector or Message-Authenti cator

val idation neans that two parties do not have a common shared secret,
and the session is therefore unauthenticated and insecure.

W wish to avoid the situation where a third party can send wel | -
fornmed RADI US packets that cause a DTLS session to close. Therefore,
in other situations, the session SHOULD remain open in the face of
non- conf or mant packets.

8. Cdient Subsystens

Many traditional clients treat RADI US as subsystemspecific. That

is, each subsystemon the client has its own RADIUS inpl ementation
and configuration. These independent inplenentations work for sinple
systens, but break down for RADI US when nultiple servers, fail-over,
and | oad- bal ancing are required. They have even worse issues when
DTLS i s enabl ed.

As noted in Section 6.1, above, clients SHOULD use a | ocal proxy that
arbitrates all RADIUS traffic between the client and all servers.
This proxy will encapsul ate all know edge about servers, including
security policies, fail-over, and |oad-balancing. Al client
subsystenms SHOULD communi cate with this |ocal proxy, ideally over a

| oopback address. The requirenents on using strong shared secrets

still apply.

The benefit of this configuration is that there is one place in the
client that arbitrates all RADIUS traffic. Subsystens that do not

i npl ement DTLS can remai n unaware of DTLS. DTLS sessions opened by
the proxy can remain open for |ong periods of time, even when client
subsystens are restarted. The proxy can do RADI US/ UDP to sone
servers and RADI US/ DTLS to ot hers.
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Del egation of responsibilities and separation of tasks are inportant
security principles. By noving all RADI US/DTLS know edge to a DITLS-
aware proxy, security analysis becones sinpler, and enforcenent of
correct security becones easier.
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