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Layer 3 Virtual Private Network (VPN) Tunnel Traffic Leakages
i n Dual - Stack Host s/ Networks

Abst ract

The subtle way in which the 1Pv6 and | Pv4 protocols coexist in
typical networks, together with the lack of proper |1Pv6 support in
popul ar Virtual Private Network (VPN) tunnel products, may

i nadvertently result in VPN tunnel traffic | eakages. That is,
traffic neant to be transferred over an encrypted and integrity-
protected VPN tunnel may |eak out of such a tunnel and be sent in the
clear on the local network towards the final destination. This
docunent di scusses some scenarios in which such VPN tunnel traffic
| eakages may occur as a result of enploying | Pv6-unaware VPN
software. Additionally, this docunment offers possible mitigations
for this issue.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7359
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| ESG Not e

Thi s docunent describes a problemof information | eakage in VPN
software and attributes that problemto the software’s inability to
deal with IPv6. W do not think this is an appropriate
characterization of the problem It is true that when a device
supports nore than one address famly, the inability to apply policy
to nore than one address fanmily on that device is a defect. Despite
that, inadvertent or maliciously induced information | eakage may al so
occur due to the existence of any unencrypted interface allowed on
the system including the configuration of split tunnels in the VPN
software itself. Wile there are sonme attacks that are unique to an
I Pv6 interface, the sort of information | eakage described by this
docunent is a general problemthat is not unique to the situation of
| Pv6-unaware VPN software. W do not think this docunent
sufficiently describes the general issue.

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

It is a very comon practice for users to enpl oy VPN software when
enpl oying a public (and possibly rogue) local network. This is
typically done not only to gain access to renote resources that may
not otherw se be accessible fromthe public Internet, but also to
secure the host’s traffic against attackers that might be connected
to the same | ocal network as the victimhost. The latter case
constitutes the probl em space of this docunment. Indeed, it is
soneti nes assuned that enploying a VPN tunnel nakes the use of

i nsecure protocols (e.g., that transfer sensitive information in the
clear) acceptable, as a VPN tunnel provides security services (such
as data integrity and/or confidentiality) for all comunications made
over it. However, this document illustrates that under certain
circunstances, sone traffic m ght not be mapped onto the VPN tunne
and thus mght be sent in the clear on the |ocal network.

Many VPN products that are typically enpl oyed for the aforenmentioned
VPN tunnel s only support the IPv4 protocol: that is, they performthe
necessary actions such that I1Pv4 traffic is sent over the VPN tunnel,
but they do nothing to secure IPv6 traffic originated from (or being
received at) the host enploying the VPN client. However, the hosts
thensel ves are typically dual -stacked: they support (and enable by
default) both IPv4 and I Pv6 (even if such | Pv6 connectivity is sinply
"dormant" when they connect to | Pv4-only networks). Wen the |IPv6
connectivity of such hosts is enabled, they may end up enpl oyi ng an

| Pv6-unaware VPN client in a dual-stack network. This nay have
"unexpect ed" consequences, as expl ai ned bel ow.
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The subtle way in which the I Pv4 and I Pv6 protocols interact and
coexi st in dual -stacked networks mght, either inadvertently or as a
result of a deliberate attack, result in VPN tunnel traffic |eakages
-- that is, traffic neant to be transferred over a VPN tunnel could
| eak out of the VPN tunnel and be transnmitted in the clear fromthe
local network to the final destination, w thout enploying the VPN
services at all.

Since this issue is specific to VPN solutions that route Layer 3
traffic, it is applicable to the follow ng types of VPN technol ogi es:

o | Psec-based VPN tunnels
0o SSL/TLS VPN tunnels

NOTE: see Section 2 for a definition and description of these
terns.

Section 2 clarifies the term nol ogy enpl oyed throughout this
docunent. Section 3 provides sone background about |Pv6 and | Pv4
coexi stence, summarizing how I Pv6 and I Pv4 interact on a typica
dual - st acked network. Section 4 describes the underlying probl em
that leads to the aforenentioned VPN traffic | eakages. Section 5
describes legitimate scenarios in which such traffic | eakages m ght
occur, while Section 6 describes how VPN traffic | eakages can be
triggered by deliberate attacks. Finally, Section 7 discusses
possible mtigations for the aforementioned issue.

2. Term nol ogy

When enploying the term"Virtual Private Network tunnel" (or "VPN
tunnel "), this docunent refers to VPN tunnels based on | Psec or SSL/
TLS, where Layer 3 packets are encapsul ated and sent froma client to
a m ddl ebox, to access nultiple network services (possibly enploying
different transport and/or application protocols).

| Psec-based VPN tunnels sinply enploy I Psec in tunnel node to
encapsul ate and transfer Layer 3 packets over the VPN tunnel. On the
ot her hand, the term "SSL/TLS-based VPN tunnel s" warrants a
clarification, since two different technol ogies are usually referred
to as "SSL/TLS VPN':

SSL/ TLS VPN tunnel
A technol ogy that encapsul ates traffic froma client to a
m ddl ebox. In essence, an SSL/TLS VPN tunnel acts just like an
| Psec-based tunnel, but instead enploys SSL/TLS for encryption and
sonme proprietary/unspecified nmechani smfor encapsul ati on and
routing.
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SSL/ TLS VPN port al
A front-end provided by the m ddl ebox to add security to a
normal |y unsecured site. An SSL/TLS VPN portal is typically
application specific, wapping the specific protocol, such as
HTTP, to provide access to specific services on a network. In
such a case, the SSL/TLS VPN portal would be accessed just |ike
any HTTPS URL. SSL/TLS VPN portals are used when one wants to
restrict access and only provide renote users to very specific
services on the network. SSL/TLS VPN portals do not require an
agent, and the policy is typically nore |liberal from organizations
all owi ng access from anywhere via this access nmethod. All other
traffic on the systemmay be routed directly to the destination,
whether it is IPv4, 1 Pv6, or even other service level (HTTP)
destination addresses.

Qur docunent focuses on Layer 3 VPNs that enploy |Psec-based or SSL/
TLS- based tunnel s, and excludes the so-called SSL/TLS VPN portals.
Both | Psec-based and SSL/ TLS-based VPN tunnel s are designed to route
Layer 3 traffic via the VPN tunnel through to the VPN tunnel server.
Typically, these solutions are agent based, meaning that software is
required on the client endpoint to establish the VPN tunnel and
manage access control or routing rules. This provides an opportunity
for controls to be nanaged t hrough that application as well as on the
client endpoint.

NOTE: Further discussion of SSL-based VPNs can be found in
[ SSL- VPNs] .

We note that, in addition to the general case of "send all traffic
t hrough the VPN', this docunment considers the so-called "split-
tunnel " case, where some subset of the traffic is sent through the
VPN, while other traffic is sent to its intended destination with a
direct routing path (i.e., w thout enmploying the VPN tunnel). W
note that many organi zations will prevent split-tunneling in their
VPN configurations if they would like to nake sure the users data
goes through a gateway with protections (malware detection, URL
filtering, etc.), but others are nore interested in perfornmance of
the user’s access or the ability for researchers to have options to
access sites they may not be able to through the gateway.

3. | Pv4 and | Pv6 Coexi stence
The coexi stence of the IPv4 and | Pv6 protocols has a number of
interesting and subtle aspects that may have "surprising”

consequences. Wiile IPv6 is not backwards-conpatible with |IPv4, the
two protocols are "glued" together by the Domai n Name System (DNS).
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For exanple, consider a site (say, ww.exanple.con) that has both

I Pv4 and | Pv6 support. The correspondi ng donmai n name

(www. exanpl e.com in our case) will contain both A and AAAA DNS
resource records (RRs). Each A record will contain one |Pv4 address,
whil e each AAAA record will contain one |Pv6 address -- and there

m ght be nore than one instance of each of these record types. Thus,
when a dual -stacked client application neans to conmunicate with

www. exanpl e.com it can request both A and AAAA records and use any
of the avail abl e addresses. The preferred address famly (1Pv4 or

I Pv6) and the specific address that will be used (assum ng nore than
one address of each fanmly is available) varies fromone protoco

i npl ementation to another, with many host inplenentations preferring
| Pv6 addresses over |Pv4 addresses.

NOTE: [RFC6724] specifies an algorithmfor selecting a destination
address froma list of IPv6 and | Pv4 addresses. [RFC6555]

di scusses the chall enge of selecting the nost appropriate
destination address, along with a proposed inpl enentation approach
that mtigates connection-establishnment del ays.

As a result of this "coexistence" between |Pv6 and | Pv4, when a dual -
stacked client nmeans to comunicate with sone other system the
availability of A and AAAA DNS resource records will typically affect
whi ch protocol is enployed to conmunicate with that system

4. Virtual Private Networks in | Pv4/IPv6 Dual - St ack Host s/ Net wor ks

Many VPN tunnel inplenentations do not support the |IPv6 protocol --
or, what is worse, they conpletely ignore |Pv6. This typically neans
that, once a VPN tunnel has been established, the VPN software takes
care of the | Pv4 connectivity by, e.g., inserting an | Pv4 default
route that causes all IPv4 traffic to be sent over the VPN tunnel (as
opposed to sending the traffic in the clear, enploying the |oca
router). However, if IPv6 is not supported (or conpletely ignored),
any packets destined to an | Pv6 address will be sent in the clear
using the local IPv6 router. That is, the VPN software will do
not hi ng about the I1Pv6 traffic.

The underlying reason for which these VPN | eakages may occur is that,
for dual -stacked systens, it is not possible to secure the

conmuni cati on with another system w thout securing both protocols
(IPv6 and I Pv4). Therefore, as long as the traffic for one of these
protocols is not secured, there is the potential for VPN traffic

| eakages.
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I nadvertent VPN Tunnel Traffic Leakages in Legitinate Scenari os

Consi der a dual -stacked host that enploys |IPv4-only VPN software to
establish a VPN tunnel with a VPN server, and that said host now
connects to a dual -stacked network (that provides both | Pv6 and | Pv4
connectivity). |If some application on the client neans to

conmuni cate with a dual -stacked destination, the client wll
typically query both A and AAAA DNS resource records. Since the host
wi Il have both IPv4 and | Pv6 connectivity, and the intended
destination will have both A and AAAA DNS resource records, one of
the possible outcones is that the host will enploy IPv6 to

communi cate with the intended destination. Since the VPN software
does not support IPv6, the IPv6 traffic will not enploy the VPN
tunnel ; hence, it will have neither integrity nor confidentiality
protection fromthe source host to the final destination

This could inadvertently expose sensitive traffic that was assuned to
be secured by the VPN software. |In this particular scenario, the
resulting VPN tunnel traffic | eakage is a side effect of enploying

| Pv6-unaware VPN software in a dual -stacked host/ network.

VPN Tunnel Traffic Leakage Attacks

A local attacker could deliberately trigger |Pv6 connectivity on the
victi mhost by sending forged | CMPv6 Router Advertisenent messages

[ RFC4861]. Such packets could be sent by enpl oying standard software
such as rtadvd [ RTADVD], or by enpl oyi ng packet-crafting tools such
as SI6 Network’s I Pv6 Toolkit [SI6-Toolkit] or THC s | Pv6 Attack

Tool kit [THC- 1 Pv6]. Once |IPv6 connectivity has been enabl ed,

communi cations with dual -stacked systens could result in VPN tunne
traffic | eakages, as previously described.

VWhile this attack may be useful enough (due to the increasing numnber
of I Pv6-enabled sites), it will only lead to traffic | eakages when
the destination systemis dual -stacked. However, it is usually
trivial for an attacker to trigger such VPN tunnel traffic |eakages
for any destination system an attacker could sinply advertise

hi nsel f as the |l ocal recursive DNS server by sending forged Router
Adverti sement nmessages [ RFC4861] that include the correspondi ng
Recursi ve DNS Server (RDNSS) option [ RFC6106], and then performa DNS
spoofing attack such that he can becone a "nman in the mddle" and
intercept the corresponding traffic. As with the previous attack
scenari o, packet-crafting tools such as [SI6-Tool kit] and [ THC- | Pv6]
can readily performthis attack
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NOTE: Sone systens are known to prefer |Pv6-based recursive DNS
servers over |Pv4-based ones; hence, the "malicious" recursive DNS
servers woul d be preferred over the legitimte ones advertised by
the VPN server.

Mtigations to VPN Tunnel Traffic Leakage Vulnerabilities

At the time of this witing, a |large number of VPN inpl enentations
have not yet addressed the issue of VPN tunnel traffic |eakages.

Most of these inplenentations sinply ignore |Pv6; hence, IPv6 traffic
| eaks out of the VPN tunnel. Sonme VPN tunnel inplenentations handle
| Pv6, but not properly. For exanple, they rmay be able to prevent

i nadvertent VPN tunnel traffic | eakages arising in legitimte dual -
stack networks, but they may fail to properly handle the myriad of
vectors available to an attacker for injecting "nmore specific
routes", such as |CMPv6 Router Advertisenent nessages with Prefix

I nformati on Options and/or Route Information Options, and | CMPv6
Redi rect nessages.

Clearly, the issue of VPN tunnel traffic | eakages warrants proper
| Pv6 support in VPN tunnel inplenentations.

1. Fixing VPN dient Software

There are a nunber of possible mitigations for the VPN tunnel traffic
| eakage vulnerability discussed in this docunent.

If the VPN client is configured by adm nistrative decision to
redirect all IPv4 traffic to the VPN, it shoul d:

1. If IPv6 is not supported in the VPN software, disable |Pv6
support in all network interfaces.

NOTE: For |Pv6-unaware VPN clients, the nbst sinple mtigation
woul d be to disable | Pv6 support in all network interface
cards when a VPN tunnel is neant to be enployed. Thus,
applications on the host running the VPN client software wll
have no other option than to enploy |IPv4; hence, they wll
simply not even try to send/process IPv6 traffic. W note
that this should only be regarded as a tenporary workaround,
since the proper nitigation would be to correctly handle |Pv6
traffic.
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2. If IPv6 is supported in the VPN software, ensure that all |Pv6
traffic is also sent via the VPN

NOTE: This would inply, anong other things, properly handling
any vectors that night be enployed by an attacker to instal

I Pv6 routes at the victimsystem (such as | CMPv6 Router
Adverti senent messages with Prefix Information Options or
Route informati on Options [ RFC4191], |1 CWPv6 Redirect messages,
etc.). W note that properly handling all the aforenentioned
vectors may prove to be nontrivial

If the VPN client is configured to only send a subset of IPv4 traffic
to the VPN tunnel (split-tunnel node), then:

1. If the VPN client does not support IPv6, it should disable |IPv6
support in all network interfaces.

NOTE: As noted above, this should only be regarded as a
tenmporary wor karound, since the proper mitigation would be to
correctly handle I1Pv6 traffic.

2. If the VPN client supports IPv6, it is the adninistrators
responsibility to ensure that the correct correspondi ng sets of
I Pv4 and | Pv6 networks get routed into the VPN tunnel

NOTE: As noted above, this would inply, anong other things,
properly handling any vectors that m ght be enpl oyed by an
attacker to install IPv6 routes at the victimsystem This
may prove to be a nontrivial task

A network may prevent |ocal attackers from successfully performng
the af orementi oned attacks agai nst other |ocal hosts by inplenenting
First-Hop Security solutions such as Router Advertisement Guard

(RA- Guard) [RFC6105] and DHCPv6- Shield [ DHCPv6-SHI ELD]. However, for
obvi ous reasons, a host cannot and should not rely on this type of
mtigations when connecting to an open network (cybercafe, etc.).

NOTE: Besi des, popul ar inplenentations of RA-Guard are known to be
vul nerabl e to evasion attacks [RFC7113].

Finally, we note that if (eventually) IPv6-only VPN inplenentations
becone available, simlar issues to the ones discussed in this
docunent could arise if these IPv6-only VPN inplenmentations do
not hi ng about the I1Pv4 traffic.
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10.

10.

2. Operational Mtigations

VWhile the desired mtigation for the issues discussed in this
docunment is for VPN clients to be I Pv6 anare, we note that in
scenari os where this would be unfeasible, an adm nistrator may want
to disable I Pv6 connectivity on all network interfaces of the node
enpl oyi ng the | Pv6-unaware VPN client.

Security Considerations

Thi s docunent di scusses how traffic neant to be transferred over a
VPN tunnel can |eak out of such a tunnel and, hence, appear in the
clear on the local network. This is the result of enploying

| Pv6-unaware VPN client software on dual -stacked hosts.

The proper mitigation of this issue is to correctly handle |IPv6
traffic in the VPN client software. However, in scenarios in which
such a mtigation is unfeasible, an adm nistrator may choose to

di sable 1 Pv6 connectivity on all network interfaces of the host

enpl oyi ng the VPN client.
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