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Abst ract

The I ETF TRILL (Transparent |nterconnection of Lots of Links)
protocol provides |east-cost pair-w se data forwardi ng w thout
configuration in nulti-hop networks with arbitrary topol ogi es and
link technologies. TRILL supports nultipathing of both unicast and
mul ticast traffic. Devices that inplenent the TRILL protocol are
called TRILL switches or RBridges (Routing Bridges).

ESADI (End Station Address Distribution Information) is an optional
protocol by which a TRILL switch can communicate, in a Data Label
(VLAN or fine-grained |abel) scoped way, end station address and
reachability information to TRILL switches participating in ESAD for
the relevant Data Label. This document updates RFC 6325,
specifically the docunmentati on of the ESADI protocol, and is not
backwar ds conpati bl e.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7357.

Zhai, et al. St andards Track [ Page 1]



RFC 7357 TRILL: ESADI Sept ember 2014

Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Zhai, et al. St andards Track [ Page 2]



RFC 7357 TRILL: ESADI Sept ember 2014

Tabl e of Contents

1. IntroduCti On ... 4
1.1. Content and Precedence ............ ..t 5
1.2, Termnol OQY ... .v it 5

2. ESADI Protocol OVervi @W ... ... e e e 6
2.1. ESADI Virtual Link ..... ... . .. 10
2.2. ESADI Neighbor Determination ........... ... ... ... i, 10
2.3. ESADI Payl oads ... .. ... 11

3. ESADI DRB (Designated RBridge) Determination ................... 11
4. ESADI PDU ProCesSSi N ..o v ittt et et et e e e e et e e e 12
4.1. Unicasting ESADI PDUS ... ..... ... 12
4.2. CGeneral Transmission of ESADI PDUs ........................ 13
4.3. CGeneral Receipt of ESADI PDUs ......... ... ... ... 14
4.4. ESADI Reliable Flooding ........ ... ... ... 14

5. End Station Addresses .. ...t 15
5.1. Learning Confidence Level .......... ... . .. . . . . . ... 15
5.2. Forgetting End Station Addresses ............. ..., 16
5.3. Duplicate MAC Addr eSS . ... ...t e 16

6. ESADI-LSP Cont ent s . ...t 18
6.1. ESADI Parameter Data .......... ... 19
6.2. MACG-Reachability TLV ....... .. . e 20
6.3. Default Authentication ........ .. ... . . . . . 21

7. TANA Considerati ONsS .. ... ... e e 21
7.1. ESADI Participation and Capability Flags .................. 22
7.2. TRILL GENINFO TLV .. e e e e e 23

8. Security Considerati ONS . ... ... . ...t 24
8.1. Privacy Considerations .............. .. 25

9. Acknow edgemEnt S ... ... 26
10. ReferenCes ... . 26
10.1. Normative References .......... . . . ... ... 26
10.2. Informative References ....... ... .. .. . ... 28
Appendi x A Interoperability and Changes to RFC 6325 .............. 29
A. 1. ESADI PDU Changes .. ...ttt e et et e e e e e e 29

A 2. Unicasting Changes . ......... e e 30

A. 3. Message Tim ng Changes and Suggestions .................... 30

A 4. Duplicate Address Reachability ........ ... ... .. ... ... ...... 30
Zhai, et al. St andards Track [ Page 3]



RFC 7357 TRILL: ESADI Sept ember 2014

1. Introduction

The TRILL (Transparent |nterconnection of Lots of Links) protocol

[ RFC6325] provides | east-cost pair-w se data forwardi ng w thout
configuration in nulti-hop networks with arbitrary topol ogi es and
I'ink technol ogi es, safe forwardi ng even during periods of tenporary

| oops, and support for nultipathing of both unicast and mnulticast
traffic. TRILL acconplishes this with the I1S-1S (Internediate System
to Internediate Systen) [I1S-1S] [RFC1195] [RFC7176] link-state
routing protocol using a header with a hop count. The design
supports optimzation of the distribution of nulti-destination franes
and two types of data |abeling: VLANs (Virtual Local Area Networks)

[ RFC6325] and FGLs (fine-grained |abels) [RFC7172]. Devices that

impl ement TRILL are called TRILL switches or RBridges (Routing

Bri dges) .

There are five ways a TRILL switch can learn end station addresses,
as described in Section 4.8 of [RFC6325]. One of these is the ESAD
(End Station Address Distribution Information) protocol, which is an
optional Data Label scoped way by which TRILL switches can

communi cate with each other information such as end station addresses
and their TRILL switch of attachment. A TRILL switch that is
announcing interest in a Data Label MAY use the ESADI protocol to
announce the end station address of sone or all of its attached end
stations in that Data Label to other TRILL switches that are running
ESADI for that Data Label. (In the future, ESADI may al so be used
for other address and reachability information.)

By default, TRILL switches with connected end stations |earn
addresses fromthe data plane when ingressing and egressing native
franmes, although such | earning can be disabled. The ESADI protocol’s
potential advantages over data plane |earning include the foll ow ng:

1. Security advantages:

a) The ESADI protocol can be used to announce end stations with an
aut henticated enroll ment (for exanple, enrollnent authenticated
by cryptographically based EAP (Extensi bl e Authentication
Protocol) [ RFC3748] methods via [802.1X]).

b) The ESADI protocol supports cryptographic authentication of its
message payl oads for nore secure transm ssion.

2. Fast update advantages: The ESADI protocol provides a fast update
of end station MAC (Medi a Access Control) addresses and their
TRILL switch of attachnent. |If an end station is unplugged from
one TRILL switch and plugged into another, ingressed franes with
that end station’s MAC address as their destination can be
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bl ack-hol ed. That is, they can be sent just to the ol der egress
TRILL switch that the end station was connected to until cached
address information at sone renote ingress TRILL switch tinmes out,
possi bly for tens of seconds [ RFC6325].

MAC address reachability information, sone ESADI paraneters, and
optional authentication information are carried in ESAD packets
rather than in the TRILL IS-1S protocol. As specified bel ow, ESAD
is, for each Data Label, a virtual |ogical topology overlay in the
TRILL topol ogy. An advantage of using ESADI over using TRILL IS IS
is that the end station attachment information is not flooded to all
TRILL switches but only to TRILL switches advertising ESADI
participation for the Data Label in which those end stations occur.

1.1. Content and Precedence

Thi s docunent updates [ RFC6325], the TRILL base protocol
specification, replacing the description of the TRILL ESADI protocol
(Section 4.2.5 of [RFC6325], including all subsections), providing
more detail on ESADI, updating other ESADI -rel ated sections of

[ RFC6325], and prevailing over [ RFC6325] in any case where they
conflict. For this reason, famliarity with [RFC6325] is
particularly assuned. These changes include a change to the fornat
of ESADI-LSPs (ESADI Link State Protocol Data Units) that is not
backwards conpatible; this change is justified by the substantially
i ncreased anmount of information that can be carried and in |ight of
the very limted, if any, deploynent of RFC 6325 ESADI. These
changes are further discussed in Appendix A

Section 2 of this docunent is the ESADI protocol overview Section 3
speci fi es ESADI DRB (Designated RBridge) determi nation. Section 4
di scusses the processing of ESADI PDUs. Section 5 discusses
interaction with other nodes of end station address | earning.
Section 6 describes the ESAD -LSP and its contents.

1.2. Term nol ogy

Thi s docunent uses the acronyns defined in [ RFC6325], in addition to
the foll ow ng:

Dat a Label : VLAN or FG..

ESADI RBri dge: An RBridge that is participating in ESADI for one
or nore Data Labels.

FGL: Fi ne- Grai ned Label [RFC7172].

LSP: Link State PDU [I1S-19].
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LSP number zero: A Link State PDU with fragnment nunber equal to

zero.
PDU: Protocol Data Unit.
TRILL switch: An alternative nanme for an RBridge.
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Capitalized | ANA-related terms such as "I ETF Review' are to be
interpreted as described in [ RFC5226].

2. ESADI Protocol Overview

ESADI is a Data Label scoped way for TRILL switches (al so known as
RBri dges) to announce and |l earn end station addresses rapidly and
securely. An RBridge that is announcing participation in ESAD for
one or nmore Data Labels is called an ESAD RBri dge.

ESADI is an optional protocol that is separate fromthe mandatory
TRILL IS-1S inplenented by all RBridges in a canpus. There is a
separate ESADI instance for each Data Label (VLAN or FA) if ESAD is
bei ng used for that Data Label. |In essence, for each such Data
Label, there is a nodified instance of the IS-1S reliable flooding
mechani smin which ESADI RBridges may choose to participate. (These
are not the instances specified in [ RFC6822].) Miltiple ESADI

i nstances nmay share inplenentati on conponents within an RBridge as

| ong as that sharing preserves the i ndependent operation of each

i nstance of the ESADI protocol. For exanmple, the ESADI |link state
dat abase could be a single database with a field in each record
indicating the Data Label to which it applies, or it could be a
separ at e dat abase per Data Label. However, the ESADI update process
operates separately for each ESADH instance and independently from
the TRILL I S-1S update process.

ESADI does no routing calculations, so there is no reason for
pseudonodes in ESADI and none are created. (Pseudonodes [IS-1S] are
a construct for optimzing routing calculations.) Furthernore, a
relatively large anmount of ESADI data will have to be distributed,
under some circunstances, using ESAD nechanisns; this would require
a | arge nunmber of ESADI-LSP fragnents. ESADI-LSP, ESADI - CSNP, and
ESADI - PSNP (ESADI Link State PDU, Conplete Sequence Number PDU, and
Partial Sequence Number PDU) payl oads are therefore formatted as

Ext ended Level 1 Circuit Scope (E-L1CS) PDUs [ RFC7356] (see also
Section 6). This allows up to 2**16 fragnents but does not support
link state data associ ated with pseudonodes.
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After the TRILL Header, ESADI packets have an inner Ethernet header
with the Inner. MacDA of "All-Egress-RBridges" (fornerly called

"All - ESADI - RBri dges"”), an inner Data Label specifying the VLAN or FG
of interest, and the "L2-1S-1S" Ethertype followed by the ESADI

payl oad, as shown in Figure 1.

e +
| Li nk Header |
o e e e e e e e e e e e o m o +
| TRI LL Data Header |
. +
| I nner Ethernet Addresses |
e +
| Dat a Label |
o e e e e e e e e e e e o m o +
| L2-1S-1S Ethertype |
. +
| ESADI Payl oad |
e +
| Li nk Trailer |
o e e e e e e e e e e e o m o +

Figure 1: TRILL ESADI Packet Overview
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TRI LL ESADI packets sent on an Ethernet link are structured as shown
in Figure 2. The outer VLANtag will not be present if it was not
included by the Ethernet port that sent the packet.

Qut er Ethernet Header:

I S i o T s S S S e s s T
| Next Hop Destination Address |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Next Hop Destination Addr. | Sending RBridge Port MAC Addr. |
B T S i T s i i e e SEI S
| Sendi ng RBridge Port MAC Address |
+- +- +-

e e L Sl e T e L sk i SN
. Ethernet frame tagging including optional Cuter.VLAN tag...

i T s i o S i i S R I S I S S S M

| Ethertype = TRILL 0x22F3 |

B i S S ik s S N S S
TRI LL Header: T S e i h SR N S
| V| R|M Op-Length| Hop Count |
e e L o o T e e ko o I NI TR R T
| Egress N cknane | I'ngress (Oigin) N ckname |
e o I e e ol i I T T T S S e e e e i i ol it T R R

I nner Ethernet Header:
i I S T S S i I S A SHE N SR
Al | - Egress- RBri dges |
B S i T i S s i S S it SN S
| - Egress- RBri dges (cont.) | Origin RBridge MAC Address |
B e S i o S S S i T S S i S i e
Oigin RBridge MAC Address (continued) |
B S i I e i S i S S S s
VLAN or FG. Data Label (4 or 8 bytes) [RFC7172]
i S S ek
Et hertype = L2-1S 1S  0x22F4 |
B i T S S S s
ESADI Payl oad (formatted as IS-1S):
i I S i S S T S S l S M S
| I'S-1S Common Header, IS-1S PDU Specific Fields, 1S-1S TLVs |
I i I S T S i ik i SR N SRR SIS
Frame Check Sequence:
B i s T T i i o S o T Ji I
| FCS (Franme Check Sequence)
i I i S I T i S S

+ >+

T A e e
+

Fi gure 2: ESADI Ethernet Link Packet Format

The Next Hop Destination Address or Quter.MacDA is the All-RBridges
mul ticast address if the ESADI PDU is being nmulticast. |If it is
bei ng uni cast, the Next Hop Destination Address is the unicast
address of the next-hop RBridge. The VLAN for the Quter.VLAN
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information, if present, will be the Designated VLAN for the link on
whi ch the packet is sent. The V and Rfields will be zero while the
Mbit will be one, unless the ESADI PDU was unicast, in which case
the Mbit will be zero. The Data Label specified will be the VLAN or
FG to which the ESADI packet applies. The Origin RBridge MAC
Address or | nner.MacSA MJST be a MAC address uni que across the canpus
owned by the RBridge originating the ESAD packet -- for exanple, any
of its port MAC addresses if it has any Ethernet ports -- and each
ESADI RBridge MJST use the same Inner.MacSA for all of the ESADI
packets it originates.

TRILL ESADI packets sent on a PPP link are structured as shown in
Figure 3 [ RFC6361].

PPP Header :
B el I T R S il il ol siE I R SR S
| PPP = TNP (TRILL Data) 0x005D |
R i o i i S S S

TRI LL Header: R il i S S S S S S R S
| V]| R|MOp-Length| Hop Count |

B i s T T i i o S o T Ji I

| Egress N cknane | I'ngress (Origin) N ckname |
i S T S L i S S

I nner Ethernet Header:
T e L o o o e i i s it NN R SR S B S
Al'l - Egr ess- RBri dges |

!l- B e e S S e i T eI i S S e e s Tk ok STt S S S e e S TR
| All-Egress-RBridges (cont.) | Oigin RBridge MAC Address |
R e s T o T S R El ok i R e e S S e o o s
| Origin RBridge MAC Address (continued) |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| VLAN or FGL Data Label (4 or 8 bytes) [RFC7172]

B il s S S S S I S i

| Ethertype = L2-1S- 1S  0x22F4 |

e i i o R S S el ol N

ESADI Payl oad (formatted as IS-1S):
R e o T T e S S T ol S i T S s ik i I S I S S R S R

| I'S-1S Common Header, IS-1S PDU Specific Fields, 1S-1S TLVs

B i s T T i i o S o T Ji I
PPP Check Sequence:

I I S i i S DR S SR

| PPP Check Sequence

I i I S S S i S S

Figure 3: ESAD PPP Link Packet For mat

Zhai, et al. St andards Track [ Page 9]



RFC 7357 TRILL: ESADI Sept ember 2014

2.

2.

1.

2.

ESADI Virtual Link

Al RBridges forward ESADI packets as if they were ordinary TRILL
Dat a packets. Because of this forwarding, it appears to an instance
of the ESADI protocol at an RBridge that it is directly connected by
a multi-access virtual link to all RBridges in the canpus that are
"data reachable" fromit (see Section 2 of [RFCr180]) and are running
ESADI for that Data Label. No "routing" calculation (least-cost path
or distribution tree construction) ever has to be perforned by ESADI .
An ESADI RBridge nmerely transmts the ESADI packets it originates on
this virtual link as described for TRILL Data packets in [ RFC6325]
and [ RFC7172]. For multicast ESADI packets, it may use any
distribution tree that it mght use for an ordinary nulti-destination
TRILL Data packet. RBridges that do not inplement the ESADI

protocol, do not have it enabled, or are not participating in the
ESADI protocol for the Data Label of an ESADI packet do not

decapsul ate or locally process the ESADI packet. Thus, ESADH packets
are transparently tunnel ed through transit RBridges.

ESADI Nei ghbor Determ nation

The ESADI instance for Data Label X at an RBridge RB1 deterni nes who
its adjacent ESADI nei ghbors are by examning the TRILL IS-1S Iink
state database for RBridges that are data reachable from RBl (see
Section 2 of [RFC7180]) and are announcing their participation in
Data Label X ESADI. When an RBridge RB2 becones data unreachabl e
fromRB1 or the relevant entries for RB2 are purged fromthe core
IS 1S link state database, it is |lost as a neighbor and al so dropped
fromany ESADI instances fromthe point of view of RBlL, and when RB2
is no |longer announcing participation in Data Label X ESAD, it
ceases to be a neighbor for any Data Label X ESADI instance. All
these considerations are Data Label scoped. Because of these
mechani sms whereby an ESADI instance at an ESAD RBri dge can
determne its ESAD adjacencies by exanmining the TRILL IS-I1S |ink
state database, there are no "Hell os" sent in ESADI and no adjacency
information is carried in ESADI-LSPs.

A participation announcenent in a VLAN scoped ESADI instance is
generated by setting a flag bit in the Interested VLANs sub-TLV, and
an announcenent for an FG. scoped ESADI instance is generated by
setting a flag bit in the Interested Labels sub-TLV [ RFC7176] (see
Section 7.1).
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2.3. ESAD Payl oads

TRILL ESADI packet payl oads are structured like IS 1S Extended

Level 1 Gircuit Scope (E-L1CS) LSP, CSNP, and PSNP PDUs [ RFC7356],
except as indicated below, but are always TRILL encapsul ated on the
wire as if they were TRILL Data packets. The information distributed
by the ESADI protocol includes a |list of local end station MAC
addresses connected to the originating RBridge and, for each such
address, a 1-octet unsigned "Confidence" rating in the range 0-254
(see Section 6.2). It is entirely up to the originating RBridge

whi ch locally connected MAC addresses it w shes to advertise via
ESADI and with what Confidence. |t MAY advertise all, some, or none
of such addresses. |In addition, some ESADI paraneters of the
advertising RBridge (see Section 6.1) and, optionally, authentication
informati on (see Section 6.3) are included. Future uses of ESADI may
distribute other simlar address and reachability information.

TRILL ESADI -LSPs MJUST NOT contain a Data Label ID in their payl oad.

The Data Label to which the ESADI data applies is the Data Label of

the TRILL Data packet enclosing the ESAD payload. |If a Data Label

ID could occur within the payload, it mght conflict with that TRILL
Dat a packet Data Label and could conflict with any future Data Label
mappi ng schene that nay be adopted [ VLANmapping]. |If a VLAN or FG
IDfield within an ESADI -LSP PDU does include a value, that field s

contents MJUST be ignored.

3. ESADI DRB (Designated RBridge) Determ nation

Because ESADI does no adjacency announcenent or routing, the

ESADI - DRB never creates a pseudonode. However, a DRB [ RFC7177] is
still needed to issue ESADI - CSNP PDUs and respond to ESADI - PSNP PDUs
for ESADI-LSP synchroni zati on.

General | y speaking, the DRB el ection on the ESADI virtual link (see
Section 2.1) operates sinmilarly to the DRB election on a TRILL IS 1S
broadcast link, as described in Section 4.2.1 ("DRB El ection
Details") of [RFC7177], with the follow ng exceptions: in the Data
Label X ESADI -DRB el ection at RB1 on an ESADI virtual link, the
candi dates are the |ocal ESADI instance for Data Label X and all
renote ESADI instances at RBridges that are (1) data reachable from
RB1 [ RFC7180] and (2) announcing in their TRILL I1S-1S LSP that they
are participating in ESADI for Data Label X. The winner is the
instance with the highest ESADI Paraneter 7-bit priority field with
ties broken by the System I D, conparing fields as unsigned integers
with the | arger nagnitude considered higher priority. "SNPA/ MAC
address" (Subnetwork Point of Attachnment / MAC address) is not
considered in this tiebreaking, and there is no "Port |D".
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4.

4.

ESADI PDU Processi ng

Dat a Label X ESADI nei ghbors are usually not connected directly by a
physical link but are always logically connected by a virtual |ink
(see Section 2.1). There could be hundreds or thousands of ESADI
RBridges (TRILL switches) on the virtual link. The only PDUs used in
ESADI are the ESADI-LSP, ESADI - CSNP, and ESADI -PSNP PDUs. In
particular, there are no Hello or MIU PDUs, because ESADI does not
build a topol ogy, does not do any routing cal cul ati ons, and does not
determine MIU. |nstead, ESADI uses the distribution trees and the Sz
canmpus mnimum|link MU determ ned by the core TRILL IS-1S (see

[ RFC6325] and [ RFC7180]).

1. Unicasting ESAD PDUs

For [IS1S], PDU multicasting is normal on a local link and no effort
is made to optinize to unicast, because on the typical physical |ink
for which IS-1S was designed (conmonly a piece of nulti-access

Et hernet cable), any frane made the link busy for that frame tine.
However, to ESADI instances, what appears to be a sinple nulti-access
link is generally a set of multi-hop distribution trees that may or
may not be pruned. Thus, transmtting a nulticast frane on such a
tree can inpose a substantially greater load than transmtting a
unicast frame. This load may be justified if there are likely to be
multiple listeners but may not be justified if there is only one

reci pient of interest. For this reason, under sone circunstances,
ESADI PDUs MAY be TRILL unicast if it is confirmed that the
destination RBridge supports receiving uni cast ESADI PDUs (see
Section 6.1).

The format of a unicast ESADH packet is the format of a nulticast
TRILL ESADI packet as described in Section 2 above, except as
fol | ows:

0 On an Ethernet link, in the outer Ethernet header the Quter.NMacDA
is the unicast address of the next-hop RBridge.

0o In the TRILL Header, the Mbit is set to zero and the Egress
Ni ckname is the nicknanme of the destination RBridge.
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To support unicasting of ESADI PDUs, Section 4.6.2.2 of [RFC6325] is
replaced with the foll ow ng:

4.6.2.2. TRILL ESADI Packets

If M= 1, the egress nicknane designates the distribution tree.
The packet is forwarded as described in Section 4.6.2.5. In
addition, if (1) the forwarding RBridge is interested in the
specified VLAN or fine-grained |abel [RFC7172], (2) the forwarding
RBri dge inplenents the TRILL ESADI protocol, and (3) ESAD is
enabl ed for the specified VLAN or fine-grained |abel, then the
inner frane is decapsul ated and provided to that |ocal ESADI

pr ot ocol

If M= 0 and the egress nicknanme is not that of the receiving
RBri dge, the packet is forwarded as for known unicast TRILL Data
franes as described in Section 4.6.2.4. |If M= 0 and the egress
ni ckname is that of the receiving RBridge, and the receiving
RBri dge supports uni cast ESADI PDUs, then the ESADI packet is
decapsul ated and processed if it neets the three nunbered
conditions in the paragraph above; otherwi se, it is discarded.

The references to "4.6.2.2", "4.6.2.4", and "4.6.2.5" above refer to
those sections in [ RFC6325].

4.2. Ceneral Transm ssion of ESAD PDUs

Foll owi ng the usual [IS-1S] rules, an ESAD instance does not
transmt any ESADI PDUs if it has no ESAD adjacencies. Such
transm ssion would just be a waste of bandwi dth.

The MIU avail able to ESADI payloads is at |east 24 bytes | ess than
that available to TRILL I S-1S because of the additional fields
required ( 2(TRILL Ethertype) + 6(TRI LL Header) + 6(Inner.MacDA) +
6(1 nner. MacSA) + 4/8(Data Label) bytes ). Thus, the inner ESADI
payl oad, starting with the Intradomai n Routeing Protoco

Di scrimnator byte, MJST NOT exceed Sz mnus 24 for a VLAN ESAD
instance or Sz minus 28 for an FGL ESADI instance; however, if a

| arger payload is received, it is processed normally (see [ RFC6325]
and [ RFC7180] for discussions of Sz and MIU).

In all cases where this docunent says that an ESADI PDU is multicast,
if the transmtting RBridge has only one nei ghbor and that nei ghbor
advertises support for unicast, the PDU MAY be uni cast (see

Section 4.1).
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A priority bit to indicate that an LSP fragnment should be fl ooded
with high priority is provided by [ RFC7356]. This bit SHOULD be set
on ESADI -LSP fragnent zero because it is inportant that the ESADI
Par amet er APPsub- TLV get through pronptly. This bit SHOULD NOT be
set on other ESADI -LSP fragnents to avoid giving undue priority to

| ess urgent PDUs.

4.3. Ceneral Receipt of ESADI PDUs

In contrast with Layer 3 IS-1S PDU acceptance tests, which check the
source inner and outer SNPA/MAC in order to verify that a PDUis from
an adjacent TRILL switch, in TRILL ESAD adjacency is based on the
system I D, so the systemID inside the PDUis all that is tested for.

If an ESADI instance believes that it has no ESADI neighbors, it
i gnores any ESADI PDUs it receives.

4.4. ESAD Reliable Flooding

The 1S-1S reliable flooding mechani sm (the Update Process) is
modi fied for ESADI in the ways |isted below. Except as otherw se
stated, the ESADI update process works as described in [IS19],

[ RFC1195], and [ RFC7356].

When an ESADI instance sees that it has a new ESADI neighbor, its
sel f-originated ESADI - LSP fragnents are schedul ed to be sent and MAY
be unicast to that neighbor if the neighbor is announcing inits LSP
that it supports unicast ESADI (see Section 6.1). |If all the other
ESADI instances for the sane Data Label send their self-originated
ESADI - LSPs i medi ately, there may be a surge of traffic to that new
nei ghbor. Therefore, the ESADI instances SHOULD wait an interval of
time before sending their ESAD -LSP(s) to a new nei ghbor. The
interval time value is up to the device inplenmentation. One
suggestion is that the interval tinme can be assigned a random val ue
with a range based on the RBridge' s nicknane (or any one of its

ni cknanmes, if it holds nore than one), such as ( 2000 * nicknane /
2**16 ) mlliseconds, assum ng "nicknane" to be an unsigned quantity.

Al the TRILL switches participating in an ESADI instance for some
Dat a Label appear to ESADI to be adjacent. Thus, the originator of
any active ESADI -LSP fragnent always appears to be on link and, to
spread the burden of such a response, could be the RBridge to respond
to any ESADI - CSNP or PSNP request for that fragnent. However, under
very rare circunstances, it could be that some version of the LSP
fragment with a hi gher sequence nunber is actually held by anot her
ESADI RBridge on the link, so non-originators need to be able to
respond eventually. Thus, when the receipt of a CSNP or PSNP causes
the SRM | ag (Send Routing Message flag [IS-1S]) to be set for an LSP
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fragment, action is as specified in [IS-IS] for the originating ESADI
RBri dge of the fragment; however, at a non-originating ESADI RBridge,
when changing the SRMlag fromO to 1, the lastSent tinmestamp [IS-1S]
is also set to the current tine mnus

m ni munLSPTr ansni ssi onl nterval * Random (Jitter) / 100

(where m ni mumLSPTr ansm ssi onl nterval, Random and Jitter are as in
[1S-1S]). This will delay and jitter the transm ssion of the LSP
fragment by non-originators. This gives the originator nore tine to
send the fragnment and provides nore tine for such an originator-
transmtted copy to traverse the likely nulti-hop path to
non-originators and clear the SRMlag for the fragment at
non-ori gi nators.

The nulti-hop distribution tree nethod with Reverse Path Forwarding
Check used for nulticast distribution by TRILL will typically be Iess
reliable than transm ssion over a single |ocal broadcast |ink hop

For LSP synchronization robustness, in addition to sending

ESADI - CSNPs as usual when it is the DRB, an ESAD RBridge SHOULD al so
transmt an ESADI - CSNP for an ESADI instance if all of the follow ng
conditions are met:

0 it sees one or nore ESADI neighbors for that instance, and
O it does not believe it is the DRB for the ESAD instance, and

o it has not received or sent an ESADI - CSNP PDU for the instance for
the average of the CSNP Tine (see Section 6.1) of the DRB and its
CSNP Ti ne.

5. End Station Addresses

The subsections bel ow di scuss end station address considerations in
the context of ESADI .

5.1. Learning Confidence Level

The Confidence | evel mechani sm[RFC6325] allows an RBridge canpus
manager to cause certain address |earning sources to prevail over
others. MAC address information | earned through a registration
protocol, such as [802.1X] with a cryptographically based EAP

[ RFC3748] nethod, night be considered nore reliable than information
| earned through the nere observation of data traffic. Wen such

aut henticated | earned address information is transmtted via the
ESADI protocol, the use of authentication in the TRILL ESADI - LSP
packets could make tanpering with it in transit very difficult. As a
result, it might be reasonable to announce such authenticated
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information via the ESADI protocol with a high Confidence, so it
woul d be used in preference to any alternative |learning fromdata
observati on.

5.2. Forgetting End Station Addresses

The end station addresses |earned through the TRILL ESADI protocol
shoul d be forgotten through changes in ESADI-LSPs. The timeout of
the |l earned end station address is up to the originating RBridge that
deci des when to renove such information fromits ESADI -LSPs (or up to
ESADI protocol tinmeouts if the originating RBridge becones

unr eachabl e) .

If RBridge RBn participating in the TRILL ESADI protocol for Data
Label X no | onger wi shes to participate in ESADI, it ceases to
participate by (1) clearing the ESADI Participation bit in the
appropriate Interested VLANs or Interested Labels sub-TLV and (2)
sending a final ESADI-LSP nulling out its ESADI-LSP infornation.

5.3. Duplicate MAC Address

Wth ESADI, it is possible to persistently see occurrences of the
same MAC address in the sane Data Label being advertised as reachabl e
by two or nore RBridges. The specification of howto handle this
situation in [RFC6325] is updated by this docunent, by replacing the
| ast sentence of the |ast paragraph of Section 4.2.6 of [RFC6325] as
shown bel ow to provide better traffic-spreading while avoiding

possi bl e address flip-flopping.

As background, assune sone end station or set of end stations ESn
have two or nore ports with the sane MAC address in the same Data
Label with the ports connected to different RBridges (RB1, RB2, ...)
by separate links. Wth ESAD, some other RBridge, RBO, can
persistently see that MAC address in that Data Label connected to
mul tiple RBridges. Wen RBO ingresses a frame, say from ESO,
destined for that MAC and | abel, the current [ RFC6325] text permits a
wi de range of behavior. |In particular, [RFC6325] would permt RBO to
use some rule, such as "al ways encapsulate to the egress with the

| owest System I D', which would put all of this traffic through only
one of the egress RBridges and one of the end station ports. Wth
that behavior, there would be no | oad-spreading, even if there were
multiple different ingress RBridges and/or different MAC addresses
with the sane reachability. [RFC6325] would also pernit RBO to send
different traffic to different egresses by doi ng ECWP (Equal Cost
Multipath) at a flow level, which would likely result in return
traffic for RBO to egress to ESO fromvarious of RB1, RB2, ... for
the sane MAC and | abel. The resulting address reachability
flip-flopping perceived at RBO coul d cause probl ens.
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This update to [ RFC6325] avoids these potential difficulties by
requiring that RBO use one of the following two policies: (1) only
encapsul ate to one egress RBridge for any particular MAC and | abel,
but select that egress pseudorandonly, based on the topol ogy
(including MAC reachability) or (2) if RBO will not be disturbed by
the returning TRILL Data packets showi ng the sane MAC or by | abe
flip-flopping between different ingresses, RBO may use ECWP

Assuming multiple ingress RBridges and/or nultiple MAC and | abe
addresses, strategy 1 should result in |oad-spreading wthout address
flip-flopping, while strategy 2 will produce better | oad-spreading
than strategy 1 but with address flip-flopping fromthe point of view
of RBO.

OLD [ RFC6325] Section 4.2.6 text:

"... If confidences are also tied between the duplicates, for
consistency it is suggested that RB2 direct all such frames (or
all such frames in the sane ECVWP flow) toward the sanme egress
RBri dge; however, the use of other policies will not cause a
networ k probl em since transit RBridges do not exanine the

I nner. MacDA for known unicast franes."

NEW [ RFC6325] Section 4.2.6 text:

"... If confidences are also tied between the duplicates, then RB2
MUST adopt one of the follow ng two strategies:

1. In a pseudorandom way [ RFC4086], sel ect one of the egress
RBridges that is |least cost fromRB2 and to which the
destination MAC appears to be attached, and send all traffic
for the destination MAC and VLAN (or FG [RFC7172]) to that
egress. This pseudorandom choi ce need only be changed when
there is a change in canpus topol ogy or MAC attachnent
informati on. Such pseudorandom sel ection will, over a
popul ati on of ingress RBridges, probabilistically spread
traffic over the possible egress RBridges. Reasonable inputs
to the pseudorandom sel ection are the ingress RBridge System|D
and/ or ni ckname, the VLAN or FG., the destination MAC address,
and a vector of the RBridges with connectivity to that MAC and
VLAN or FG.. There is no need for different RBridges to use
the sane pseudorandom functi on
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As an exanpl e of such a pseudorandom function, if there are k
egress RBridges (RBO, RB1, ..., RB(k-1)) all reporting
attachnent to address MACx in Data Label DLy, then an ingress
RBri dge RBin could select the one to which it will send all
uni cast TRILL Data packets addressed to MACx in DLy based on
the follow ng:

FNV-32(RBin | MACx | DLy | RBO | RBL | ... | RB(k-1)) mod k

where the FNV (Fow er/ Noll/Vo) algorithmis specified in
[FNV], RBx neans the nicknane for RBridge RBx, "|" neans
concatenation, MACX is the destination MAC address, DLy is
the Data Label, and "nod k" neans the integer division

remai nder of the output of the FNV-32 function considered as
a positive integer divided by k.

2. If RB2 supports ECMP and will not be disturbed by return
traffic fromthe same MAC and VLAN (or FGL [RFC7172]) com ng
froma variety of different RBridges, then it MAY send traffic
using ECMP at the flow level to the egress RBridges that are
| east cost from RB2 and to which the destination MAC appears to
be attached."

6. ESADI - LSP Contents

The only PDUs used in ESADI are the ESADI -LSP, ESADI - CSNP, and

ESADI - PSNP PDUs. Currently, the contents of an ESADI-LSP consi st of
zero or nore MAC-Reachability TLVs, optionally an Authentication TLV,
and exactly one ESADI paraneter APPsub-TLV. Oher sinmlar data may

be included in the future and, as in [IS1S], an ESAD instance

i gnores any TLVs or sub-TLVs it does not understand. Because these

PDUs are formatted as Extended Level 1 Circuit Scope (E-L1CS) PDUs

[ RFC7356], the Type and Length fields in the TLVs are 16-bit.

This section specifies the format for the ESAD Paraneter APPsub-TLV,
gives the reference for the ESADI MAC Reachability TLV, and di scusses
default authentication configuration.

For robustness, the payload for an ESADI - LSP nunber zero and any
ESADI - CSNP or ESADI - PSNP covering fragment zero MJUST NOT exceed 1470
m nus 24 bytes in length (1446 bytes) if it has an Inner.VLAN, or
1470 m nus 28 bytes (1442 bytes) if it has an Inner.FG. However, if
an ESADI - LSP number zero or such an ESADI - CSNP or ESADI - PSNP i s
received that is longer, it is still processed normally. (As stated
in Section 4.3.1 of [ RFC6325], 1470 bytes was chosen to make it
extrenely unlikely that a TRILL control packet, even with reasonable
addi ti onal headers, tags, and/or encapsul ation, would encounter MU
probl ems on an inter-RBridge |ink.)
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6. 1. ESADI Parameter Data

Figure 4 presents the format of the ESAD paraneter data. This
APPsub- TLV MJST be included in a TRILL GENI NFO TLV in ESADI - LSP
nunber zero. |If it is mssing fromESADI -LSP nunber zero or if
ESADI - LSP nunber zero is not known, priority for the sending RBridge
defaults to Ox40 and CSNP Time defaults to 30. |If there is nore than
one occurrence in ESADI -LSP nunber zero, the first occurrence will be
used. Cccurrences of the ESADI Paraneter APPsub-TLV in non-zero
ESADI - LSP fragnents are ignored.

R T i T i e s ik T e R T

| Type | (2 bytes)
il s ST I S S I S T T S

| Length | (2 bytes)
B i S S ik s S N S S

| Rl Priority | (1 byte)
R e s i T

| CSNP Tinme | (1 byte)
i S e T o

| Flags | (1 byte)
S +

| Reserved for expansion (vari abl e)

e I R
Figure 4: ESADH Paraneter APPsub-TLV

Type: Set to ESADI - PARAM sub- TLV (TRI LL APPsub-TLV type 0x0001).
Two bytes, because this APPsub-TLV appears in an extended TLV
[ RFC7356] .

Length: Variable, with a mninmmof 3, but nust fit within the ESAD
packet. This field is encoded as an unsigned integer in network
byt e order [RFC7356].

R A reserved bit that MIST be sent as zero and i gnored on receipt.

Priority: Gves the originating RBridge's priority for being the DRB
on the ESADI instance virtual link (see Section 3) for the Data
Label in which the PDU containing the paraneter data was sent. |t
is an unsigned 7-bit integer with the |arger nagnitude indicating
hi gher priority. It defaults to Ox40 for an RBridge participating
in ESADI for which it has not been confi gured.
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CSNP Ti ne: An unsigned byte that gives the amount of tine in seconds
during which the originating RBridge, if it is the DRB on the
ESADI virtual link, will send at |east three ESADI - CSNP PDUs. |t
defaults to 30 seconds for an RBridge participating in ESAD for
which it has not been configured.

Flags: A byte of flags associated with the originating ESADI
i nstance, as foll ows:

0 1 2 3 4 5 6 7
S R S S
| UN RESV |
S

The UN flag indicates that the RBridge originating the ESADI - LSP
including this ESADI paraneter data, wll accept and properly
process ESADI PDUs sent by TRILL unicast (see Section 4.1). The
remai ning RESV bits are reserved for future use and MJST be sent
as zero and ignored on receipt.

Reserved for future expansion: Future versions of the ESADH Paraneter
APPsub- TLV nay have additional information. A receiving ESAD
RBri dge ignores any additional data here, unless it inplenents
such future expansion(s).

6.2. MAC Reachability TLV

The primary information in TRILL ESADI -LSP PDUs consi sts of

MAC- Reachabi lity (MAC-RI) TLVs specified in [ RFC6165]. These TLVs
contain one or nmore unicast MAC addresses of end stations that are
both on a port and in a VLAN for which the originating RBridge is
Appoi nted Forwarder, along with the 1-octet unsigned Confidence in
this information with a value in the range 0-254. |If such a TLV is
recei ved containing a Confidence of 255, it is treated as if the
Confidence was 254. (This is to assure that any recei ved address

i nformati on can be overridden by |ocal address information statically
configured with a Confidence of 255.)

The TLVs in TRILL ESADI PDUs, including the MAG-RI TLV, MJST NOT
contain the Data Label ID. |If a Data Label IDis present in the
MAC-RI TLV, it is ignored. |In the ESADI PDU, only the Inner.VLAN or
Inner. FGL tag indicates the Data Label to which the ESADI - LSP
appl i es.
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6.3. Default Authentication

The Authentication TLV may be included in ESAD PDUs [ RFC5310]
[1S-1S]. The default for ESADI PDU authentication is based on the
state of TRILL I1S-1S shared secret authentication for TRILL I S-1S LSP
PDUs. |f TRILL IS-1S authentication and ESADI are inplenmented at a
TRILL switch, then ESADI MJST be able to use the authentication
algorithms inplemented for TRILL 1S-1S and inpl enent the keying

mat eri al derivation function given below. [|If ESADI authentication
has been manual |y configured, that configuration is not restricted by
the configuration of TRILL IS-1S security.

If TRILL 1S-1S authentication is not in effect for LSP PDUs
originated by a TRILL switch, then ESADI PDUs origi nated by that
TRILL switch are by default al so unsecured.

If such IS-1S LSP PDU authentication is in effect at a TRILL switch,
then, unless configured otherw se, ESADI PDUs sent by that switch
MUST use the sane algorithmin their Authentication TLVs. The ESADI
aut henti cation keying material used is derived fromthe IS 1S LSP
shared secret keying material as detailed below. However, such

aut henti cation MAY be configured to use sone other keying material.

HVMAC- SHA256 ( "TRILL ESADI ", |S-1S-LSP-shared-key )

In the algorithm above, HVAC- SHA256 is as described in [FIPS180] and
[ RFC6234], and "TRILL ESADI" is the 11-byte US ASCII [ASCII] string
indicated. 1S 1S LSP-shared-key is secret keying material being used
by the originating TRILL switch for 1S 1S LSP authenticati on.

7. | ANA Consi derati ons

I ANA all ocation and registry considerations are given below. Three
new sub-regi stries have been created in the "Transparent

I nterconnection of Lots of Links (TRILL) Parameters" registry |ocated
at <http://ww.iana.org/assignnents/trill-parameters> -- two in
Section 7.1 and one in Section 7.2 -- and various code points have
been assi gned.
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7.1. ESADI Participation and Capability Flags
| ANA Action 1:

| ANA has created the foll owing new sub-registry called "Interested

VLANs Flag Bits" in the "Transparent Interconnection of Lots of

Li nks (TRILL) Paraneters" registry.
Sub-registry: Interested VLANs Flag Bits
Regi stration Procedures: |ETF Review
Note: These bits appear in the Interested VLANs record within
the Interested VLANs and Spanning Tree Roots Sub-TLV (I NT-VLAN)
specified in [ RFC7176] .

Ref erences: [RFC7176], [ RFC7357]

Bit Mienonic Description Ref er ence
0 w4 I Pv4 Multicast Router Attached [ RFC7176]
1 VB I Pv6 Multicast Router Attached [ RFC7176]
2 - Unassi gned
3 ES ESADI Participation [ RFC7357]
4-15 - (used for a VLAN I D [ RFC7176]
16-19 - Unassi gned
20- 31 - (used for a VLAN I D) [ RFC7176]

The creation of this sub-registry (as i medi ately above) assigned
bit 3 as the ESADI Participation bit in the Interested VLANs and
Spanni ng Tree Roots sub-TLV. |If The ESADI Participation bit is a
one, it indicates that the originating RBridge is participating in
ESADI for the indicated Data Label (s).

I ANA Action 2:
| ANA has created the foll owi ng new sub-registry called "Interested
Labels Flag Bits" in the "Transparent |nterconnection of Lots of
Li nks (TRILL) Paraneters" registry.
Sub-registry: Interested Labels Flag Bits
Regi stration Procedures: |ETF Revi ew
Note: These bits appear in the Interested Labels record within

the Interested Labels and Spanning Tree Roots Sub-TLV
(I NT-LABEL) specified in [ RFC7176].
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Ref erences: [RFC7176], [ RFC7357]

Bit Mienonic Description Ref er ence
0 w4 I Pv4 Multicast Router Attached [ RFC7176]
1 1§ | Pv6 Multicast Router Attached [ RFC7176]
2 BM Bit Map [ RFC7176]
3 ES ESADI Participation [ RFC7357]
4-7 - Unassi gned

The creation of this sub-registry (as i medi ately above) assigned
bit 3 as the ESADI Participation bit in the Interested Labels and
Spanni ng Tree Roots sub-TLV. |If The ESADI Participation bit is a
one, it indicates that the originating RBridge is participating in
ESADI for the indicated Data Label (s)

7.2. TRILL GENI NFO TLV
| ANA Action 3:

| ANA has allocated the IS-1S Application Identifier 1 under the
Generic Information TLV (#251) [ RFC6823] for TRILL.

I ANA Action 4:
| ANA has created a sub-registry in the "Transparent
I nterconnection of Lots of Links (TRILL) Parameters” registry as
fol | ows:

Sub-registry: TRILL APPsub-TLV Types under 1S 1S TLV 251
Application lIdentifier 1

Regi stration Procedures: |ETF Review with additiona
requi renents on the docunentation of the use being
registered as specified in Section 7.2 of [RFC7357].
Not e: Types greater than 255 are only usable in contexts
permitting a type larger than one byte, such as extended TLVs
[ RFC7356] .

Ref erence: [ RFC7357]
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Type Narme Ref erence
0 Reserved [ RFC7357]
1 ESADI - PARAM [ RFC7357]
2-254 Unassi gned [ RFC7357]
255 Reserved [ RFC7357]
256- 65534 Unassi gned [ RFC7357]
65535 Reserved [ RFC7357]

TRI LL APPsub-TLV Types 2 through 254 and 256 through 65534 are
avai l abl e for assignnment by |IETF Review. The RFC causing such an
assignnent will also include a discussion of security issues and
of the rate of change of the information being advertised. TRILL
APPsub- TLVs MJST NOT alter basic IS-1S protocol operation
including the establishnent of adjacencies, the update process,
and the decision process for TRILL IS IS [IS 1S [RFCL195]

[ RFC7177]. The TRILL Generic Information TLV MJUST NOT be used in
an 1S-1S instance zero [ RFC6822] LSP but nay be used in Fl ooding
Scoped LSPs (FS-LSPs) [ RFC7356].

The V, I, D, and S flags in the initial flags byte of a TRILL Generic
I nformation TLV have the neani ngs specified in [ RFC6823] but are not
currently used, as TRILL operates as a Level 1 IS-IS area and no
semantics are hereby assigned to the inclusion of an | Pv4 and/or |Pv6
address via the | and V flags. Thus, these | and V flags MJST be
zero; however, if either or both are one, the space that should be
taken by an 1 Pv4 and/or |1Pv6 address, respectively, is skipped over
and ignored. Furthernore, the use of nultilevel I1S-1Sis an obvious
extension for TRILL [MiultilLevel], and future | ETF Standards Actions
may update or obsolete this specification to provide for the use of
any or all of these flags in the TRILL GENI NFO TLV.

The ESADI Paraneters information, for which TRILL APPsub-TLV 1 is
her eby assigned, is conpact and sl ow changing (see Section 6.1).

For security considerations related to ESADI and the ESADI Paraneter
APPsub- TLV, see Section 8.

8. Security Considerations

ESADI PDUs can be authenticated through the inclusion of the
Aut hentication TLV [ RFC5310]. Defaults for such authentication are
described in Section 6. 3.

The ESADI -LSP data primarily announces MAC address reachability
within a Data Label. Such reachability can, in sone cases, be an
authenticated registration (for exanple, a Layer 2 authenticated
regi stration using cryptographically based EAP (Extensible
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Aut henti cation Protocol [RFC3748]) nethods via [802.1X]). The

combi nation of these techni ques can cause ESADI MAC reachability
information to be substantially nore trustworthy than MAC
reachability | earned fromobservation of the data pl ane.

Nevert hel ess, ESADI still involves trusting all other RBridges in the
TRILL campus, at |east those that have the keying material necessary
to construct a valid Authentication TLV.

However, there may be cases where authenticated registration is used
for end stations, because of a significant threat of forged packets
on end station links, but it is not necessary to authenticate ESADI
PDUs because that threat is not present for inter-RBridge trunks.

For exanple, a TRILL canpus with secure RBridges and inter-RBridge
links configured as trunks but with sone end stations connected via
| EEE 802.11 wirel ess access |links might use 802.11 authentication for
the connection of such end stations but m ght not necessarily

aut henticate ESADI PDUs. Note that if the IS IS LSPs in a TRILL
canmpus are authenticated, perhaps due to a concern about forged
packets, the ESADI PDUs will be authenticated by default as provided
in Section 6. 3.

MAC reachability learned fromthe data plane (the TRILL default) is
overwritten by any future learning of the sanme type. ESADI
advertisenents are represented in the Data Label scoped |ink state
dat abase. Thus, ESADI makes visible any multiple attachments of the
same MAC address within a Data Label to different RBridges (see
Section 5.3). This may or may not be an error or msconfiguration,
but ESADI at | east makes it explicitly and persistently visible,

whi ch woul d not be the case with data pl ane | earning.

For general TRILL security considerations, see [ RFC6325].
8.1. Privacy Considerations

The address reachability information distributed by ESAD has
substantial privacy considerations under many, but not all,
ci rcunst ances

For exanple, if ESADI were used in a TRILL campus with independent
user end stations at the edge, the MAC addresses of such end stations
could uniquely identify the users of those end stations. Their
reachability woul d be sensitive information and, particularly if

| ogged, could reveal such user information. On the other hand, if
TRILL is being used to inplenment an Internet Exchange Point (IXP) to
connect Internet Service Providers (1SPs), the MAC addresses being
advertised in ESADI would typically be those of the ISP's directly
connected I P router ports, since Layer 3 routers bound the TRILL
canpus, for which there woul d be few privacy concerns
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10.

10.

However, records of MAC attachnent that include a nodest anount of
hi story, perhaps a few days’ worth, can be useful in managing a

networ k and troubl eshooting network problems. It might, in sone
cases, also be legally required, or required for billing purposes or
the like.

Net wor k operators shoul d seek a reasonabl e bal ance between these
competi ng consi derations, custom zed for the circumstances of their
particul ar networks where ESADI is in use. They should not maintain
| ogs of MAC reachability information for any longer than is clearly
required.
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Appendi x A.  Interoperability and Changes to RFC 6325

Thi s appendi x summari zes the significant changes this docunent makes
to the TRILL base protocol specification [RFC6325]. Although

si mul t aneous use of [RFC6325] ESADI and ESADI as specified in this
docunment in a TRILL canpus is very unlikely due to non-depl oynent of
[ RFC6325] ESADI, this appendix al so di scusses, for each change, the
interoperability considerations should such sinultaneous use occur.

A.1. ESADI PDU Changes
The format of ESADI - LSP, ESADI - CSNP, and ESADI - PSNP PDU payl oads is

changed fromthe 1S-1S Level 1 format [IS-1S] to the Extended Level 1
Crcuit Scope format (E-L1CS) specified in [RFC7356]. This change is

not backwards conpatible with [RFC6325]. It is made in |light of the
i nformation-carrying capacity of the E-L1CS format, which is
256 tinmes greater than that of the base IS-IS format. It is

anticipated that this greater information-carrying capacity will be
needed, under some circunstances, to carry end station addressing
informati on or other simlar address and reachability informtion
when it is added to ESADI in the future.

The PDU nunbers used for the ESADI LSP, CSNP, and PSNP PDUs in

[ RFC6325] are 18, 24, and 26 [IS-1S]. Wth this docunment, the format
changes, and the PDU nunmbers change to 10, 11, and 12 [RFC7356]. The
use of different PDU nunbers assures that a PDU will not be

m s- parsed. Because of this, inplenentations of this docunment and

i npl ementations of [RFC6325] ESADI will discard each other’s PDUs.
Thus, address reachability or other information distributed through
either type of ESADI inplenentation will only be conmunicated to
other inplenentations of the sanme type, and the two communities wll
not comuni cate any information with each other.

Note that RBridges can use the TRILL nmandatory-to-i npl ement,
enabl ed- by-default data plane address learning in addition to ESADI .
(Section 5 of this docunent and the material it references explain
how to handl e conflicts between different sources of address
reachability information.) Sinply |leaving data plane address

| earni ng enabl ed woul d enabl e smooth incremental migration from

[ RFC6325] ESADI to the ESADI specification in this docunent, should
that be necessary. The data plane address |learning would fill in any
gaps due to non-conmuni cati on between the two types of ESAD

i mpl ement ati ons, although w thout the speed or security advantages
of ESADI .
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A. 2. Unicasting Changes

Uni casting of ESADI PDUs is optionally supported, including replacing
Section 4.6.2.2 of [RFC6325] with the new text given in Section 4.1
of this docunment. This unicast support is backwards conpatible
because it is only used when the recipient RBridge signhals its
support.

A. 3. Message Tim ng Changes and Suggesti ons

The followi ng timng-related ESADI nessage changes and suggesti ons
are included in this docunent:

1. Provide for staggered delay for non-originators of ESADI -LSP
fragments in response to requests for such fragnents by CSNP and
PSNP nessages.

2. Suggest staggered timng of unicast ESADI-LSPs when a new ESADI
RBri dge appears on the ESADI virtual |ink

These relate only to the timng of nessages for congestion

m nimzation. Should a nessage be |ost, due to congestion or
otherwise, it will be later retransmtted as a normal part of the
robust fl oodi ng mechani smused by ESADI.

A. 4. Duplicate Address Reachability

The handling of persistent reachability of the same MAC within the
sanme Data Label fromtwo or nore RBridges is substantially nodified,
including the explicit replacement of sonme text in Section 4.2.6 of

[ RFC6325] (see Section 5.3 of this document). There is no problem
with a mixture of ESADI inplenentations in a TRILL canpus, sone
conform ng to [ RFC6325] and sone conforming to this docunent, for
handling this condition. The nore inplenmentations conformto the

i mproved behavi or specified in this docunent for this condition, the
better the traffic-spreading will be, and the less |ikely address
flip-flopping problens will be.
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