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Secure Hash Standard fam |y of algorithns.
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The Label Distribution Protocol (LDP) [RFC5036] sets up LDP sessions
that run between LDP peers. The peers could either be directly
connected at the link level or be nultiple hops away. An LDP Labe
Switching Router (LSR) could either be configured with the identity

of its peers or could discover themusing LDP Hell o nessages.

These

nmessages are sent encapsul ated in UDP addressed to "all routers on
this subnet" or to a specific IP address. Periodic Hello nessages

are also used to maintain the relationship between LDP peers
necessary to keep the LDP session active.

Since the Hell o nessages are sent using UDP and not TCP, these

messages cannot use the security nechani sns defined for TCP

[ RFC5926]. \While sone configuration guidance is given in [ RFC5036]
to help protect against fal se discovery nessages, it does not provide

an explicit security nmechanismto protect the Hell o nessages.

Spoofing a Hell o nessage for an existing adjacency can cause the
valid adjacency to tinme out and in turn can result in termnation of
the associ ated session. This can occur when the spoofed Hello
specifies a smaller Hold Tine, causing the receiver to expect Hellos
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within this smaller interval, while the true neighbor continues
sending Hell os at the previously agreed | ower frequency. Spoofing a
Hel | o message can al so cause the LDP session to be term nated
directly, which can occur when the spoofed Hell o specifies a
different Transport Address, other than the previously agreed one
bet ween nei ghbors. Spoofed Hel |l o nmessages have been observed and
reported as a real problemin production networks [RFC6952].

For Link Hello, [RFC5036] states that the threat of spoofed Hellos
can be reduced by accepting Hellos only on interfaces to which LSRs
that can be trusted are directly connected and ignoring Hell os not
addressed to the "all routers on this subnet” nulticast group. The
Generalized TTL Security Mechani sm (GISM provides a sinple and
reasonably robust defense mechanismfor Link Hello [ RFC6720], but it
does not secure agai nst packet spoofing attacks or replay attacks

[ RFC5082] .

Spoofing attacks via Targeted Hellos are a potentially nore serious
threat. [RFC5036] states that an LSR can reduce the threat of
spoofed Targeted Hellos by filtering them and accepting only those
originating at sources pernmitted by an access list. However,
filtering using access lists requires LSR resources and does not
prevent | P-address spoofing.

Thi s docunent introduces a new Cryptographi c Authentication TLV that

is used in LDP Hell o messages as an optional paraneter. 1t enhances
the aut hentication nechanismfor LDP by securing the Hell o nmessage
agai nst spoofing attacks. It also introduces a cryptographic

sequence nunber carried in the Hell o nessages that can be used to
protect agai nst replay attacks.

Using this Cryptographic Authentication TLV, one or nore secret keys
(with corresponding Security Association (SA) IDs) are configured in
each system For each LDP Hello nessage, the key is used to generate
and verify an HVAC Hash that is stored in the LDP Hell o nessage. For
the cryptographic hash function, this docunent proposes to use SHA-1
SHA- 256, SHA- 384, and SHA-512 defined in US NI ST Secure Hash Standard
(SHS) [FIPS-180-4]. The HMAC aut hentication node defined in

[ RFC2104] is used. O the above, inplenentati ons MJIST incl ude
support for at |east HWVAC SHA-256, SHOULD incl ude support for HVAC
SHA- 1, and MAY include support for HWVAC SHA- 384 and HVAC- SHA- 512

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2. Cryptographic Authentication TLV
2.1. Optional Paraneter for Hello Message

[ RFC5036] defines the encoding for the Hell o message. Each Hello
message contains zero or nore Optional Paraneters, each encoded as a
TLV. Three Optional Paraneters are defined by [ RFC5036]. This
docunent defines a new Optional Parameter: the Cryptographic

Aut henti cati on paraneter

Opti onal Paraneter Type

| Pv4 Transport Address 0x0401 (RFC 5036)
Confi guration Sequence Nunber 0x0402 (RFC 5036)
I Pv6 Transport Address 0x0403 (RFC 5036)

Crypt ographi ¢ Authentication TLV 0x0405 (this docunent)

The encoding for the Cryptographic Authentication TLV is described in
Section 2. 3.

2.2. LDP Security Association

An LDP Security Association (SA) contains a set of paraneters shared
between any two legitimte LDP speakers.

Par ameters associated with an LDP SA are as fol | ows:
0 Security Association Identifier (SA ID)

This is a 32-bit unsigned integer used to uniquely identify an LDP
SA between two LDP peers, as manual ly configured by the network
operator (or, possibly by some key nanagement protocol specified
by the IETF in the future).

The receiver deternmines the active SA by | ooking at the SA ID
field in the inconm ng Hell o nessage.

The sender, based on the active configuration, selects an SAto
use and puts the correct SA ID value associated with the SAin the
LDP Hell o nessage. |If nmultiple valid and active LDP SAs exist for
a given interface, the sender nay use any of those SAs to protect
t he packet.

Usi ng SA | Ds nakes changi ng keys whil e nai ntai ning protocol
operation convenient. Each SA ID specifies two independent parts,
the authentication algorithmand the authentication key, as
expl ai ned bel ow.
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Zheng,

Normal Iy, an inplenentation would allow the network operator to
configure a set of keys in a key chain, with each key in the chain
having a fixed lifetinme. The actual operation of these mechani snms
is outside the scope of this docunent.

Note that each SA ID can indicate a key with a different

aut hentication algorithm This allows the introduction of new

aut henti cati on mechani sms w thout disrupting existing LDP

sessi ons.

Aut henti cation Al gorithm

This signifies the authentication algorithmto be used with the
LDP SA. This information is never sent in clear text over the
wire. Because this information is not sent on the wire, the

i mpl ement er chooses an i npl enentati on-specific representation for
this information.

Currently, the followi ng algorithns are supported:

HVAC- SHA- 1, HMAC- SHA- 256, HVAC- SHA- 384, and HVAC- SHA- 512.

Aut henti cati on Key

Thi s val ue denotes the cryptographic authentication key associ ated
with the LDP SA. The length of this key is variable and depends
upon the authentication algorithmspecified by the LDP SA.

KeySt ar t Accept

The tine that this LDP router will accept packets that have been
created with this LDP Security Associ ati on.

KeySt art Gener at e

The tine that this LDP router will begin using this LDP Security
Associ ation for LDP Hell o nmessage generati on.

Key St opCener at e

The tine that this LDP router will stop using this LDP Security
Associ ation for LDP Hell o nmessage generation.

Key St opAccept

The tinme that this LDP router will stop accepting packets
generated with this LDP Security Association.
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In order to achieve snooth key transition, KeyStartAccept SHOULD be
| ess than KeyStartGenerate, and KeySt opGenerate SHOULD be | ess than
KeySt opAccept. |If KeyStartGenerate or KeyStartAccept are left
unspecified, the time will default to 0, and the key will be used
imediately. |f KeyStopGenerate or KeyStopAccept are |eft
unspecified, the time will default to infinity, and the key's
lifetime will be infinite. Wen a new key replaces an old, the
KeyStart Generate time for the new key MIST be | ess than or equal to
the KeyStopGenerate time of the old key. Any unspecified values are
encoded as zero.

Key storage SHOULD persist across a systemrestart, warmor cold, to
avoi d operational issues. |In the event that the | ast key associated
with an interface expires, it is unacceptable to revert to an

unaut henti cated condition and not advisable to disrupt routing.
Therefore, the router SHOULD send a "l ast Authentication Key
expiration" notification to the network nanager and treat the key as
having an infinite lifetime until the lifetine is extended, the key
is del eted by network managenent, or a new key is configured.

2.3. Cryptographic Authentication TLV Encodi ng

0 1 2 3
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Aut hentication Data (Vari abl e) |

I
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o0 Type: 0x0405, Cryptographic Authentication

0 Length: The length in octets of the value field, including the
Security Association I D and Cryptographic Sequence Nunber fields.

0 Security Association ID: The 32-bit field that maps to the

aut hentication algorithmand the secret key used to create the
message digest carried in LDP payl oad.
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Though the SAID inplies the algorithm the HVAC out put size
shoul d not be used by inplenenters as an inplicit hint because
additional algorithns may be defined in the future that have the
same out put size.

o0 Cryptographic Sequence Nunber: The 64-bit, strictly increasing
sequence nunber that is used to guard agai nst replay attacks. The
64-bit sequence nunmber MJST be increnented for every LDP Hello
message sent by the LDP router. Upon reception, the sequence
nunber MUST be greater than the sequence nunber in the |last LDP
Hel | o message accepted fromthe sendi ng LDP nei ghbor. O herwi se,
the LDP nessage is considered a replayed packet and is dropped.
The Cryptographi ¢ Sequence Nurmber is a single space per LDP
router.

LDP routers inplenenting this specification MIUST use existing
mechani snms to preserve the sequence nunber’s strictly increasing
property for the deployed Iife of the LDP router (including cold
restarts). One mechani smfor acconplishing this could be to use
the high-order 32 bits of the sequence nunber as a boot count that
is incremented anytine the LDP router |oses its sequence nunber
state. Techni ques such as sequence nunber space partitioning
descri bed above or non-volatile storage preservati on can be used
but are beyond the scope of this specification. Sequence numnber
wap is described in Section 2.4.

0 Authentication Data: This field carries the digest conputed by the
Cryptographi c Authentication algorithmin use. The length of the
Aut hentication Data varies based on the cryptographic algorithmin
use, which is shown bel ow

Aut h type Lengt h

HMAC- SHAL 20 bytes
HVAC- SHA- 256 32 bytes
HVAC- SHA- 384 48 bytes
HVAC- SHA- 512 64 bytes

2.4. Sequence Number Wap

When increnenting the sequence nunber for each transmitted LDP
message, the sequence nunber should be treated as an unsigned 64-bit
value. If the lower-order 32-bit value waps, the higher-order
32-bit value should be incremented and saved in non-vol atil e storage.
If the LDP router is deployed | ong enough that the 64-bit sequence
nunber wraps, all keys, independent of the key distribution
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mechani sm MJUST be reset. This is done to avoid the possibility of
replay attacks. Once the keys have been changed, the hi gher-order
sequence nunber can be reset to 0 and saved to non-vol atil e storage.

3. Cryptographi c Authentication Procedure

As noted earlier, the Security Association ID maps to the

aut hentication algorithmand the secret key used to generate and
verify the nessage digest. This specification discusses the
conputation of LDP Cryptographic Authentication data when any of the
NI ST SHS fam |y of algorithns is used in the Hashed Message

Aut henti cati on Code (HMAC) node.

The currently valid algorithms (including node) for LDP Cryptographic
Aut henti cation incl ude:

HVAC- SHA- 1, HVAGC SHA- 256, HMAC- SHA- 384, and HMAC- SHA- 512

O the above, inplenentations of this specification MJIST include
support for at |east HVAC SHA-256, SHOULD incl ude support for HVAC
SHA-1, and MAY al so include support for HVAC SHA-384 and HVMAC- SHA-
512.

I mpl ement ations of this standard MJUST use HVAC- SHA- 256 as the default
aut henti cation al gorithm

4. Cross-Protocol Attack Mtigation
In order to prevent cross-protocol replay attacks for protocols
sharing common keys, the 2-octet LDP Cryptographic Protocol IDis
appended to the authentication key prior to use (refer to Section 8).
O her protocols using the conmon key sinmilarly append their own
Cryptographic Protocol IDs to their keys prior to use, thus ensuring
that a different key value is used for each protocol.

5. Cryptographi c Aspects

In the algorithmdescription below, the follow ng nonenclature is
used:

o His the specific hashing algorithm(e.g., SHA-256).
o0 Kis the Authentication Key fromthe LDP Security Associ ation.
0 Ks is a Protocol-Specific Authentication Key obtai ned by appendi ng

Aut hentication Key (K) with the 2-octet LDP Cryptographic Protocol
I D.
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0 Ko is the cryptographic key used with the hash al gorithm
o L is the length of the hash, neasured in octets rather than bits.

0 AuthTag is a value that is the sanme length as the hash output. In
the case of IPv4, the first 4 octets contain the | Pv4 source
address foll owed by the hexadeci mal val ue 0x878FE1F3 repeat ed
(L-4)/4 times. In the case of IPv6, the first 16 octets contain
the 1 Pv6 source address foll owed by the hexadeci mal val ue
Ox878FELF3 repeated (L-16)/4 tinmes. This inplies that hash out put
is always a length of at |east 16 octets.

5.1. Preparing the Cryptographic Key

The LDP Cryptographic Protocol 1D is appended to the Authentication
Key (K) yielding a Protocol -Specific Authentication Key (Ks). In
this application, Ko is always L octets long. Keys that are | onger
than the bit length of the hash function are hashed to force themto
this length, as we describe below Ks is conputed as foll ows.

If the Protocol-Specific Authentication Key (Ks) is L octets |ong,
then Ko is equal to Ks. |If the Protocol-Specific Authentication Key
(Ks) is nore than L octets long, then Ko is set to H(Ks). |If the

Pr ot ocol - Specific Authentication Key (Ks) is less than L octets |ong,
then Ko is set to the Protocol -Specific Authentication Key (Ks) with
zeros appended to the end of the Protocol - Specific Authentication Key
(Ks) such that Ko is L octets | ong.

For higher entropy, it is RECOWENDED that Key Ks should be at |east
L octets |ong.

5.2. Computing the Hash
First, the Authentication Data field in the Cryptographic
Aut hentication TLV is filled with the value AuthTag. Then, to
conmput e HVAC over the Hell o nessage it perforns:
Aut hDat a = HMAC( Ko, Hell o Message)

Hel | o Message refers to the LDP Hell o nmessage excluding the IP and
t he UDP headers.
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5.3. Result

The resultant Hash becomes the Authentication Data that is sent in
the Authentication Data field of the Cryptographic Authentication
TLV. The length of the Authentication Data field is always identica
to the nessage digest size of the specific hash function Hthat is
bei ng used.

This al so means that the use of hash functions with |arger output
sizes will also increase the size of the LDP nessage as transnitted
on the wre.

6. Processing Hell o Message Usi ng Cryptographic Authentication
6.1. Transm ssion Using Cryptographic Authentication

Prior to transmitting the LDP Hell o nessage, the Length in the
Crypt ographi ¢ Authentication TLV header is set as per the

aut hentication algorithmthat is being used. It is set to 24 for
HVAC- SHA- 1, 36 for HMAC- SHA- 256, 52 for HMAC- SHA- 384, and 68 for
HVAC- SHA- 512.

The Security Association IDfield is set to the ID of the current
aut henti cation key. The HVAC Hash is conputed as explained in
Section 5. The resulting Hash is stored in the Authentication Data
field prior to transm ssion. The authentication key MJST NOT be
carried in the packet.

6.2. Receipt Using Cryptographic Authentication

The receiving LSR applies acceptability criteria for received Hellos
usi ng cryptographic authentication. |f the Cryptographic

Aut hentication TLV is unknown to the receiving LSR, the received
packet MUST be di scarded according to Section 3.5.1.2.2 of [RFC5036].

The receiving router MJST determni ne whether or not to accept a Hello
message froma particular source |IP address as follows. First, if
the router has, for that source |IP address, a stored LDP Hello

crypt ographi ¢ sequence nunber or is configured to require LDP Hello
aut hentication, then the router MJST discard any unaut henti cated
Hel | o packets. As specified later in this section, a cryptographic
sequence nunber is only stored for a source |IP address as a result of
receiving a valid authenticated Hello.
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The receiving LSR | ocates the LDP SA using the Security Association
IDfield carried in the message. |If the SAis not found or if the SA
is not valid for reception (i.e., current time < KeyStartAccept or
current tinme >= KeyStopAccept), the LDP Hell o nessage MJST be

di scarded, and an error event SHOULD be | ogged.

If the cryptographic sequence nunber in the LDP Hello nessage is |ess
than or equal to the | ast sequence nunber received fromthe sane

nei ghbor, the LDP Hell o nessage MJUST be di scarded, and an error event
SHOULD be | ogged.

Bef ore the receiving LSR perforns any processing, it needs to save
the val ues of the Authentication Data field. The receiving LSR then
repl aces the contents of the Authentication Data field with AuthTag
and conputes the Hash using the authentication key specified by the
received Security Association ID field, as explained in Section 3.

If the locally conmputed Hash is equal to the received val ue of the
Aut hentication Data field, the received packet is accepted for other
normal checks and processing as described in [RFC5036]. O herw se,
if the locally conputed Hash is not equal to the received val ue of
the Authentication Data field, the received LDP Hell o message MJST be
di scarded, and an error event SHOULD be | ogged. The aforesaid

| oggi ng needs to be carefully rate linmted, because while a LDP
router is under attack by a storm of spoofed Hellos, the resources
required for | ogging could be overwhel m ng.

After the LDP Hell o nmessage has been successfully authenticated,

i npl ementati ons MJUST store the 64-bit cryptographic sequence nunber
for the LDP Hell o nessage received fromthe source | P address. The
saved cryptographic sequence nunbers will be used for replay checking
for subsequent packets received fromthe source |IP address

7. Operational Considerations

Careful consideration nmust be given to when and how to enabl e and

di sabl e authentication on LDP Hellos. On the one hand, it is
critical that an attack cannot cause the authentication to be
disabled. On the other hand, it is equally inportant that an
operator can change the hardware and/or software associated with a
nei ghbor’s | P address and successfully bring up an LDP adjacency with
the desired | evel of authentication, which may be with different or
no aut hentication due to software restrictions.

LDP Hell o authentication information (e.g., whether authentication is
enabl ed and what the |ast cryptographi c sequence nunber is)
associated with an I P address is learned via a set of interfaces. |If
an interface is admnistratively disabled, the LDP Hello

aut hentication information | earned via that interface MAY be
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forgotten. This enables an operator that is not specifically
mani pul ating LDP Hel |l o authentication configurations to easily bring
up an LDP adjacency. An inplenentation of this standard SHOULD
provide a configuration nechani smby which the LDP Hello

aut hentication infornation associated with an | P address can be shown
and can be forgotten; configuration mechani snms are assuned to be
accessed via an authenticated channel

8. Security Considerations

Section 1 of this docunent describes the security issues arising from
the use of unauthenticated LDP Hell o nessages. |n order to address
those issues, it is RECOWENDED that all deploynents use the

Crypt ographi c Authentication TLV to authenticate the Hell o nessages.

The quality of the security provided by the Cryptographic

Aut henti cation TLV depends conpletely on the strength of the
cryptographic algorithmin use, the strength of the key being used,
and the correct inplenentation of the security mechanismin

communi cating LDP inplementations. Also, the level of security
provi ded by the Cryptographic Authentication TLV varies based on the
aut henti cation type used.

It should be noted that the authentication nethod described in this
docunent is not being used to authenticate the specific originator of
a packet but is rather being used to confirmthat the packet has

i ndeed been issued by a router that has access to the authentication
key.

Depl oynment s SHOULD use sufficiently |ong and random val ues for the
aut henti cation key so that guessing and other cryptographic attacks
on the key are not feasible in their environments. |n support of
these recomendati ons, managenent systens SHOULD support hexadeci ma
i nput of authentication keys.

The nechani sm descri bed herein is not perfect. However, this
mechani smintroduces a significant increase in the effort required
for an adversary to successfully attack the LDP Hell o protocol while
not causi ng undue inpl enentation, deploynment, or operationa

conmpl exity.
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9. | ANA Consi derations

The | ANA has assigned a new TLV fromthe "Label Distribution Protocol
(LDP) Paraneters" registry, "TLV Type Nane Space".

Val ue Descri ption Ref er ence

0x0405 Cryptographic Authentication TLV this docunent (Section 2.3)

The |1 ANA has al so assigned a value fromthe "Authentication
Cryptographic Protocol I1D' registry under the "Keying and
Aut hentication for Routing Protocols (KARP) Paraneters" category.

Val ue Descri ption Ref erence

2 LDP Cryptographic Protocol ID this docunment (Section 4)
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