I nternet Engi neering Task Force (IETF) J. Peterson

Request for Comments: 7340 NeuSt ar, Inc.
Cat egory: I nfornmational H. Schul zri nne
| SSN. 2070-1721 Col unbi a University

H. Tschofenig
Sept enber 2014

Secure Tel ephone Identity Probl em Statenment and Requi renents

Abstract
Over the past decade, Voice over |IP (VolP) systens based on SIP have
repl aced many traditional telephony depl oynents. |nterworking VolP
systens with the traditional telephone network has reduced the
overall level of calling party number and Caller |D assurances by

granting attackers new and i nexpensive tools to inpersonate or
obscure calling party nunmbers when orchestrating bul k comrercia
calling schenmes, hacking voicemail boxes, or even circumventing

mul ti-factor authentication systens trusted by banks. Despite
previous attenpts to provide a secure assurance of the origin of SIP
communi cations, we still lack effective standards for identifying the
calling party in a Vol P session. This document exam nes the reasons
why providing identity for tel ephone nunbers on the Internet has
proven so difficult and shows how changes in the | ast decade may
provide us with new strategies for attaching a secure identity to SIP
sessions. It also gives high-level requirenents for a solution in
this space

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7340
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1.

I nt roducti on

I'n many conmuni cation architectures that allow users to communicate
with other users, the need arises for identifying the originating
party that initiates a call or a nessaging interaction. The desire
to identify communi cation parties in end-to-end conmuni cation derives
fromthe need to inplement authorization policies (to grant or reject
call attenpts) but has al so been utilized for charging. Wile there
are a nunber of ways to enable identification, this functionality has
been provided by the Session Initiation Protocol (SIP) [RFC3261] by
using two nmain types of approaches, nanely, P-Asserted-ldentity (PAl)
[ RFC3325] and SIP Identity [ RFC4474], which are described in nore
detail in Section 5. The goal of these nechanisns is to validate
that the originator of a call is authorized to claiman originating
identifier. Protocols |ike the Extensible Messaging and Presence
Prot ocol (XMPP) use nechanisns that are conceptually sinmlar to those
offered by SIP

Al 't hough sol utions have been standardized, it turns out that the
current deploynent situation is unsatisfactory, and even worse, there
is little indication that it will inprove in the future. 1In

[ SECURE-ORIG N], we illustrate what challenges arise. |In particular
interworking with different comunication architectures (e.g., SIP
Public Switched Tel ephone Network (PSTN), XMPP, Real -Ti ne
Conmruni cati ons on the Wb (RTCWb)) or other forms of nediation
breaks the end-to-end semantic of the comuni cation interaction and
destroys any identification capabilities. (In this docunent, we use
the term"PSTN' colloquially rather than in a |l egal or policy sense,
as a common shorthand for the circuit-sw tched anal og and ti ne-
division nultiplexing (TDM digital tel ephone system often using
Signaling System #7 (SS7) to control call setup and teardown.)
Furthernmore, the use of different identifiers (e.g., E. 164 nunbers
vs. SIP URIs) creates challenges for determning who is able to claim
"ownership" for a specific identifier; although domai n-based
identifiers (sip:user@xanple.com mght use certificate or DNS-

rel ated approaches to determine who is able to claim"ownership" of
the URI, tel ephone nunbers do not yet have any simlar nechani sm

defi ned.

After the publication of the PAl and SIP ldentity specifications

([ RFC3325] and [ RFC4474], respectively), further attenpts have been
made to tackle the topic but, unfortunately, with little success, due
to the conplexity of deploying solutions and the long list of (often
conflicting) requirenments. A nunber of years have passed since the

| ast attenpts were nmade to inprove the situation, and we therefore
believe it is tinme to give it another try. Wth this docunent, we
would Iike to start to devel op a common understandi ng of the problem
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statement as well as basic requirenents to develop a vision on howto
advance the state of the art and to initiate technical work to enable
secure call origin identification

2. Probl em St at enment
In the classical Public Switched Tel ephone Network, there were a

limted nunber of carriers, all of whomtrusted each other to provide
accurate caller origination information in an environnent w thout any

cryptographic validation. In sone cases, national telecomunication
regul ation codified these obligations. This nodel worked as |ong as
the nunmber of entities was relatively small, easily identified (e.g.,

in the manner carriers are certified in the United States), and
subject to effective legal sanctions in case of nisbehavior.

However, for sone tinme, these assunptions have no | onger held true.
For exanple, entities that are not traditional tel ecomunication
carriers, possibly |located outside the country whose country code
they are using, can act as voice service providers. Wile there was
a clear distinction between custoners and service providers in the
past, Vol P service providers can now easily act as custoners or
either originating or transit providers. Mdreover, the problemis
not limted to voice conmunications, as growth in text nmessagi ng has
made it another vector for bulk unsolicited comrercial messagi ng
relying on inpersonation of a source tel ephone nunber or, sometimes,
an SMs short code. For tel ephony, Caller |ID spoofing has becone
common, with a small subset of entities either ignoring abuse of
their services or willingly serving to enable fraud and other illega
behavi or .

For exanple, recently, enterprises and public safety organi zati ons
have been subjected to tel ephony denial -of -service attacks [ TDOS] .
In this case, an individual claimng to represent a collections
company for payday |oans starts the extortion scheme with a phone
call to an organization. Failing to get paynent from an individua
or organization, the crimnal organization |aunches a barrage of
phone calls with spoofed nunbers, preventing the targeted

organi zation fromreceiving legitimte phone calls. Oher boiler-
room organi zati ons use nunber spoofing to place illegal "robocalls"
(automat ed tel emarketing; see, for exanple, the US Federa

Conmruni cati ons Conmi ssi on webpage on this topic [ ROBOCALL- FCC]).
Robocal | s are a problemthat has been recogni zed al ready by various
regul ators; for exanple, the US Federal Trade Commi ssion (FTC)
recently organi zed a robocall conpetition to solicit ideas for
creating solutions that will block illegal robocalls

[ ROBOCALL- CHALLENGE]. Crimnals may al so use number spoofing to

i nper sonat e banks or bank customers to gain access to infornmation or
financial accounts.
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In general, nunmber spoofing is used in two ways: inpersonation and
anonym zation. For inpersonation, the attacker pretends to be a
specific individual. |npersonation can be used for pretexting, where
the attacker obtains information about the individual inpersonated
and, for exanple, activates credit cards, or for harassnent, e.g.,
causing utility services to be disconnected, take-out food to be
delivered, or police to respond to a non-existing hostage situation
("swatting"; see [SWATTING ). Sone voicenmail systens can be set up
so that they grant access to stored messages wi thout a password,
relying solely on the caller identity. As an exanple, in the News

I nternational phone-hacki ng scandal [ NEWs- HACK], enpl oyees of the
newspaper were accused of engaging in phone hacking by utilizing
Caller 1D spoofing to get access to voicemail. For nunmbers where the
call er has suppressed textual caller identification, number spoofing
can be used to retrieve this information, stored in the so-called
Calling Nanme (CNAM database. For anonym zation, the caller does not
necessarily care whether the nunber is in service or who it is
assigned to and may switch rapidly and possibly randomy between
nunbers. Anonynization facilitates automated illegal tel emarketing
or tel ephony denial -of-service attacks, as described above, as it
makes it difficult to identify perpetrators and craft policies to
block them It also nmakes tracing such calls nmuch nore | abor-

i ntensive, as each call has to be identified in each transit carrier
hop- by- hop, based on destination nunber and tine of call.

It is insufficient to sinply outlaw all spoofing of originating

t el ephone nunbers because the entities spoofing nunbers are already
committing other crimes and are thus unlikely to be deterred by | ega
sanctions. Secure origin identification should prevent inpersonation
and, to a |l esser extent, anonynization. However, if nunbers are easy
and cheap to obtain, and if the organi zations assigning identifiers

cannot or will not establish the true corporate or individua
identity of the entity requesting such identifiers, robocallers wll
still be able to switch between many different identities.

The problem space is further conplicated by a nunber of use cases
where entities in the tel ephone network legitimately send calls on
behal f of others, including "Find-M/FollowM" services.

Utimately, any SIP entity can receive an I NVITE request and forward
it to any other entity, and the recipient of a forwarded nessage has
little neans to ascertain which recipient a call should legitinately
target (see [SIP-SECURITY]). Also, in sonme cases, third parties may
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need to tenporarily use the identity of another individual or
organi zation with full consent of the "owner" of the identifier. For
exanpl e:

Doctors’ offices: Physicians calling their patients using their cel
phones would like to replace their nobile phone nunber with the
nunber of their office to avoid being called back by patients on
their personal phone.

Call centers: Call centers operate on behalf of conpanies, and the
called party expects to see the Caller ID of the conpany, not the
call center.

3. Term nol ogy

The following terns are defined in this docunent:

I n-band Identity Conveyance: |n-band conveyance is the presence of
call origin identification information conveyed within the contro
pl ane protocol (s) setting up a call. Any in-band solution nust

accommbdat e i n-band i nternedi ari es such as Back-to-Back User
Agents (B2BUAS).

Qut-of-Band Identity Verification: Qut-of-band verification
det ermi nes whet her the tel ephone nunber used by the calling party
actually exists, whether the calling entity is entitled to use the
nunber, and whether a call has recently been made fromthis phone
nunber. This approach is needed because the in-band techni que
does not work in all cases, as when certain internediaries are
i nvol ved or due to interworking with circuit-sw tched networks.

Authority Del egation Infrastructure: The delegation authority
infrastructure determ nes how the authority over tel ephone nunbers
i s used when nunbers are ported and del egated. It al so describes
how t he existing nunbering infrastructure is reused to naintain
the lifecycle of nunber assignments.

Canoni cal Tel ephone Nunber: |In order for either in-band conveyance
or out-of-band verification to work, entities nust be able to
canoni cal i ze tel ephone nunbers to arrive at a common syntactica
form

4. Use Cases
In order to explain the requirenents and ot her design assunptions, we

will explain sonme of the scenarios that need to be supported by any
solution. To reduce clutter, the figures do not show call-routing
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el ements such as SIP proxies of voice or text service providers. W
general ly assune that the PSTN conponent of any call path cannot be
al tered.

4.1. Vol P-to-Vol P Cal

For the Vol P-to-Vol P communi cati on case, a group of service providers
that offer interconnected Vol P service exchange calls using SIP end-
to-end but nmay al so deliver some calls via circuit-swtched
facilities, as described in separate use cases below. These service
provi ders use tel ephone nunbers as source and desti nation
identifiers, either as the user conponent of a SIP URl (e.g.,

si p: 12125551234@xanpl e.com) or as a tel UR [ RFC3966].

As illustrated in Figure 1, if Alice calls Bob, the call will use SIP
end-to-end. (The call nmay or nmay not traverse the Internet.)

oo +
| IP-based |
| SIP Phone |<--+
| of Bob |
| +19175551234| |
R + |
I
. + |
| I1P-based | |
| SIP Phone | ------------
| of Alice | / | \
| +12121234567| /1 | \\
R + /1 , ! '\
| 111 R
| 1111 , ! RN
| / , ! \
I I . I
o= | P- based |
| Net wor k |
\ /
RN 1111

Figure 1: Vol P-to-Vol P Cal
4.2. Vol P- PSTN- Vol P Cal
Frequently, two Vol P-based service providers are not directly
connected by VolP and use Tine Division Miltiplexer (TDM circuits to

exchange calls, leading to the I P-PSTN-1P use case. In this use
case, Dan’s Voice Service Provider (VSP) is not a nenber of the
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i nterconnect federation Alice’s and Bob’s VSP belongs to. As far as
Alice is concerned, Dan is not accessible via IP, and the PSTN is
used as an interconnection network. Figure 2 shows the resulting

exchange.
I VA
+--- > PSTN |
|
| AR I
| ________
I I
I I
I I
tomm e m - - + e |
| | P-based | | PSTN | |
| SIP Phone | --+ Vol P +- %
| of Alice | I ] OGN |\ -+
| +12121234567| /1 “rrro A\ PSTN |
o + 1 | \+ VolP +
I I | | oW |\
| I | AN N +
I / I | \ | IP-based |
I I I I I |  Phone I
Foe eS| e + +o----- |---->] of Dan |
| | | +12039994321|
\ | P- based / R +
AR Net wor k I

Figure 2: IP-PSTN-1P Call

Not e: A B2BUA/ Session Border Controller (SBC) exhibits behavior that
| ooks simlar to this scenario since the original call content would,
in the worst case, be re-created on the call origination side.

4.3. PSTN-to-Vol P Cal

Consi der Figure 3, where Carl is using a PSTN phone and initiates a
call to Alice. Alice is using a Vol P-based phone. The call from
Carl traverses the PSTN and enters the Internet via a PSTN Vol P
gateway. This gateway attaches sone identity information to the
call, for exanple, based on the caller identification information it
had received through the PSTN, if avail able.
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11 (RN
+- > PSTN | --+
| I
| VA 11 |
| e I
I I
| %
| i +
L + | PSTN / Vol P | oo +
| PSTN Phone| | Gat eway | |SIP |
| of Carl | R ST + | UA |
T + | | Al'i ce|
I NVI TE oo +
| N
v I
R + I NVI TE
| Vol P |
| I nterconnecti on] INVITE  4------- +
| Provi der (s) [----------- >+ |
R + | Al'i ce’ s|
| VSP |
I I
dememaas +

Figure 3: PSTN-to- Vol P Cal
4.4. Vol P-to-PSTN Cal

Consi der Figure 4, where Alice calls Carl. Carl uses a PSTN phone,
and Alice uses an | P-based phone. Wen Alice initiates the call, the
E. 164 nunber is translated to a SIP URI and subsequently to an IP
address. The call of Alice traverses her Vol P provider, where the
call origin identification information is added. It then hits the
PSTN Vol P gateway. It is desirable that the gateway verify that
Alice can claimthe E. 164 nunber she is using before it popul ates the
corresponding calling party nunber field in tel ephone network
signaling. Carl’s phone nust be able to verify that it is receiving
a legitimte call fromthe calling party nunber it will render to
Carl .

Pet erson, et al. I nf or mat i onal [ Page 9]



RFC 7340

| PSTN |

| Phone | <-

| of Carl |
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_______________ +
I
I
IR
PSTN |
1111
_______________ ;___________
I
S + +
| PSTN / VoI P | <--1NVITE----|
| Gat eway | |
R + |
I

Fi gure 4: Vol P-to-PSTN Cal |

4.5. PSTN- Vol P- PSTN Cal

Consi der Figure

the PSTN i s acconplished via an | P network.

Sept enber 2014

F--m - + -C
|SIP | Ja
| UA | |
| Alice|] |I
+--- o= + i
I | n
I |9
INVITE |
I | P
I | a
I | r
I | t
v |y
........ +|
Vol P || D
Service || o
Provider||m
of Alice||a
-------- +
-n

5, where Carl calls Alice. Both users have PSTN
phones, but interconnection between the two circuit-sw tched parts of

operator uses a PSTN-to-Vol P gateway to route the cal
network to a gateway to break out into the PSTN again.
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I +
| PSTN Phone|
———————— | of Alice |
11 VA RS +
+- > PSTN [------ + A
|| I I I
| RN 11 | |
| e R
| v 11 RN
| RS —— + | PSTN |
| | PSTN | |
dom et m + __ | Vol P GW _ VAN 111
| PSTN Phone| e O
| of Carl | 11 | \\ n
S + /1 | 1\ |
111 -. INVITE ----- |
11 f-. VA |
/ ‘L. \ |
| | P- based ‘L -
| Net wor k EPEE > Vol P |
| | PSTN GW
\ LAN T R A A B B A ]
VA 11

Figure 5: PSTN- Vol P- PSTN Cal |
4.6. PSTN-to-PSTN Call

For the "l egacy" case of a PSTN-to-PSTN call, otherw se beyond

i mprovenent, we nmay be able to use out-of-band I P connectivity at
both the originating and ternminating carrier to validate the cal
i nformati on.

5. Limtations of Current Solutions

Fromthe inception of SIP, the From header field value has held an
arbitrary user-supplied identity, rmuch like the From header field
val ue of an SMIP email|l message. During work on [RFC3261], efforts
began to provide a secure origin for SIP requests as an extension to
SIP. The so-called "short terni' solution, the P-Asserted-ldentity
header described in [RFC3325], is deployed fairly w dely, even though
it islimted to closed trusted networks where end-user devices
cannot alter or inspect SIP nmessages and offers no cryptographic
validation. As P-Asserted-ldentity is used increasingly across

mul tiple networks, it cannot offer any protection against identity
spoofing by internediaries or entities that allow untrusted entities
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to set the P-Asserted-ldentity information. An overview of
addressing spamin SIP and an explanation of how it differs from
simlar problens with email appeared in [ RFC5039].

Subsequent efforts to prevent calling-origin identity spoofing in SIP
include the SIP lIdentity effort (the "long-terni identity solution)
[ RFC4474] and Verification Involving PSTN Reachability (VIPR)
[VIPR-OVERVIEW. SIP ldentity attaches a new header field to SIP
requests containing a signature over the From header field val ue
conbi ned with other message conponents to prevent replay attacks.
SIP Identity is neant to prevent both (a) SIP UAs fromoriginating
calls with spoofed From headers and (b) internediaries, such as SIP
proxies, fromlaunching man-in-the-mddle attacks by altering calls
as they pass through the internediaries. The VIPR architecture
attacked a broader range of problens relating to spam routing, and
identity with a new infrastructure for managi ng rendezvous and
security, which operated al ongsi de of SIP depl oynents.

As we will describe in nore detail below, both SIP Identity and VIPR
suffer fromserious linmtations that have prevented their depl oynent
on a significant scale, but they may still offer ideas and protoco
bui |l di ng bl ocks for a solution.

5.1. P-Asserted-ldentity

The P-Asserted-ldentity header field of SIP [RFC3325] provides a way
for trusted network entities to share with one another an
authoritative identifier for the originator of a call. The value of
P- Asserted-ldentity cannot be popul ated by a user, though if a user
wants to suggest an identity to the trusted network, a separate
header (P-Preferred-ldentity) enables themto do so. The features of
the P-Asserted-ldentity header evolved as part of a broader effort to
reach parity with traditional telephone network signaling nmechani snms
for selectively sharing and restricting presentation of the calling
party nunber at the user level while still allow ng core network

el ements to know the identity of the user for abuse prevention and
accounti ng.

In order for P-Asserted-ldentity to have these properties, it
requires the existence of a trust domain as described in [ RFC3324].
Any entity in the trust domain may add a P-Asserted-ldentity header
to a SIP nmessage, and any entity in the trust donmain nay forward a
message with a P-Asserted-ldentity header to any other entity in the
trust domain. |If a trusted entity forwards a SIP request to an
untrusted entity, however, the P-Asserted-ldentity header nust first
be renpbved; nost end-user devices are outside trust domains. Sending
a P-Asserted-ldentity request to an untrusted entity could |eak
potentially private information, such as the network-asserted calling
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party number in a case where a caller has requested presentation
restriction. This concept of a trust domain is nodel ed on the
trusted network of devices that operate the traditional tel ephone
net wor K.

P- Asserted-ldentity has been very successful in tel ephone replacenent
depl oynents of SIP. It is an extrenely sinple in-band nmechani sm
requiring no cryptographic operations. Since it is so reniniscent of
| egacy nechanisns in the traditional tel ephone network and interworks
so seam essly with those protocols, it has naturally been favored by
providers confortable with these operating principles.

In practice, a trust domain exhibits many of the same nerits and
flaws as the traditional tel ephone network when it cones to securing
a calling party number. Any trusted entity may provi de P-Asserted-
Identity, and a recipient of a SIP nessage has no direct assurance of
who generated the P-Asserted-ldentity header field value: all trust
is transitive. Trust donmins are dictated by business arrangenents
nmore than by security standards; thus, the level of assurance of

P- Asserted-ldentity is only as good as the |east trustworthy memnber
of a trust domain. Since the contents of P-Asserted-ldentity are not
i ntended for consunption by end users, end users nust trust that
their service provider participates in an appropriate trust donain,
as there will be no direct evidence of the trust domain in the SIP
signaling that end-user devices receive. Since the mechanismis so
closely nodeled on the traditional telephone network, it is unlikely
to provide a higher |evel of security than that.

Since [ RFC3325] was written, the whole notion of "P-" headers

i ntended for use in private SIP donmai ns has al so been deprecated (see
[ RFC5727]) largely because of overwhel mi ng evidence that these
headers were being used outside of private contexts and |leaking into
the public Internet. It is unclear how many depl oyments that make
use of P-Asserted-ldentity in fact conformto the Spec(T)

requi renents of [RFC3324].

P- Asserted-ldentity also conplicates the question of which UR should
be presented to a user when a call is received. Per [RFC3261], SIP
user agents woul d render the contents of the From header field to a
user when receiving an I NVITE request, but what if the P-Asserted-
Identity contains a nore trustworthy URI, and presentation is not
restricted? Subsequent proposals have suggested additional header
fields to carry different forns of identity related to the caller,
including billing identities. As the calling identities in a SIP
request proliferate, the question of howto select one to render to
the end user becones nore difficult to answer
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5.2. SIP ldentity

The SIP lIdentity nechani sm [ RFC4474] provides two header fields for
securing identity information in SIP requests: the Identity and
Identity-Info header fields. Architecturally, the SIP Identity
mechani sm assunmes a classic "SIP trapezoid" deployment in which an
aut henti cation service, acting on behalf of the originator of a SIP
request, attaches identity information to the request that provides
partial integrity protection; a verification service acting on behal f
of the recipient validates the integrity of the request when it is
recei ved.

The ldentity header field value contains a signature over a hash of
sel ected el enents of a SIP request, including several header field
val ues (nost significantly, the From header field value) and the
entirety of the body of the request. The set of header field val ues
was chosen specifically to prevent cut-and-paste attacks; it requires
the verification service to retain sone state to guard agai nst
replays. The signature over the body of a request has different
properties for different SIP nmethods, but all prevent tanpering by
man-in-the-mddl e attacks. For a SIP MESSAGE request, for exanple,
the signature over the body covers the actual nessage conveyed by the
request: it is pointless to guarantee the source of a request if a
man in the mddle can change the content of the nessage, as in that
case the nessage content is created by an attacker. Similar threats
exi st against the SIP NOTIFY nethod. For a SIP INVITE request, a
signature over the Session Description Protocol (SDP) body is
intended to prevent a man in the mddle from changi ng properties of
the nmedia stream including the | P address and port to which nedia
shoul d be sent, as this provides a neans for the man in the mddle to
direct session nmedia to a resource that the originator did not
specify and thus inpersonate an intended |istener.

The ldentity-Info header field value contains a URl designating the

| ocation of the certificate corresponding to the private key that
signed the hash in the lIdentity header. That certificate could be
passed by-value along with the SIP request, in which case a cid URl
appears in ldentity-Info, or by-reference, for exanple, when the
ldentity-1nfo header field value has the URL of a service that
delivers the certificate. [RFC4474] inposes further constraints
governing the subject of that certificate, nanely, that it nust cover
the domain nane indicated in the domain conponent of the URI in the
From header field value of the request.

Pet erson, et al. I nf or mat i onal [ Page 14]



RFC 7340 STI R Probl em St at enent Sept enber 2014

The SIP lIdentity mechani sm however, has two fundanental limtations
that have precluded its deployment: first, it provides identity only
for donain names rather than other identifiers, and second, it does

not tolerate internmediaries that alter the bodies, or certain header
fields, of SIP requests.

As depl oyed, SIP predonminantly mimics the structures of the tel ephone
networ k and thus uses tel ephone nunbers as identifiers. Tel ephone
nunbers in the From header field value of a SIP request may appear as
the user part of a SIP URI or, alternatively, in an independent tel
URI. The certificate designated by the lIdentity-Info header field as
speci fied, however, corresponds only to the donmain portion of a SIP
URI in the From header field. As such, [RFC4474] does not have any
provision to identify the assignee of a tel ephone nunber. VWhile it
could be the case that the domain name portion of a SIP URl signifies
a carrier (like "att.con) to whom nunbers are assigned, the SIP
Identity mechani sm provi des no assurance that a particul ar nunber has
been assigned to any specific carrier. For a tel URI, noreover, it
is unclear in [RFC4474] what entity should hold a corresponding
certificate. A caller may not want to reveal the identity of its
service provider to the callee and may thus prefer tel URIs in the
From header fi el d.

This lack of authority gives rise to a whole class of SIP Identity
probl ems when dealing with tel ephone nunbers, as is explored in

[ CONCERNS] . That document shows how the Identity header of a SIP
request targeting a tel ephone nunber (enmbedded in a SIP URI) could be
dropped by an internedi ate domain, which then nodifies and re-signs
the request, all without alerting the verification service: the
verification service has no way of know ng which original domain
signed the request. Provided that the |ocal authentication service
is complicit, an originator can claimvirtually any tel ephone nunber,
i npersonating any chosen Caller ID fromthe perspective of the
verifier. Both of these attacks are rooted in the inability of the
verification service to ascertain a specific certificate that is
authoritative for a tel ephone numnber.

Mor eover, as deployed, SIP is highly mediated and is nediated in ways
that [RFC3261] did not anticipate. As request routing comonly
depends on policies dissimlar to [ RFC3263], requests transit
multiple internediate donmains to reach a destination; sone forns of
intermediaries in those domains may effectively reinitiate the

sessi on.

One of the main reasons that SIP deploynments mmc the PSTN
architecture is because the requirenent for interconnection with the
PSTN remai ns paranount: a call nmay originate in SIP and term nate on
the PSTN, or vice versa. Wrse still, a PSTN-to-PSTN call may
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transit a SIP network in the mddle, or vice versa. This necessarily
reduces SIP's feature set to the | east conmon denomi nator of the

t el ephone network and mandat es support for tel ephone nunbers as a
primary calling identifier

Interworking with non-SIP networks makes end-to-end identity

probl ematic. When a PSTN gateway sends a call to a SIP network, it
creates the INVITE request anew, regardl ess of whether a previous |eg
of the call originated in a SIP network that |ater delivered the cal
to the PSTN. As these gateways are not necessarily operated by
entities that have any relationship to the nunber assignee, it is
uncl ear how they could provide an identity signature that a verifier
shoul d trust. Moreover, how could the gateway know that the calling
party number it receives fromthe PSTN is actually authentic? And
when a gateway receives a call via SIP and termnates a call to the
PSTN, how can that gateway verify that a tel ephone nunber in the From
header field value is authentic before it presents that nunber as the
calling party nunber in the PSTN?

Simlarly, some SIP networks deploy internediaries that act as back-
to- back user agents (B2BUAs), typically in order to provide policy or
i nterworking functions at network boundaries (hence, the nicknane
"Session Border Controller"). These functions range from topol ogy
hiding, to alterations necessary to interoperate successfully with
particular SIP inplenentations, to sinple network address translation
fromprivate address space. To inplenent these functions, these
entities nodify SIP INVITE requests in transit, potentially changing
the From Contact, and Call-ID header field values, as well as
aspects of the SDP, including especially the I P addresses and ports
associ ated with nedia. Consequently, a SIP request exiting a B2BUA
does not necessarily bear nmuch resenbl ance to the original request
recei ved by the B2BUA, just as an SS7 request exiting a PSTN gat eway
may transformall aspects of the SIP request in the VolP |l eg of the
call. An ldentity signature provided for the original INVITE has no
bearing on the post-B2BUA | NVI TE, and, were the B2BUA to preserve the
original ldentity header, any verification service would detect a
violation of the integrity protection.

The SIP community has | ong been aware of these problens with

[ RFC4474] in practical deploynments. Sone have therefore proposed
weakeni ng the security constraints of [RFC4474] so that at | east sone
depl oynents of B2BUAs will be conpatible with integrity protection of
SIP requests. However, such solutions do not address the key

probl ens identified above: the | ack of any clear authority for

t el ephone nunbers and the fact that some | NVITE requests are
generated by internediaries rather than endpoints. Renpbving the
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signature over the SDP fromthe Identity header will not, for
exanpl e, nake it any clearer how a PSTN gateway shoul d assert
identity in an I NVITE request.

5.3. VIPR

Verification Involving PSTN Reachability (VIPR) directly attacks the
twin probl ens of identifying nunmber assignees on the Internet and
coping with internediaries that may nodify signaling. To address the
first problem VIPRrelies on the PSTNitself: it discovers which
endpoints on the Internet are reachable via a particular PSTN nunber
by calling the nunber on the PSTN to deternine whoma call to that
nunber will reach. As VIPR-enabled Internet endpoints associated

wi th PSTN nunmbers are di scovered, VIPR provides a rendezvous service
that allows the endpoints of a call to form an out-of-band connection
over the Internet; this connection allows the endpoints to exchange

i nformati on that secures future comruni cati ons and permts direct,
unmedi at ed SI P connecti ons.

VI PR provi des these services within a fairly narrow scope of
applicability. |Its semi nal use case is the enterprise IP Private
Branch Exchange (I PBX), a device that has both PSTN connectivity and
I nternet connectivity, which serves a set of |ocal users with

t el ephone nunbers; after a PSTN call has connected successfully and
then ended, the PBX searches a distributed hash table to see if any
VI PR- conpati bl e devi ces have advertised thensel ves as a route for the
unfam |iar number on the Internet. |If advertisenments exist, the
originating PBX then initiates a verification process to determ ne
whet her the entity claimng to be the assignee of the unfamliar
nunmber in fact received the successful call: this involves verifying
details such as the start and stop times of the call. |If the
destination verifies successfully, the originating PBX provisions a
| ocal database with a route for that tel ephone nunber to the UR
provi ded by the proven destination. Moreover, the destination gives
a token to the originator that can be inserted in future call setup
messages to authenticate the source of future comunications.

Through this mechanism the VIPR system provides a suite of
properties, ones that go well beyond nerely securing the origins of
communi cations. It also provides a routing systemthat dynamically
di scovers mappi ngs between tel ephone nunbers and URI's, effectively
buil ding an ad hoc ENUM dat abase in every VIPR i npl enentation. The
t okens exchanged over the out-of-band connection established by VIPR
al so provide an authorization nechani smfor accepting calls over the
Internet, which significantly reduces the potential for spam

Because the token can act as a cookie due to the presence of this
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out - of -band connectivity, the VIPR token is | ess susceptible to cut-
and- paste attacks and thus needs to cover far less of a SIP request
with its signature.

Due to its narrow scope of applicability and the details of its

i npl ementation, VIPR has sone significant limtations. The nost
salient for the purposes of this document is that it only has bearing
on repeated conmuni cati ons between entities: it has no solution to
the classic "robocall" problem where the target typically receives a
call froma nunber that has never called before. Al of VIPR s
strengths in establishing identity and spam prevention kick in only
after an initial PSTN call has been conpl eted and subsequent attenpts
at communi cation begin. Every VIPR-conpliant entity, noreover,

mai ntains its own stateful database of previous contacts and

aut hori zations, which lends itself nore to aggregators like |IP PBXs
that may front for thousands of users than to individual phones.

That dat abase nust be refreshed by periodic PSTN calls to determ ne
that control over the nunber has not shifted to some other entity;
figuring out when data has grown stale is one of the challenges of
the architecture. As VIPR requires conpliant inplenmentations to
operate both a PSTN interface and an IP interface, it has little
apparent applicability to ordinary desktop PCs or simlar devices
with no ability to place direct PSTN calls.

The distributed hash table (DHT) al so creates a new attack surface
for inpersonation. Attackers who want to pose as the owners of

t el ephone nunbers can advertise thenselves as routes to a nunber in
the hash table. VIPR has no inherent restriction on the nunber of
entities that nmay advertise thensel ves as routes for a nunber; thus,
an originator may find multiple advertisenents for a nunmber on the
DHT even when an attack is not in progress. Attackers may |learn from
these validation attenpts which VIPR entities recently placed calls
to the target nunber, even if they cannot inpersonate the target
since they lack the PSTN call detail information. It may be that
this information is all the attacker hopes to glean. The fact that
advertisements and verifications are public results fromthe public
nature of the DHT that VIPR creates. The public DHT prevents any
centralized control or attenpts to inmpede communications, but those
come at the cost of apparently unavoi dabl e privacy | osses.

Because of these limtations, VIPR nuch like SIP Identity, has had
little inmpact in the marketplace. Utimtely, VIPR s utility as an
identity mechanismis limted by its reliance on the PSTN, especially
its need for an initial PSTN call to conplete before any of VIPR s
benefits can be realized, and by the drawbacks of the highly public
exchanges required to create the out-of-band connection between VI PR
entities. As such, there is no obvious solution to providing secure
origin services for SIP on the Internet today.
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6. Environnmental Changes
6.1. Shift to Mbile Comrunication

In the years since [ RFC4474] was conceived, there have been a nunber
of fundanmental shifts in the conmmunications marketplace. The npst
transformative has been the precipitous rise of nobile smartphones,
whi ch are now arguably the dom nant comunications device in the
devel oped world. Smart phones have both a PSTN and an I P interface,
as well as SMS and Multinedia Messaging Service (MVB) capabilities.
This suite of tools suggests that sone of the techni ques proposed by
VI PR coul d be adapted to the smartphone environment. The installed
base of smartphones is, noreover, highly upgradable and permts rapid
adopti on of out-of-band rendezvous services for smartphones that
bypass the PSTN. Mobil e nessagi ng services that use tel ephone
nunbers as identities allow snmartphone users to send text nmessages to
one another over the Internet rather than over the PSTN. Like VIPR
such services create an out-of-band connection over the |nternet

bet ween smartphones; unlike VIPR the rendezvous service is provided
by a trusted centralized database rather than by a DHT, and it is the
centralized database that effectively verifies and asserts the

t el ephone nunber of the sender of a nmessage. Wile such nessaging
services are specific to the users of the specific service, it seens
clear that simlar databases could be provided by neutral third
parties in a position to coordinate between endpoints.

6. 2. Fai l ure of Public ENUM

At the time [RFC4474] was witten, the hopes for establishing a
certificate authority for tel ephone nunbers on the Internet largely
rested on public ENUM depl oynent. The el64.arpa DNS tree established
for ENUM coul d have grown to include certificates for tel ephone
nunbers or at least for nunmber ranges. It is now clear, however,

that public ENUM as originally envisioned has little prospect for
adoption. That said, sone national authorities for tel ephone nunbers
are nmigrating their provisioning services to the Internet and issuing
credentials that express authority for tel ephone nunbers to secure
those services. These new authorities for nunbers could provide to
the public Internet the necessary signatory authority for securing
calling party nunbers. \While these systens are far from universal,
the authors of this docunment believe that a solution devised for the
North American Numbering Plan could have applicability to other
country codes
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6.3. Public Key Infrastructure Devel opnments

There have been a nunber of recent high-profile conprom ses of web
certificate authorities. The presence of nunerous (in some cases,
hundreds) trusted certificate authorities in nodern web browsers has
become a significant security liability. As [RFC4474] relied on web
certificate authorities, this too provides new | essons for any work
on revising [ RFC4474], nanely, that innovations |ike DNS-Based

Aut hentication of Named Entities (DANE) [ RFC6698], which designate a
specific certificate preferred by the ower of a DNS nanme, could
greatly inprove the security of a SIP Identity nmechani sm and,

nmor eover, that when considering new certificate authorities for

t el ephone numbers, we should be wary of excessive pluralism VWiile a
chain of delegation with a progressively narrowi ng scope of authority
(e.g., froma regulatory entity, to a carrier, to a reseller, to an
end user) is needed to reflect operational practices, there is no
need to have nultiple roots or peer entities that both claim
authority for the same tel ephone nunber or nunber range.

6.4. Preval ence of B2BUA Depl oynents

G ven the preval ence of established B2BUA depl oynents, we nay have a
further opportunity to review the el enents signed using the SIP

I dentity mechani sm [ RFC4474] and to decide on the val ue of
alternative signature nechani sns. Separating the el enents necessary
for (a) securing the From header field value and preventing repl ays
from(b) the el enents necessary to prevent men-in-the-mddle from
tanmpering with nessages nmay also yield a strategy for identity that
will be practicable in sonme highly nmedi ated networks. Solutions in
this space nust, however, remain mndful of the requirenments for
securing cryptographic material necessary to support Datagram
Transport Layer Security for Secure RTP (DTLS-SRTP) or future
security nmechani sns.

6.5. Stickiness of Deployed Infrastructure

One thing that has not changed, and is not likely to change in the
future, is the transitive nature of trust in the PSTN. Wen a cal
fromthe PSTN arrives at a SIP gateway with a calling party nunber
the gateway will have little chance of determ ni ng whether the
originator of the call was authorized to claimthat calling party
nunber. Due to roaming and countless other factors, calls on the
PSTN nay energe from adm nistrative domai ns that were not assigned
the originating nunber. This use case will remain the nost difficult
to tackle for an identity systemand may prove beyond repair. It
does, however, seemthat with the changes in the solution space, and
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a better understanding of the limts of [RFC4474] and VIPR, we are
today in a position to reexam ne the problem space and find sol utions
that can have a significant inpact on the secure origins problem

6.6. Concerns about Pervasive Monitoring

Whi | e spoofing the origins of comunication is a source of nunerous
security concerns, solutions for identifying comunications rmust also
be m ndful of the security risks of pervasive nonitoring (see

[ RFC7258]). ldentifying information, once it is attached to
conmuni cati ons, can potentially be inspected by parties other than
the intended recipient and collected for any nunber of reasons. As
stated above, the purpose of this work is not to elimninate anonymity;
furthernore, to be viable and in the public interest, solutions
should not facilitate the unauthorized collection of calling data.

6.7. Relationship with Nunber Assignnent and Managenent

Currently, tel ephone nunbers are typically nmanaged in a | oose

del egation hierarchy. For exanple, a national regulatory agency may
task a private, neutral entity with adm nistering nunbering
resources, such as area codes, and a simlar entity with assigning
nunmber bl ocks to carriers and other authorized entities, who in turn
then assign nunbers to custoners. Resellers with | ooser regul atory
obligations can conplicate the picture, and in many cases, it is
difficult to distinguish the roles of enterprises fromcarriers. 1In
many countries, individual nunmbers are portable between carriers, at
| east within the sanme technology (e.g., wireline-to-wreline).
Separ at e dat abases manage the mappi ng of nunbers to switch
identifiers, conpanies, and textual Caller ID information.

As the PSTN transitions to using Vol P technol ogi es, new assi gnment
policies and managenent mechani sns are likely to emerge. For
exanple, it has been proposed that geography could play a smaller
role in nunber assignnments, that individual nunbers coul d be assigned
to end users directly rather than only to service providers, and that
t he assi gnment of nunbers does not have to depend on providing actua
call delivery services.

Dat abases today al ready map tel ephone nunbers to entities that have
been assi gned the nunber, e.g., through the LERG (Local Exchange
Routing Guide) in the United States. Thus, the transition to I P-
based networks may offer an opportunity to integrate cryptographic
bi ndi ngs between nunbers or nunber ranges and service providers into
dat abases.

Pet erson, et al. I nf or mat i onal [ Page 21]



RFC 7340 STI R Probl em St at enent Sept enber 2014

7

Basi ¢ Requirenents

This section describes only the high-level requirenents of the STIR
effort, which we expect will be further articulated as work
conti nues:

Generation: Internediaries as well as end systens nust be able to
generate the source identity information.

Validation: Internediaries as well as end systens nust be able to
val idate the source identity information.

Usability: Any validation mechani smmnmust work wi thout hunman
intervention, for exanple, wthout nmechanisns |ike CAPTCHA
(Compl etely Automated Public Turing test to tell Conputers and
Humans Apart).

Depl oyability: Mist survive transition of the call to the PSTN and
the presence of B2BUAs.

Refl ecting existing authority: Mist stage credentials on existing
national -1 evel nunber del egations, wi thout assum ng the need for
an international golden root on the Internet.

Accommodat i ng current practices: Mist allow nunber portability anong
carriers and rmust support |legitinmate usage of nunber spoofing
(e.g., doctors’ offices and call centers).

M ni mal payl oad overhead: Muist |ead to mninmal expansion of SIP
header fields to avoid fragnmentation in deploynents that use UDP

Efficiency: Mist mnimze RTTs for any network | ookups and minim ze
any necessary cryptographic operations.

Privacy: A solution nust mnimze the anmount of information that an
unaut hori zed party can | earn about what nunbers have been called
by a specific caller and what nunbers have called a specific
called party.

Sone requirenents specifically outside the scope of the effort
i ncl ude:

Di splay name: This effort does not consider how the display name of
the caller might be validated.
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8.

10.

Response authentication: This effort only considers the probl em of
provi di ng secure tel ephone identity for requests, not for
responses to requests; no solution is proposed for the probl em of
determning to which nunber a call has connected [ RFC4916].
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Security Considerations
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