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SUPDUP Pr ot oco
| NTRODUCTI ON

Thi s docunent describes the SUPDUP protocol, a highly efficient display
telnet protocol. It originally started as a private protocol between the
I TS systens at MT to allow a user at any one of these systens to use one
of the others as a display. At the current witing, SUPDUP user prograns
also exist for Data Disc and Datanedia displays at SU- A and for
Dat anedi as at SRI-KL. The author is not aware of any SUPDUP servers ot her
than at the four MT ITS sites.

The advantage of the SUPDUP protocol over an individual termnal’s
protocol is that SUPDUP defines a "virtual" or "software" display term na
that inplenments relevant cursor notion operations. The protocol is not
built on any particular display termnal but rather on the set of
functions common to all display termnals; hence it is conpletely device-

i ndependent. In addition, the protocol also provides for terminals which
cannot handl e certain operations, such as line or character insert/delete.
In fact, it is nore than this. It provides for terminals which are

m ssing any set of features, all the way down to nodel 33 Tel etypes.

The advant age over the TELNET protocol is that SUPDUP takes advantage of
the full <capabilities of display termnals, although it also has the
ability to run printing term nals.

It is to be noted that SUPDUP operates independently from TELNET; it is
not an option to the TELNET protocol. In addition, certain assunptions
are made about the server and the user progranms and their capabilities.
Specifically, it is assuned that the operating systemon a server host
provides all the display-oriented features of ITS. However, a server may
el ect not to do certain display operations available in SUPDUP, the SUPDUP
protocol is far-reaching enough so that the protocol allows termnals to
be handled as well as that host can handle terminals in general. O
course, if a host does not support display terminals in any special way,
there is no point in bothering to inplenent a SUPDUP server since TELNET
will work just as well.

A nore conplete description of the display facilities of SUPDUP and |ITS
can be found by FTPing the online file .INFO ;I TS TTY from ARPAnet host
M T-Al (host 206 octal, 134. decimal). For nore information, the miling

address for SUPDUP is "(BUG SUPDUP) at MT-Al". If your mail system won’t
all ow you to use parentheses, use Bug- SUPDUP@J T- Al .
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BACKGROUND

The SUPDUP protocol originated as the internal protocol used between parts
of ITS, and between ITS and "intelligent" termnals. Over the network, a
user host acts like an intelligent term nal programmed for ITS

The way terminal output works in ITSis as follows: The user program
tells the systemto do various operations, such as printing characters,

clearing the screen, noving the cursor, etc. These operations are forned
into 8-bit characters (using the %D codes described below) and stored
into a buffer. At interrupt level, as the termnal demands output,

characters are renoved from the buffer and translated into termna

dependent codes. At this time padding and cursor notion optimnzation are
al so done.



In sone cases, the interrupt side does not run on the sanme machine as the
user program SUPDUP term nals have their "interrupt side" running in the
user host. When SUPDUP is run between two |TS s, the SUPDUP user and
server progranms and the network sinply nove characters fromthe buffer in
the server machine to the buffer in the user nmachine. The interrupt side
then runs on the user machine just as if the characters had been generated
| ocal ly.

Due to the highly interactive characteristics of both the SUPDUP protoco
and the I TS system all transactions are strictly character at a time and
all echoing is renote. |In addition, all padding and cursor contro
optim zation nust be done by the user

Because this is also the internals of ITS, the right to change it any tine
if necessary to provide new features is reserved by MT. In particular,
the initial negotiation is probably going to be changed to transmt
addi tional variables, and additional %D codes nay be added at any tine.
User prograns should ignore those they don’t know about.

The foll owi ng conventions are wused in this docunent: function keys (ie,
keys which represent a "function" rather than a "graphic character") are
in upper case in square brackets. Prefix keys (ie, keys which generate no
character but rather are held down while typing another character to
modi fy that character) are in wupper case in angle brackets. Hence
"<CONTROL><META>[ LI NE FEED]" refers to the character generated when both
the CONTROL and META keys are held down while a LINE FEED is typed. Case
should be noted; <CONTROL>A refers to a different character from
<CONTRCOL>a. Finally, all nunbers which do not explicitly specify a base
(ie, octal or decimal) should be read as octal wunless the nunber is
i medi ately foll owed by a period, in which case it is decinal
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I NI TI ALI ZATI ON

The SUPDUP server listens on socket 137 octal. |CP proceeds in the nornal
way for establishing 8-bit connections. After the ICP is conpleted, the
user side sends several paraneters to the server side in the form of
36.-bit words. Each word is sent through the 8-bit connection as six
6-bit bytes, nmost-significant first. FEach byte is in the loworder 6 bits
of a character. The first word is the negative of the nunber of variables
to followin the high order 18. bits (the | oworder 18. bits are ignored),
followed by the values of the TCTYP, TTYOPT, TCMXV, TCMXH, and TTYRCOL
term nal descriptor variables (these are the nanes they are known by at
I TS sites). These variables are 36.-bit binary nunbers and define the
term nal characteristics for the virtual termnal at the REMOTE host.

The count is for future conpatability. |If nore variables need to be sent
in the future, the server should assune "reasonabl e" default values if the
user does not specify them PDP-10 fans will recognize the format of the
count (ie, -count,,0) as being an AOBIN pointer. At the present witing
there are five variables hence this word should be -5,,0.

The TCTYP variable defines the terminal type. It MIST be 7 (YNSFW. Any
other value is a violation of protocol

The TTYOPT variable specifies what capabilities or options the wuser’s
termnal has. A bit being true inplies that the terminal has this option

This variable al so includes user options which the user may wish to alter
at his or her own descretion; these options are included since they may be
specified along with the term nal capabilities in the initial negotiation

See below for the relevant TTYOPT bits.

The TCMXV vari abl e specifies the screen height in nunber of Iines.

The TCMXH variable specifies the line width in nunber of characters. This



value is one less than the screen width (ITS indicates |line overflow by
outputting an exclamation point at the end of the display line before
moving to the next line). Note: the ternminal nmust not do an automatic
CRLF when a character is printed in the rightnost colum. If this is
unavoi dabl e, the user SUPDUP nust decrenent the width it sends by one.

Note: Setting either the TCMXV or TCMXH di nension greater than 128. will
work, but will have some problens as coordi nates are sonetines represented
inonly 7 bits. The nmain problens occur in the SUPDUP protocol when
sendi ng the cursor position after an output reset and in I TS user prograns
usi ng the display position codes "PH and "PV.

The TTYRCL variable specifies the "glitch count” when scrolling. This is
the nunber of lines to scroll up when scrolling is required. |If zero, the
termnal is not capable of scrolling. 1 is the usual value, but sone
termnals glitch up by nore than one |ine when they scroll

Fol I owi ng the transm ssion of the term nal options by the user, the server
shoul d respond with an ASCI| greeting nmessage, termnated with a % DNOP
code (%D codes are described below). Al transm ssions fromthe server
after the 9% DNOP are either printing characters or virtual ternina

di spl ay codes
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The user and the server now both communicate wusing the intelligent
term nal protocol (described below) fromthe user and %D codes from the
server. The user has two conmmands in addition to these; they are escaped
by sending 300 (octal). |If following the escape is a 301 (octal), the
server should attenpt to log off the renbote job (generally this is sent
i mmedi ately before the user disconnects, so this |ogout procedure should
be done regardl ess of the continuing integrity of the connection). |If the
character following the escape is a 302 (octal), all ASCII characters
following up to a null (000 octal) are interpreted as "console |ocation"
which the server can handle as it pleases. No carriage return or line
feed should be in the console location text. Normally this is saved away
to be displayed by the "who" command when ot her users ask where this wuser
is |ocated.
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TTYOPT FUNCTI ON BI TS

The rel evant TTYOPT bits for SUPDUP usage follow. The values are given in
octal, with the left and right 18-bit halves separated by ",," as in the
usual PDP-10 conventi on

Bit nane Val ue Meani ng

T OALT 200000,,0 characters 175 and 176 are converted to
al tmode (033) on input.

% CERS 40000, ,0 this termnal 1is capable of selectively
erasing its screen. That is, it supports
the %9 DECL, the %DDLF, and (optionally)
the 9@ DEOF operations. For term nal s
whi ch can only do si ngl e-char act er
erasi ng, see % O0OVR.

% OWB 10000, ,0 this terminal is capable of backspacing
(ie, moving the cursor backwards).

% OSAl 4000, ,0 this term nal has the Stanford/ITS
extended ASCI| graphics character set.

% OOVR 1000,,0 this termnal is capable of overprinting;
if two characters are displayed in the
same position, they will both be visible,



rat her than one replacing the other.

Lack of this capability but the capability
to backspace (see %9OWB) inplies that the
ternminal can do single character erasing
by overstriking with a space. This allows
termnals without the YOERS capability to
have di spl ay-style "rubout processing", as
this capability depends upon either %CERS
or [%OWB and not %IOOVR] .

% OwuU 400, ,0 this termnal is capable of noving the
cursor upwards.

% OLVR 20,,0 this termnal’s keyboard is capable of
generating | owercase characters; this bit
is nostly provided for prograns which want
to know this information.

% OFCl 10,,0 this termnal’s keyboard is capable of
generating CONTROL and META characters as
descri bed bel ow.

%Ll D 2,,0 this termnal is capable of doing |ine
insert/del ete operations, ie, it supports
%Dl LP and %IDDLP.

%OCl D 1,,0 this term nal is capable of doing
character insert/delete operations, ie, it
supports %Dl CP and %I DDCP.
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TTYOPT FUNCTI ON BI TS (conti nued)
Bit nane Val ue Meani ng

%I PCBS 0,,40 this termnal is using the "intelligent
term nal protocol".
TH S BIT MUST BE ON

% PORS 0,,10 the server should process output resets
i nstead of ignoring them
ITIS HGHY RECOWENDED THAT THI S BI T BE
ON; OTHERW SE THERE MAY BE LARGE DELAYS I N
ABORTI NG QUTPUT.

The following bits are user option bits. They nmay be set or not set at
the user’s discretion. The bits that are |abelled "normally on" are those
that are nornmally set on when a terminal is initialized (ie, by typing
[CALL] on a local terninal).

Bit name Val ue Meani ng

%rCCLC 100000, ,0 convert lower-case input to upper case.
Many terminals have a "shift |ock" key
whi ch nakes this option usel ess.

NORMALLY OFF.

% OSA1 2000,,0 characters 001-037 should be displayed
using the Stanford/ITS extended ASCI |
graphi cs character set instead of uparrow
fol |l owed by 100+character.

NORMALLY OFF.



% OVOR 200,,0 the system should provide "**MORE**"
processing when the cursor reaches the

bottom line of the screen. ** MORE* *
processing is described in I TS TTY.
NORMALLY ON
% OROL 100,,0 the termnal should scroll when attenpting

out put below the bottomline of the screen
i nstead of wapping around to the top
NORMVALLY OFF
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I NPUT -- THE | NTELLI GENT TERM NAL PROTOCCL

Note: only the parts of the intelligent termnal protocol relevant to
SUPDUP are discussed here. For nore information, read I TS TTY.

CHARACTER SETS

There are two character sets available for wuse with SUPDUP; the 7-bit
character set of standard ASCII, and the 12-bit character set of extended
ASCI|. Extended ASCII has 5 high order or "bucky" bits on input and has
graphics for octal 000-037 and 177 (see the section entitled "Stanford/ITS
character set" for nore details). The two character sets are identical on
output since the protocol specifies that the host should never send the
standard ASCII formatting characters (ie, TAB, LF, VI, FF, CR as
formatting characters; the characters whose octal values are the sane as
these formatting characters are never output unless the user job has these
characters enabl ed (setting %0OSAl and % CSA1 general ly does this).

Input differs dramatically between the 7-bit and 12-bit character sets.
In the 7-bit character set, all characters input whose value is 037 octa

or less are assuned to be (ASCII) control characters. In the 12-bit
character set, there are 5 "bucky" bits which may be attached to the
character. The two nmost inportant of these are CONTROL and META, which
forma 9-bit character set. TOP is used to distinguish between printing
graphics in the extended character set and ASCI|I controls. The other two
are reserved and should be ignored. Since both 7-bit and 12-bit termnals
are commonly in use, 0001, 0301, and 0341 are considered to be <CONTROL>A
on input by nost programs, while 4001 is considered to be downwards arrow.

MAPPI NG BETWEEN CHARACTER SETS

Many prograns and hosts do not process 12-bit input. In this case, 12-bit
input is folded down to 7-bit as follows: TOP and META are di scarded. | f
CONTROL is on, then if the 7-bit part of the character specifies a |ower
case al phabetic it is converted to upper case; then if the 7-bit part is
between 077 and 137 the 100 bit is conplenented or if the 7-bit part is
040 the 040 bit is subtracted (that’'s right, <CONTROL>? is converted to

[ RUBOUT] and <CONTROL>[ SPACE] is converted to [ NULL]). In any case the
CONTROL bit is discarded, and the renminder is treated as a 7-bit ASClI
char acter. It should be noted that in this case downwards arrowis read

by the program as standard ASCI | <CONTROL>A.

Servers which expect 12-bit input and are told to use the 7-bit character
set should do appropriate unfolding from the 7-bit character set to
12-bit. It is up to the individual server to decide upon the unfolding
schene. On ITS, user programs that use the 12-bit character set generally
have an alternative nmethod for 7-bit; this often takes the formof prefix
characters indicating that the next character should be "controllified" or
"metized", etc.
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I NPUT -- THE | NTELLI GENT TERM NAL PROTOCOL (conti nued)



BUCKY BI TS

Under normal circunstances, characters input fromthe keyboard are sent to
the foreign host as is. There are two exceptions; the first occurs when
an octal 034 character is to be sent; it nust be quoted by being sent
twi ce, because 034 is used as an escape character for protocol conmands.
The second exception occurs when 9% OFCl is set and a character wth
non-zero bucky bits is to be sent. 1In this case, the character, which is
in the 12-bit form

Name Val ue Descri ption

% XTOP 4000 This character has the [TOP] key depressed.
9%IXSFL 2000 Reserved, nust be zero.

9IXSFT 1000 Reserved, nust be zero.

Y XMTA 400 Thi s character has the [ META] key depressed.

% XCTL 200 Thi s character has the [ CONTROL] key depressed.
YIXASC 177 The ASCII portion of the character

is sent as three bytes. The first byte is always 034 octal (that is why
034 nust be quoted). The next byte contains the "bucky bits", ie, the
% XTOP t hrough 9%XCTL bits, shifted over 7 bits (ie, %XTOP becones 20)
with the 100 bit on. The third byte contains the YWXASC part of the
character. Hence the character <CONTROL><META>[LINE FEED] is sent as 034
103 012

QUTPUT RESETS

The intelligent terminal protocol also is involved when a network
interrupt (INR'INS) is received by the user program The user program
shoul d i ncrement a count of received network interrupts when this happens.
It should not do any output, and if possible abort any output in progress,
if this count is greater than zero (NOTE: the program MJST allow for the
count to go less than zero).

Since the server no |longer knows where the cursor is, it suspends al
output until the user inforns it of the cursor position. This also gives
the server an idea of how much was thrown out in case it has to have sone
of the aborted output displayed at a later time. The user program does
this when it receives a %DORS fromthe server. Wen this happens it
should decrenment the "nunber of received network interrupts” count
described in the previous paragraph and then send 034 foll owed by 020, the
vertical position, and the horizontal position of where the cursor
currently is located on the user’s screen
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QUTPUT -- DI SPLAY PROTOCOL (%D CCDES)

Di splay output is sonmewhat sinpler. Codes less than 200 octal are
printing characters and are displayed on the ternminal (see the section
describing the "Stanford/I TS character set"). Codes greater than or equa
to 200 (octal) are known as "% D codes", so called since their names begin
with %9D. The %D codes that are relevant to SUPDUP operation are |isted
here. Any other code received should be ignored, although a bug report
m ght be sent to the server’s nmmintainers. Note that the nornmal ASClI
formatting characters (011 - 015) do NOT have their formatti ng sense under
SUPDUP and shoul d not occur at all unless the Stanford/ITS extended ASC I
character set is in use (ie, %WOSAl is set in the TTYOPT word).



For cursor

vertical position 0, horizontal
%D code Val ue

%9 DMOV 200

% DW1 201

%9 DEOF 202

% DECL 203

SUPDUP Di spl ay Protoco

QUTPUT -- DI SPLAY PROTOCOL (%D
%D code Val ue

% DDLF 204

% DCRL 207

% DNOP 210

% DORS 214

% DQOT 215

positioning operations, the top left corner is (0,0), e,

position O.
Meani ng

General cursor position code. Followed by
four bytes; the first two are the "old"
vertical and horizontal positions and nmay
be ignored. The next two are the new
vertical and horizontal positions. The
cursor should be noved to this position

On printing consoles (non %9OWU), the old
vertical position may differ fromthe true
vertical position; this can occur when
scrolling. |In this case, the user program
should set its idea of the old vertica
position to what the %DMOV says and then
proceed. Hence a %WDMOV with an old vpos
of 20. and a new vpos of 22. should al ways
nmove the "cursor” down two lines. This is
used to prevent the vertical position from
becom ng infinite.

An internal cursor notion code whi ch
shoul d not be seen; but if it is, it has
two argunment bytes after it and should be
treated the sane as % DWO

Erase to end of screen. This is an
optional function since many term nals do
not support this. If the terminal does
not support this function, it should be

treated the sane as % DEQL

%9 DECOF does an erase to end of line, then
erases all lines |ower on the screen than
the cursor. The cursor does not nbve.

Erase to end of |line. This erases the
character position the cursor is at and
all positions to the right on the sane

line. The cursor does not nove.
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CODES) (conti nued)
Meani ng

Clear the character position the cursor is
on. The cursor does not nove.

If the cursor is not on the bottoml!line of
the screen, nove cursor to the begi nning
of the next line and clear that |ine. | f
the cursor is at the bottomline, scrol

up.
No- op; shoul d be ignored.

Qut put reset. This code serves as a data
mark for aborting output nmuch as | AC DM
does in the ordi nary TELNET protocol

Quotes the follow ng character. This is



used when sending 8-bit codes which are
not 9% D codes, for instance when | oading
progranms into an intelligent terninal
The following character should be passed
through intact to the terninal

%I DFS 216 Non-destructive forward space. The cursor
nmoves right one position; this code wll
not be sent at the end of a line.

% DIWO 217 General cursor position code. Followed by
two bytes; the new vertical and horizonta
posi ti ons.

%IDCLR 220 Erase the screen. Home the cursor to the
top left hand corner of the screen

%a DBEL 221 Cenerate an audi o tone, bell, whatever.

%Dl LP 223 Insert blank lines at the cursor; followed
by a byte containing a count of the nunber
of blank lines to insert. The ~cursor is
unnoved. The line the cursor is on and
all lines belowit nove down; |ines noved
off the bottom of the screen are |ost.

% DDLP 224 Delete lines at the cursor; followed by a
count. The cursor is unnoved. The first
line deleted is the one the cursor is on
Li nes bel ow those del eted nove up. New y-
created lines at the bottom of the screen
are bl ank.
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QUTPUT -- DI SPLAY PROTOCOL (%D CODES) (continued)

%D code Val ue Meani ng

%Dl CP 225 Insert blank character positions at the
cursor; followed by a count. The cursor
is unnoved. The character the «cursor is

on and all characters to the right on the
current line nove to the right; characters
noved off the end of the line are |ost.

% DDCP 226 Del ete characters at the cursor; followed
by a count. The cursor is unnmoved. The
first character deleted is the one the
cursor is on. Newy-created characters at
the end of the |ine are bl ank

% DBOW 227 Di spl ay bl ack characters on white screen
H GHLY OPTI ONAL.

% DRST 230 Reset 99DBOW and such any future options.
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STANFCRD/ | TS CHARACTER SET

This section describes the extended ASCI| character set. It originated
with the character set developed at SAIL but was nodified for 1968 ASCII.

This character set only applies to ternminals with the %OSAl and % OFC
bits set inits TTYOPT word. For non-%OSAl term nals, the standard ASC |
printing characters are the only available output characters. For
non- %4 COFCl termnals, the standard ASCI| characters are the only avail abl e



i nput characters.

PRI NTI NG CHARACTERS

The first table describes the printing characters. For output, the 7-bit
code is sent (termi nal operations are performed by %D codes). For input,
the characters with val ues 000-037 and 177 nust have the %IXTOP bit on to
i ndicate the graphic is intended rather than a function or ASCI| control

Val ue Char acter

4000 centered dot

4001 downwar d arr ow

4002 al pha

4003 bet a

4004 | ogi cal AND

4005 | ogi cal NOT

4006 epsi |l on

4007 pi

4010 | anbda

4011 ganma

4012 delta

4013 upar r ow

4014 pl us- m nus

4015 circle-plus

4016 infinity

4017 partial delta

4020 proper subset (left horseshoe)
4021 proper superset (right horseshoe)
4022 i ntersection (up horseshoe)
4023 uni on (downwar d hor seshoe)
4024 uni versal quantifer

4025 exi stential quantifier

4026 circle-X

4027 doubl e arrow

4030 left arrow

4031 right arrow

4032 not - equa

4033 | ozenge (di anond)

4034 | ess-t han-or-equa

4035 gr eat er -t han- or - equa

4036 equi val ence

4037 | ogi cal OR

0040 first standard ASCI| character (space)

0i76 | ast staﬁdérd ASCI | character (tilde)
4177 i ntegra
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STANFORDY | TS CHARACTER SET (conti nued)

FUNCTI ON KEYS AND SPECI AL CHARACTERS

In addition, the follow ng special characters exist for input only. These
characters are function keys rather than printing characters; however,
sone of these characters have some format effect or graphic which they
echo as; the host, not the SUPDUP program handles any such mappi ngs.

Val ue Char act er Usual echo Usual Function

0000 [ NULL]

0010 [ BACK SPACE] text formatting
0011 [ TAB] text formatting
0012 [ LI NE FEED] text formatting



0013 [ VT] text formatting

0014 [ FORM text formatting
0015 [ RETURN] text formatting
0032 [ CALL] uparrow Z escape to system
0033 [ ALTMODE] | ozenge or $ speci al activation
0037 [ BACK NEXT] upar r ow- under scor e moni t or conmand prefix
0177 [ RUBOUT] character delete
4101 [ ESCAPE] | ocal term nal command
4102 [ BREAK] | ocal subsystem escape
4103 [ CLEAR]
4110 [ HELP] requests a hel p nmessage
BUCKY BI TS
For all input characters, the following "bucky bits" my be added to the

character. Their interpretation depends entirely upon the host. <TOP> is
not listed here, as it has been considered part of the character in the
previous tables.

<CONTRCOL> is different fromASCI| CTRL, however, nany progranms nay request
the operating systemto nap such characters to the ASCII forns (with the
<TOP> bit off). In this case <META> is ignored.

Val ue Key

2000 Reser ved
1000 Reserved
0400 <VETA>
0200 <CONTRCL >
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