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Abstract

Thi s docunent defines a framework for Energy Managenent (EMAN) for
devi ces and devi ce conmponents within, or connected to, comunication
networks. The framework presents a physical reference nodel and

i nformati on nodel. The information nodel consists of an Energy
Managenment Domain as a set of Energy Objects. Each Energy bject can
be attributed with identity, classification, and context. Energy

oj ects can be nonitored and controlled with respect to power, Power
State, energy, demand, Power Attributes, and battery. Additionally,
the framework nodel s rel ati onshi ps and capabilities between Energy
hj ect s.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/infol/rfc7326.
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1. Introduction

Net wor k Management is often divided into the five main areas defined
in the | SO Tel ecommuni cati ons Managenent Network nodel: Fault,
Configuration, Accounting, Performance, and Security Managenent
(FCAPS) [X.700]. Not covered by this traditional managenment nodel is
Energy Management, which is rapidly beconming a critical area of
concern worl dwi de, as seen in [l SC50001].

Thi s docunent defines an Energy Managenent franmework for devices
within, or connected to, communication networks, per the Energy
Managenent requirenents specified in [ RFC6988]. The devices, or the
components of these devices (such as line cards, fans, and disks),
can then be nmonitored and controlled. NMonitoring includes measuring
power, energy, demand, and attributes of power. Energy Control can
be perforned by setting a device's or conponent’s state. The devices
moni tored by this framework can be either of the foll ow ng:

o consurers of energy (such as routers and conputer systens) and
components of such devices (such as line cards, fans, and disks)

0 producers of energy (like an uninterruptible power supply or
renewabl e energy systenm) and their associ ated conponents (such as
battery cells, inverters, or photovoltaic panels)

This framework further describes howto identify, classify, and
provi de context for such devices. While context information is not
specific to Energy Managenent, some context attributes are specified
in the framework, addressing the followi ng use cases:

0 How inportant is a device in ternms of its business inpact?

0 How shoul d devices be grouped for reporting and searchi ng?

0 How should a device role be described?

Gui delines for using context for Energy Managenent are descri bed.

The framework introduces the concept of a Power Interface that is
anal ogous to a network interface. A Power Interface is defined as an
i nt erconnecti on anong devi ces where energy can be provided, received,
or both.

The nost basic exanpl e of Energy Managenent is a single device
reporting information about itself. |In many cases, however, energy
is not neasured by the device itself but is measured upstreamin the

power distribution tree. For exanple, a Power Distribution Unit
(PDU) may neasure the energy it supplies to attached devices and
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report this to an Energy Managenent System Therefore, devices often
have rel ati onships to other devices or conponents in the power
networ k. An Energy Management System (EnMS) generally requires an
under st andi ng of the power topol ogy (who provides power to whon), the
Met ering topol ogy (who neters whom), and the potential Aggregation
(who aggregates val ues of others).

The rel ationships build on the Power Interface concept. The
different relationshi ps anong devi ces and conponents, as specified in
this docunment, include power source, Metering, and Aggregation

Rel at i onshi ps.

The framework does not cover non-electrical equipnment, nor does it
cover energy procurenent and manufacturi ng.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In this docurment, these words will appear with the above
interpretation only when in ALL CAPS. Lowercase uses of these words
are not to be interpreted as carrying the significance of RFC 2119
key words.

In this section, some ternms have a NOTE that is not part of the
definition itself but accounts for differences between term nol ogi es
of different standards organi zations or further clarifies the
definition.

The ternms are listed in an order that aids in reading where terns nmay
build off a previous term as opposed to an al phabetical ordering.
Sone terns that are common in electrical engineering or that describe
common physical itens use a | owercase notation

Ener gy Managenent
Ener gy Managenent is a set of functions for neasuring, nodeling,
pl anni ng, and optim zing networks to ensure that the network and
net wor k- att ached devi ces use energy efficiently and appropriately
for the nature of the application and the cost constraints of the
organi zati on.

Ref erence: Adapted from[TM\].
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NOTES:

1. "Energy Managenent" refers to the activities, nethods,
procedures, and tools that pertain to neasuring, nodeling,
pl anni ng, controlling, and optinizing the use of energy in
net wor ked systens [ NVF].

2. Energy Managenent is a managenment domain that is congruent to
any of the FCAPS areas of managenent in the |1SQO OSI Network
Managenent Model [TMN]. Energy Managenent for communi cation
networ ks and attached devices is a subset or part of an
organi zation's greater Energy Managenent Poli cies.

Ener gy Managenent System ( EnMbS)
An Energy Managenent Systemis a conbination of hardware and
software used to admi nister a network, with the prinmary purpose of
Ener gy Managenent.

NOTES:

1. An Energy Managenment System according to [1S050001] (ISO EnMs)
is a set of systens or procedures upon which organi zati ons can
devel op and i npl enent an energy policy, set targets and action
pl ans, and take into account |egal requirenments related to
energy use. An |SO EnMs all ows organi zations to i nprove energy
performance and denonstrate conformity to requirenents,
standards, and/or |egal requirements.

2. Exanpl e | SO EnMs: Conpany A defines a set of policies and
procedures indicating that there should exist nultiple
computerized systens that will poll energy neasurenents from
their nmeters and pricing / source data fromtheir |ocal
utility. Conpany A specifies that their CFO (Chi ef Financial
Oficer) should collect information and sunmarize it quarterly
to be sent to an accounting firmto produce carbon accounting
reporting as required by their |ocal governnent.

3. For the purposes of EMAN, the definition herein is the
preferred neaning of an EnMS. The definition from [l SG50001]
can be referred to as an | SO Energy Managenent System
(1 SO EnMb) .

Energy Monitoring
Energy Monitoring is a part of Energy Managenent that deals with
collecting or reading information fromdevices to aid in Energy
Managenent .
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Energy Control
Energy Control is a part of Energy Managenent that deals with
directing influence over devices.

el ectrical equipnent
This is a general termthat includes materials, fittings, devices,
appl i ances, fixtures, apparatus, nmachines, etc., that are used as
a part of, or in connection with, an electric installation

Ref erence: [ EEE100].

non-el ectrical equi pnent (mechani cal equi prment)
This is a general termthat includes materials, fittings, devices,
appl i ances, fixtures, apparatus, machines, etc., that are used as
a part of, or in connection with, non-electrical power
instal | ations.

Ref erence: Adapted from [| EEEL100].

devi ce
A device is a piece of electrical or non-electrical equipnent.

Ref erence: Adapted from [| EEEL100].

component
A component is a part of electrical or non-electrical equipnent
(devi ce)

Ref erence: Adapted from[TMm\].

power inlet
A power inlet (or sinply "inlet") is an interface at which a
devi ce or conponent receives energy from another device or
component .

power outl et
A power outlet (or sinply "outlet") is an interface at which a
devi ce or conponent provides energy to another device or
component .

ener gy
Energy is that which does work or is capable of doing work. As
used by electric utilities, it is generally a reference to
electrical energy and is neasured in kilowatt-hours (kWwh).

Ref erence: [ EEE100].
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NOTE:

1. Energy is the capacity of a systemto produce external activity
or performwork [1S0C60001].

power
Power is the tine rate at which energy is enmitted, transferred, or
recei ved; power is usually expressed in watts (joul es per second).

Ref erence: [ EEE100].

demand
Demand is the average value of power or a related quantity over a
specified interval of time. Note: Demand is expressed in
kil owatts, kilovolt-amperes, kilovars, or other suitable units.

Ref erence: [| EEE100].
NOTE:

1. Wiile | EEE100 defines demand in kilo neasurenents, for EMAN we
use watts with any suitable netric prefix.

provi de energy
A device (or conponent) "provides" energy to another device if
there is an energy flow fromthis device to the other one.

recei ve energy
A device (or conponent) "receives" energy from another device if
there is an energy flow fromthe other device to this one.

meter (energy neter)
A nmeter is a device intended to neasure el ectrical energy by
integrating power with respect to tine.

Ref erence: Adapted from [ | EC60050].

battery
A battery is one or nore cells (consisting of an assenbly of
el ectrodes, electrolyte, container, termnals, and (usually)
separators) that are a source and/or store of electric energy.

Ref erence: Adapted from [ EC60050] .

Power Interface
A Power Interface is a power inlet, outlet, or both.

Parell o, et al. I nf or mat i onal [ Page 7]



RFC 7326 EMAN Fr anewor k Sept enber 2014

Nanepl at e Power
The Nanepl ate Power is the nom nal power of a device as specified
by the device manufacturer

Power Attri butes
Power Attributes are neasurenents of the electrical current,
vol t age, phase, and frequencies at a given point in an electrica
power system

Ref erence: Adapted from [ EC60050].
NOTE:

1. Power Attributes are not intended to provide any bounds or
recomrended range for the value. They are sinply the reading
of the value associated with the attribute in question

Power Quality
"Power Quality" refers to characteristics of the electrica
current, voltage, phase, and frequencies at a given point in an
el ectric power system evaluated against a set of reference
techni cal paranmeters. These paraneters nmight, in sone cases,
relate to the conpatibility between electricity supplied in an
el ectric power system and the | oads connected to that electric
power system

Ref erence: [1EC60050].
NOTE:

1. Electrical characteristics representing Power Quality
information are typically required by custoner facility Energy
Management Systens. Electrical characteristics are not
intended to satisfy the detailed requirenments of Power Quality
monitoring. Standards typically also give ranges of allowed
val ues; the information attributes are the raw nmeasurenents,
not the "yes/no" determination by the various standards.

Ref erence: [ ASHRAE-201].
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Power State
A Power State is a condition or node of a device (or conponent)
that broadly characterizes its capabilities, power, and
responsi veness to input.
Ref erence: Adapted from [| EEE1621].

Power State Set
A Power State Set is a collection of Power States that conprises a
naned or | ogical control grouping.
3. Target Devices
Wth Energy Managenment, there exists a wide variety of devices that
may be contained in the same depl oynent as a comuni cati on network
but conprise a separate facility, home, or power distribution
net wor K.
Ener gy Managenment has special chal |l enges because a power distribution
networ k supplies energy to devices and conponents, while a separate
communi cati ons network nmonitors and controls the power distribution
net wor K.
The target devices for Energy Managenment are all devices that can be
moni tored or controlled (directly or indirectly) by an Energy
Management System (EnMS). These target devices include, for exanple:
o Sinple electrical appliances and fixtures
0 Hosts, such as a PC, a server, or a printer

0 Switches, routers, base stations, and other network equi prent such
as m ddl eboxes

0 Conponents within devices, e.g., aline card inside a switch

0 Batteries functioning as a device or conponent that is a store of
ener gy

o Devices or conmponents that charge or produce energy, such as sol ar
cells, charging stations, or generators

o Power over Ethernet (PoE) endpoints
o Power Distribution Units (PDUs)

0 Protocol gateway devices for Buil ding Managenent Systens (BMS)
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o FElectrical neters
0 Sensor controllers with subtended sensors

Target devi ces include devices that conmuni cate via the Internet
Protocol (IP) as well as devices using other means for comruni cation.
The latter are managed through gateways or proxies that can

communi cate using | P.

4. Physical Reference Model

The foll owi ng reference nodel describes physical power topol ogies
that exist in parallel with a comunication topol ogy. Wile nany
nmor e topol ogi es can be created with a conbi nati on of devices, the
foll owi ng are sone basic ones that show how Energy Managenent
topol ogi es differ from Network Managenent topol ogies.

NOTE: "###" is used to denote a transfer of energy.
"- >" is used to denote a transfer of information.

Basi ¢ Energy Managemnent:

o m e e e aa oo s +
| Energy Managenent System |
o m e e e e e e e oo - +
N N
monitoring | | control
vV Vv
S +
| device |
S +

o m e e e e e e e e e e e e e e e e eeoe—o - +
| Ener gy Managenent System |
o e e e e e e e e e e e e e e e e e e e e memao o +
AN AN AN AN
monitoring | | control monitoring | | control
vV oV vV oV
oo s + o e e oo +
| power source | ###H#H##HE] devi ce |
S + o e e e e oo - +
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Singl e Power Supply with Miltiple Devices:

o e m e e e e e e e e e e e e e e me e +
| Ener gy Managenent System |
o m o oo +
N N N N
monitoring | | control monitoring | | contro
vV Vv vV Vv
Fomm oo + o e e e e oo oo +
| power | ###H#HARH| device 1 |
| source | # A L +-+
Fommm e a - + R device 2 |
# oo +- +
HHH R device 3
o e e e e oo oo +

| power | ######|  device | ######] power |
| source 1 | | | | source 2 |

5. Areas Not Covered by the Franmework

2014

VWhile this framework is intended as a framework for Energy Managenent

in general, there are sone areas that are not covered.
Non- El ectrical Equi pnent
The primary focus of this framework i s the nanagement of

el ectrical equipnment. Non-electrical equipnent, which is not
covered in this framework, could neverthel ess be nodel ed by

providing interfaces that conply with the framework: for exanple,

usi ng the sane units for power and energy. Therefore,
non-el ectrical equi pnent that does not "convert to" or

"present as" an entity equivalent to electrical equipnent is not

addr essed.
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Energy Procurement and Manufacturing

VWil e an EnM5 may be a central point for corporate reporting, cost
conputation, environnmental inpact analysis, and regul atory
conpliance reporting, Energy Managenent in this framework excl udes
energy procurenent and the environnmental inpact of energy use.

As such, the framework does not include

0 Cost in currency or environnental units of manufacturing a
devi ce

o Enbedded carbon or environmental equival ences of a device

o Cost in currency or environnental inpact to dismantle or
recycl e a device

0 Supply chain anal ysis of energy sources for device depl oynent

o Conversion of the usage or production of energy to units
expressed fromthe source of that energy (such as the
greenhouse gas emi ssions associated with the transfer of energy
froma diesel source)

6. Energy Managenent Abstraction

This section describes a conceptual nodel of information that can be
used for Energy Managenent. The classes and categories of attributes
in the nodel are described, with a rationale for each

6.1. Conceptual Mbdel

This section describes an information nodel that addresses issues
specific to Energy Managenent and conpl enents existing Network
Managenent nodel s.

An information nodel for Energy Management will need to describe a
means to nonitor and control devices and conponents. The nodel will
al so need to describe the rel ati onshi ps anong, and connecti ons

bet ween, devi ces and conponents.

This section defines a conceptual nodel for devices and conponents
that is simlar to the nodel used in Network Management: devices,
components, and interfaces. This section then defines the additiona
attributes specific to Energy Management for those entities that are
not available in existing Network Managenent nodel s.
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For nodeling the devices and conponents, this section describes three
cl asses denoted by a "(C ass)" suffix: a Device (O ass), a Conponent

(dass), and a Power Interface (C ass). These classes are sub-types

of an abstract Energy Object (d ass).

Summary of Notation for Mdeling Physical Equipnent

Physi cal Model i ng (Met adat a) Model | nstance
equipment  Energy Gbject (Qlass)  Energy Cbject
devi ce Devi ce (C ass) Devi ce
component Conponent (d ass) Conponent
inlet/outlet Power Interface (C ass) Power Interface

This section then describes the attributes of an Energy Object
(Cass) for identification, classification, context, control, power,
and energy.

Since the interconnections between devices and conponents for Energy
Managenent may have no relation to the interconnections for Network
Managenment, the Energy Object (O asses) contain a separate

Rel ati onships (Cass) as an attribute to nodel these types of

i nt erconnecti ons.

The next sections describe each of the classes and categories of
attributes in the information nodel.

Not all of the attributes are mandatory for inplenentations.

Speci fications describing inplenmentations of the information nodel in
this framework need to be explicit about which are mandatory and

whi ch are optional to inplenent.

The formal definitions of the classes and attributes are specified in
Section 7.

6.2. Energy hject (d ass)
An Energy Object (O ass) represents a piece of equipnent that is
part of, or attached to, a comunications network that is nonitored

or controlled or that aids in the managenent of another device for
Ener gy Managenent.
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The Energy Object (Cass) is an abstract class that contains the base
attributes to represent a piece of equipnent for Energy Managenent.
There are three types of Energy Object (C ass): Device (C ass),
Conponent (Cd ass), and Power Interface (d ass).

6.2.1. Device (d ass)

The Device (Class) is a subclass of Energy Object (C ass) that
represents a physical piece of equipnent.

A Device (O ass) instance represents a device that is a consuner,
producer, neter, distributor, or store of energy.

A Device (O ass) instance may represent a physical device that
cont ai ns other conponents.

6.2.2. Conmponent (d ass)

The Conponent (Class) is a subclass of Energy Object (C ass) that
represents a part of a physical piece of equipnent.

6.2.3. Power Interface (d ass)

A Power Interface (Class) represents the interconnections (inlet,
outl et) anobng devices or conponents where energy can be provided,
recei ved, or both.

The Power Interface (Cass) is a subclass of Energy hject (d ass)
that represents a physical inlet or outlet.

There are sone sinmlarities between Power |nterfaces and network
interfaces. A network interface can be set to different states, such
as sending or receiving data on an attached line. Simlarly, a Power
Interface can be receiving or providing energy.

A Power Interface (C ass) instance can represent (physically) an AC

power socket, an AC power cord attached to a device, or an 8P8C
(RJ45) PoE socket, etc.
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6.3. Energy Object Attributes

This section describes categories of attributes for an Energy bject
(d ass).

6.3.1. ldentification

A Universally Unique Identifier (UU D) [RFC4122] is used to uniquely
and persistently identify an Energy bject.

Every Energy Object has an optional unique human-readabl e printable
nane. Possible nam ng conventions are textual DNS nanme, Media Access
Control (MAC) address of the device, interface ifNane, or a text
string uniquely identifying the Energy Ohject. As an example, in

the case of | P phones, the Energy Object name can be the device's
DNS name.

Additionally, an alternate key is provided to all ow an Energy Object
to be optionally linked with nodels in different systens.

6.3.2. Context: Ceneral

In order to aid in reporting and in differentiation between Energy
oj ects, each object optionally contains information establishing its
busi ness, site, or organizational context within a depl oynment.

The Energy Object (C ass) contains a category attribute that broadly
describes how an instance is used in a deploynent. The category

i ndi cates whether the Energy Object is primarily functioning as a
consuner, producer, nmeter, distributor, or store of energy.

G ven the category and context of an object, an EnMS can sunmarize or
anal yze nmeasurements for the site.

6.3.3. Context: Inportance

An Energy Object can provide an inportance value in the range of 1 to
100 to help rank a device's use or relative value to the site. The

i mportance range is from1l (least inportant) to 100 (nost inportant).
The default inmportance value is 1.

For exanple, a typical office environnent has several types of
phones, which can be rated according to their business inpact. A
publ i c desk phone has a | ower inportance (for exanple, 10) than a
busi ness-critical emergency phone (for example, 100). As another
exanpl e, a conpany can consider that a PC and a phone for a custoner
service engineer are nore inportant than a PC and a phone for

| obby use.
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Al 't hough EnM5S and admini strators can establish their own ranking, the
followi ng exanple is a broad recommendati on for conmerci al
depl oynents [ Cl SCO EW :

90 to 100 Energency response

80 to 90 Executive or business-critical
70 to 79 General or average

60 to 69 Staff or support

40 to 59 Public or guest

1 to 39 Decorative or hospitality

6.3.4. Context: Keywords

The Energy Object (C ass) contains an attribute with context
keywor ds.

An Energy Object can provide a set of keywords that is a list of tags
that can be used for grouping, summary reporting (within or between
Ener gy Managenent Donmins), and searching. Potential exanples are

I T, |obby, HumanResources, Accounting, StoreRoom CustonerSpace,
router, phone, floor2, or Softwarelab.

The specifics of howthis tag is represented are left to the MB
nmodul e or other object definition docunents to be based on this
f ramewor k.

There is no default value for a keyword. Miltiple keywords can be
assigned to an Energy Object.

6.3.5. Context: Role

The Energy Object (Cass) contains a role attribute. The "role
description” string indicates the primry purpose the Energy Object
serves in the deployment. This could be a string representing the
pur pose the Energy Object fulfills in the depl oynent.

The specifics of howthis tag is represented are left to the MB
modul e or other object definition docunents to be based on this
f ramewor k.

Adm ni strators can define any nanming schene for the role. As
gui dance, a two-word role that conbines the service the Energy Object
provi des, along with type, can be used [| PENERGY].

Exampl e types of devices: Router, Switch, Light, Phone, WrkStation,
Server, Display, Kiosk, HVAC
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Exanpl e Servi ces by Line of Business:

Li ne of Business Servi ce
Education ~ Student, Faculty, Adninistration,
Athletic

Fi nance Trader, Teller, Fulfillment

Manuf act uri ng Assenbly, Control, Shipping

Ret ai | Adverti sing, Cashier

Support Hel pdesk, Managenent

Medi cal Patient, Adm nistration, Billing
Role as a two-word string: "Faculty Desktop", "Teller Phone",

" Shi ppi ng HVAC', "Advertising Display", "Hel pdesk Kiosk",
"Administration Switch".

The specifics of howthis tag is represented are left to the MB
nmodul e or other object definition docunents to be based on this
f ramewor k.

6.3.6. Context: Donmin

The Energy Object (Cass) contains a string attribute to indicate
menbership in an Energy Managenent Donmain. An Energy Managenent
Domai n can be any collection of Energy Objects in a deploynment, but
it is recoomended to map 1:1 with a metered or sub-netered portion of
the site.

I'n building managenent, a neter refers to the neter provided by the

utility used for billing and neasuring power to an entire building or
unit within a building. A sub-nmeter refers to a custoner- or user-
installed neter that is not used by the utility to bill but is

i nstead used to get neasurenments from portions of a building.
The specifics of howthis tag is represented are left to the MB
nmodul e or other object definition docunents to be based on this
f ramewor k.

An Energy Object MJST be a nmenber of a single Energy Managenent
Domai n; therefore, one attribute is provided.
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6. 4.

6. 4.

Par

Measur enent s

The Energy Object (Cd ass) contains attributes to describe power,
energy, and denmand measur enents.

An anal ogy for understandi ng power versus energy neasurenents can be
made to speed and distance in automobiles. Just as a speedoneter
indicates the rate of change of distance (speed), a power neasurenent
indicates the rate of transfer of energy. The odoneter in an

aut onobi | e neasures the cumul ative distance traveled; simlarly, an
ener gy mneasurenent indicates the accunul ated energy transferred.

Demand nmeasurenents are averages of power mneasurements over tine.
So, using the same anal ogy to an autonobil e: measuring the average
vehicl e speed over nultiple intervals of time for a given distance
travel ed, denmand is the average power neasured over nultiple tine
intervals for a given energy val ue.

Wthin this framework, energy will only be quantified in units of

wat t - hours. Physical devices measuring energy in other units mnust
convert values to watt-hours or be represented by Energy hjects that
convert to watt-hours.

1. Measur ement s: Power

The Energy Object (d ass) contains a Nanmeplate Power Attribute that
descri bes the nom nal power as specified by the manufacturer of the
device. The EnMS can use the Nanepl ate Power for provisioning,
capacity planning, and (potentially) billing.

The Energy Object (O ass) has attributes that describe the present
power information, along with how that neasurenent was obtained or
derived (e.g., actual, estimated, or static).

A power neasurenent is qualified with the units, magnitude, and
direction of power flow and is qualified as to the nmeans by which the
measur enent was made.

Power measur enent nmagni tude conforns to the [1 EC61850] definition of
unit multiplier for the SI (SystemlInternational) units of neasure.
Measured val ues are represented in Sl units obtai ned by BaseVal ue *
(10 ~ Scale). For exanple, if current power usage of an Energy
Object is 17, it could be 17 W 17 mW 17 kW or 17 MN dependi ng on
the value of the scaling factor. 17 Winplies that BaseValue = 17
and Scale = 0, whereas 17 nWinplies that BaseValue = 17 and

Scal eFactor = -3.
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An Energy Object (C ass) indicates how the power neasurenent was
obtained with a caliber and accuracy attribute that indicates:

o Whether the neasurenents were nade at the device itself or at a
renote source

0 Description of the nethod that was used to neasure the power and
whet her this nethod can distinguish actual or estinmated val ues.

0 Accuracy for actual neasured val ues.
6.4.2. Measurenents: Power Attributes

The Energy Object (C ass) contains an optional attribute that
describes Power Attribute information reflecting the electrica
characteristics of the measurenent. These Power Attributes adhere to
the [I EC61850-7-2] standard for describing AC neasurenents.

6.4.3. Measurenents: Energy

The Energy Object (d ass) contains optional attributes that represent
the energy used, received, produced, and/or stored. Typically, only
devi ces or conponents that can neasure actual power wll have the
ability to measure energy.

6. 4. 4. Measur enents: Denand

The Energy Object (C ass) contains optional attributes that represent
demand i nformati on over tinme. Typically, only devices or components
that can report actual power are capabl e of neasuring denmand

6.5. Control

The Energy Object (O ass) contains a Power State Set (d ass)
attribute that represents the set of Power States a device or
component supports.

A Power State describes a condition or node of a device or component.
Wil e Power States are typically used for control, they may be used
for nmonitoring only.

A device or conponent is expected to support at |east one set of
Power States consisting of at least two states: an on state and an
off state.

There are many existing standards describing device and conponent

Power States. The framework supports nodeling a m xed set of Power
States defined in different standards. A basic exanple is given by
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the three Power States defined in | EEE1621 [I|EEE1621]: on, off, and
sl eep. The Distributed Managenent Task Force (DMIF) standards
organi zation [ DMIF], Advanced Configuration and Power Interface
(ACPI) specification [ACPI], and Printer Working Goup (PWS all
define | arger nunmbers of Power States.

The senmantics of a Power State are specified by:
a) The functionality provided by an Energy Object in this state.

b) Alimtation of the power that an Energy Object uses in this
state.

c) A conbination of a) and b).

The semantics of a Power State should be clearly defined. Limtation
(curtailment) of the power used by an Energy Cbject in a state nmay be
speci fied by:

0 An absol ute power val ue.

0 A percentage value of power relative to the Energy bject’s
Nanepl at e Power.

0 An indication of power relative to another Power State. For
exanpl e, specify that power in state Ais less than in state B

o For supporting Power State nanagenent, an Energy Object provides
statistics on Power States, including the tinme an Energy bject
spent in a certain Power State and the nunber of times an Energy
oj ect entered a Power State.

When requesting an Energy Object to enter a Power State, an

i ndication of the Power State’'s name or number can be used.
Optionally, an absolute or percentage of Nanepl ate Power can be
provided to allow the Energy hject to transition to a nearest or
equi val ent Power State.

VWhen an Energy Object is set to a particular Power State, the
represented device or conponent nmay be busy. The Energy Object
shoul d set the desired Power State and then update the actual Power
State when the device or conponent changes. There are then two Power
State (Cl ass) control attributes: actual and requested.

The foll owi ng sections describe well-known Power States for devices
and conponents that should be nodeled in the information nodel.
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6.5.1. Power State Sets
There are several standards and inplenentations of Power State Sets.
The Energy Object (d ass) supports nopdeling one or nultiple Power
State Set inplenentations on the device or component concurrently.

There are currently three Power State Sets specified by | ANA:

| EEE1621 (256) - [I|EEE1621]
DMTF (512) - [ DMTF]
EMAN ( 768) - [ RFC7326]

The respective specific states related to each Power State Set are
specified in the followi ng sections. The guidelines for the

nmodi fication of Power State Sets are specified in the | ANA

Consi derati ons secti on.

6.5. 2. Power State Set: | EEE1621

The | EEE1621 Power State Set [|EEE1621] consists of three rudi mentary
states: on, off, or sleep.

In | EEE1621, devices are |limted to the three basic Power States --
on (2), sleep (1), and off (0). Any additional Power States are
variants of one of the basic states, rather than a fourth state

[ 1 EEE1621] .

6.5. 3. Power State Set: DMIF

The DMIF [ DMIF] standards organi zati on has defined a power profile
standard based on the CIM (Comon | nformation Mddel), which consists
of 15 Power States.

The DMIF standard is targeted for hosts and conputers. Details of
the semantics of each Power State within the DMIF Power State Set can
be obtained fromthe DMIF Power State Management Profile
specification [ DMIF].
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The DMIF power profile extends ACPI Power States. The follow ng
tabl e provides a mappi ng between DMIF and ACPlI Power State Sets:

Reserved (0)
Reserved (1)

ON (2) @0/ SO
Sl eep- Li ght (3) Gl/S1 Gl/ Ss2
Sl eep- Deep (4) Gl/ S3
Power Cycle (O f-Soft) (5) @/ S5
O f-Hard (6) G3

Hi bernate (O f-Soft) (7) Gl/ 4
Of-Soft (8) @2/ S5
Power Cycle (O f-Hard) (9) (€]
Mast er Bus Reset (10) &/ S5
Di agnostic Interrupt (11) @/ S5
Of-Soft Graceful (12) @&/ S5
Of-Hard Gaceful (13) (€]
Mast er Bus Reset Graceful (14) @&/ S5

Power Cycle Of-Soft G aceful (15) &/ S5
Power Cycle O f-Hard Graceful (16) (€]

6.5. 4. Power State Set: | ETF EMAN

The EMAN Power States are an expansion of the basic Power States as
defined in [ EEE1621] plus the addition of the Power States defined
in [ACPI] and [DMIF]. Therefore, in addition to the non-operational
states as defined in [ACPI] and [ DMIF] standards, several

i ntermedi ate operational states have been defi ned.

Physi cal devices and conponents are expected to support the EMAN
Power State Set or to be nodeled via an Energy Object the supports
these states.

An Energy Object may inplement fewer or nore Power States than a
particul ar EMAN Power State Set specifies. |In that case, the Energy
oj ect inplenentation can deternmine its own mapping to the predefined
EMAN Power States within the EMAN Power State Set.

There are twel ve EMAN Power States that expand on [| EEE1621]. The

expanded |ist of Power States is derived from|[CISCOEW and is
divided into six operational states and six non-operational states.
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The | owest non-operational state is 0, and the highest is 5. Each
non- operational state corresponds to an [ACPI] G obal and System
state between G3 (hard-off) and Gl (sl eeping). Each operationa

state represents a performance state and nmay be napped to [ ACPI]
states PO (nmaxi mum performance power) through P5 (m ni mum perfornmance
and mi ni nrum power).

In each of the non-operational states (from nechoff(0) to ready(5)),
the Power State preceding it is expected to have a | ower Power val ue
and a longer delay in returning to an operational state:

mechoff(0): An off state where no Energy Object features are
avai l abl e. The Energy hject is unavailable. No energy is
bei ng consunmed, and the power connector can be renoved.

softoff(1): Simlar to nechoff(0), but some conponents renain
powered or receive trace power so that the Energy Object can be

awakened fromits off state. In softoff(1), no context is
saved, and the device typically requires a conplete boot when
awakened.

hi bernate(2): No Energy bject features are available. The Energy
oj ect nay be awakened without requiring a conpl ete boot, but
the tine for availability is longer than sleep(3). An exanple
for state hibernate(2) is a save-to-disk state where DRAM
context is not mmintained. Typically, energy consunption is
zero or close to zero

sl eep(3): No Energy Object features are avail able, except for
out - of - band nanagenent, such as wake-up nechanisns. The tine
for availability is longer than standby(4). An exanple for
state sleep(3) is a save-to-RAM state, where DRAM context is
mai ntai ned. Typically, energy consunption is close to zero.

standby(4): No Energy Object features are avail able, except for
out - of - band managenent, such as wake-up nechani sns. Thi s node
i s anal ogous to cold-standby. The tinme for availability is
| onger than ready(5). For exanple, processor context nay not
be maintained. Typically, energy consunption is close to zero.

ready(5): No Energy Object features are avail able, except for
out - of - band managenent, such as wake-up nechani sns. Thi s node
i s anal ogous to hot-standby. The Energy Object can be quickly
transitioned into an operational state. For exanple,
processors are not executing, but processor context is
mai nt ai ned.
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| owM nus(6): Indicates that sonme Energy Object features may not be
avai l abl e and the Energy Object has taken nmeasures or sel ected
options to use less energy than low7).

low(7): Indicates that sone Energy Object features nmay not be
avai l abl e and the Energy Object has taken neasures or sel ected
options to use |l ess energy than nedi unM nus(8).

medi umM nus(8): Indicates that all Energy Object features are
avai l abl e but the Energy Ohject has taken neasures or sel ected
options to use | ess energy than nediun(9).

medi um(9): Indicates that all Energy Ohject features are avail able
but the Energy Object has taken nmeasures or selected options to
use | ess energy than hi ghM nus(10).

hi ghM nus(10): Indicates that all Energy Object features are
avai l abl e and the Energy Object has taken neasures or sel ected
options to use |less energy than high(11).
hi gh(11): Indicates that all Energy Object features are avail able
and the Energy bject nay use the maxi mum energy as indicated
by the Nanepl ate Power.
6.5.5. Power State Sets Comnparison

A comparison of Power States fromdifferent Power State Sets can be
seen in the foll ow ng tabl es:

Non- oper ati onal states:

| EEE1621 DMIF ACPI EVAN

of f Of-Hard &3/ Sb mechof f (0)
of f O f-Soft &/ S5 softoff (1)
of f H bernate Gl/ 4 hi ber nat e( 2)
sl eep Sl eep- Deep Gl/ S3 sl eep(3)

sl eep Sl eep- Li ght Gl/ S2 st andby( 4)
sl eep Sl eep- Li ght Gl/ s1 ready(5)
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6.

6.

Oper ational states:

| EEE1621 DMTF ACPI EMAN

on on @0/ S0/ P5 | owM nus( 6)

on on G0/ S0/ P4 | oW 7)

on on @0/ S0/ P3 medi unM nus( 8)
on on &0/ S0/ P2 medi un( 9)

on on &0/ S0/ P1 hi ghM nus(10)
on on &0/ S0/ PO hi gh(11)

Rel at i onshi ps

The Energy Object (dass) contains a set of Relationship (d ass)
attributes to nodel the relationshi ps between devi ces and conponents.
Two Energy Objects can establish an Energy Object Relationship to
nodel the depl oynent topology with respect to Energy Managenent.

Rel ati onships are nodeled with a Relationship (Cass) that contains
the UUID of the other participant in the relationship and a nanme that
describes the type of relationship [CHEN]. The types of

rel ati onshi ps are Power Source, Metering, and Aggregations.

0 A Power Source Relationship is a relationship where one Energy
oj ect provides power to one or nore Energy Objects. The Power
Source Rel ationship gives a view of the physical wring topol ogy
-- for exanple, a data center server receiving power fromtwo
specific Power Interfaces fromtwo different PDUs.

Not e: A Power Source Rel ationship nay or may not change as the
direction of power changes between two Energy Objects. The
relationship may remain to indicate that the change of power
direction was uni ntended or an error condition.

0 A Metering Relationship is a relationship where one Energy hject
measur es power, energy, demand, or Power Attributes of one or nore
ot her Energy Objects. The Metering Rel ationship gives the view of
the Metering topol ogy. Physical nmeters can be placed anywhere in
a power distribution tree. For exanple, utility meters nonitor
and report accumnul at ed power consunption of the entire building.
Logically, the Metering topol ogy overlaps with the wiring
topol ogy, as neters are connected to the wiring topology. A
typical exanple is neters that clanp onto the existing wring.
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0 An Aggregation Relationship is a relationship where one Energy
hj ect aggregates Energy Managenent information of one or nore
ot her Energy (bjects. The Aggregation Rel ationship gives a node
of devices that may aggregate (sum average, etc.) values for
ot her devices. The Aggregation Relationship is slightly different
conpared to the other relationships, as this refers nore to a
managemrent function.

In sone situations, it is not possible to discover the Energy Object
Rel ati onshi ps, and an EnMS or administrator nust set them G ven
that relationships can be assigned manually, the follow ng sections
descri be guidelines for use.

6.6.1. Relationship Conventions and Cui delines

Thi s Energy Managenent framework does not inpose many "MJST" rul es
related to Energy Object Relationships. There are always corner
cases that can be excluded by naking stricter specifications for
rel ati onshi ps. However, the framework proposes a series of

gui delines, indicated with "SHOULD' and " MAY".

6.6.2. Cuidelines: Power Source

Power Source Rel ationships are intended to identify the connections
between Power Interfaces. This is analogous to a Layer 2 connection
i n networking devices (a "one-hop connection").

The preferred nodeling would be for Power Interfaces to participate
in Power Source Relationships. |n sone cases, Energy Objects nay not
have the capability to nodel Power Interfaces. Therefore, a Power
Source Rel ationship can be established between two Energy Objects or
two non-connected Power Interfaces.

Strictly speaking, while conponents and Power |Interfaces on the sane
Devi ce do provide or receive energy fromeach other, the Power Source
Rel ationship is intended to show energy transfer between Devi ces.
Therefore, the relationship is inplied when on the sane Devi ce.

An Energy (Object SHOULD NOT establish a Power Source Rel ationship
with a conponent.

0 A Power Source Relationship SHOULD be established with the next
known Power Interface in the wiring topol ogy.
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6

6

o0 The next known Power Interface in the wiring topology would be the

next device inplenenting the framework. 1In sone cases, the domain
of devi ces under managenment may include sonme devices that do not
i npl ement the franmework. |In these cases, the Power Source

Rel ati onship can be established with the next device in the
topol ogy that inplenents the franework and | ogically shows the
Power Source of the device.

o Transitive Power Source Rel ationships SHOULD NOT be established.
For exanple, if Energy Object A has a Power Source Rel ationship
"Power edby” with Energy Object B, and if Energy Object B has a
Power Source Rel ationship "Poweredby" with Energy oject C, then
Energy Object A SHOULD NOT have a Power Source Rel ationship
" Power edby” with Energy Object C

3. Guidelines: Metering Rel ationship

Metering Rel ati onships are intended to show when one device acting as
a nmeter is nmeasuring the power or energy at a point in a power
distribution system Since one point of a power distribution system
may cover many devices within a wiring topology, this relationship
type can be seen as a set.

Sone devi ces may include hardware that can nmeasure power for
components, outlets, or the entire device. For exanple, some PDUs
may have the ability to nmeasure power for each outlet and are
commonly referred to as netered-by-outlet. Ohers may be able to
control power at each power outlet but can only neasure power at the
power inlet -- comonly referred to as netered-by-device.

While the Metering Rel ationship could be used to represent a device
as netered-by-outlet or metered-by-device, the Metering Relationship
SHOULD be used to nodel the rel ationship between a neter and all

devi ces covered by the neter downstreamin the power distribution
system

In general

0 A Metering Relationship MAY be established with any ot her Energy
oj ect, conponent, or Power Interface.

o Transitive Metering Rel ati onshi ps MAY be used
0 When there is a series of meters for one Energy Object, the Energy

hj ect MAY establish a Metering Relationship with one or nore of
the nmeters.
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6.6.4. Quidelines: Aggregation

Aggregation Rel ationships are intended to identify when one device is
used to accunul ate values fromother devices. Typically, this is for
energy or power val ues anong devices and not for conponents or Power
Interfaces on the sane device

The intent of Aggregation Relationships is to indicate when one
device is providing aggregate values for a set of other devices when
it is not obvious fromthe power source or sinple containment within
a device

Est abl i shing Aggregation Rel ationships within the sane device would
make nodel i ng nore conpl ex, and the aggregated val ues can be inplied
fromthe use of power inlets, outlet, and Energy Object values on the
same device

Since an EnM5 is naturally a point of Aggregation, it is not
necessary to nodel Aggregation for Energy Managenent Systens.

The Aggregation Relationship is intended for power and energy. It
MAY be used for Aggregation of other values fromthe infornmation

nmodel , but the rules and logical ability to aggregate each attribute
are out of scope for this docunent.

I n general

0 A Device SHOULD NOT establish an Aggregation Relationship with
conponents contai ned on the sanme devi ce.

0 A Device SHOULD NOT establish an Aggregation Relationship with the
Power Interfaces contained on the sane device.

0 A Device SHOULD NOT establish an Aggregation Relationship with an
EnMS

0 Aggregators SHOULD | og or provide notification in the case of
errors or mssing values while performng Aggregation
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6.6.5. Energy Object Relationship Extensions

This framework for Energy Managenent is based on three relationship
types: Aggregation, Metering, and Power Source.

This framework is defined with possible future extension of new
Energy Object Rel ationships in mnd.

For exanpl e:

0 Sone Devices that may not be | P connected could be nodeled with a
proxy relationship to an Energy Object within the domain. This
type of proxy relationship is left for further devel opnent.

0 A Power Distribution Unit (PDU) that allows devices and conponents
like outlets to be "ganged" together as a logical entity for
sinmplified managenent purposes could be nodel ed with an extension
called a "gang rel ationshi p", whose semantics woul d specify the
Energy Objects’ grouping.

7. Energy Managenent Information Model

This section presents an infornmation nodel expression of the concepts
inthis framework as a reference for inplenmenters. The information
model is inplemented as MB nodules in the different related | ETF
EMAN docunents. However, other programm ng structures with different
data nodel s coul d be used as well.

Dat a nodel i ng specifications of this infornmation nodel nay, where
needed, specify which attributes are required or optional.

Synt ax

Uni fied Mdeling

Language (UM.)

Const ruct

[1SO | EC-19501-2005] Equival ent Notation

Not es /1l Notes
Cl ass

(Generali zati on) CLASS name {nenber..}
Subcl ass

(Speci al i zati on) CLASS subcl ass
EXTENDS supercl ass {nmenber..}
C ass Menber
(Attribute) attribute : type
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Model
CLASS EnergyObj ect {

/'l identification / classification

i ndex Toint
name : string
identifier :uuid

al ternatekey : string

/'l cont ext

domai nNane : string
role : string
keywords [0..n] : string
i mportance coint

/1 relationship
relationships [0..n] : Relationship

/] measurenents

nanepl at e : Nanepl ate

power . Power Measur enent
ener gy . Ener gyMeasur enment
demand . DemandMeasur enent
/1l contro

power Control [O0..n] : Power StateSet

CLASS Power I nterface EXTENDS Ener gyQbj ect {
eol fType : enum{ inlet, outlet, both }

}
CLASS Devi ce EXTENDS Ener gyQhj ect {
eocat egory : enum { producer, consuner, neter,
distributor, store }
powerInterfaces [0..n] : Powerlnterface
components [0..n] . Component
}
CLASS Conponent EXTENDS Ener gyObj ect {
eocat egory : enum { producer, consuner, neter,
distributor, store }
powerInterfaces [0..n] : Powerlnterface
components [0..n] . Component
}
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CLASS Namepl ate {
nom nal Power : Power Measur ement

details : URI
}
CLASS Rel ationship {
rel ati onshi pType : enum{ neters, neteredby, powers,
power edby, aggregates, aggregatedby }
rel ati onshi pGbject : uuid
}

CLASS Measurenent {
multiplier : enum{ -24..24}

cal i ber : enum{ actual, estimated, static }
accuracy > enum{ 0..10000 } // hundreds of percent
}
CLASS Power Measur ement EXTENDS Measurenent {
val ue : long
units "W
power Attri bute : PowerAttribute
}

CLASS Ener gyMeasurenment EXTENDS Measur enent {
startTime : tine

units o " kWh"
provided : |ong
used : long
produced : |ong
stored : long
}
CLASS Ti nedMeasur ement EXTENDS Measur enent {
startTime : tinestanp
val ue . Measurenent
maxi mum : Measur enent
}
CLASS Ti mel nterval {
val ue : long
units : enum{ seconds, nilliseconds,... }
}
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CLASS DemandMeasur enent EXTENDS Measur enent {

i nterval Length : Timelnterva
interval s : long
i nt erval Mode : enum{ periodic, sliding, total }
i nterval W ndow : Tinelnterva
sanpl eRat e . Tinmelnterva
status : enum{ active, inactive }
measurenents [0..n] : TimedMeasuremnents
}
CLASS Power St at eSet  {
power Set I dentifier : int
name : string
power States [0..n] : PowerState
oper St at e coint
adm nSt ate coint
reason : string
confi guredTi me o tinmestanp
}
CLASS Power State {
power Stateldentifier : int
nane : string
cardinality coint
maxi murrPower . Power Measur enent
total Ti mel nSt at e Dotime
ent r yCount : long
}

CLASS Power Attribute {
acQuality : ACQuality

}

CLASS ACQuality {
acConfiguration : enum{ SNG., DEL, WE }
avgVol t age . long
avgCurrent : long
t hdCurrent : long
frequency : long
unitMiltiplier coint
accur acy coint
t ot al Acti vePower : long
t ot al Reacti vePower : | ong
t ot al Appar ent Power : | ong
t ot al Power Fact or : long

}

Parell o, et al. I nf or mat i onal [ Page 32]



RFC 7326 EMAN Fr anewor k Sept enber 2014

8.

8.

CLASS Del Phase EXTENDS ACQual ity {
phaseToNext PhaseVol t age : | ong
t hdVol t age : long

}

CLASS WrEPhase EXTENDS ACQuality {
phaseToNeut ral Vol tage : | ong

t hdCurrent : long
t hdVol t age : long
avgCurrent : long

}

Model i ng Rel ati onshi ps between Devi ces

In this section, we give exanples of how to use the EMAN i nformation
nodel to nodel physical topologies. Were applicable, we show how
the framework can be applied when devices can be nodel ed with Power
Interfaces. W also show how the framework can be applied when

devi ces cannot be nodel ed with Power Interfaces but only nonitored or
controlled as a whole. For instance, a PDU may only be able to
measure power and energy for the entire unit without the ability to
di stinguish anong the inlets or outlets.

1. Power Source Rel ationship

The Power Source Rel ationship is used to nmodel the interconnections
bet ween devi ces, conponents, and/or Power Interfaces to indicate the
source of energy for a device.

In the foll owi ng exanpl es, we show variati ons on nodeling the
ref erence topol ogi es using rel ationshi ps.

G ven for all cases:

Device W A conputer with one power supply. Power Interface 1 is an
inlet for Device W

Device X: A computer with two power supplies. Power Interface 1 and
Power Interface 2 are both inlets for Device X

Device Y: A PDUwth nultiple Power Interfaces nunbered 0..10. Power
Interface 0 is an inlet, and Power Interfaces 1..10 are outlets.

Device Z2 A PDUwth nultiple Power Interfaces nunbered 0..10. Power
Interface O is an inlet, and Power Interfaces 1..10 are outl ets.
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Case 1: Sinple Device with one Source
Physi cal Topol ogy:
0 Device Winlet 1 is plugged into Device Y outlet 8.
Wth Power Interfaces:

o Device Whas an Energy Object representing the conputer
itself as well as one Power Interface defined as an inlet.

0 Device Y would have an Energy Object representing the PDU
itself (the Device), with Power Interface O defined as an
inlet and Power Interfaces 1..10 defined as outlets.

The interfaces of the devices would have a Power Source
Rel ati onshi p such that:

Device Winlet 1 is powered by Device Y outlet 8.

Wt hout Power Interfaces:
o0 Device Whas an Energy Object representing the conputer
0 Device Y would have an Energy Object representing the PDU
The devi ces woul d have a Power Source Rel ationship such that:

Device Wis powered by Device Y.

| PDUY |-------mmmmao-- | Device W |
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Case 2: Multiple Inlets
Physi cal Topol ogy:
0 Device Xinlet 1 is plugged into Device Y outlet 8.
0 Device Xinlet 2 is plugged into Device Y outlet 9.
Wth Power Interfaces:

o0 Device X has an Energy Object representing the conputer
itself. It contains two Power Interfaces defined as inlets.

0 Device Y would have an Energy Object representing the PDU
itself (the Device), with Power Interface O defined as an
inlet and Power Interfaces 1..10 defined as outlets.

The interfaces of the devices would have a Power Source
Rel ati onshi p such that:

Device Xinlet 1 is powered by Device Y outlet 8.

Device Xinlet 2 is powered by Device Y outlet 9.

s +o-m- - + power edBy+- - - - - - R +
| | Pl 8 |----------mmmm-- | PI 1| |
I I | pover s I I I
| PDUY +------ + power edBy+- - - - - - + Device X

| | Pl 9 |--------mmmmmao- | PI 2| |
I I | pover s I I I
- +o-o - - + +o-o - - - +

Wt hout Power |nterfaces:

0 Device X has an Energy (hject representing the conputer.
Devi ce Y has an Energy Object representing the PDU

The devi ces woul d have a Power Source Rel ationship such that:

Device X is powered by Device Y

| PDUY [----mmmmemeeea- | Device X |
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Case 3: Miltiple Sources
Physi cal Topol ogy:
0 Device Xinlet 1 is plugged into Device Y outlet 8.
0 Device Xinlet 2 is plugged into Device Z outlet 9.
Wth Power Interfaces:

o0 Device X has an Energy Object representing the conputer
itself. It contains two Power Interfaces defined as inlets.

0 Device Y would have an Energy Object representing the PDU
itself (the Device), with Power Interface O defined as an
inlet and Power Interfaces 1..10 defined as outlets.

0 Device Z would have an Energy Object representing the PDU
itself (the Device), with Power Interface O defined as an
inlet and Power Interfaces 1..10 defined as outlets.

The interfaces of the devices would have a Power Source
Rel ati onshi p such that:

Device Xinlet 1 is powered by Device Y outlet 8.

Device Xinlet 2 is powered by Device Z outlet 9.

Fo-am - +------ + power edBy+- - - - - - R +
| PDUY | PI 8 |---------------- | PI 1| |
I I | pover s I I I
B S, F-- - - - + F-- - - - + |

| Device X |
e e + power edBy+- - - - - - + |
| PDUZ | Pl 9 |---------m-mm-- | PI 2| |
I I | pover s I I I
- +o-o - - + +o-o - - - +

Wt hout Power Interfaces:
0 Device X has an Energy (hject representing the conputer.

Devices Y and Z woul d both have respective Energy bjects
representing each entire PDU
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The devi ces woul d have a Power Source Rel ationship such that:

Device X is powered by Device Y and powered by Device Z.

AR + power edBy +------------ +
| PDUY  |------mmmmmmmmmaa - - | Device X |
R + powers Fomm - +
A + poweredBy +------------ +
| PDUZ |-----mmmmemmm - | Device X |
e + power s oo +

8.2. Metering Relationship

A nmeter in a power distribution systemcan |ogically nmeasure the
power or energy for all devices downstreamfromthe meter in the
power distribution system As such, a Metering Relationship can be
seen as a relationship between a nmeter and all of the devices
downstream fromthe neter.

We define in this case a Metering Relationship between a neter and
devi ces downstream fromthe neter.

+o-o-- +---+ neteredBy +-------- + poweredBy +------- +
| Meter| PI|-------------- | switch |------------- | phone |
oo - +---+ meters oo + powers Fooom-- +
| |
| nmet er edBy |
o m e e e e e e e e e e e e e e e e e eeee e +
neters

In cases where the Power Source topol ogy cannot be discovered or
derived fromthe information available in the Energy Managenent
Domain, the Metering topology can be used to relate the upstream
meter to the downstream devices in the absence of specific Power
Sour ce Rel ati onshi ps.
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A Metering Rel ationship can occur between devices that are not
directly connected, as shown in the follow ng figure:

S +
| Device 1 |
o +
I P I
o m e e e oo - +

|
S +
Met er
o +
neters neters neters

S + S + Fom e +

| Device A | | Device B | | Device C |

S + S + R +

An anal ogy to conmuni cations networks woul d be nodeling connections
bet ween servers (neters) and clients (devices) when the conpl ete
Layer 2 topol ogy between the servers and clients is not known.

8.3. Aggregation Rel ationship

Sone devices can act as Aggregation points for other devices. For

exanple, a PDU controller device may contain the sunmati on of power
and energy readings for many PDU devices. The PDU controller wll

have aggregate val ues for power and energy for a group of PDU

devi ces.

Thi s Aggregation is independent of the physical power or
conmuni cati on topol ogy.

The functions that the Aggregation point may performinclude the
cal cul ation of values such as average, count, maxi num nedi an,
mnimum or the listing (collection) of the Aggregation val ues, etc.

Based on | ETF experi ence gai ned on Aggregations [RFC7015], the
Aggregation function in the EMAN framework is limted to the
summat i on.

When Aggregation occurs across a set of entities, values to be
aggregated may be missing for sone entities. The EMAN franmework does
not specify how these should be treated, as different inplenentations
may have good reason to take different approaches. One comon
treatment is to define the Aggregation as missing if any of the
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constituent elements are missing (useful to be npbst precise).
Another is to treat the m ssing value as zero (useful to have
conti nuous data streans).

The specifications of Aggregation functions are out of the scope of
the EMAN framework but rust be clearly specified by the equi pnent
vendor .

9. Relationship to Gther Standards

Thi s Energy Managenent framework uses, as nmuch as possible, existing
standards, especially with respect to infornmation nodeling and data
nodel i ng [ RFC3444] .

The data nodel for power- and energy-related objects is based on
[1 EC61850] .

Speci fic exanpl es i ncl ude:

o The scaling factor, which represents Energy Object usage
magni t ude, conforns to the [I EC61850] definition of unit
multiplier for the SI (SystemlInternational) units of neasure.

0 The electrical characteristics are based on the ANSI and | EC
St andards, which require that we use an accuracy class for power
measurenent. ANSI and | EC define the foll owi ng accuracy cl asses
for power nmeasurenent:

- | EC 62053-22 and 60044-1 classes 0.1, 0.2, 0.5, 1, and 3.
- ANS|I C12.20 classes 0.2 and 0. 5.

o0 The electrical characteristics and quality adhere closely to the
[ EC61850-7-4] standard for describing AC neasurenents.

o0 The Power State definitions are based on the DMIF Power State
Profile and ACPI nodels, with operational state extensions.

10. Security Considerations

Regarding the data attributes specified here, sone or all may be
consi dered sensitive or vulnerable in some network environnents.
Reading or witing these attributes wi thout proper protection such as
encryption or access authorization will have negative effects on
network capabilities. Event |logs for audit purposes on configuration
and ot her changes shoul d be generated according to current
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10.

aut horization, audit, and accounting principles to facilitate
i nvestigations (conprom se or benign msconfigurations) or any
reporting requirenents.

The infornmation and control capabilities specified in this framework
coul d be exploited, to the detrinment of a site or depl oynment.

I mpl enenters of the framework SHOULD examine and mitigate security
threats with respect to these new capabilities.

"User-based Security Mdel (USM for version 3 of the Sinple Network
Managenent Protocol (SNWMPv3)" [RFC3414] presents a good description
of threats and nmitigations for SNMPv3 that can be used as a guide for
i mpl ementations of this framework using other protocols.

1. Security Considerations for SNWP

Readabl e objects in MB nodules (i.e., objects with a MAX- ACCESS

ot her than not-accessible) nmay be considered sensitive or vul nerable
in some network environnments. It is inportant to control CGET and/or
NOTI FY access to these objects and possibly to encrypt the val ues of
these obj ects when sending them over the network via SNWP

The support for SET operations in a non-secure environnent w thout
proper protection can have a negative effect on network operations.

For exanpl e:

0 Unauthorized changes to the Energy Managenent Domain or busi ness
context of a device will result in msreporting or interruption of
power .

0 Unaut horized changes to a Power State will disrupt the power
settings of the different devices and therefore the state of
functionality of the respective devices.

o0 Unaut horized changes to the demand history will disrupt proper
accounting of energy usage.

Wth respect to data transport, SNWVP versions prior to SNWPv3 did not
i nclude adequate security. Even if the network itself is secure (for
exanpl e, by using |IPsec), there is still no secure control over who
on the secure network is allowed to access and GET/ SET

(read/ change/ create/ del ete) the objects in these M B nodul es.

It is recomrended that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3411]), including ful
support for the SNMPv3 cryptographi c nechanisns (for authentication
and confidentiality).
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11.

11.

11.

Further, deploynent of SNWP versions prior to SNMPv3 is not
recomrended. Instead, it is recomended to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWP entity giving access to an

i nstance of these MB nodules is properly configured to give access
to the objects only to those principals (users) that have legitimte
rights to GET or SET (change/create/delete) them

I ANA Consi derati ons
1. | ANA Registration of New Power State Sets

Thi s docunment specifies an initial set of Power State Sets. The |ist
of these Power State Sets with their numeric identifiers is given in
Section 6. |1ANA maintains the [ists of Power State Sets.

New assi gnnents for a Power State Set are adm nistered by | ANA

t hrough Expert Review [ RFC5226], i.e., review by one of a group of
experts designated by an I ETF Area Director. The group of experts
must check the requested state for conpl eteness and accuracy of the
description. A pure vendor-specific inplenmentation of a Power State
Set shall not be adopted, since it would lead to proliferation of
Power State Sets.

Power States in a Power State Set are limted to 255 distinct val ues.
A new Power State Set must be assigned the next avail able nuneric
identifier that is a multiple of 256.

1.1. |1ANA Registration of the | EEE1621 Power State Set

Thi s document specifies a set of values for the | EEE1621 Power State
Set [IEEE1621]. The list of these values with their identifiers is
given in Section 6.5.2. 1ANA created a new registry for | EEE1621
Power State Set identifiers and filled it with the initial |ist of
identifiers.

New assi gnnents (or, potentially, deprecation) for the | EEE1621 Power
State Set are administered by | ANA through Expert Review [ RFC5226].

1.2. |1ANA Registration of the DMIF Power State Set

Thi s docunent specifies a set of values for the DMIF Power State Set
[DMIF]. The list of these values with their identifiers is given in
Section 6.5.3. | ANA has created a new registry for DMIF Power State
Set identifiers and filled it with the initial |list of identifiers.

New assi gnnents (or, potentially, deprecation) for the DMIF Power
State Set are administered by | ANA t hrough Expert Revi ew [ RFC5226] .
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11.

The group of experts rmust check for conformance with the DMIF
standard [DMIF] in addition to checking for conpl eteness and accuracy
of the description.

1.3. |1 ANA Registration of the EMAN Power State Set

Thi s docunent specifies a set of values for the EMAN Power State Set.
The list of these values with their identifiers is given in

Section 6.5.4. |1ANA has created a new registry for EMAN Power State
Set identifiers and filled it with the initial list of identifiers.

New assi gnnents (or, potentially, deprecation) for the EMAN Power
State Set are adnministered by | ANA t hrough Expert Revi ew [ RFC5226] .

2. Updating the Registration of Existing Power State Sets

Wth the evolution of standards, over tinme, it nmay be inportant to
deprecate sone of the existing Power State Sets, or to add or
deprecate sone Power States within a Power State Set.

The registrant shall post an Internet-Draft with the clear
specification on deprecation of Power State Sets or Power States
registered with 1 ANA. The deprecation or addition shall be

admi ni stered by | ANA through Expert Review [ RFC5226], i.e., review by
one of a group of experts designated by an | ETF Area Director. The
process should also allow for a mechani smfor cases where others have
significant objections to clains regarding the deprecation of a

regi stration.
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Appendi x A.  Information Mdel Listing

A. Energyoject (d ass):

r index I nt eger An [ RFC6933] ent Physi cal | ndex
w hame String An [ RFC6933] ent Physi cal Nane
r identifier uui d An [ RFC6933] ent Physi cal UUI D
rw al ternatekey String A manuf acturer-defined string

that can be used to identify the
Ener gy Obj ect

rw domai nName String The nane of an Energy Managenent
Domai n for the Energy hject

rwrole String An admi ni stratively assigned nane
to indicate the purpose an
Energy Object serves in the
net wor k

rw keywor ds String A list of keywords or [0..n] tags
that can be used to group Energy
oj ects for reporting or
sear chi ng

rw i nportance I nt eger Speci fies a ranki ng of how
i mportant the Energy Object is
(on a scale of 1 to 100) conpared
with other Energy Objects

rw rel ati onshi ps Rel ati onship A list of relationships between
[0..n] this Energy hject and other
Energy Objects

r nanepl ate Nanepl at e The nom nal Power Measur enment of
the Energy Object as specified by
the devi ce manuf acturer

r power Power Measur enment The present power neasurenent of
the Energy Object

r energy Ener gyMeasur ement The present energy neasurenent
for the Energy Object

r demand DemandMeasur enent  The present demand neasur enent
for the Energy Object
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rw

rw

Par el |

power Control Power St at eSet A list of Power States Sets the
[0..n] Ener gy Obj ect supports

Power I nterface (Class) inherits from EnergyQoject:

eol f Type Enumer ati on I ndi cat es whet her the Power
Interface is an inlet, outlet,
or both

Device (O ass) inherits from EnergyQbject:

eocat egory Enumer ati on Broadl y indi cates whet her
the Device is a producer
consuner, neter, distributor,
or store of energy

powerInterfaces Powerlnterface A list of Powerlnterfaces

[0..n] contained in this Device
conponent s Conponent A list of conponents
[0..n] contained in this Device

Conponent (C ass) inherits from EnergyQbj ect:

eocat egory Enuner ati on Broadl y indi cates whet her the
conponent is a producer
consuner, neter, distributor, or
store of energy

powerInterfaces Powerlinterface A list of Powerlnterfaces

[0..n] contained in this conponent
component s Conponent A list of conponents contained
[0..n] in this conponent
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E. Naneplate (d ass):

r nom nal Power Power Measur errent  The nomi nal power of the Energy
as specified by the device
manuf act ur er

rw details URI An [ RFC3986] URI that links to
manuf act urer i nformati on about
the nomi nal power of a device

F. Relationship (dass):

rw rel ati onshi pType Enumer ati on A description of the
rel ati onship, indicating
met ers, mneteredby, powers,
power edby, aggregates, or
aggr egat edby

rw rel ati onshi pObj ect wuuid An [ RFC6933] ent Physi cal UUI D
that indicates the other
participating Energy Qoject in
the rel ationship

G Measurenent (d ass):

r multiplier Enumeration The nmagni tude of the Measurenent
in the range -24..24

r caliber Enuner ati on Speci fi es how t he Measurenent was
obtained -- actual, estimated, or
static

r accuracy Enuner ati on Speci fies the accuracy of the

measurenent, if applicable, as
0..10000, indicating hundreds of
per cent

H. Power Measurenent (Cl ass) inherits from Measurenent:

r val ue Long A measur enent val ue of
power

r units "W The units of measure for
the power -- "Watts"
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r powerAttribute PowerAttribute Measurenent of the electrical
current -- voltage, phase, and/or
frequencies for the
Power Measur enment

| . EnergyMeasurenent (C ass) inherits from Measurenent:

r startTime Tine Specifies the start time of the
Ener gyMeasur enent interval

r units "kwh" The units of nmeasure for the energy --
kil owatt-hours

r provided Long A measur ement of energy provided

r used Long A neasurenment of energy used/consuned
r produced Long A neasur enment of energy produced

r stored Long A nmeasurement of energy stored

J. TinmedMeasurenent (C ass) inherits from Measurenent:
r startTinme tinestanp A start time of a neasurenent
r val ue Measur enent A measur enent val ue

r maxi mum  Measurenent A maxi nrum val ue neasured since a previous

ti mest anmp
K. Tinelnterval (d ass):
r value Long A val ue of tine
r units Enumer ati on A magni tude of time, expressed as seconds

with an SI prefix (mlliseconds, etc.)

L. DemandMeasurenent (C ass) inherits from Measurenent:

rw interval Length Tinmelnterval The I ength of time over which to
comput e average energy

rwintervals Long The nunber of intervals that can
be neasured
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rw

rw

rw

rw

rw

rw

rw

Par el |

i nt erval Mode Enuner ati on

i nterval Wndow Ti el nt erval

sanmpl eRat e Ti mel nt er val

st at us Enuner ati on

nmeasur enent s
[0..n]
Power St at eSet (d ass):

power Set | denti fier |nteger

nane String

power St at es Power St at e

[0..n]

oper St at e I nt eger
adm nSt ate I nt eger
reason String
confi guredTi ne ti mestamp

Power State (d ass):

power St at el denti fi er |nteger
nane String
o, et al.

EMAN Fr amewor k

Ti medMeasur enment

I nf or mat i onal

Sept enber 2014

The node of interval
measur enent -- periodic,
or total

sl i di ng,

The duration between the starting
time of one sliding w ndow and
the next starting time

The sanpling rate at which to

poll power in order to conpute
demand
A control to start or stop denand

measurenent -- active or inactive

A coll ection of TinmedMeasurenents
to conpute denand

An | ANA- assi gned val ue indicating
a Power State Set
A Power State Set name

A set of Power States for the
given identifier

The current operational Power

State
The desired Power State

Descri bes the reason
for the adm nState

Indicates the tine of
the desired Power State

An | ANA- assi gned val ue
indicating a Power State

A nanme for the Power State
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r cardinality

rw maxi munmPower

r total TinelnState

r entryCount

O PowerAttribute (d

r acQuality

P. ACQuality (d ass):

r acConfiguration

r avgVol t age

r avgCurrent

r thdCurrent

r frequency

r unitMiltiplier

Parel l o, et al.
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I nt eger

A val ue indicating an
ordering of the Power State

Power Measur erent I ndi cates the maxi mum power

Ti me

Long

ass):

ACQual ity

Enuner ati on

Long

Long

Long

Long

| nt eger

for the Energy bject at
this Power State

Indicates the total tine
an Energy nhject has been
in this Power State since
the | ast reset

I ndi cates the nunber of
times the Energy nbject
has entered or changed to
this state

Descri bes AC Power Attributes for
a Measur enent

Descri bes the physica
configuration of alternating
current as single phase (SNQ),
t hree- phase delta (DEL), or

t hree- phase Y (WE)

The average of the voltage neasured
over an integral nunber of AC
cycles [I EC61850-7-4] ' Vol

The current per phase
[ EC61850-7-4] ' Anp’

A cal cul ated value for the current
Total Harnonic Distortion (THD).
The nethod of calculation is not
specified [1 EC61850-7-4] ' ThdAnp’

Basi ¢ frequency of the AC circuit
[ 1 EC61850-7-4] ' Hz’

Magni tude of watts for the usage
value in this instance
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r accuracy

r total Acti vePower

EMAN Fr anewor k Sept enber 2014

I nt eger

Long

r total Reacti vePower Long

r total Apparent Power Long

r total Power Fact or

Q Del Phase (d ass)

r phaseToNext
PhaseVol t age

r thdVol tage

Parel l o, et al.

Long

Per cent age val ue in 100t hs

of a percent, representing the
presumed accuracy of active,
reactive, and apparent power
in this instance

A measured val ue of the actua
power delivered to or consunmed by
the | oad [| EC61850-7-4] ' TotW

A neasured val ue of the reactive
portion of the apparent power
[ EC61850-7-4] ' Tot VAr’

A neasured val ue of the voltage
and current, which deternines the
apparent power as the vector sum of
real and reactive power

[ EC61850-7-4] ’' Tot VA

A neasured value of the ratio of
the real power flowing to the | oad
versus the apparent power

[ 1 EC61850- 7-4] ' Tot PF’

inherits fromACQuality:

Long

Long

A neasured val ue of phase to
next phase voltages where the
next phase is [| EC61850-7-4]

" PPV

A cal cul ated value for the

vol tage Total Harnonic Distortion
(THD) for phase to next phase.
The nethod of calculation is not
specified [| EC61850-7-4] ' ThdPPV
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R WYEPhase (C ass)

r phaseToNeutra

Vol t age

r thdCurrent

r thdVol t age

r avgCurrent

Parel |l o,

et al.

Long

Long

Long

Long

EMAN Fr anewor k Sept enber

inherits fromACQuality:

A neasured val ue of phase to
neutral voltage [| EC61850- 7- 4]
" PhV

A cal cul ated value for the current
Total Harnonic Distortion (THD).
The nmet hod of cal culation is not
specified [| EC61850-7-4] ' ThdA

A cal cul ated val ue of the voltage
THD for phase to neutra
[ 1 EC61850-7-4] ' ThdPhV

A neasured val ue of phase currents
[1 EC61850-7-4] ' A

2014
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