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Abst ract

Thi s docunent updates the Cryptographic Al gorithmInplenmentation
Requirenents for the Encapsul ating Security Payl oad (ESP) and

Aut hentication Header (AH). It also adds usage guidance to help in
the sel ection of these al gorithns.

ESP and AH protocol s make use of various cryptographic algorithnms to
provi de confidentiality and/or data origin authentication to
protected data comruni cations in the I P Security (IPsec)
architecture. To ensure interoperability between disparate

i npl ementations, the | Psec standard specifies a set of mandatory-to-
i npl ement al gorithms. This document specifies the current set of
mandat ory-to-i npl ement al gorithnms for ESP and AH, specifies

al gorithms that should be inplenmented because they may be pronoted to
mandatory at sone future tinme, and al so recomends agai nst the

i npl ementation of sone obsolete algorithnms. Usage guidance is al so
provided to help the user of ESP and AH best achieve their security
goal s through appropriate choi ces of cryptographic algorithns.

Thi s docunent obsol etes RFC 4835.

Status of This Meno
This is an Internet Standards Track docunent.
Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.
I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7321.
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1. Introduction

The Encapsul ating Security Payl oad (ESP) [ RFC4303] and the

Aut henti cati on Header (AH) [ RFC4302] are the nechanisns for applying
cryptographic protection to data being sent over an | Psec Security
Associ ation (SA) [ RFC4301].

To ensure interoperability between disparate inplenentations, it is
necessary to specify a set of mandatory-to-inplenment al gorithns.

This ensures that there is at |east one algorithmthat all

i npl ementations will have in common. This docunment specifies the
current set of mandatory-to-inplenment algorithnms for ESP and AH,
specifies algorithms that should be inplenmented because they may be
pronoted to nmandatory at some future time, and al so recomends

agai nst the inplenentati on of sone obsolete algorithms. Usage

gui dance is also provided to help the user of ESP and AH best achieve
their security goals through appropriate choi ces of nechanisns.

The nature of cryptography is that new al gorithms surface
continuously and existing algorithms are continuously attacked. An

al gorithm believed to be strong today may be denonstrated to be weak
tomorrow. G ven this, the choice of nmandatory-to-inplenent algorithm
shoul d be conservative so as to mninize the |ikelihood of it being
conprom sed qui ckly. Thought should al so be given to performance
consi derations, as many uses of IPsec will be in environments where
performance i s a concern.

The ESP and AH mandatory-to-inplement algorithm(s) may need to change
over time to adapt to new devel opnents in cryptography. For this
reason, the specification of the mandatory-to-inplenent algorithms is
not included in the nmain | Psec, ESP, or AH specifications, but is
instead placed in this docunment. Ideally, the mandatory-to-inpl enent
al gorithm of tomorrow should al ready be avail able in nost

i npl ementations of IPsec by the tine it is nade mandatory. To
facilitate this, this docunent identifies such algorithns, as they
are known today. There is no guarantee that the algorithnms that we
predict will be mandatory in the future will actually be so. Al

al gorithms known today are subject to cryptographic attack and may be
broken in the future.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOI' RECOMMENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] .
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We define some additional keywords here:

MJUST- This term nmeans the sane as MJST. However, we expect that at
sonme point in the future this algorithmwll no | onger be a MJST.

SHOULD+ This term neans the sane as SHOULD. However, it is likely
that an al gorithm marked as SHOULD+ will be pronoted at some
future time to be a MJST.

2. I nplenentation Requirenents

Thi s section specifies the cryptographic algorithnms that MJST be
i mpl ement ed, and provi des gui dance about ones that SHOULD or SHOULD
NOT be i npl ermrent ed.

In the follow ng sections, all AES nodes are for 128-bit AES. 192-bit
and 256-bit AES MAY be supported for those nodes, but the
requirenents here are for 128-bit AES.

2.1. ESP Authenticated Encryption (Conbi ned Mbde Al gorithns)

ESP conbi ned node al gorithns provide both confidentiality and

aut hentication services; in cryptographic terns, these are

aut henticated encryption algorithnms [RFC5116]. Authenticated
encryption transforms are listed in the ESP encryption transforns
| ANA registry.

Requi r enent Aut henti cated Encryption Al gorithm
SHOULD+ AES-GCMwith a 16 octet | CV [ RFC4106]
MAY AES- CCM [ RFC4309]

2.2. ESP Encryption Al gorithns

Requi r enent Encryption Al gorithm
MUST NULL [ RFC2410]

MUST AES- CBC [ RFC3602]

MAY AES- CTR [ RFC3686]

MAY Tri pl eDES- CBC [ RFC2451]
MUST NOT DES- CBC [ RFC2405]
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2.3. ESP Authentication Al gorithns

Requi r enent Aut henti cation Al gorithm (notes)
MJUST HVAC- SHAL- 96 [ RFC2404]

SHOULD+ AES- GVAC wi t h AES-128 [ RFC4543]
SHOULD AES- XCBC- MAC- 96 [ RFC3566]

MAY NULL [ RFC4303]

Note that the requirenent |evel for NULL authentication depends on
the type of encryption used. Wen using authenticated encryption
fromSection 2.1, the requirenent for NULL encryption is the sane as
the requirenent for the authenticated encryption itself. Wen using
the encryption from Section 2.2, the requirement for NULL encryption
is truly "MAY"; see Section 3 for nore detail.

2.4. AH Authentication Al gorithns

The requirements for AH are the sane as for ESP Authentication
Al gorithns, except that NULL authentication is inapplicable.

2.5. Summary of Changes from RFC 4835

The following is a summary of the changes from RFC 4835.

ad New

Requi r enent Requi r enent Al gorithm (notes)

MAY SHOULD+ AES-GCCMwith a 16 octet |CV [ RFC4106]
MAY SHOULD+ AES- GVAC wi t h AES-128 [ RFC4543]

MUST- MAY Tri pl eDES- CBC [ RFC2451]

SHOULD NOT MJUST NOT DES- CBC [ RFC2405]

SHOULD+ SHOULD AES- XCBC- MAC- 96 [ RFC3566]

SHOULD MAY AES- CTR [ RFC3686]

3. Usage Guidance

Since ESP and AH can be used in several different ways, this docunent
provi des gui dance on the best way to utilize these nechani sns.

ESP can provide confidentiality, data origin authentication, or the
conbi nation of both of those security services. AH provides only
data origin authentication. Background information on those security
services is available [RFC4949]. |In the follow ng, we shorten "data
origin authentication" to "authentication".
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Provi ding both confidentiality and authentication offers the best
security. If confidentiality is not needed, providing authentication
can still be useful. Confidentiality w thout authentication is not
effective [DP07] and therefore SHOULD NOT be used. W describe each
of these cases in nore detail bel ow

To provide both confidentiality and authentication, an authenticated
encryption transformfrom Section 2.1 SHOULD be used in ESP, in
conjunction with NULL authentication. Alternatively, an ESP
encryption transform and ESP aut hentication transform MAY be used
together. It is NOT RECOMVENDED to use ESP with NULL authentication
in conjunction with AH, sone configurations of this conbination of
servi ces have been shown to be insecure [PD10].

To provide authentication wi thout confidentiality, an authentication
transform MUST be used in either ESP or AH. The |Psec comunity
generally prefers ESP with NULL encryption over AH.  AH is stil
required in sonme protocols and operational environnments when there
are security-sensitive options in the IP header, such as source
routi ng headers; ESP inherently cannot protect those |P options. It
is not possible to provide effective confidentiality wthout

aut henti cation, because the |ack of authentication undernines the
trustworthiness of encryption [B96][V02]. Therefore, an encryption
transform MJUST NOT be used with a NULL authentication transform
(unless the encryption transformis an authenticated encryption
transformfrom Section 2.1).

Tri pl e- DES SHOULD NOT be used in any scenario in which multiple

gi gabytes of data will be encrypted with a single key. As a 64-bit
bl ock cipher, it |eaks information about plaintexts above that
"birthday bound" [ML3]. Triple-DES CBCis listed as a MAY i npl enent
for the sake of backwards conpatibility, but its use is discouraged.

4. Rationale

This section explains the principles behind the inplenmentation
requi renents descri bed above.

The algorithnms listed as "MAY inplenent” are not meant to be endorsed
over other non-standard alternatives. Al of the algorithnms that
appeared in [ RFC4835] are included in this docurment, for the sake of
continuity. |In sonme cases, these algorithnms have noved from being
"SHOULD i npl errent™ to "MAY inplenment".
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4.1. Authenticated Encryption

Thi s docunent encourages the use of authenticated encryption

al gorithms because they can provide significant efficiency and

t hroughput advant ages, and the tight binding between authentication
and encryption can be a security advantage [ RFC5116].

AES- GCM [ RFC4106] brings significant performance benefits [ KKGEQAD],
has been incorporated into | Psec recommendati ons [ RFC6379], and has
energed as the preferred authenticated encryption nethod in | Psec and
ot her standards.

4.2. Encryption Transforms

Since ESP encryption is optional, support for the "NULL" algorithmis
required to maintain consistency with the way services are

negoti ated. Note that while authentication and encrypti on can each
be "NULL", they MUST NOT both be "NULL" [RFC4301] [H10].

AES Counter Mdde (AES-CTR) is an efficient encryption method, but it
provi des no authentication capability. The AES-GCM aut henti cat ed
encryption nethod has all of the advantages of AES-CTR, while also
provi ding authentication. Thus, this docunent noves AES-CIR from a
SHOULD to a MAY.

The Triple Data Encryption Standard (TDES) is obsol ete because of its
smal | block size; as with all 64-bit block ciphers, it SHOULD NOT be
used to encrypt nore than one gigabyte of data with a single key
[ML3]. Its key size is smaller than that of the Advanced Encryption
Standard (AES), while at the same tine its perfornance and efficiency
are worse. Thus, its use in new inplenentations is discouraged.

The Data Encryption Standard (DES) is obsol ete because of its smal
key size and small block size. There have been publicly denonstrated
and open-desi gn speci al - purpose cracking hardware. Therefore, its
use i s has been changed to MJUST NOT in this docunent.

4.3. Authentication Transfornmns

AES- GVAC provi des good security along with performance advant ages,
even over HVAC-MD5. |In addition, it uses the same interna
conmponents as AES-GCM and is easy to inplement in a way that shares
conponents with that authenticated encryption algorithm

The MD5 hash function has been found to not neet its goal of
collision resistance; it is so weak that its use in digita

signatures is highly discouraged [ RFC6151]. There have been
theoretical results agai nst HVAC-MD5, but that nessage authentication
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code does not seemto have a practical vulnerability. Thus, it may
not be urgent to renmove HVAC-MD5 fromthe existing protocols.

SHA-1 has been found to not neet its goal of collision resistance.
However, HMAC-SHA-1 does not rely on this property, and HVAC-SHA-1 is
believed to be secure.

HVAC- SHA- 256, HVAC- SHA- 384, and HVAC- SHA-512 are believed to provide
a good security margin, and they perform adequately on many
platforns. However, these algorithnms are not recommended for

i npl ementation in this docunent, because HVAC- SHA-1 support is

wi despread and its security is good, AES-GVAC provides good security
with better performance, and Authenticated Encryption algorithnms do
not need any authentication nethods.

AES- XCBC has not seen wi despread depl oynent, despite being previously
recommended as a SHOULD+ in RFC 4835. Thus, this document lists it
only as a SHOULD

5. AlgorithmDiversity

When the AES ci pher was first adopted, it was decided to continue
encouraging the inplenentation of Triple-DES, in order to provide
algorithmdiversity. But the passage of tinme has eroded the
viability of Triple-DES as an alternative to AES. As it is a 64-bit
bl ock cipher, its security is inadequate at high data rates (see
Section 4.2). Its performance in software and Fi el d- Programmabl e
Gate Arrays (FPGAs) is considerably worse than that of AES. Since it
woul d not be possible to use Triple-DES as an alternative to AES in
hi gh data rate environments, or in environments where its perfornmance
could not keep up the requirenents, the rationale of retaining
Triple-DES to provide algorithmdiversity is disappearing. (O
course, this does not change the rationale of retaining Triple-DES in
| Psec i nplementations for backwards conpatibility.)

Recent discussions in the | ETF have started considering how to make
the selection of a different cipher that could provide algorithm
diversity in | Psec and other |ETF standards. That work is expected
to take a long time and invol ve di scussi ons anbng many partici pants
and organi zati ons.

It is inportant to bear in nmind that it is very unlikely that an
exploitable flawwill be found in AES (e.g., a flaw that required

| ess than a terabyte of known plaintext, when AES is used in a
conventi onal node of operation). The only reason that algorithm
diversity deserves any consideration is because there would be |arge
problens if such a flaw were found.
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Security Considerations

The security of a systemthat uses cryptography depends on both the
strength of the cryptographic algorithns chosen and the strength of
the keys used with those algorithns. The security al so depends on
the engi neering and admi nistration of the protocol used by the system
to ensure that there are no non-cryptographi c ways to bypass the
security of the overall system

Thi s docunent concerns itself with the selection of cryptographic
algorithms for the use of ESP and AH, specifically with the sel ection
of mandatory-to-inplenment algorithms. The algorithns identified in
thi s docunent as "MJST inplenment” or "SHOULD inplement” are not known
to be broken at the current time, and cryptographic research to date
|l eads us to believe that they will likely remain secure into the
foreseeabl e future. However, this is not necessarily forever
Therefore, we expect that revisions of that docunent will be issued
fromtinme to time to reflect the current best practice in this area
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