I nternet Engi neering Task Force (IETF) J. van El burg
Request for Comments: 7316 Det econ I nternational Gibh
Cat egory: I nfornmational K. Drage
| SSN. 2070-1721 Al cat el - Lucent
M Ohsug

S. Schubert

K Ara
NTT
July 2014

The Session Initiation Protocol (SIP) P-Private-Network-Indication
Privat e Header (P-Header)

Abst ract

Thi s docunment specifies the SIP P-Private-Network-Indication P-header
used by the 3GPP. The P-Private-Network-1ndication indicates that
the message is part of the nessage traffic of a private network and
identifies that private network. A private network indication allows
nodes to treat private network traffic according to a different set
of rules than the set applicable to public network traffic.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7316
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Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. INntroduCti ON ... 3
1.1, OVEIVI BW . ot e e e e e 3
1.2, Applicability ... 3
1.3. Background . ... ... .. 3
1.4. Business CommUNi Cati ON .. ... ittt e e e e e 3
1.5, Indicati on TYPeS ..ttt e e e 4

2. CONVENL T ONS . ottt e e e 6

3. Def i NI ti ONS .. 6
3.0, Traffic .o e 6
3.2. Public Network Traffic ........ .. ... 6
3.3. Private Network Traffic ......... .. . .. 6
3.4, Break-1n ... 6
3.5, Break- Ut . ... e 6
3.6. Trust DOIMBI N .. ... e 6

4. Application of Terminology ......... ... .. 7

5. Overview of SOl Ution . ... ... 10

6. Proxy Behavi or .. ... .. ... . 11
6.1. P-Private-Network-Indication Generation ................... 11
6.2. P-Private-Network-Indication Consunption .................. 11
6.3. P-Private-Network-Indication Renoval ...................... 11
6.4. P-Private-Network-Indication Verification ................. 11

7. P-Private-Network-Indication Header Field Definition ........... 12

8. Security Considerati ONS . ......... . e 12

9. TANA Considerati ONS .. ... i e e e e e 13

10. AcknOW edgment S . .. ... 13

11. Ref @r@NCEeS . . . e 13
11.1. Normative References .......... ... i 13
11.2. Informative References .......... ... . @i, 14

van El burg, et al. I nf or mat i onal [ Page 2]



RFC 7316 Private Network Indication July 2014

1. Introduction
1.1. Overview

ETSI Tl SPAN ( Tel econmuni cati ons and I nternet converged Services and
Protocol s for Advanced Networking) defined Next Generation Networks
(NG\s), which use the 3GPP IP Miultinedia Subsystem (I Ms), which, in
turn, uses SIP [RFC3261] as its main signaling protocol. For nore
information on the IM5, a detailed description can be found in 3GPP
TS 23.228 [3GPP. 23.228] and 3GPP TS 24.229 [3GPP. 24.229]. 3GPP and
ETSI Tl SPAN have identified a set of requirenents that can be net by
defining a new optional SIP header, according to the procedures in
RFC 5727 [ RFC5727].

1.2. Applicability

The P-Private-Network-Indication header field is intended to be used
in controlled closed networks |ike 3GPP | M5 and ETSI Tl SPAN NGNs.

The P-Private-Network-Indication header is not intended for the
general Internet environnent and is probably not suitable for such an
envi ronment .

For exanple, there are no nechani sns defined to prevent spoofing of
this header. So, if a network were to accept calls carrying this
header fromthe general Internet, an attacker woul d be able to inject
information into private networks.

1.3. Background

The P-Private-Network-Indication header field has been referred to in
3GPP | M5 specifications and has al ready been used in sonme networks as
an indicator for a specific capability. The header field has already
been inplenented in sone vendors’ equipnment in sone countries. RFC
5727 [ RFC5727] prohibits the new proposal of P-header "unless

exi sting deploynents or standards use the prefix already". The

P- Privat e- Net work-Indi cation header field is already used by existing
depl oynents and 3GPP standards; therefore, this is exactly the case
where the P-header is allowed as an exception

1.4. Business Communi cation

ETSI Tl SPAN has identified a framework, which was adopted by 3GPP as
[3GPP. 22.519], for the support of business comunication capabilities
by the NGN. In addition to the direct attachment of Next Generation
Cor porate Network (NGCN) equi pnent, this includes the capability to

"host" functionality relating to an enterprise within the NGN itself.
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These hosting arrangenents are:

a) virtual leased line, where NGCN sites are interconnected through
the NGN;

b) business trunking application, where the NGN hosts transit
capabilities between NGCN s; break-in capabilities, where the NGN
converts public network traffic to private network traffic for
delivery at a served NGCN, and break-out capabilities, where the
NGN converts private network traffic froma served NGCN to public
network traffic; and

c) hosted enterprise services, where an NGN hosts originating and/or
term nating busi ness comuni cation capabilities for business
communi cati on users that are directly attached to an NG\

ETSI Tl SPAN has requirenents that can be net by the introduction of
an explicit indication for private network traffic.

The traffic generated or received by a public NGN on behalf of a
private network can be either

1) public network traffic: traffic sent to or received froman NG\
for processing according to the rules for ordinary subscribers of
a public tel ecomuni cati on network. This type of traffic is
known as public network traffic.

2) private network traffic: traffic sent to the NGN for processing
according to an agreed set of rules specific to an enterprise.
This type of traffic is known as private network traffic.
Private network traffic is normally exchanged within a single
enterprise, but private network traffic can al so be exchanged
between two or nore different enterprises, based on sone prior
arrangenents, if not precluded for regulatory reasons.

1.5. Indication Types

A private network indication as proposed by this document indicates
to the receiving network el ement (supporting this specification) that
this request is related to private network traffic as opposed to
public network traffic. This indication does not identify an end
user on a private network and is not for delivery to an end user on
the private network. It is an indication that special service
arrangenments apply (if such service is configured based on private
network traffic) for an enterprise; therefore, it is an indication of
service on behalf of an enterprise, not an indication of service to a
private network’s end user
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In order to allow NGN | M5 nodes to performdifferent processing, ETS
TI SPAN formul ated the followi ng requirements for NGN. The NGN shall:

a) distinguish public network traffic fromprivate network traffic;
and

b) distinguish private network traffic belonging to one enterprise
fromthat belonging to another enterprise.

To summari ze, a few exanple reasons for a public NGN to nake the
di stinction between the two types of traffic include:

1) Different regulations apply to two types of traffic, for exanple,
energency calls may be handl ed differently depending on the type
of traffic.

2) Different charging regimes may apply.

3) Call recording for business reasons (e.g., quality control,
traini ng, non-repudiation) nmight apply only to a specific type of
traffic.

4) Different |evels of signaling and/or media transparency may apply
to the different types of traffic.

There are several reasons why there is a need for an explicit
indication in the signaling:

a) Caller and call ee addresses cannot al ways be used to determ ne
whether a certain call is to be treated as private or public
network traffic.

b) Nodes spanning multiple networks often need to have different
behavi or dependi ng upon the type of traffic. Wen this is done
using inplicit schenes, enterprise-specific logic nust be
distributed across nultiple nodes in nultiple operators
networks. That is clearly not a nanageabl e architecture and
sol uti on.

c) There may be cases where treating the call as a public network
call although both participants are fromthe sane enterprise is
advant ageous to the enterprise.

Based on the background provided, this docurment formulates
requirenents for SIP to support an explicit private network

i ndi cation and defines a P-header, P-Private-Network-Indication, to
support those requirenents.
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2. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

3. Definitions
3.1. Traffic

In the context of this docunent, the term"traffic" is understood as
all communi cation pertaining to and/or controlled by a SIP
transaction or dial og.

3.2. Public Network Traffic

Traffic sent to or received froma public teleconmunication network
for processing according to the rules for ordinary subscribers of a
public tel ecomruni cati on network.

3.3. Private Network Traffic

Traffic sent to or received froma public teleconmunication network
for processing according to an agreed set of rules specific to an
enterprise or a community of closely related enterprises.

3.4. Break-In

Act of converting public network traffic to private network traffic.
The header defined in this specification will be added to indicate
the traffic is a private network traffic after conversion

3.5. Break-Qut

Act of converting private network traffic to public network traffic.
The header defined in this specification will be renoved to indicate
the traffic is a public network traffic after conversion

3.6. Trust Donmin

The term"trust domain" in this docunment is taken from P-Asserted-
ldentity [RFC3324]. A trust donain applies to the private network
i ndication. The rules for specifying such a trust domain are
specified in P-Asserted-ldentity [ RFC3324] and require the
specification of a Spec(T) as covered in Section 2.4 of [RFC3324].
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The sane information is required to specify a Spec(T) for purposes of
P-Private- Network-Indication as for P-Asserted-ldentity [RFC3324].
However, if a network is using P-Private-Network-Indication as well
as ot her header fields subject to Spec(T) (such as P-Asserted-
Identity), the Spec(T) for each header field will probably be
different fromthe others.

4. Application of Term nol ogy

Figure 1 shows the interconnection of sites belonging to two private
networ ks using the public network. Traffic in the public network
relating to the interconnection of the two sites of enterprise 1 are
tagged as private network traffic relating to enterprise 1. In
certain cases, an enterprise can also choose to send traffic from one
enterprise site to another enterprise site as public network traffic
when this is beneficial to the enterprise. Traffic in the public
network relating to the interconnection of the two sites of
enterprise 2 are tagged as private network traffic relating to
enterprise 2. Enterprise 1 also generates traffic to public phones,
and this is public network traffic (untagged in the public network).
There may be circunstances where traffic in the public network
between two different private networks is tagged as private network
traffic using a pre-arranged domai n name agreed by the two invol ved
enterprises. This is illustrated by the interconnection of the site
fromenterprise 3 and the site fromenterprise 4.
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e +
| private network |
Fom e e e o - + | <z===========traffi c==========> Fom e e e o - +
| enterprise | | (enterprise 1) | | enterprise
| 1 +--mna . +--mna + 1 |
| site 1 | | | | site 2 |
. + | E R | |
I public (. I I
/--\ | <=========net wor k========>| | o meee oo +
o/\ o | traffic | |
R L R + |
oot | |
public | I
phone | |
| private network |
oo - + | <===========traffi C::::::::::>| oo - +
| enterprise | | (enterprise 2) | | enterprise
| 2 S R S S R + 2 |
| site 1 | | | | site 2 |
S + | | S +
| |
| private network |
oo - + | <===========traffi C::::::::::>| oo - +
| enterprise | | (pre-arranged domai n nane) | | enterprise
| 3 +----- s +----- + 4 |
| site 1 | | | | site 1 |
R + | | R +
I I
e +

Figure 1: Two Private Networks

Figure 2 shows the interconnection of sites belonging to a private
networ k using the public network and supported in the public network
by a server providing a business trunking application. The business
trunki ng application provides routing capabilities for the enterprise
traffic and supports the identification of calls to and from public
networ k users and routing of break-in and break-out of that traffic.
(Note that the business trunking application may consist of a
concatenation of application logic provided to the originating
enterprise site and application logic that is provided to the

term nating enterprise site.) Traffic in the public network relating
to the interconnection of the two sites of enterprise 1 is tagged as
private network traffic relating to enterprise 1. The business
trunki ng application also routes traffic to public phones, and this
is public network traffic (untagged in the public network).
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o m o o e e +
| private network |

Fom e e e o - + | <===========traffi c============>+4------------ + |
| enterprise | | (enterprise 1) | | |
| 1 oo e + | |
| site 1 | | | business | |
R + | +----- + trunking | |
| public | | application]| |

/--\ | <=========net Wor k::::::::>| +- -+ | |

o/\ o | traffic | | |
R L R + | | | |
+----+ | | e + |
public | | |
phone | | |

| private network | |

omm e e e e e oo + | <===========traf fi c=========>| |
| enterprise | | (enterprise 1) | |
| 1 S R e e e e e eaeeaaaa + |
| site 2 | | |
S + | |
| |

oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +

Figure 2: Private Network and Busi ness Trunking

Figure 3 shows the interconnection of sites belonging to a private
network on a server providing a hosted enterprise service application
(al so known as Centrex). The hosted enterprise service application
supports phones belonging to the enterprise and is also able to route
traffic to and from public network phones using break-in or break-out
functionality. Traffic in the public network relating to the

i nterconnection of the site of enterprise 1 and the hosted enterprise
service belonging to enterprise 1 is tagged as private network
traffic relating to enterprise 1. The hosted enterprise service
application also routes traffic to public phones, and this is public
network traffic (untagged in the public network). Traffic fromthe
enterprise phones would not nornmally be tagged, but it can be tagged
as private network traffic. (Note that the hosted enterprise service
| ogi c may precede or succeed a business trunking application that

of fers services on behalf of an enterprise site.)
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o m o o e e +
| private network |

Fom e e e o - + | <===========traffi c============>+4------------ + |
| enterprise | | (enterprise 1) | |
| 1 +----- R + hosted | |
| site 1 | | | enterprise | |
R + | +----- + service | |
| public | | enterprise | |

/--\ | <=========net Wor k::::::::>| +--+ 1 | |

o/\ o | traffic | | |
R L R + | | | |
+----+ | | e + |
public | | |
phone | | |

| private network | |

/--\ | <===========traffi C:::::::::>| |

o/\ o | (enterprise 1) | |
R LT e + |

+ome -+ | |
enterprise | |
phone | |

oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +

Fi gure 3: Hosted Service and Private Network
5. Overview of Solution

The nmechani sm proposed in this docunent relies on a new header field
called 'P-Private-Network-Indication” that contains a private network
identifier expressed as a donain nanme, for exanple:

P- Privat e- Net wor k- I ndi cati on: exanpl e.com

A proxy server that handl es a nmessage MAY insert such a P-Private-
Net wor k-1 ndi cati on header field into the nmessage based on

aut hentication of the source of a nessage, configuration, or |oca
policy. A proxy server MAY forward the message to other proxies in
the sane administrative domain or proxies in a trusted domain to be
handl ed as private network traffic. A proxy that forwards a nessage
to a proxy server or user agent (UA) that it does not trust MJST
remove the P-Private-Network-Indication header field before
forwardi ng the nessage.

The private network identifier expressed as a domain nanme allows it
to be a globally unique identifier, associated with the originating
and/or termnating enterprise(s). Domain nane is used, as it allows
reuse of a conpany-owned Internet domain nane without requiring an
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additional private network identifier registry. Wen the enterprise
needs nore than one identifier, it can freely add subdomai ns under
its own control

The formal syntax for the P-Private-Network-1ndication header is
presented in Section 7.

6. Proxy Behavi or
6.1. P-Private-Network-Indication Generation

Proxies that are responsible for determining certain traffic to be
treated as private network traffic or contain a break-in function
that converts incomng public network traffic to private network
traffic MUST insert a P-Private-Network-1ndication header field into
i ncom ng or outgoing requests for a dialog or for a standal one
transaction. The value MJUST be set to the private network identifier
corresponding to the enterprise(s) to which the traffic bel ongs.

6.2. P-Private-Network-Indication Consunption

Proxi es that are responsible for applying different processing
behaviors to specific private network traffic MJST support this
extension. The P-Private-Network-Indication header field MJUST NOT be
used by a proxy in case it is received in a request froman entity
that it does not trust; in such a case, it MJST be renoved before the
request is forwarded.

6.3. P-Private-Network-Indication Renoval

Proxies that are at the edge of the trust domain or contain a break-
out function that converts incomng private network traffic to public
network traffic MJUST renpve the P-Private-Network-1ndication header
field before forwarding a request that contains such a header field.

6. 4. P-Pri vat e- Net wor k-1 ndi cation Verification

When proxies supporting this specification receive a P-Private-

Net wor k-1 ndi cati on header field in a SIP request froma trusted node,
proxi es MJST check whether the received domain nane in the request is
the sane as the domain nane associated with the provisioned donain
nane. |If the received donai n name does not nmatch, proxies MJST
remove the P-Private-Network-Indication header field.
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7. P-Pri vat e- Net wor k-1 ndi cati on Header Field Definition

Thi s docunent defines the SIP P-Private-Network-Indication header
field. This header field can be added by a proxy to initial requests
for a dialog or standal one requests. The presence of the P-Private-
Net wor k- I ndi cati on header field signifies to proxies that understand
the header field that the request is to be treated as private network
traffic. The P-Private-Network-Indication header field contains a
domai n nane value that allows the private network traffic to be
associated with an enterprise to which it belongs and all ows proxies
that understand this header field to process the request according to
the local policy configured for a specific enterprise(s).

The Augment ed Backus- Naur Form (ABNF) [ RFC5234] syntax of the
P-Pri vat e- Net wor k-1 ndi cati on header field is described bel ow

P- Pri vat e- Net wor k-1 ndi cati on = "P-Privat e- Net work-1Indi cati on® HCO.ON
PNl -val ue *(SEM PNl - param

generi c- param

host nane

PNI - par am
PNl - val ue

EQUAL, HCOLON, SEM, hostnane, and generic-paramare defined in RFC
3261 [ RFC3261].

The following is an exanple of a P-Private-Network-Indication header
field:

P- Privat e- Net wor k- I ndi cati on: exanpl e.com
8. Security Considerations

The private network indication defined in this docunent MJUST only be
used in the traffic transported between network el enents that are
mutual ly trusted. Traffic protection between network el ements can be
achi eved by using security protocols such as | P Encapsul ating
Security Payload (ESP) [ RFC4303] or SIP / Transport Layer Security
(SIP/TLS) or sonetimes by physical protection of the network. |In any
case, the environnent where the private network indication will be
used needs to ensure the integrity and the confidentiality of the
contents of this header field.

A private network indication received froman untrusted node MUST NOT
be used, and the information MJST be renmoved froma request or
response before it is forwarded to entities in the trust domain.
Additionally, local policies may be in place that ensure that al
requests entering the trust domain for private network indication
fromuntrusted nodes with a private network indication will be

di scarded
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There is a security risk if a private network indication is allowed
to propagate out of the trust domain where it was generated. The
indication may reveal information about the identity of the caller,
i.e., the organization that he belongs to. That is sensitive
information. It also reveals to the outside world that there is a
set of rules that this call is subject to that is different then the
rules that apply to public traffic. That is sensitive information
too. To prevent such a breach from happening, proxies MJST NOT
insert the information when forwardi ng requests to a next hop |ocated
outside the trust domain. Wen forwarding the request to a trusted
node, proxies MJST NOT insert the header field unless they have

suf ficient know edge that the route set includes another proxy in the
trust dommin that understands this header field. However, howto

| earn such know edge is out of the scope of this document. Proxies
MJST renove the information when forwardi ng requests to untrusted
nodes or when the proxy does not have know edge of any other proxy in
the route set that is able to understand this header field.

9. | ANA Consi derations
Thi s docunent defines a new SIP header field: P-Private-Network-
I ndication. This header field has been registered by the 1ANA in the
"SI P Paraneters" registry under the "Header Fields" subregistry.
RFC Nunber: [RFC7316]
Header Field Nane: P-Private-Network-1ndication
Conmpact Form none
10. Acknow edgnents
The authors would like to thank Richard Barnes, Mary Barnes, Atle
Monrad, Bruno Chatras, John Elwell, and Salvatore Loreto for
provi ding coments on an early version of this docunent. Further, we
thank John Elwell for performng the expert review
11. References

11.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997

[ RFC3261] Rosenberg, J., Schul zrinne, H, Camarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, and E
School er, "SIP: Session Initiation Protocol", RFC 3261
June 2002.

van El burg, et al. I nf or mat i onal [ Page 13]



RFC 7316 Private Network Indication July 2014
[ RFC3324] Watson, M, "Short Term Requirenents for Network Asserted
ldentity", RFC 3324, Novenber 2002.
[ RFC5234] Crocker, D., Ed., and P. Overell, "Augnented BNF for
Syntax Specifications: ABNF', STD 68, RFC 5234, January
2008.
11.2. Informative References

[ 3GPP. 22. 519]

3GPP, "Busi ness Communi cation Requirenents", TS 22.519.

[ 3GPP. 23. 228]

3CGPP, "IP Multimedia Subsystem (I MS); Stage 2", 3CGPP TS
23.228 V8, July 2007.

[ 3GPP. 24. 229] 3GPP, "Internet Protocol (IP) nultinedia call control

[ RFC5727]

[ RFC4303]

van El burg,

protocol based on Session Initiation Protocol (SIP) and
Sessi on Description Protocol (SDP); Stage 3", 3GPP TS
24.229 V8, July 2007.

Peterson, J., Jennings, C., and R Sparks, "Change Process
for the Session Initiation Protocol (SIP) and the Real -
time Applications and Infrastructure Area", BCP 67, RFC
5727, March 2010.

Kent, S., "IP Encapsul ating Security Payl oad (ESP)", RFC
4303, Decenber 2005.

et al. I nf or mat i onal [ Page 14]



RFC 7316 Private Network Indication July 2014

Aut hors’ Addresses

Hans Eri k van El burg

Det econ | nternational Grbh
(ber kassel erstrasse 2

Bonn 53227

Ger many

EMail: ietf.hanserik@nmail.com

Keith Drage

Al cat el - Lucent

The Quadrant, Stonehill G een, Wstlea
Swi ndon SN5 7DJ

UK
EMai | : drage@l catel -1 ucent.com
Mayum Chsugi

NTT Cor poration

Phone: +81 422 36 7502
EMai | : mayumi . ohsugi @tt-at.co.jp

Shi da Schubert
NTT Cor poration

Phone: +1 415 323 9942
EMail : shida@tt-at.com

Kenjiro Arai

NTT Cor poration

9-11, Mdori-cho 3-Chone
Musashi no-shi, Tokyo 180-8585
Japan

Phone: +81 422 59 3518

EMai | . arai.kenjiro@ab.ntt.co.jp
URI : http://ww. ntt.co.jp

van El burg, et al. I nf or mat i onal [ Page 15]






