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Abst ract

To obtain repeatable results in nodern networks, test descriptions
need an expanded stream paraneter framework that al so augnents
aspects specified as Type-P for test packets. This nmeno updates the
| P Performance Metrics (I PPM Franmework, RFC 2330, with advanced
consi derations for measurenent nethodol ogy and testing. The existing
framework nostly assunes determnistic connectivity, and that a
single test streamw || represent the characteristics of the path
when it is aggregated with other flows. Networks have evol ved and
test stream descriptions nust evolve with them otherw se, unexpected
network features may doni nate the measured perfornmance. This nenp
descri bes new stream paraneters for both network characterization and
support of application design using | PPMmetrics.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7312.
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1.

I nt roducti on

The | ETF | PPM working group first created a framework for nmetric
devel opment in [RFC2330]. This framework has stood the test of tine
and enabl ed devel opnent of nmany fundanental netrics, while only being
updated once in a specific area [ RFC5835].

The |1 PPM framewor k [ RFC2330] generally relies on several assunptions,
one of which is not explicitly stated but assuned: |ightly | oaded
paths conformto the linear "serialization delay = packet size /
capacity" equation, and they are state-less or history-less (with
sonme exceptions, e.g., firewalls are nentioned). However, this does
not hold true for many nodern network technol ogi es, such as reactive
pat hs (those with demand-driven resource allocation) and links with
time-slotted operation. Per-flow state can be observed on test
packet streans, and such treatnent will influence network
characterization if it is not taken into account. Flow history wll
al so affect the perfornmance of applications and be perceived by their
users.

Mor eover, Sections 4 and 6.2 of [RFC2330] explicitly recomrend

r epeat abl e neasurenment netrics and nethodol ogi es. Measurenents in
today’s access networks illustrate that methodol ogi cal guidelines of
[ RFC2330] nust be extended to capture the reactive nature of these
networks. There are proposed extensions to allow nmet hodol ogies to
fulfill the continuity requirement stated in Section 6.2 of

[ RFC2330], but it is inpossible to guarantee they can do so.
Practical neasurenents confirmthat sonme link types exhibit distinct
responses to repeated neasurenents with identical stimulus, i.e.,
identical traffic patterns. |f feasible, appropriate fine-tuning of
measurenent traffic patterns can inprove neasurenent continuity and
repeatability for these link types as shown in [IBD].

This nmeno updates the | PPM franmework [ RFC2330] with advanced

consi derations for neasurenent nethodol ogy and testing. W note that
the scope of IPPMwork at the tine of the publication of [RFC2330]
(and during nmore than a decade that followed) was linmted to active
techni ques or those that generate packet streams that are dedicated
to neasurenent and do not nonitor user traffic. This meno retains
that sane scope.

We stress that this update of [RFC2330] does not invalidate or
require changes to the analytic nmetric definitions prepared in the
| PPM working group to date. Rather, it adds considerations for
active measurenent nethodol ogi es and expands the inportance of

exi sting conventions and notions in [RFC2330], such as "packets of
Type- P".
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Among t he evol utionary networki ng changes is a phenonenon we cal
"reactive behavior", as defined bel ow.

1.1. Definition: Reactive Path Behavi or

Reactive path behavior will be observable by the test packet stream
as a repeatabl e phenomenon where packet transfer performance
characteristics *change* according to prior observations of the
packet flow of interest (at the reactive host or link). Therefore,
reactive path behavior is nonmnally deternministic with respect to the
flow of interest. Oher flows or traffic |oad conditions may result
in additional performance-affecting reactions, but these are externa
to the characteristics of the flow of interest.

In practice, a sender may not have absolute control of the ingress
packet stream characteristics at a reactive host or link, but this
does not change the deterninistic reactions present there. |If we
measure a path, the arrival characteristics at the reactive host/Ilink
are determ ned by the sending characteristics and the transfer
characteristics of intervening hosts and links. ldentical traffic
patterns at the sending host m ght generate different patterns at the
i nput of the reactive host/link due to inmpairnents in the

i ntermedi ate subpath. The reactive host/link is expected to provide
a determnistic response on identical input patterns (conposed of all
flows, including the flow of interest).

O her than the size of the payload at the layer of interest and the
header itself, packet content does not influence the neasurenent.
Reactive behavior at the IP layer is not influenced by the TCP ports
in use, for exanple. Therefore, the indication of reactive behavior
must include the |ayer at which nmeasurements are instituted.

Exanmpl es include links with Active/lnactive state detectors, and
hosts or links that revise their traffic serving and forwarding rates
(up or down) based on packet arrival history.

Al'though difficult to handle froma neasurenent point of view,
reactive paths’ entities are usually designed to inprove overal

net wor k performance and user experience, for exanple, by making
capacity available to an active user. Reactive behavior may be an
artifact of solutions to allocate scarce resources according to the
demands of users; thus, it is an inportant problemto solve for
measur enent and ot her disciplines, such as application design.
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1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Scope

The purpose of this menp is to foster repeatabl e measurenent results
in nodern networks by highlighting the key aspects of test streans
and packets and making them part of the | PPM franeworKk.

The scope is to update key sections of [RFC2330], adding
considerations that will aid the devel opnent of new measurenent

met hodol ogi es intended for today’s IP networks. Specifically, this
meno descri bes useful stream paraneters that conpl enent the
paraneters discussed in Section 11.1 of [RFC2330] and the paraneters
described in Section 4.2 of [RFC3432] for periodic streans.

The neno al so provi des new consi derations to update the criteria for
metrics in Section 4 of [RFC2330], the neasurenent nethodol ogy in
Section 6.2 of [RFC2330], and other topics related to the quality of
metrics and nethods (see Section 4).

O her topics in [RFC2330] that night be updated or augnented are
deferred to future work. This includes the topics of passive and
various forns of hybrid active/passive neasurenents.

3. New or Revised Stream Paraneters

There are several areas where neasurenent methodol ogy definition and
test result interpretation will benefit from an increased
under st andi ng of the stream characteristics and the (possibly
unknown) network conditions that influence the measured netrics.

1. Network treatnent depends on the fullest extent on the "packet of
Type-P" definition in [ RFC2330], and has for sone tinme.

* State is often maintained on the per-flow basis at various
points in the path, where "flows" are determ ned by IP and
other layers. Significant treatnent differences occur with
the sinplest of Type-P paraneters: packet |ength. Use of
multiple | engths i s RECOMVENDED.

* Payl oad content optimzation (conpression or format
conversion) in intermedi ate segnents breaks the convention of
payl oad correspondence when correl ati ng neasurenents are nade
at different points in a path.
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Packet history (instantaneous or recent test rate or inactivity,
al so for non-test traffic) profoundly influences measured
performance, in addition to all the Type-P parameters descri bed
in [ RFC2330] .

Access technol ogy may change during testing. A range of transfer
capacities and access nethods nay be encountered during a test
session. \Wen different interfaces are used, the host seeking
access will be aware of the technol ogy change, which
differentiates this formof path change from other changes in
network state. Section 14 of [RFC2330] addresses the possibility
that a host may have nore than one attachnment to the network, and
al so that assessnment of the neasurement path (route) is valid for
some length of tinme (in Sections 5 and 7 of [RFC2330]). Here, we
combi ne these two consi derati ons under the assunption that
changes may be nore frequent and possi bly have greater
consequences on perfornmance netrics.

Pat hs including Iinks or nodes with tinme-slotted service
opportunities represent several chall enges to neasurenent (when
the service tinme period is appreciable):

* Random unbi ased sanpling is not possible beyond one such |ink
in the path.

* The above encourages a segnented approach to end-to-end
measur enent, as described in [RFC6049] for Network
Characterization (as defined in [RFC6703]), to understand the
full range of delay and delay variation on the path.
Alternatively, if application performance estimation is the
goal (also defined in [ RFC6703]), then a stream w th unbi ased
or known-bi as properties [ RFC3432] may be sufficient.

* Milti-npdal delay variation nmakes central statistics
uni nportant; others nust be used instead.

Each of these topics is treated in detail bel ow

3. L.

e

Test Packet Type-P

recomrend two Type-P paraneters to be added to the factors that

have i npact on path perfornance neasurenents, nanely packet |ength
and payl oad type. Carefully choosing these paraneters can inprove
measur enent net hodol ogies in their continuity and repeatability when
depl oyed in reactive paths
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3.1.1. Miltiple Test Packet Lengths

Many instances of network characterization using | PPM netrics have
relied on a single test packet length. Wen testing to assess
application performance or an aggregate of traffic, benchmarking
met hods have used a range of fixed |engths and frequently augnented
fixed-size tests with a nmixture of sizes, or Internet Mx (IMX) as
described in [ RFC6985] .

Test packet length influences delay neasurenents, in that the | PPM
one-way delay netric [RFC2679] includes serialization tine inits
first-bit to last-bit tinestanping requirenents. However, different
sizes can have a larger influence on link delay and |ink del ay
variation than serialization would explain alone. This effect can be
non-|inear and change the instantaneous network perfornmance when a
different size is used, or the performance of packets follow ng the
si ze change

Repeatability is a main nmeasurenent nethodol ogy goal as stated in
Section 6.2 of [RFC2330]. To elimnate packet |ength as a potenti al
measur enent uncertainty factor, successive neasurements nust use
identical traffic patterns. |In practice, a conbination of random
payl oad and random start tinme can yield representative results as
illustrated in [IRR.

3.1.2. Test Packet Payl oad Content Optim zation

The aimfor efficient network resource use has resulted in depl oynent
of server-only or client-server |ossless or |ossy payl oad conpression
techni ques on sone |inks or paths. These optimizers attenpt to
conmpress high-volune traffic in order to reduce network load. Files
are anal yzed by application-layer parsers, and parts (like conments)
m ght be dropped. Although typically acting on HTTP or JPEG files,
conpression mght affect neasurenent packets, too. |In particular,
measur enent packets are qualified for efficient conpression when they
use standard plain-text payload. W note that use of transport-|ayer
encryption will counteract the depl oynent of network-based anal ysis
and may reduce the adoption of payload optinizations, however.

| PPM conf orm ng nmeasurenents shoul d add packet payl oad content as a
Type-P paraneter, which can help to inprove nmeasurenent determ nism
Sone packet payl oads are nore susceptible to conpression than others,
but optimizers in the nmeasurenent path can be out ruled by using

i nconpressi bl e packet payload. This payload content could be
supplied by a pseudo-random sequence generator or by using part of a
conpressed file (e.g., a part of a ZI P conpressed archive)
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Optim zation can go beyond the scope of one single data or
measurenent stream Many nore client- or network-centric

optim zation technol ogi es have been proposed or standardi zed so far,
i ncl udi ng Robust Header Conpression (ROHC) and Voice over I|P
aggregation as presented, for instance, in [EEAW. Were
optinmization is feasible and val uable, many nore of these

technol ogies may follow. As a general observation, the nore
concurrent flows an internedi ate host treats and the | onger the paths
shared by flows are, the higher becomes the incentive of hosts to
aggregate flows belonging to distinct sources. Masurenents should
consider this potential additional source of uncertainty with respect
to repeatability. Aggregation of flows in networking devices can,
for instance, result in reciprocal timng and performance influence
of these flows, which nay exceed typical reciprocal queueing effects
by orders of magnitude

3.2. Packet History

Recent packet history and instantaneous data rate influence
measurenent results for reactive |inks supporting on-demand capacity
al l ocation. Measurenment uncertainty may be reduced by know edge of
measur enent packet history and total host |oad. Additionally, small
changes in history, e.g., because of |ost packets along the path, can
be the cause of |arge perfornmance variations.

For instance, delay in reactive 3G networks |ike H gh Speed Packet
Access (HSPA) depends to a large extent on the test traffic data
rate. The reactive resource allocation strategy in these networks
affects the uplink direction in particular. Small changes in data
rate can be the reason of nore than a 200% i ncrease in del ay,
dependi ng on the specific packet size. A detailed theoretical and
practical analysis of Radio Resource Control (RRC) link transitions
whi ch can cause such behavior in Universal Mdbile Terrestrial System
(UMIS) networks, is presented, e.g., in [RRC.

3.3. Access Technol ogy Change

[ RFC2330] discussed the scenario of nulti-honed hosts. |If hosts
becone aware of access technol ogy changes (e.g., because of IP
address changes or |ower-layer information) and nake this information
avai | abl e, neasurenent net hodol ogi es can use this information to

i nprove measurenent representativeness and rel evance.

However, today’s various access network technol ogi es can present the
same physical interface to the host. A host may or may not becone
aware when its access technol ogy changes on such an interface.
Measurenents for paths that support on-denmand capacity allocation
are, therefore, challenging in that it is difficult to differentiate
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bet ween access technol ogy changes (e.g., because of nobility) and
reactive path behavior (e.g., because of data rate change).

3.4. Tinme-Slotted Randommess Cancel | ati on

Tinme-slotted operation of path entities -- interfaces, routers, or
links -- in a network path is a particular challenge for
measurenents, especially if the time-slot period is substantial. The

central observation as an extension to Poisson streamsanpling in
[ RFC2330] is that the first such tinme-slotted conponent cancels
unbi ased neasurenent stream sanpling. |In the worst case, tine-
slotted operation converts an unbi ased, random neasurenent packet
streaminto a periodic packet stream Being heavily biased, these
packets may interact with periodic behavior of subsequent time-
slotted network entities [ TSRC].

Ti me-sl otted randomess cancel l ati on (TSRC) sources can be found in
virtually any system network component or path, their inmpact on
measurenents being a matter of the order of magnitude when conpared
to the nmetric under observation. Exanples of TSRC sources include,
but are not limted to, systemclock resolution, operating system
ticks, time-slotted conponent or network operation, etc. The anount
of nmeasurenent bias is determ ned by the particul ar neasurenent
stream relative offset between allocated tinme slots in subsequent
path entities, delay variation in these paths, and other sources of
vari ation. Measurenent results m ght change over time, depending on
how accurately the sending host, receiving host, and tinme-slotted
conponents in the neasurenent path are synchronized to each other and
to global tinme. |If path segnents maintain flow state, flow paraneter
change or flow reallocations can cause substantial variation in
nmeasurenent results.

Practical neasurenments confirmthat such interference limts del ay
measurenent variation to a subset of theoretical val ue range

Measur enent sanpl es for such cases can aggregate on artificial
limts, generating multi-nodal distributions as denonstrated in
[IRR]. In this context, the desirable measurenment sanple statistics
differentiate between nulti-nodal delay distributions caused by
reactive path behavior and the ones due to tinme-slotted interference.

Measur enent et hodol ogy selection for tine-slotted paths depends to a
| arge extent on the respective viewoint. End-to-end netrics can
provi de accurate neasurenment results for short-term sessions and | ow
I'i kelihood of flow state nodifications. Applications or services
that aimat approxi mating path performance for a short tine interva
(in the order of mnutes) and expect stable path conditions should,
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therefore, prefer end-to-end netrics. Here, stable path conditions
refer to any kind of global know edge concerni ng neasurenent path
flow state and fl ow paraneters.

However, if long-termforecast of tine-slotted path performance is

the mai n nmeasurenent goal, a segnented approach relying on

measur enent of subpath netrics is preferred. Regenerating unbiased
measurenent traffic at any hop can help to reveal the true range of
pat h performance for all path segnents.

4. Quality of Metrics and Met hodol ogi es

[ RFC6808] proposes repeatability and continuity as one of the metric
and net hodol ogy properties to infer on measurenent quality.
Depending mainly on the set of controlled neasurenent paraneters,
measur enents repeated for a specific network path using a specific
met hodol ogy may or may not yield repeatable results. Chall enging
measur enent scenari os for adequate paraneter control include
wireless, reactive, or tine-slotted networks as discussed earlier in
this document. This section presents an expanded definition of
"repeatability” beyond the definition in [RFC2330] and an expanded
exam nation of the concept of "continuity" in [RFC2330] and its
limted applicability.

4.1. Revised Definition of Repeatability
[ RFC2330] defines repeatability in a general way:

"A nmethodol ogy for a nmetric should have the property that it is
repeatable: if the nmethodology is used nmultiple tinmes under identica
conditions, the same nmeasurenments should result in the same
nmeasurenents. "

The challenge is to develop this definition further, such that it
becones an objective neasurable criterion (and does not depend on the
concept of continuity discussed below). Fortunately, this topic has
been treated in other IPPMwork. In BCP 176 [RFC6576], the criteria
of equivalent results was agreed as the surrogate for
interoperability when assessing netric RFCs for Standards Track
advancenment. The criteria of equival ence were expressed as objective
statistical requirenents for conparison across the sane

i npl ement ati ons and i ndependent inplenentations in the test plans
specific to each RFC eval uated ([ RFC2679] in the test plan of

[ RFC6808]) .

The tests of [RFC6808] rely on nearly identical conditions to be

present for analysis and accept that these conditions cannot be
exactly identical in the production network paths used. The test
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4.

2

pl ans all ow some correction factors to be applied (sonme statistica
tests are hyper-sensitive to differences in the mean of

di stributions) and recogni ze the original findings of [RFC2330]
regardi ng excess sanpl e si zes.

One way to view the reliance on identical conditions is to viewit as
a chal l enge: How few paraneters and path conditions need to be
controlled and still produce repeatabl e net hods/ neasurenents?

Al t hough the test plan in [ RFC6808] docunented nunerical criteria for
equi val ence, we cannot specify the exact nunerical criteria for
repeatability *in general*. The process in the BCP [ RFC6576] and
statistics in [ RFC6808] have been used successfully, and the
nunerical criteria to declare a nmetric repeatabl e should be agreed by
all interested parties prior to neasurenent.

We revise the definition slightly, as follows:

A met hodol ogy for a metric should have the property that it is
repeatable: if the methodology is used nultiple times under

i dentical conditions, the methods shoul d produce equival ent
nmeasurenent results.

Continuity No Longer an Alternative Repeatability Criterion

In the original framework [ RFC2330], the concept of continuity was
introduced to provide a relaxed criteria for judging repeatability
and was described in Section 6.2 of [RFC2330] as follows:

"...a nethodol ogy for a given netric exhibits continuity if, for
smal | variations in conditions, it results in small variations in the
resulting neasurenents."

Al t hough there are conditions where netrics may exhibit continuity,
there are others where this criteria would fail for both user traffic
and active measurenent traffic. Consider |ink fragnentation and the
non-linear increase in delay when we increase packet size just beyond
the limt of a single fragnment. An active neasurenent packet woul d
see the same del ay increase when exceedi ng the fragment size.

The Bul k Transfer Capacity (BTC) [RFC3148] gives another exanple in
Section 1, bottom of page 2

There is al so evidence that nmost TCP inpl ementati ons exhibit non-
I i near performance over some portion of their operating region

It is possible to construct sinple simnulation exanpl es where
incremental inprovenents to a path (such as raising the |link data
rate) results in |ower overall TCP throughput (or BTC) [ Mat98].
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4. 3.

Fab

Clearly, the tine-slotted network el ements described in Section 3.4
of this docunent also qualify as a new exception to the ideal of
continuity.

Therefore, we deprecate continuity as an alternate criterion on
metrics and prefer the nore exact evaluation of repeatability
i nst ead.

Metrics Shoul d Be Actionabl e

The I P Performance Metrics Franework [ RFC2330] includes useful ness as
a metric criterion:

"...The metrics nmust be useful to users and providers in
under st andi ng the performance they experience or provide...".

When consi dering nmeasurenents as part of a maintenance process,

eval uati on of neasurenent results for a path under observation can
draw attention to potential performance probl ens "somewhere" on the
path. Anomaly detection is, therefore, an inportant phase and first
step that already satisfies the usefulness criterion for many
metrics.

This concept of useful ness can be extended, becomi ng a subset of what
we refer to as "actionable" criterion in the following. W note that
this is not the termfroml aw.

Central to maintenance is the isolation of the root cause of reported
anomal i es down to a specific subpath, link or host, and netrics
shoul d support this second step as well. While detection of path
anomaly may be the result of an on-going nmonitoring process, the
second step of cause isolation consists of specific, directed on-
demand measurenents on conponents and subpaths. Metrics nmust support
users in this directed search, becom ng actionabl e:

Metrics nust enabl e users and operators to understand path
performance and SHOULD help to direct corrective actions when
war r ant ed, based on the neasurenment results.

Besi des characterizing netrics, useful ness and actionabl e properties
are al so applicable to nethodol ogi es and neasur enents.
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4.4. 1t May Not Be Possible To Be Conservative

4.

4.

[ RFC2330] adopts the term "conservative" for neasurenent
met hodol ogi es for which:

"... the act of neasurenent does not nodify, or only slightly
nmodi fi es, the value of the perfornmance netric the methodol ogy
attenpts to neasure."

It should be noted that this definition of "conservative" in the
sense of [RFC2330] depends to a |arge extent on the neasurenent
path’s technol ogy and characteristics. |In particular, when depl oyed
on reactive paths, subpaths, links or hosts conforming to the
definition in Section 1.1 of this docunment, measurenent packets can
originate capacity (re)allocations. In addition, small neasurenent
flow variations can result in other users on the sane path perceiving
significant variations in neasurenent results. Therefore:

It is not always possible for the nethod to be conservati ve.
5. Spatial and Tenporal Conposition Support Unbiased Sanpling

Concepts related to tenporal and spatial conposition of netrics in
Section 9 of [RFC2330] have been extended in [RFC5835]. [ RFC5835]
defines nultiple new types of netrics, including Spatial Conposition,
Tempor al Aggregation, and Spatial Aggregation. So far, only the
metrics for Spatial Conposition have been standardi zed [ RFC6049],
providing the ability to estimate the performance of a conplete path
fromsubpath netrics. Spatial Conposition aligns with the finding of
[ TSRC] that unbiased sanpling is not possible beyond the first tine-
slotted link within a neasurenment path.

I n cases where unbi ased nmeasurenent for all segnents of a path is
not feasible due to the presence of a tine-slotted link, restoring
randommess of measurenent sanpl es when necessary is recomended as
presented in [TSRC], in conbination with Spatial Conposition

[ RFC6049] .

6. Wien to Truncate the Poi sson Sanpling Distribution

Section 11.1.1 of [RFC2330] describes Poisson sanpling, where the

i nter-packet send times have a Poisson distribution. A path el ement
with reactive behavior sensitive to flow inactivity could change
state if the randominter-packet tine is too |ong.

It is recomended to truncate the tail of Poisson distribution
when needed to avoid reactive el enent state changes
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Tail truncation has been used wi thout issue to ensure that mninmm
sampl e sizes can be attained in a fixed-test interval

5. Concl usi ons

Saf eguardi ng repeatability as a key property of neasurenent

met hodol ogi es is highly chall enging and sometines inpossible in
reactive paths. Measurenents in paths with demand-driven all ocation
strategies nust use a prototypical application packet streamto infer
a specific application’s performance. Measurenent repetition with
unbi ased network and flow states (e.g., by rebooting neasurenent
hosts) can help to avoid interference with periodi c network behavior,
wi th randomess being a nandatory feature for avoiding correl ation
with network timng.

Inferring the path performance between one neasurenent session or
packet stream and ot her sessions/streans with alternate
characteristics is generally discouraged with reactive paths because
of the huge set of global paraneters that have influence on

i nst ant aneous path performance.

6. Security Considerations

The security considerations that apply to any active neasurenent of
live paths are relevant here as well. See [RFC4656] and [ RFC5357].

VWhen consi dering privacy of those involved in nmeasurenent or those
whose traffic is neasured, the sensitive information available to
potential observers is greatly reduced when using active techniques
that are within this scope of work. Passive observations of user
traffic for measurenent purposes raise many privacy issues. W refer
the reader to the privacy considerations described in the Large Scal e
Measur ement of Broadband Perfornmance (LMAP) Franmework [LMAP], which
covers active and passive techni ques.
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