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Tel net Data Entry Term nal Option

1. Command Nane and code:

DET 20

2. Command Meani ngs

| AC WLL DET
The sender of this comand REQUESTS or AGREES to send and
recei ve subcommands to control the Data Entry Term nal

| AC WONT DET
The sender of this comand REFUSES to send and receive
subcomuands to control the Data Entry Term nal

I AC DO DET
The sender of this comand REQUESTS or AGREES to send and
recei ve subcommands to control the Data Entry Terni nal

| AC DONT DET
The sender of this comand REFUSES to send and receive
subcommands to control the Data Entry Term nal

The DET option wuses five classes of subcommands 1) to
establish the requi renents and capabilities of the
application and the termnal, 2) to format the screen, and
to control the 3) wedit, 4) erasure, and 5) transm ssion
functions. The subcommands that performthese functions are
descri bed bel ow.

T _he N_etwrk V_irtual _D_ ata E_ntry_ T _ erni nal (NVDET)

The NVDET consists of a keyboard and a rectangul ar
di spl ay. The keyboard is capable of generating all of
the characters of the ASCI| character set. In addition
the keyboard may possess a number of function keys which
when pressed cause a FN subconmmand to be sent. (Although
most DET's will support one or nore peripheral devices
such as a paper tape reader or a printer, this option
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does not consider their support. Support of periphera
devi ces should be treated by a separate option.)

The screen of the data entry terminal is a rectangle M
characters by Nlines. The values of Mand N are set by
negotiating the Qutput Line Wdth and OQutput Page Size
options, respectively. The next writing position (Xx,Y)
on the screen (where x is the character position andy is
the position of the line on the screen) is indicated by a
speci al display character called the cursor. The cursor
may be nmoved to any position on the screen wthout

di sturbi ng any characters already on the screen. Cur sor
addr essi ng in exi sting termnals wutilizes severa
t opol ogi es and addressing nethods. In order to nmake the

burden of inpl enentaton as easy as possible this protoco
supports two topologies (the finite plane and the helica
torus) and three addressing nethods ((x,y); x and y, and

relative increnents). Since the finite plane with
absolute addressing is the |least anbiguous and the
easiest to translate to and fromthe others, it is the

default schenme used by the NVDET. The torodial formwth
either relative or absolute addressing is provided for
convi ence.

Al so the NVDET provides a nmechanismfor defining on the
screen fields with special attributes. For exanpl e,
characters entered into these fields nmay be displayed
with brighter intensity, highlighted by reverse video or
blinking, or protected from nodification by the user
This latter feature is one of the nost heavily used for
applications where the DET displays a formto be filled
out by the user.

The definition of the NVDET  uses Tel net option
subnegotiations to acconplish all of its functions.

Since none of the ASCII characters sent in the data
stream have been used to define these functions, the DET
option can be used in a "raw' or even "rare" node. In
circunstances where the application program knows what
kind of terminal is on the other end, it <can send the
ASCI | characters required to control functions not
supported by the option or an inplenentation. |In genera

keeping all NVDET functions out of the data stream
provi des better flexibility.

F_acility F_unctions (for detailed semantics see Section 5.)

| AC SB DET <DET facility subcomrand><facility map> | AC SE

where <DET facility subcomand> is one 8-bit byt e
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indicating the <class of the facilities to be descri bed,
and <facility map> is a field of one or two 8-bit bytes
containing flags describing the facilities required or
desired by the sender. The bits of the facility maps are
numbered fromthe right starting at zero. Thus, if bit 2
is set the field will have a decimal value of 4. The
val ues of the field are as foll ows:

facility cnd: ED T FACILITIES subcomand code: 1
facility map: bit numbers
Toroi dal Cursor Addressing
I ncrenental Cursor Addressing
Read Cursor Address
Line Insert/Delete
Char Insert/Delete
Back Tab
Posi tive Addressing only

OFRNWAIIIO

wher e:

If the Toroidal Cursor Addressing bit is set, the sender
requests or provides that the SKIP TO LINE and SKIP TO
CHAR subconmands be support ed.

If the Incremental Cursor Addressing bit is set, the
sender requests or provides that the UP, DOMW, LEFT, and
Rl GHT subcommands be support ed.

If the Read Cursor bit is set, the sender requests or
provi des the READ CURSOR subcommand.

If the Line Insert/Delete bit is set, the sender requests
or provides that the LINE INSERT and LINE DELETE
subcomands be support ed.

If the Char Insert/Delete bit is set, the sender requests
or provides that the CHAR |INSERT and CHAR DELETE
subcommands be support ed.

If the Back Tab bit is set, the sender requests or
provi des that the BACK TAB subconmand be support ed.

If the Positive Addressing bit is set, then the sender is
informng the receiver that it can only nove the cursor
in the positive direction. (Note: Term nals that have
this property also have a Hone function to get back to
t he begi nni ng.)

facility cnmd: ERASE FACI LI TIES subcomand code: 2
facility map: bit nunbers
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Erase Field 4
Er ase Line 3
Er ase Rest of Screen 2
Erase Rest of Line 1
Erase Rest of Field 0
wher e:
If a bit of the facility map for this facility command is
set, the sender requests or provides the facility
indicated by the bit. For a nore conplete description of
each of these functions see the Erase Functions section
bel ow.
facility cnmd: TRANSM T FACI LI TIES subcommand code: 3
facility map: bit numbers
Data Transmit 5
Transmt Line 4
Transmt Field 3
Transmt Rest of Screen 2
Transmt Rest of Line 1
Transmt Rest of Field 0
wher e:

If a bit of the facility map for this facility command is
set, the sender requests or provides the facility
indicated by the bit. For a nore conplete description of
each of these functions see the Transmt Functions
section bel ow.

facility cnmd: FORMAT FACI LI TIES subcommand code: 4
facility map: bit nunbers
byte 0
Repeat
Bl i nki ng
Reverse Vi deo
Ri ght Justification
Overstrike

OFRLrNWH

byte 1
Protection On/ O f
Protection
Al phabetic-only Protection
Nuneric-only Protection
Intensity

oOwhrhor1o

wher e:

If the Repeat bit is set the sender requests or provides
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t he REPEAT subcommand.

If the Blinking bit is set, the sender requests or
provides the ability to highlight a string of characters
by causing themto blink

If the Reverse Video bit is set, the sender requests or
provides the ability to highlight a string of characters
by "reversing the video image," i.e., if the characters
are normally displayed as black characters on a white
background, this is reversed to be white characters on a
bl ack background, or vice versa.

If the R ght Justification bit is set, the sender
requests or provides the ability to cause entries of data
to be right justified in the field.

If the Overstrike bit is set, the sender requests or
provides the ability to superinpose one character over
anot her on the screen nmuch |like a hard copy ternina
would do if the print mechani smstruck the sanme position
on the paper with different characters.

If the Protection On/Of bit is set, the sender requests
or provides the ability to turn on and off field
protection.

If the Protection bit is set, the sender requests or
provides the ability to protect certain strings of
characters displayed on the screen frombeing altered by
the wuser of the terminal. Setting this bit also inplies
t hat ERASE UNPROTECTED and TRANSM T  UNPROTECTED
subcomands (see bel ow) are support ed.

If the Al phabetic-only Protection bit is set, the sender
requests or provides the ability to constrain the user of
the termnal such that he may only enter al phabetic data
into certain areas of the screen

If the Numeric-only Protection bit is set, the sender
requests or provides the ability to constrain the user of
the termnal such that he may only enter nunerical data
into certain areas of the screen

The three bits of the Intensity field wll contain a
positive binary integer indicating the nunmber of levels
of intensity that the sender requests or provides for
di splaying the data. The value of the 3 bit field should
be interpreted in the foll ow ng way:
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1 one visible intensity
2 two intensities; normal and bright
3 three intensities; off, normal, and bright
>3 >3 intensities; off, and the remaining levels

proportioned fromdimest to brightest intensity.

For the all of the above commands, if the appropriate bit
in <facility map> is not set, then the sender does not
request or provide that facility.

E_diting F_ unctions
| AC SB DET MOVE CURSOR <x><y> | AC SE subcommand code: 5

where <x> is an 8-bit byte containing a positive binary
i nteger representing the character position of the
cursor, <y>is an 8-bit byte containing a positive binary
i nteger representing the line position of the cursor

Thi s subcommand noves the cursor to the absolute screen
address (x,y) with the follow ng boundary conditions:

if x>M1, set x=M1 and send an ERROR subconmmand
if y>N-1, set y=N-1 and send an ERROR subconmand

This describes a finite plane topology on the screen
| AC SB DET SKIP TO LINE <y> | AC SE subcomuand code: 6
where <y> is a positive 8-bit binary nunber.

Thi s subcommand noves the cursor to the absolute screen
line y. x remains constant. For values of y>N1
y =y nmod N

I AC SB DET SKIP TO CHAR <x> | AC SE  subconmmand code: 7
where <x> is a positive 8-bit binary nunber.

This subcommand noves the cursor to the absolute
character position x. y remains constant, unless x>M1
in which case

X" = (x mod M

y' = (y+(x DIV N)

where x’ and y' are the new values of the cursor

These | ast two subcomrands define a toroidal topology on
t he screen.
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| AC SB DET UP | AC SE subconmand code: 8

| AC SB DET DOM | AC SE subconmand code: 9

| AC SB DET LEFT | AC SE subconmand code: 10

| AC SB DET RI GHT | AC SE subconmand code: 11

These subcommands are provided as a conveni ence for sone
term nal s. The commands UP, DOWN, LEFT, and RICHT are
defined as

UP: (x,y)=(x, y-1 nod N

DOMN: (x,y)=(x, y+1 nod N)

LEFT: (x,y)=(x-1, y); if x=0 then x-1 =0

Rl GHT: (x,y)=(x+1 nod M y) and y = y+1 if x+1>M1
Note: DOW, LEFT, and RI GHT cannot al ways be repl aced by
the ASCIlI codes for |I|inefeed, backspace, and space
respectively. The latter are format effectors while the

former are cursor controls.
| AC SB DET HOVE | AC SE subconmand code: 12

Thi s subcommand positions the cursor to (0,0). This is
equivalent to a MOVE CURSOR 0,0 or the sequence SKIP TO
LINE O, SKIP TO CHAR 0. This subcommand is provided for
conveni ence, since nost termnals have it as a separate
control

| AC SB DET LINE I NSERT | AC SE subcomand code: 13
Thi s subcommand inserts a |line of spaces between lines vy
(the current line, determined by the position of the
cursor) and line y-1. Lines y through N-2 nove down one
line, i.e. line y beconmes line y+1; y+1 becones y+2,
.; N2 becomes N-1. Line N1 is lost off the bottom of
the screen. The position of the cursor remai ns
unchanged.
| AC SB DET LI NE DELETE | AC SE subcommand code: 14

Thi s subcommand deletes liney where y is the current
line position of the cursor. Lines y+1 through N-1 nove

up one line, i.e. line y+1 becones line y; y+2 becones
y+1; ...; N1 becones N2. The N-1st line position is
set to all spaces. The cursor position remai ns
unchanged.

| AC SB DET CHAR I NSERT | AC SE subcomuand code: 15

Thi s subconmand i nserts the next character in the data
stream between the xth and x-1st characters, where X is
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the current character position of the cursor. The xth
through M2nd characters on the Iline are shifted one
character positon to the right. The new character s
i nserted at the vacated xth position. The M 1st
character is lost. The position of the cursor remains
unchanged.
| AC SB DET CHAR DELETE | AC SE subcommand code: 16

Thi s subconmmand del etes the character on the screen at
the x-th position. The x-th character is renoved and the
characters x+1 through M1 are shifted one character
position to the left to becone the x-th through M 2nd
characters. The M 1st character position is left enpty.
(For nost termnals it will be set to a NUL or space.)
The cursor position remains unchanged.

| AC SB DET READ CURSOR | AC SE subcommand code: 17

Thi s subconmmand requests the receiver to send the present
position of the cursor to the sender

| AC SB DET CURSOR PCSI TI ON <x><y> | AC SE
subcommand code: 18

where <x> and <y> are positive 8-bit binary integers.

This subcommand is sent by a Telnet inplenmentation in
response to a READ CURSOR subcommand to convey the
coordi nates of the cursor to the other side. Note: x 1is
less than Mand y is less than N

| AC SB DET REVERSE TAB | AC SE subconmand code: 19

Thi s subcommand causes the cursor to nove to the previous
tab position. |If none exists on the present |line, the
cursor noves to the previous line and so on until a tab
is found or the address (0,0) is encountered. Wen field
protection is in effect the cursor noves to the begi nning
of the preceding unprotected field.

T _ransmt_F_unctions (For detailed semantics see Section 5.)
| AC SB DET TRANSM T SCREEN | AC SE subcomand code: 20
Thi s subcommand causes the terminal to transmit al
characters on the screen from position (0,0) to

(M1,N1). The cursor wll be at (0,0) after the
operation is conpl ete.
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| AC SB DET TRANSM T UNPROTECTED | AC SE
subconmand code: 21

Thi s subcommand causes the terminal to transmit al
characters in wunprotected fields fromposition (0,0) to
(M1,N1). The unprotected fields are separated by the
field separator subcommand. The cursor will be at (0,0)
or at the beginning of the first unprotected field after
the operation is conplete.

| AC SB DET TRANSM T LI NE | AC SE subcomand code: 22
Thi s subcommand causes the termnal to transmt all data
on the yth line where vy is determ ned by the present
position of the cursor. Data is sent from character

position (0,y) to the end-of-line or position (M1,Yy)
whi chever comes first. The cursor position after the
transm ssion is one character position after the end of

line condition or the beginning of the next Iine,
(0,y+1).

| AC SB DET TRANSM T FI ELD | AC SE subconmand code: 23
Thi s subconmmand causes the termnal to transmt all data

in the field presently occupied by the cursor. The
cursor position after the operation is conplete is one
character position after the end of the field or, if that
position is protected, at the beginning of the next
unprotected fi el d.

| AC SB DET TRANSM T REST OF SCREEN | AC SE
subconmand code: 24

Thi s subcommand causes the terminal to transmit al

characters on the screen fromposition (x,y) to (M1, N1)
or until the end of text. (x,y) is the current cursor
position. The cursor position after the operation is one
character position after the last text character, or
(0,0) if the last filled character positionis (M1, N1).

| AC SB DET TRANSM T REST OF LINE | AC SE
subconmand code: 25

This subcommand causes the terminal to transmt al
characters on the yth line fromposition (x,y) to the end
of line or (M1,y) whichever conmes first. (x,y) is the
current cursor position. The cursor position after the
operation is one character position after the |ast
character of the line or the first character of the next
I'ine.
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| AC SB DET TRANSM T REST OF FI ELD | AC SE
subconmand code: 26

Thi s subconmand causes the receiver to transnmit the rest
of the characters in the field currently occupied by the
cursor. The cursor position after the operation is at
the begi nning of the next field.

| AC SB DET DATA TRANSM T <x><y> | AC SE
subconmand code: 27

This subcommand is used to preface data sent from the

terminal in response to a wuser action or a TRANSMT
command. The paraneters <x> and <y> indicate the initial
position of the cursor. See the Transnit Subconmands

subsection in Section 5 for nore details.

E_rase F_unctions
| AC SB DET ERASE SCREEN | AC SE subconmand code: 28

Thi s subcommand causes all characters to be renoved from
the screen. Al fields regardless of their attributes
are deleted. The cursor position after the operation
will be (0,0). Most ternminals set the erased characters
to either NUL or space characters

| AC SB DET ERASE LI NE | AC SE subconmand code: 29

Thi s subcommand causes all characters on the yth line to
be renmoved from the screen, where y is the line of the
current cursor position. Al fields regardless of their
attributes are deleted. The cursor position after this
operation will be (0,y). Note: This operation can be
easily simulated by the sequence: LI NE DELETE, LINE
I NSERT. However, the order is inportant to insure that
no data is lost off the bottom of the screen

| AC SB DET ERASE FI ELD I AC SE subcommand code: 30
This subcommand causes all characters in the field
occupied by the cursor to be renoved. The cursor
position after the operation is at the beginning of the
field.

| AC SB DET ERASE REST OF SCREEN | AC SE
subconmand code: 31

10
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Thi s subcommand causes all characters from position (x,Y)

to (M1,N1) to be renoved fromthe screen. Al fields
regardless of their attributes are deleted. The cursor
position after the operation is unchanged. This is

equivalent to doing an ERASE REST OF LINE plus a LINE
DELETE for lines greater than y.

| AC SB DET ERASE REST COF LINE | AC SE
subconmand code: 32

Thi s subconmmand causes all characters fromposition (x,Y)
to (M1,y) to be renoved from the screen Al fields
regardless of their attributes are deleted. The cursor
position after the operation is unchanged.

| AC SB DET ERASE REST OF FI ELD | AC SE
subconmand code: 33

Thi s subcommand causes all characters from position (x,Yy)
to the end of the current field to be renpbved from the
screen. The cursor position after the operationis
unchanged.

| AC SB DET ERASE UNPROTECTED | AC SE
subcommand code: 34

Thi s subcommand causes all characters on the screen in
unprotected fields to be renoved fromthe screen. The
cursor position after the operationis at (0,0) or, if
that position is protected, at the beginning of the first
unprotected fi el d.

F_ormat _F_unctions

| AC SB DET FORMAT DATA <format map><count> | AC SE
subconmand code: 35

where <format map> is an 8-bit byte containing the
foll owi ng fl ags:

Bl i nki ng 7
Reverse Vi deo 6
Ri ght Justification 5

Prot ecti on 3-4
Intensity 0-2
wher e:

If the Blinking bit is set, the following field of
<count> characters should have the Blinking attribute

11
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applied to it by the receiver.

If the Reverse Video bit is set, the following field of
<count> characters should be displayed by the receiver
with video reversed.

If the Right Justification bit is set, the input entered
into the field of <count> characters should be right
justified.

The Protection field is two bits wide and nay take on the
fol |l owi ng val ues:

no protection
protected

al phabetic only
numeric only

WNEFO

The protection attribute specifies that the other side
may nodify any character (no protection), nodify no
characters (protected), ent er only al phabetica
characters (A-Z, and a-z) (alphabetic only), or enter
only numerical characters (0-9,+,.,and -) (nuneric only)
inthe following field of <count> bytes.

The Intensity field is 3 bits wde and should be
interpreted in the follow ng way:

The values 0-6 should be used as an indication of the
relative brightness to be used when displaying the
characters in or entered into the followi ng field <count>
characters wide. The nunber of |levels of brightness
avail abl e should have been obtained previously by the

Format Facility subcomrand. The exact algorithm for
mappi ng these values to the available levels of intensity
is left to the inplenmentors. A value of 7 in the

intensity field indicates that the brightness should be
off, and any characters in or entered into the field
shoul d not be displ ayed.

<count>is 2 bytes that should be interpreted as a
positive 16-bit binary integer representing the number of
characters following this conmand which are affected by
it.

Data sent to the terminal or the Using Host for unwitten
areas of the screen not in the scope of the count should
be displayed wth the default values of the format map.
The default values are No Blinking, Normal Video, No
Justification, No Protection and Normal Intensity.

12
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This subcommand is used to fornat data to be displayed on
the screen of the termnal. The <fornmat nap> describes
the attributes that the field <count> bytes w de should
have. This field is to start at the position of the
cursor when the conmmand is acted upon. The next <count>
di spl ayabl e characters in the data stream are used to
fill the field. Subsequent REPEAT subcommands may be
used to specify the contents of this field. If the
sender specifies attributes that have not been agreed
upon by the use of the Format Facility subcommand, the
Tel net process should send an Error Subcommand to the
sender, but format the screen as if the bit had not been
set.

| AC SB DET REPEAT <count ><char> | AC SE
subconmand code: 36

where <count> is a positive 8-bit binary i nt eger
<char> is an 8-bit byte containing an ASCI| character

This subcommand is used to perform data conpression on
data being transferred to the termnal by encoding
strings of identical characters as the character and a
count . The repeated characters may be part of a field
speci fied

| AC SB DET SUPPRESS PROTECTI ON <negoti ati on> | AC SE
subconmand code: 37

where <negotiation> may have the values of the Telnet
option negotiation

251 W LL
252 VAONT
253 DO

254 DONT

This subcommand is used to suppress the field protection
in a non-destructive nanner. Many data entry terminals
provi de the neans by which protection may be turned on
and off wthout nodifying the contents of the screen or
the termnal’s nenory. Thus, the protection my be
turned off and back on without retransmtting the form
The default setting of the option is that protection is
on, in other words

| AC SB DET SUPPRESS PROTECTI ON WONT
I AC SB DET SUPPRESS PROTECTI ON DONT

13
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Negoti ation of this subcomuand foll ows the same rules as
negoti ati ons of the Tel net options.

| AC SB DET FI ELD SEPARATOR | AC SE subconmand code: 38

It is necessary when transmtting only the unprotected
portion of the screen to provide a means for delimting
the fields. Existing DET's use a variety of ASCI
characters such as Tab, G oup Separator, Unit Separator,

etc. In order to nmaintain transparency of the NVDET this
subcomuand is used to separate the fields. Cdearly, this
incurs rather high overhead. This overhead can be

avoi ded by using the Byte Macro Option (see Appendi x 3).
M_ i scel | aneous_C_ omuands

| AC SB DET FN <code> | AC SE subconmand code: 39

where: <code> is one byte.

Many data-entry termnals provide a set of "function"
keys which when pressed send a one-character comrand to
the server. This subcommand describes such a facility.
The values of the <code> field are defined by the user
and server. The option nerely provides the neans to
transfer the infornation

| AC SB DET ERROR <cnd> <error code> | AC SE
subconmand code: 40

wher e:
<cnd> is a byte containing the subconmand code of
t he subcommand in error
<error code> is a byte containing an error code.
(For a list of the defined error codes see Appendix 2.)

This subcommand is provided to allow DET option
inmplementations to report errors they detect to the
correspondi ng Tel net process. At this point it is worth
reiterating that the philosophy of this option is that
when an error is detected it should be reported; however,
the inplementation should attenpt its best effort to
carry out the intent of the subconmand or data in error

14
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3. Default and Mnimal Inplenentation Specifications
D_efault
WON T DET -- DON T DET
Nei t her host wishes to use the Data Entry Term nal option.
M_inimal | _ nplenentation

DET EDI T FACI LI TI ES

DET ERASE FACI LI TI ES

DET TRANSM T FACI LI TI ES

DET FORVAT FACI LI TI ES

DET MOVE CURSCR <x><y>

DET HOMVE

DET ERASE SCREEN

DET TRANSM T SCREEN

DET FORVAT DATA

DET ERROR <cnd> <error code>

In the case of formatting the data, t he m ni mal
i npl erentation should be able to support a | ow and high
level of intensity and protection for all or no
characters in a field. These functions, however, are not
required.

The nminimal inplenentation also requires that the Qutput
Line Wdth and Qutput Page Size Telnet options be
support ed.

15
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4, Mot i vati on

The Tel net protocol was originally designed to provide a
means for scroll-node terminals, such as the standard
teletype, to comunicate with processes through the network.
This was suitable for the vast mjority of termnals and
users at that tine. However, as use of the network has
increased into other areas, especially areas where the
network is considered to provide a production environnent
for other work, the desires and requirenents of the user
community have changed. Therefore, it 1is necessary to
consider supporting facilities that were not initially
support ed. This Telnet option attenpts to do that for
applications that require data entry term nals.

This option in effect defines the Network Virtual Data Entry
Terminal. Although the description of this optionis quite
long, this does not inmply that the Tel net protocol is a poor
vehicle for this facility. Data Entry Term nals are rather
conplex and varied in their abilities. This option attenpts
to support both the mininal set of useful functions that are
either common to all or can be easily sinulated and the nore
sophi sticated functions supplied in sone term nals.

Unli ke nost real data entry termnals where the termina
functions are encoded into one or nore characters of the
native character set, this option performs all such controls
within the Tel net subnegotiation mechanism This allows
prograns that are intimately famliar wth the kind of
term nal they are communicating with to send conmands that
may not be supported by either the option or the
implementation. In other words, it is possible to operate
in a "raw' or at least "rare" node using as nuch of the
option as necessary.

Al t hough many data entry termnals support a variety of

peri pheral devices such as printers, cassettes, etc. it is
beyond the scope of this option to entertain such
consi derati ons. A separate option should be defined to

handl e this aspect of these devices.

16
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5. Description

G_eneral _N_otes

Al inplementations of this option are required to support a
certain mnimal set of the subcommands for this option

Section 3 contains a conplete |list of the subcommands in
this mniml set. In keeping with the Telnet protoco

phi | osophy that an inplementation should not have to be able
to parse conmands it does not inplenent, every subcomand of
this option is either in the mninmal set or is covered by
one of the facility subcommands. An inplementation nust
"negotiate" wth its correspondent for pernission to use
subcomands not in the mininal set before using them For
details of this negotiation process see the section bel ow on
facility subconmands.

Most data entry termnals are used in a half duplex node.
(Al'though nost DET's on the market can be used either as
data entry termnals or as standard interactive termnals,
we are only concerned here with their use as DET's.) Wen
this option is used, it is suggested that the follow ng
Tel net options be ref used: Echo, Renote Controlled
Transm ssion and Echoi ng, and Suppress Go- Ahead. However,
this option could be used to support a sinple full duplex
CRT based application using the basic cursor contro

functions provided here. For these cases, one or nore of
the above list of options nmight be required. (Support  of
sophi sti cat ed interactive calligraphic applications is

beyond the scope of this option and should be done by
anot her option or the Network Graphics Protocol.)

In RFC 728, it was noted that a synch sequence can cause
undesired interactions between Tel net Control functions and
the data stream A synch sequence causes data but not
control functions to be flushed. If a control function
which has an effect on the data imediately following it is
present in the data stream when a synch sequence occurs, the
control function will have its effect not on the intended
data but on the data imediately follow ng the Data Mark.
The followng DET subcommands are susceptible to this
pitfall

CHAR | NSERT
DATA TRANSM T
FORMAT DATA

The undesired interactions are best avoided by the receiver
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of the synch sequence deleting these subconmands and all
data associated with them before continuing to process the
control functions. This inplies that the Data Mark shoul d
not occur in the nmiddl e of the data associated wth these
subcommuands.

F_acility_S_ ubconmands

These four subcommands are wused by the User and Server
i npl ementations to negotiate the subcommands and attri butes
of the terminal that may be utilized. This negotiation can
be viewed as the terminal (User Host) indicating what
facilities are provided and the Server Host (or application
program indicating what facilities are desired.

W_hen_S_ent: _ A Server Telnet inplenentation wusing the DET
option must send a facility subcommand requesting the use of
a particular subcommand or terminal attribute not in the
m nimal inplenmentation before the first wuse of t hat
subcommand or attribute. The User Tel net inplenentation
should respond as quickly as possible with its reply.
Neither the User nor Server are required to negotiate one
subcommand at a tine. Al so, a Telnet i mpl emrent ati on
responding to a facility subconmand is not required to give
perm ssion only for that subcommand. It may send a fornat
map indicating all facilities of that class which it
supports. However, a Telnet inplenentation requesting
facilities nust send a facility subcommand before its first
use of the subcommand regardless of whet her earlier
negotiations have indicated the facility is provided. The

facility cannot be wused wuntil a corresponding facility
subcommand has been recei ved. There are no other
constraints on when the facility subcommands may be sent.

In particular, it 1is not necessary for an application to
know at the beginning of a session all facilities that it

will use

A_ction_W_hen R_ecieved: _ There are two possible actions that

may be taken when a facility subcommand is received
dependi ng on whether the receiver is a requestor or a
provi der (User).

Requestor: When a facility subconmand is received by a
requestor and it is in the state of Waiting for a Reply, it

should go into the state of Not Wiiting. It should then
take the facility nmap it had sent and formthe | ogica
intersection with the facility map received. (For the

Intensity attribute, one should take the m nimmof the
nunber received and the nunber requested.) The result
indicates the facilities successfully negotiated. Note: if
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the receiver is not in the Waiting for Reply state, then
this is the provider case described next.

Provider: Wwen a facility subcomand is received, it
shoul d send a facility subcommand with a facility map of the
facilities it provides as soon as possible. It should then
determne what new facilities it is providing for the
Request or by forming the logical intersection of the

facility map received and the one sent.

Note: Although in nobst cases the requestor wll be the
Server Host and the provider wll be the User Host
supporting the termnal, this distinction may not always be
true.

T ransmt_S_ubconmmands

6

There are two kinds of transmt subcommands: those used to
request that data be sent to the requestor, and one to
preface data sent to the requestor. The first kind allow
the requestor to control when, fromwhere and to sone degree
how nmuch data is transnitted from the termnal. Their
expl anation is straightforward and nmay be found in Section
2

Data nmay be sent from the terminal as a result of two
events: the user of the terminal caused the transm ssion or
in response to a transmt subcomand. Sone prograns nmay
wi sh to know from where on the screen the transm ssion
began. (This is reasonable, since the term nal user may
move the cursor around considerably before transmtting.)
O her prograns may not need such information. The DATA
TRANSM T subcommand is provided in case this function is
needed. When used this subcomand prefaces data com ng from
the termnal. The paranmeters <x> and <y> give the screen
coordi nates of the beginning of the transm ssion. <x> nust
be less than or equal to M1 and <y> nust be |less than or
equal to N1. It is assuned that all data between this DATA
TRANSM T and the next one starts at the coordinates given
by the first subcomrand and continues filling each |line
thereafter according to the constraints of the screen and
the format effectors in the data. Thus an intelligent or
sl oppy user-host DET inplenentati on (dependi ng on your point
of view) need only include a DATA TRANSM T subcommand when
the new starting point is different fromthe |last ending
poi nt .

Sanpl e Interaction
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The nonencl ature of RFC 726 will be used to describe this exanple. To
quot e that RFC
"S:" is sent fromserving host to using host.
"U" is sent fromusing host to serving host.
"T:" is entered by the term nal user.
"P:" is printed on the term nal
Text surrounded by square brackets([]) is comentary. Text
surrounded by angle brackets (<>) is to be taken as a single unit.
E.g, carriage return is <cr> and the decimal value 27 is
represented <27>.
W assune that the user has established the Telnet connection,

| ogged on,
by the user directly or through a canned start up procedure.

and an application programhas just been started either

The

presentation on the page is neant to nmerely group entities together

and does not inmply the position of nmessage boundaries. One should
assune that any part of the dial ogue may be sent as one or nany
messages. The first action of the program or Telnet is to

negoti ate the DET option

S: <I AC><DO><DET>
U <I ACC<W LL><DET>
S: <I AC><DO><QUTPUT PACGE SI ZE> [First negotiate the screen
size. In this case we are
U: <I AC><W LL><NACP> asking the user the size of the
termnal. This could have been
U: <I AC><SB><NAOP><DR><25><|] AC><SE> done before the DET option was
negoti at ed. ]
S: <l AC><SB><NACP><DS><0><| AC><SE>
S: <I AC><DC><QUTPUT LI NE W DTH>
U: <I AC><SB><NACOL><DR><80><| AC><SE> [Defines the screen to be 25
lines by 80 characters.
S: <l AC><SB><NACL><DS><0><| AC><SE> The server may use this
i nformati on when formatting
the screen.]
S: <I AC><SB><DET><FORNMAT FACI LI TI ES> [ Now set the term nal attributes.]
<Repeat ><Protecti on, 3 Levels
I nt ensi t y><l| ACC<SE>
U <I AC><SB><DET><FCORVAT FACI LI TI ES>
<Repeat, Blinki ng><Protection, 3
Level s I ntensity><l ACC<SE>
S: <I AC><SB><DET><ERASE SCREEN><| AC><SE> [ Erase the screen and
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start sending the form]
<| AC><SB><DET><FORVAT DATA>
<Protection=1, Intensity=1><0>
<5><| AC><SE>Nane:

<| AC><SB><DET><MOVE CURSOR><0><1>
<| AC><SE>

<| AC><SB><DET><FORVAT DATA>
Protection=1, |ntensity=1><0>
<8><| AC><SE>

Addr ess:
<l AC><SB><MOVE CURSOR><0><4><| AC>
<SE>

<| AC><SB><DET><FORNMAT DATA>
Protection=1, |ntensity=1><0>
<17><| AC><SE>

Tel ephone nunber:

<l AC><SB><DET><MIVE CURSOR><32><4>
<| AC><SE>

<| AC><SB><DET><FORNMAT DATA>
Protection=1, |ntensity=1><0>
<24><| AC><SE>

Soci al Security Nunber:

<| AC><SB><DET><FCRVAT DATA> [Establish a field that doesn’t
<Protection=1, Intensity=7> di splay what is typed into it.]
<0><11><|] AC><SE>

<| AC><SB><DET><MOVE CURSOR><32>
<5><| AC><SE>

<| AC><SB><DET><FORNMAT FACI LI TI ES> [Get perm ssion to use Blinking
<Bl i nki ng><0><| AC><SE> Attribute.]

U <I AC><SB><DET><FCORVAT FACI LI TI ES>
<Repeat, Bl i nki ng><Protection,
3 Level s Intensity><| ACC<SE>
S: <I AC><SB><DET><FORVAT DATA>
<Bl i nki ng=1, Protection=1,
I nt ensi t y=1><0><29><| AC><SE>
Your SSN will not be printed.

<| AC><SB><DET><HOVE><| AC><SE>
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<| AC<GA>
The previous exchange has placed a formon the screen that |ooks like:

Nane:
Addr ess:

Tel ephone Nunber: Soci al Security Nunber:
"Your SSN will not be printed."

where the quoted string is blinking.

The termnal user is now free to fill in the form provided. He
positions the cursor at the beginning of the first field (this usually
is done by hitting the tab key) and begins typing. W do not show this
interaction since it does not generate any interaction with the User
Tel net programor the network. After the terminal wuser has conpleted
filling in the form he strikes the transmt key to send the unprotected
part of the form but first the User Telnet program negotiates the Byte
Macro Qption to condense the Field Separator subconmand:

U. <I AC><DO><BM> [ Negotiate Byte Macro Option.]

S: <I ACG<W LL><Bw> [ Define decimal 166 to be the
Fi el d Separat or subconmand

U: <I AC><SB><BM><DEFI NE> (see Appendi x 3)]

<166><6><| AC SB DET FI ELD
SEPARATOR | AC SE><I AC><SE>

S: <I AC><SB><BM><ACCEPT><166> [ The server accepts the nacro.]
<| AC><SE>

U. <I AC><SB><DET><DATA TRANSM T><0><6>
<| AC><SE>
John Doe <166> 1515 EIm St., Urbana, ||l 61801
<166> 217-333-9999 <166> 123-45-6789 <166>

S: <I AC><SB><DET><ERASE SCREEN><| AC><SE>
Thank you.

And so on.
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Appendi x 1 - Subcomands, opcodes and synt ax

1 EDI T FACI LI TI ES <Facilty map>
2 ERASE FACI LI TI ES <Facility map>
3 TRANSM T FACI LI TIES <Facility map>
4 FORMAT FACI LI TI ES <Facility map 1> <Facility map 2>
5 MOVE CURSOR <X> <y>

6 SKI P TO LI NE <y>

7 SKI P TO CHAR <X>

8 uP

9 DON

10 LEFT

11 Rl GHT

12 HOVE

13 LI NE | NSERT

14 LI NE DELETE

15 CHAR | NSERT

16 CHAR DELETE

17 READ CURSOR

18 CURSOR PCsI Tl ON <X ><y>
19 REVERSE TAB

20 TRANSM T SCREEN

21 TRANSM T UNPROTECTED

22 TRANSM T LI NE

23 TRANSM T FI ELD

24 TRANSM T REST OF SCREEN
25 TRANSM T REST OF LI NE
26 TRANSM T REST OF FlI ELD
27 DATA TRANSM T <x><y>

28 ERASE SCREEN

29 ERASE LI NE

30 ERASE FI ELD

31 ERASE REST OF SCREEN

32 ERASE REST OF LI NE

33 ERASE REST OF FI ELD

34 ERASE UNPROTECTED

35 FORMAT DATA <format map>
36 REPEAT <count ><char >
37 SUPPRESS PROTECTI ON <negoti ati on>
38 FI ELD SEPARATOR

39 FN <code>

40 ERROR <cnd><error code>
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Appendi x 2 - Error Codes

Facility not previously negoti ated.

I'l'l egal subconmmand code.

Cursor Address Qut of Bounds.
Undefined FN val ue.

Can't negotiate acceptable |line w dth.
Can't negotiate acceptabl e page | ength.
Il egal paraneter in subcomrand.

Syntax error in parsing subcommand.
Too many paraneters in subcommand.

Too few paraneters in subcommand.
Undefi ned paraneter val ue

Unsupported conbi nation of Format Attributes

RPPRPOO~NOUORRDMWNE

— O
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Appendi x 3 - Use of the Byte Macro Option

One of the major drawbacks of the DET option is that because the
functions are encoded as Telnet option subnegotiations a fairly
hi gh overhead is incurred. A function |ike Character Insert which
is encoded as a single byte in nobst termnals requires six bytes in
the DET option. Oiginally the only other solution that would have
acconplished the same transparency that the use of subconmands
provi des would have been to define additional Telnet contro

functi ons. However, since this would entail nodification of the
Tel net protocol itself, it was felt that this was not a wse
sol uti on. Since then the Telnet Byte Macro Option (RFC 729) has

been defined. This option allows the user and server Telnets to
map an arbitrary character string into a single byte which is then
transferred over the net. Thus the Byte Macro Option provides the
means for implenentations to avoid the overhead for heavily used
subcommands. The rest of this appendi x suggests how the Byte Macro
Option should be applied to the DET option

In keeping with the specification of the Byte Macro Opti on, macr o
bytes wll be chosen from the range 128 to 239. For the DET
option, it is suggested that macro bytes be chosen by adding the
subcommand code to 128. In addition, an unofficial DET subconmand

m ght be defined indicating that each side was willing to support
macro bytes for all subcommands (but not necessarily support all of
the subcomands thenselves) according to this algorithm This
subcommand woul d be:

| AC SB DET DET- MACRO <negotiation> | AC SE
subconmand code: 254

where <negotiation> may have the values of the Telnet option
negoti ati on:

251 W LL
252 VONT
253 DO

254 DONT

Thi s subcommand is sent by a Telnet inplementation to indicate its
wi |l lingness to adopt byte macros for all of the DET subcommands
according to the foll owi ng al gorithm

25



John Day Data Entry Term nal Option
June 27,1977 NI C 40652
RFC 731

The macro byte for subcomand i will be i+128 and will represent
the following string for paraneterl ess subcomands:

| AC SB DET <subcommand code> | AC SE
and the follow ng string for subcommands w th paramneters:
| AC SB DET <subcomrand code>

The default setting for this subcommand is that the nacros are
not in effect, in other words,

I AC SB DET DET- MACRO WONT | AC SE
I AC SB DET DET- MACRO DONT | AC SE

Negotiation of this subcommand follows the same rules as
negoti ati ons of the Tel net options.
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