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Abst r act

Thi s docunment specifies extensions to the | ETF Renote Direct Menory
Access Protocol (RDVAP) as specified in RFC 5040. RDMAP provides
read and wite services directly to applications and enables data to
be transferred directly into Upper-Layer Protocol (ULP) Buffers

wi thout internediate data copies. The extensions specified in this
docunent provide the follow ng capabilities and/or inprovenents:
Atonic Operations and | nmedi ate Dat a.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc7306
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1. Introduction

The RDMA Protocol [RFC5040] provides capabilities for zero-copy data
conmuni cati ons that preserve nmenory protection semantics, enabling
nmore efficient network protocol inplenentations. The RDVA Protocol
is part of the i WARP fanily of specifications which also include RFC
5041 [ RFC5041], RFC 5044 [RFC5044], and RFC 6581 [RFC6581]. This
docunent specifies the follow ng extensions to the RDVA Protocol

( RDVAP) :

0 Atom c Qperations can be perfornmed on renpte nenory | ocations.
Support for Atom c Qperations enhances the usability of RDVAP in
di stributed shared-nenory environnents.

o Inmmedi ate Data nessages allow the ULP at the sender to provide a
smal | amount of data. Wen an |Immedi ate Data nessage is sent
following an RDVA Wite Message, the conbination of the two
messages is an inplenentation of RDVA Wite with | nmmedi ate nessage
that is found in other RDVA transport protocols.

O her RDVA transport protocols define the functionality added by
these extensions leading to differences in RDVA applications and/or
Upper - Layer Protocols. Renobving these differences in the transport
protocols sinplifies these applications and ULPs, and that is the
mai n nmotivation for the extensions specified in this docunent.

RSockets [ RSOCKETS] is an exanpl e of RDMA- enabl ed m ddl ewar e t hat
provi des a socket interface as the upper-edge interface and utilizes
RDVA to provide nore efficient networking for socket-based
applications. RSockets is aware of |medi ate Data support in
InfiniBand [I1B]. RSockets cannot utilize the RDVA Wite with

I medi ate Data operation fromlInfiniBand. The addition of the

I medi ate Data operation specified in this docunent will alleviate
this difference in RSockets when running on InfiniBand and i WARP.

Structured high-performance conputing applications based on the
Message- Passing Interface [ MPI] may use Atomic Operations defined in
this specification. DAT Atomics [DAT_ATOMCS] is an exanpl e of RDVA-
enabl ed m ddl eware that provides a portable RDVMA progranmm ng
interface for various RDVA transport protocols. DAT Atom cs includes
a primtive for InfiniBand that is not supported by i WARP RDVA-

enabl ed Network Interface Controllers or RNICs. The addition of
Atom ¢ Operations as specified in this docunment will allow Atonic
Qperations in DAT Atomics to work for both Infini Band and RNl Cs

i nt erchangeabl y.
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For nore background on RDVA Protocol applicability, see
"Applicability of Renote Direct Menory Access Protocol (RDVA) and
Direct Data Placenment Protocol (DDP)" [RFC5045].

1.1. Discovery of RDVAP Extensions

Today there are RDVA applications and/or ULPs that are aware of the
exi stence of Atomic and Inmedi ate Data operations for RDMA transports
such as InfiniBand and application programm ng interfaces such as
Qpen Fabrics Verbs [ OFAVERBS]. Today, these applications need to be
awar e that RDVAP does not support certain of these operations.
Typically, the availability of these capabilities is exposed to the
applications through adapter query interfaces in software.
Applications then have to decide to use or not use | medi ate Data or
At omi c Operations based on the results of the query interfaces. Such
query interfaces typically return the scope of atom city guarantees,
not the individual Atom ¢ Qperations supported. Therefore, this
specification requires all Atonic Operations defined within to be
supported if an RNI C supports any Atom c Operations.

In cases where heterogeneous hardware, with differing support for
Atom c Operations and I medi ate Data Operations, is deployed for use
by RDMA applications and/or ULPs, applications are either statically
configured to use or not use optional features or use application-
speci fic negotiation mechani sms. For the extensions covered by this
docunent, it is RECOMVENDED t hat RDMA applications and/or ULPs
negotiate at the application or ULP | evel the usage of these
extensions. The definition of such application-specific nechani sns
is outside the scope of this specification. For backward
conmpatibility, existing applications and/or ULPs should not assune
that these extensions are supported.

In the absence of application-specific negotiation of the features
defined within this specification, the new operations can be
attenpted, and reported errors can be used to deternine a renote
peer’s capabilities. In the case of Atomics, a FetchAdd operation
with "Add Data" set to 0 can safely be used to determ ne the

exi stence of Atom c OQperations w thout nodi fying the content of a
renote peer’s nmenory. A Renpte Operation Error or Unexpected OpCode
error will be reported by the renote peer if there is an | mediate
Data or Atomic Operation that is not supported by the renote peer.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3. dossary

Thi s docunent is an extension of RFC 5040, and key words are defined
in the glossary of that docunent.

Atom ¢ Operation - an operation that results in an execution of a

menory operation at a specific ULP Buffer address on a renote node
usi ng the Tagged Buffer data transfer nodel. The consumer can use
Atom c Operations to read, nodify, and wite nenory at the
destination ULP Buffer address, while at the same tine
guaranteeing that no other Atonic Operation read or wite accesses
to the ULP Buffer address targeted by the Atonic Operation wll
occur across any other RDVAP Streans on an RNIC at the Responder.

At om c Operation Request - an RDMA Message used by the Data Source to

performan Atom c Qperation at the Responder.

Atom ¢ Operation Response - an RDVA Message used by the Responder to

describe the completion of an Atonmic Operation at the Responder.

CrpSwap - an Atomic Operation that is used to conpare and swap a

val ue at a specific address on a renote node.

Fet chAdd - an Atomic Operation that is used to atonically increment a

val ue at a specific ULP Buffer address on a renote node.

I medi ate Data - a small fixed-size portion of data sent fromthe

Data Source to a Data Sink.

| medi ate Data Message - an RDVA Message used by the Data Source to

send I medi ate Data to the Data Sink.

I medi ate Data with Solicited Event (SE) Message - an RDVA Message

used by the Data Source to send Inmediate Data with Solicited
Event to the Data Sink.

i WARP - a suite of wire protocols conprised of RFC 5040, RFC 5041,

RFC 5044, and RFC 6581.

Requester - the sender of an RDMA Atom ¢ Operation request.

Responder - the receiver of an RDVA Atom ¢ Operation request.

RNI C - RDMVA-enabl ed Network Interface Controller. In this context,

Shah,

this would be a network 1/O adapter or enbedded controller with
i WARP functionality.
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4.
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ULP - Upper-Layer Protocol. The protocol |ayer above the one

currently being referenced. The ULP for RFC 5040 / RFC 5041 is
expected to be an OGS, Application, adaptation |ayer, or
proprietary device. The RFC 5040 / RFC 5041 docunents do not
specify a ULP -- they provide a set of semantics that allow a ULP
to be designed to utilize RFC 5040 / RFC 5041.

Header Format Extensions

The control information of RDVA Messages is included in header fields
defined in RFC 5041, the Direct Data Placenent (DDP) protocol. RFC
5040 defines the RDVAP header formats | ayered on the DDP header
definition. This specification extends RFC 5040 with the follow ng
new formats:

(0]

.1

For

Four new RDVMA Messages carry additional RDVMAP headers. The

I medi ate Data operation and I mmediate Data with Solicited Event
operation each include 8 bytes of data follow ng the RDVAP header.
Atom ¢ Operations include Atom ¢ Request or Atom c Response
headers foll owi ng the RDMAP header. The RDVAP header for Atonmic
Request nessages is 52 bytes long as specified in Figure 4. The
RDVAP header for Atom c Response Messages is 32 bytes long as
specified in Figure 5.

I ntroduction of a new queue for untagged Buffers (Q\=3) used for
At omi ¢ Response tracking.

RDVAP Control and Invalidate STag Fiel ds

reference, Figure 1 depicts the format of the DDP Control and

RDMAP Control Fields, in the style and convention of RFC 5040:

1 2 3
234567890123456789012345678901
T S e t o i R SR
L| Resrv | DV|] RV|Rsv| Opcode|
N Tk o e e i i T S e e E ok ok S

I nval i dat e STag
B S S e i S S T A S S S S S S i S S

Figure 1: DDP Control and RDVAP Control Fields

The DDP Control Field consists of the T (Tagged), L (Last), Resrv,
and DV (DDP protocol Version) fields [ RFC5041]. The RDVAP Control
Field consists of the RV (RDVA Version), Rsv, and Opcode fields

[ RFC5040] .
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Thi s specification adds values for the RDVA Opcode field to those
specified in RFC 5040. Figure 2 defines the new val ues of the RDVA
Opcode field that are used for the RDVA Messages defined in this
speci fication.

As shown in Figure 2, STag (Steering Tag) and Tagged O fset are not
applicable for the RDVA Messages defined in this specification.
Figure 2 al so shows the appropriate Queue Nunber for each Opcode.
Al RDVA Messages defined in this specification MIST have:

The RDVA Version (RV) field: Olb.

Opcode field: Set to one of the values in Figure 2.

I nvalidate STag: Set to zero by the sender, ignored by the receiver.

------- T e e e .
RDVA | Message | Tagged| STag | Queue | In- | Message
Opcode | Type | Flag | and | Number| validate| Length

| | | TO | | STag | Communi cat ed

| | | | | | between DDP

| | | | | | and RDVAP
------- T T e T p gy
1000b | Imrediate | O | YA | O | NA | Yes

| Data I I I I I
_______ o
1001b | Inmediate | O | VA | O | NA | Yes

| Data with | | | | |

| SE I I I I I
....... e
1010b | Atomic | O | NA | 1 | NA | Yes

| Request | | | | |
_______ e
1011b | Atonmic | O | NNVA | 3 | NA | Yes

| Response | | | | |
....... e

Figure 2: Additional RDVA Usage of DDP Fiel ds
Note: N A neans Not Applicabl e.
Thi s extensi on defi nes RDMAP use of Queue Number 3 for Untagged
Buf fers for Atom c Responses. This queue is used for tracking

out st andi ng Atom ¢ Requests.

Al other DDP and RDVAP Control Fields are set as described in RFC
5040.
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4.2. RDVA Message Definitions

The follow ng figure defines which RDVA Headers are used on each new
RDVA Message and whi ch new RDVMA Messages are allowed to carry ULP
payl oad.

------- e
RDVA | Message | RDVA Header Used | ULP Message allowed in
Message| Type | | the RDMA Message
OpCode | I I

I I I
------- T
1000b | Inmrediate | Immediate Data | No

| Data | Header |
------- T
1001b | Imediate | | medi ate Data | No

| Data with | Header |

| SE I I
------- o m o e e e e o et e e
1010b | Atomic | Atom c Request | No

| Request | Header |
------- T
1011b | Atonmic | Atom c Response | No

| Response | Header |
------- o m o m e e e oo e e e e

Figure 3: RDVA Message Definitions
5. Atom c Operations

The RDMA Protocol Specification in RFC 5040 does not include support
for Atomic Operations, which are an inportant building block for
i mpl ementing distributed shared nmenory.

Thi s docunent extends the RDMA Protocol specification with a set of
basic Atomi ¢ Qperations and specifies their resource and ordering
rules. The Atonic Qperations specified in this docunent provide
equi val ent functionality to the Infini Band RDVA transport as well as
extended Atonmic Operations defined in Open Fabrics Verbs, to allow
applications that use these prinmtives to work interchangeably over

i WARP. O her operations are left for future consideration.

Atonic Operations as specified in this document execute a 64-bit
menory operation at a specified destination ULP Buffer address on a
Responder node using the Tagged Buffer data transfer nodel. The
operations atomcally read, nodify, and wite back the contents of
the destination ULP Buffer address and guarantee that Atonic
Qperations on this ULP Buffer address by other RDVAP Streanms on the
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same RNI C do not occur between the read and the wite caused by the
Atom c Operation. Therefore, the Responder RNI C MJUST i npl enent
mechani sms to prevent Atomic Operations to a nenory registered for
Atom ¢ Qperations while an Atomic Operation targeting the menory is
in progress. The Requester of an Atonmic Operation cannot rely on
Atom ¢ Operation behavior at the Responder across nultiple RNICs or
with respect to other applications/ULPs running at the Responder that
can access the ULP Buffer. It is OPTIONAL for an RNIC to provide
such behavi or when inpl enmenting the Atom c Operations specified in
this docunment. An RNIC that supports Atomic Operations as specified
in this docunent MUST inplenment both the FetchAdd operation as
specified in Section 5.1.1 and the CnrpSwap operation as specified in
Section 5.1.2. The advertisenent of Tagged Buffer information for
Atom c Operations is outside the scope of this specification and is
handl ed by the ULPs.

I mpl enentation note: It is RECOVWENDED that the applications do not
use the ULP Buffer addresses used for Atom c Operations for other
RDVA operations due to the |l ack of atomicity guarantees between
operations other than Atom c Operations.

I npl enentation note: Errors related to the alignnment in the follow ng
sections cover Atomic Operations targeted at a ULP Buffer address
that is not aligned to a 64-bit boundary.

At omi ¢ Operation Request Messages use the sanme renote addressing
mechani sm as RDMA Reads and Wites. The ULP Buffer address specified
in the request is in the address space of the Renpte Peer to which
the Atonmic Operation is targeted.

At om ¢ Operation Response Messages MJST use the Untagged Buffer nodel
with ON=3. Queue nunber 3 will be used to track outstanding Atomic
Operation Request nmessages at the Requester. When the Atonic

Oper ation Response nessage is received, the Message Sequence Nunber
(MBN) will be used to locate the correspondi ng Atonic Operation
request in order to conplete the Atom c Qperation request.

5.1. Atomic Operation Details

The foll owi ng subsections describe the Atomic Operations in nore
detail .

5.1.1. FetchAdd
The FetchAdd Atomic Operation requests the Responder to read a 64-bit
Oiginal Renote Data Value at a 64-bit aligned ULP Buffer address in

the Responder’s nenory, performthe FetchAdd operation on nultiple
fields of selectable length specified by 64-bit "Add Mask", and wite
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the result back to the sane ULP Buffer address. The Atomic addition
is performed i ndependently on each one of these fields. A bit set in
the Add Mask field specifies the field boundary; for each field, a
bit is set at the nobst significant bit position for each field,
causing any carry out of that bit position to be discarded when the
addition is perforned.

Fet chAdd Atomic Operations MJST target ULP Buffer addresses that are
64-bit aligned. FetchAdd Atom c Operations that target ULP Buffer
addresses that are not 64-bit aligned MIUST be surfaced as errors, and
the Responder’s nenory MJUST NOT be nodified in such cases.
Additionally, an error MJST be surfaced and a terninate nessage MJST
be generated. The setting of the Add Mask field to
0x0000000000000000 results in Atom c Add of 64-bit Oiginal Renote
Data Val ue and 64-bit "Add Data".

The pseudocode bel ow descri bes a nasked FetchAdd Atonic Operation.
bit location =1

carry = 0

Renote Data Value = 0

for bit =0 to 63

{

if (bit '=0) bit location = bit_location << 1

vall = (Original Renote Data Value & bit_location) >> bit

val2 = (Add Data & bit_location) >> bit

sum = carry + vall + val 2

carry = (sumé& 2) >> 1

sum=sum & 1

if (sum

Renote Data Value |= bit_location

carry = ((carry) && (!(Add Mask & bit_location)))

}
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The FetchAdd operation is perforned in the endian fornmat of the
target nmenmory. The "Original Renote Data Value" is converted from
the endian format of the target nenory for return and returned to the
Requester. The fields are in big-endian format on the wre.
The Requester specifies:
0 Renpte STag
0 Renote Tagged O f set
0 Add Data
0 Add Mask
The Responder returns:
0 Oiginal Renote Data

5.1.2. CmpSwap
The CnpSwap Atomic Operation requires the Responder to read a 64-bit
value at a ULP Buffer address that is 64-bit aligned in the
Responder’s nmenory, to performan AND | ogi cal operation using the
64-bit Conpare Mask field in the Atonmic Operation Request header,
then to conpare it with the result of a |ogical AND operation of the
Conpare Mask and the Conpare Data fields in the header. |If the two
val ues are equal, the Responder is required to swap masked bits in
the sane ULP Buffer address with the nasked Swap Data. |If the two
masked conpare val ues are not equal, the contents of the Responder’s
menory are not changed. |In either case, the original value read from
the ULP Buffer address is converted fromthe endian format of the
target menmory for return and returned to the Requester. The fields
are in big-endian format on the wire.
The Requester specifies:
0 Renpte STag
0 Renote Tagged O f set
0 Swap Data
0 Swap Mask
o Conpare Data

o Conpare Msk
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5.

2.

The Responder returns:
o Oiginal Renote Data Val ue

The foll owi ng pseudocode describes the nmasked CrpSwap operation
result.

if (!((Conpare Data » Original Renote Data Val ue) &
Conpar e Mask))
t hen
Renote Data Val ue =
(Original Renote Data Value & ~(Swap Mask))
| (Swap Data & Swap Mask)
el se
Renote Data Value = Original Renote Data Val ue
After the operation, the renote data Buffer MJST contain the
"Original Renote Data Val ue" (if conparison did not match) or the
masked "Swap Data" (if the conparison did match). ChpSwap Atonic
Operations MIST target ULP Buffer addresses that are 64-bit aligned.

If a CmpSwap Atonmic Operation is attenpted on a target ULP Buffer
address that is not 64-bit aligned:

o0 The operation MJUST NOT be perforned,
0 The Responder’s nenory MJST NOT be nodifi ed,
o0 The result MJST be surfaced as an error, and

o0 A termnate message MJST be generated. (See Section 8.2 for the
contents of the term nate nessage.)

Atomi ¢ Qperations

The Atom c Operation Request and Response are RDVA Messages. An

At omi ¢ Operation makes use of the DDP Untagged Buffer Mbdel. Atomc
Oper ation Request messages MJST use the same Queue Number as RDVA
Read Requests (QN=1). Reusing the same Queue Nunber for Atomc
Request nessages allows the Atom c Qperations to reuse the sane
infrastructure (e.g., Qutbound and | nbound RDMA Read Queue Depth
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(ORDIRD) flow control) as defined for RDMA Read Requests. Atonmic
Oper ati on Response nmessages MUST set Queue Nunmber (QN) to 3 in the
DDP header.

The RDVA Message OpCode for an Atomic Request Message is 1010b. The
RDVA Message OpCode for an Atomic Response Message is 1011b.

5.2.1. Atomic Operation Request Message

The Atom c Operation Request Message carries an Atonmic Qperation
Header that describes the ULP Buffer address in the Responder’s
menory. The Atonic Operation Request header inmediately follows the
DDP header. The RDMAP | ayer passes to the DDP | ayer a RDVAP Contr ol
Field. The followi ng figure depicts the Atom c Operati on Request
Header that is used for all Atom c Operation Request Messages:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Reserved (Not Used) | AOpCode|
B i s T T i i o S o T Ji I
| Request Identifier |
e s o i T R  h h o i R SR
| Renot e STag |
i e e R ol o o i e R i o i N S T
Renot e Tagged O f set

i I S e i e s i ol S S S S e S S S e S e et i S e
Add or Swap Data

B e S i o S S S i T S S i S i e
Add or Swap Mask

i T T O e e e e T e e i e S S
Conpare Data

el e s b S S O it T e e e i i S S S S T s e o =
Conpar e Mask

i e e G it Sl Sl Sl S

I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+

T S S i Sl S S S S T wi S S S e S A

Figure 4: Atonmic Qperation Request Header
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Reserved (Not Used): 28 bits
This field is set to zero on transmit, ignored on receive.
Atom ¢ Operation Code (AOpCode): 4 bits.

See Figure 5. Al Atomic Qperation Codes fromFigure 5 MIST be
i mpl emented by an RNIC that supports Atom c Operations.

Request ldentifier: 32 bits.

The Request ldentifier specifies a nunber that is used to
identify the Atomic Operati on Request Message. The val ue used
inthis field is selected by the RNIC that sends the nmessage,
and it is reflected back to the Local Peer in the Atomc

Qper ati on Response nessage.

Renote STag: 32 bits.

The Renote STag identifies the Renmote Peer’s Tagged Buffer
targeted by the Atomic Operation. The Renote STag is
associated with the RDVMAP Streamthrough a nechanismthat is
outside the scope of the RDVAP specification.

Renot e Tagged Offset: 64 bits.

The Renote Tagged O fset specifies the starting offset, in
octets, fromthe base of the Renote Peer’s Tagged Buffer
targeted by the Atonmic Qperation. The Renote Tagged O fset MAY
start at an arbitrary offset but MJST represent a ULP Buffer
address that is 64-bit aligned.

Add or Swap Data: 64 bits.

The Add or Swap Data field specifies the 64-bit "Add Data"
value in an Atom c FetchAdd Operation or the 64-bit "Swap Data"
value in an Atonic Swap or CrpSwap Operati on.

Add or Swap Mask: 64 bits

This field is used in nasked Atom ¢ Operations (FetchAdd and
CmpSwap) to performa bitwi se |ogical AND operation as
specified in the definition of these operations. For non-
masked Atonic Operations (Swap), this field is set to
ffffffffffffffffh on transmt and ignored by the receiver.
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Conpare Data: 64 bhits.

The Conpare Data field specifies the 64-bit "Conpare Data"
value in an Atom c CnmpSwap Operation. For Atom c Operations
Fet chAdd and Atonmic Swap, the Conpare Data field is set to zero
on transmit and ignored by the receiver.

Conpare Mask: 64 bits

This field is used in nasked Atom ¢ Operation CrpSwap to
performa bitwi se | ogical AND operation as specified in the
definition of these operations. For Atom c Operations FetchAdd
and Swap, this field is set to ffffffffffffffffh on transmt
and ignored by the receiver.

--------- T T T IR Sy
Atom ¢ | Atomc | Add or | Add or | Compare | Conpare
Qperation| Operation | Swap | Swap | Data | Mask
Code | | Data | Mask | |
--------- T Tl JE e
0000b | FetchAdd | Add Data | Add Mask | N A | NA
--------- T T T IR Sy
0010b | CpSwap | Swap Data| Swap Mask| Valid | valid
_________ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm . m -

Figure 5: Atomi c Operation Message Definitions
The Atom ¢ Operation Request Message has the followi ng semantics:

1. An Atomic Operation Request Message MIST reference an Unt agged
Buffer. That is, the Local Peer’s RDMAP | ayer MJST request that
the DDP mark the Message as Unt agged.

2. One Atonic Qperation Request Message MJUST consunme one Unt agged
Buf f er.

3. The Responder’s RDVAP | ayer MJST process an Atomi ¢ Qperation
Request Message. A valid Atonmic Operation Request Message MJST
NOT be delivered to the Responder’s ULP (i.e., it is processed by
the RDVAP | ayer).

4. At the Responder, an error MJUST be surfaced in response to
delivery to the Renote Peer’s RDMAP | ayer of an Atonic Operation
Request Message with an Atomic Operation Code that the RN C does
not support.

Shah, et al. St andards Track [ Page 16]



RFC 7306 RDVA Pr ot ocol Extensions June 2014

5. An Atonic Operation Request Message MJST reference the RDVA Read
Request Queue. That is, the Requester’s RDVAP | ayer MJST request
that the DDP | ayer set the Queue Nunber field to one.

6. The Requester MJUST pass to the DDP | ayer Atomi c Operation Request
Messages in the order they were subnitted by the ULP.

7. The Responder MUST process the Atomi c Operation Request Messages
in the order they were sent.

8. If the Responder receives a valid Atom c Operation Request
Message, it MJST respond with a valid Atom ¢ Operation Response
Message.

5.2.2. Atomc Operation Response Message

The Atom c Operation Response Message carries an Atonic Operation
Response Header that contains the "Original Request Identifier" and
"Original Renpote Data Value". The Atonic Operation Response Header
i medi ately follows the DDP header. The RDVAP | ayer passes to the
DDP | ayer a RDVAP Control Field. The follow ng figure depicts the
Atom ¢ Operation Response header that is used for all Atomc

Oper ati on Response Messages:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Original Request ldentifier |
i i i T i I S i e s o o i i
| Original Renpte Data Val ue |
+ +
I I
B i s T T i i o S o T Ji I
Figure 6: Atonic Qperation Response Header
Oiginal Request ldentifier: 32 bits.

The Original Request ldentifier is set to the value specified in
the Request ldentifier field that was originally provided in the
correspondi ng Atonic Operation Request Message.

Oiginal Renote Data Value: 64 bits.

The Original Rempote Val ue specifies the original 64-bit val ue
stored at the ULP Buffer address targeted by the Atomic Operation.
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The Atomi c Operation Response Message has the foll owi ng semanti cs:

1.

5. 3.

The Atom c Operation Response Message for the associated Atomc
QOperation Request Message travels in the opposite direction.

An Atonic Operation Response Message MUST consunme an Unt agged
Buffer. That is, the Responder RDMAP | ayer MUST request that the
DDP mark the Message as Unt agged.

An Atonmi c Qperation Response Message MUST reference the Queue
Nunber 3. That is, the Responder’s RDVAP | ayer MJST request that
the DDP | ayer set the Queue Number field to 3.

The Responder MUST ensure that a sufficient nunber of Untagged
Buf fers are avail able on the RDMA Read Request Queue (Queue with
DDP Queue Number 1) to support the nmaxi mum nunber of Atonmic
Operation Requests negotiated by the ULP in addition to the

maxi mum nunber of RDMA Read Requests negotiated by the ULP.

The Requester MUST ensure that a sufficient nunber of Untagged
Buf fers are avail able on the RDVA At om ¢ Response Queue (Queue
with DDP Queue Nunmber 3) to support the nmaxi mum nunber of Atomc
Qperation Requests negotiated by the ULP.

The RDVAP | ayer MJST Deliver the Atomic Operation Response Message
to the ULP.

At the Requester, when an invalid Atonm c Qperation Response
Message is delivered to the Renote Peer’s RDVAP | ayer, an error is
sur f aced.

When t he Responder receives Atom c Operation Request nessages, the
Responder RDVAP | ayer MJST pass Atomi c Operati on Response Messages
to the DDP | ayer, in the order that the Atom c Operation Request
Messages were received by the RDVAP | ayer, at the Responder.

Atomi city Quarantees

Atomcity of the Read-Mdify-Wite (RWY on the Responder’s node by
the Atomic Operation MIST be assured in the context of concurrent
atom ¢ accesses by other RDVAP Streans on the sane RN C.

5. 4.

Atom ¢ Operations Ordering and Conpl etion Rul es

In addition to the ordering and conpl etion rul es described in RFC
5040, the following rules apply to inplenentations of the Atomc
Qper at i ons.

Shah,
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1. For an Atonic Operation, the Requester MJST NOT consider the
contents of the Tagged Buffer at the Responder to be nodified by
that specific Atom c Operation until the Atom c Operation Response
Message has been Delivered to RDMAP at the Requester.

2. Atomicity guarantees MJST be provided within the scope of a single
RNI C.

I mpl enentation Note: This requirenment for atomicity anong
operations is limted to the scope of a single RNIC. Atonmicity
guarantees are OPTIONAL with respect to access to the Tagged

Buf fer by any other nethod than an Atonic Operation via the sane
RNI C. Exanpl es of such accesses that may not be atomic with
respect to an Atom c Qperation include accesses via other RN Cs
and | ocal processor menory access to the Tagged Buffer.

3. Atom c Qperation Request Messages MJUST NOT start processing at the
Responder until they have been Delivered to RDVAP by DDP.

4. Atom c Qperation Response Messages MAY be generated at the
Responder after subsequent RDVMA Wite Messages or Send Messages
have been Pl aced or Delivered.

5. Atom c Qperation Response Message processing at the Responder MJST
be started only after the Atom c Operati on Request Message has
been Delivered by the DDP | ayer (thus, all previous RDVMA Messages
on that DDP Stream have been Deli vered).

6. Send Messages MAY be Conpl eted at the Responder before prior
incom ng Atom ¢ Operation Request Messages have conpleted their
response processing.

7. An Atom c Qperation MJST NOT be Conpl eted at the Requester until
the DDP | ayer Delivers the associated i ncomi ng Atonic Qperation
Response Message.

8. If nore than one outstanding Atonic Request Message i s supported
by both peers, the Atom c Operati on Request Messages MJIST be
processed in the order they were delivered by the DDP | ayer on the
Responder. Atom ¢ Qperation Response Messages MJST be subnitted
to the DDP | ayer on the Responder in the order the Atonmic
Oper ation Request Messages were Delivered by DDP.
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6.

6.

| mredi at e Dat a

The I medi ate Data operation is typically used in conjunction with an
RDVA Wite Qperation to inmprove ULP processing efficiency. The
efficiency is gained by causing an RDVA Conpl etion to be generated

i mediately following the RDMA Wite operation. This RDVA Conpl etion
delivers 8 bytes of Immediate Data at the Renpte Peer. The

combi nation of an RDMA Wite Message foll owed by an | nredi ate Data
Qperation has the sane behavior as the RDVMA Wite with | medi ate Data
operation found in InfiniBand. An Immediate Data operation that is
not preceded by an RDMA Wite operation causes an RDMA Conpl eti on.

1. RDMAP Interactions with ULP for | medi ate Data

For I nmredi ate Data operations, the follow ng are the interactions
bet ween the RDVAP Layer and the ULP:

o0 At the Data Source:
- The ULP passes to the RDVAP Layer the foll ow ng:
* 8 bytes of ULP Imredi ate Data

- \When the Immedi ate Data operation Conpl etes, an indication of
the Conpletion results.

o At the Data Sink:

- |If the I'mmediate Data operation is Conpleted successfully, the
RDVAP Layer passes the following information to the ULP Layer:

* 8 bytes of |Immediate Data

* An Event, if the Data Sink is configured to generate an
Event.

- If the I'mmediate Data operation is Conpleted in error, the Data
Sink RDMAP Layer will pass up the corresponding error
information to the Data Sink ULP and send a Term nate Message
to the Data Source RDVAP Layer. The Data Source RDVAP Layer
will then pass up the Terninate Message to the ULP.
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6.2. |Immedi ate Data Header Format

The I medi ate Data and | medi ate Data with SE Messages carry

I medi ate Data as shown in Figure 7. The RDMAP | ayer passes to the
DDP | ayer an RDVAP Control Field and 8 bytes of Inmmediate Data. The
first 8 bytes of the data follow ng the DDP header contains the

I medi ate Data. See Appendix A 3 for the DDP segnent format of an

I mMedi ate Data or Imrediate Data with SE Message.

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| I medi ate Data |
+ +
| |
B T S i T s i i e e SEI S
Figure 7: Imediate Data or |Imredi ate Data with SE Message Header

I medi ate Data: 64 bits.
8 bytes of data transferred fromthe Data Source to an untagged
Buffer at the Data Sink.

6.3. |Inmediate Data or Inmmediate Data with SE Message

The Imedi ate Data or |Imedi ate Data with SE Message uses the DDP
Unt agged Buffer Mddel to transfer Imediate Data fromthe Data Source
to the Data Sink.

0 An Imediate Data or Imrediate Data with SE Message MUST reference
an Untagged Buffer. That is, the Local Peer’s RDMAP Layer MJST
request that the DDP | ayer mark the Message as Untagged.

0 One Immediate Data or Immediate Data with SE Message MUST consune
one Untagged Buffer.

0 At the Renote Peer, the Inmmediate Data and | medi ate Data with SE
Messages MUST be Delivered to the Renote Peer’s ULP in the order
they were sent.

o0 For an Immediate Data or Imediate Data with SE Message, the Local
Peer’ s RDVAP Layer MJST request that the DDP | ayer set the Queue
Nunber field to zero.

o For an Immedi ate Data or Immediate Data with SE Message, the Local

Peer’s RDVAP Layer MJST request that the DDP | ayer transmt 8
byt es of data.
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6.

4.

o0 The Local Peer MJST issue |Imediate Data and | mediate Data with
SE Messages in the order they were submtted by the ULP.

0 The Renpte Peer MJST check that |Imedi ate Data and | mredi ate Data
with SE Messages include exactly 8 bytes of data fromthe DDP
| ayer. The DDP header carries the length field that is reported
by the DDP | ayer.

Ordering and Conpl eti ons

Ordering and conpletion rules for I mmediate Data are the sane as
those for a Send operation as described in Section 5.5 of RFC 5040.

Ordering and Conpl eti ons Tabl e

The followi ng table sunmarizes the ordering relationships for Atomc
and | medi ate Data operations fromthe standpoint of the Local Peer
i ssuing the Operations. Note that in the table that follows, Send
includes Send, Send with Invalidate, Send with Solicited Event, and
Send with Solicited Event and Invalidate. Also note that in the
tabl e below, Imedi ate Data includes I mrediate Data and | mredi ate
Data with Solicited Event.

--------- e T T
First | Second | Pl acenent | Pl acenent | Ordering
Operation| Operation| CGuarantee at| Guarantee at| Cuarantee at

| | Renmpte Peer | Local Peer | Renpte Peer
--------- T Ty
| medi ate| Send | No Placenent| Not | Completed in
Dat a | | Guarantee | Applicable | Oder

| | between Send]| |

| | Payl oad and | |

| | I'nredi ate | |

I | Data I I
--------- e T T T
I mredi at e|] RDVA | No Placerment| Not | Not
Dat a | Wite | Guarantee | Applicable | Applicable

| | between RDVA| |

I | Wite I I

| | Payl oad and | |

| | I'nredi ate | |

I | Data I I
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--------- T T T Ty
| medi at e] RDVA | No Placenent| RDMA Read | RDVA Read
Dat a | Read | Guarantee | Response | Response

| | between | will not be | Message will

| | I'nredi ate | Placed until]| not be

| | Data and | I'nredi ate | generated

| | RDVA Read | Data is | until

| | Request | Placed at | I'mredi ate Data

| | | Renote Peer | has been

| | | | Conpleted
--------- T ey
| medi ate| Atonic | No Placenent| Atonic | Atomc
Dat a | | Guarantee | Response | Response

| | between | will not be | Message will

| | I'nredi ate | Placed until| not be

| | Data and | I'mediate | generated

| | Atomc | Data is | until

| | Request | Placed at | I'mredi ate Data

| | | Renote Peer | has been

| | | | Conpl et ed
--------- T T ey
I mredi ate| | mrediate|] No Pl acenent| Not | Conpleted in
Data or | Data | CGuarantee | Applicable | Oder
Send I I I I
--------- T T T Ty
RDVA | I'mredi ate|] No Pl acenment| Not | I'mredi ate Data
Wite | Data | Guarantee | Applicable | is Conpleted

| | | | after RDVA

| | | | Wite is Placed

| | | | and Delivered
--------- T T T Ty
RDVA Read| |mediate| No Pl acenment| |nmediate | Not Applicable

| Data | Guarantee | Data MAY be |

| | between | Placed |

| | I'nredi ate | before |

| | Data and | RDVA Read |

| | RDVA Read | Response is |

| | Request | generated |
--------- T T ey
At omi ¢ | I'mediate|] No Placement| |nmediate | Not Applicable

| Data | Quarantee | Data MAY be |

| | between | Placed |

| | I'nredi ate | before |

| | Data and | Atom c |

| | Atom c | Response is |

| | Request | generated |
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--------- T T T Ty
At om ¢ | Send | No Placenent| Send Payl oad| Not Applicable

| | Guarantee | MAY be |

| | between Send| Pl aced |

| | Payload and | before |

| | Atomc | Atomc |

| | Request | Response is |

| | | generated |
--------- T T ey
At omi ¢ | RDVA | No Placenent| RDVA Wite | Not

| Wite | Quarantee | Payl oad MAY | Applicable

| | between RDVA| be Pl aced |

| | Wite | before |

| | Payload and | Atomic |

| | Atom c | Response is |

| | Request | generated |
--------- T ey
Atom ¢ | RDVA | No Placenent| No Placenment| RDVA Read

| Read | Guarantee | Guarantee | Response

| | between | between | Message will

| | Atom c | Atom c | not be

| | Request and | Response | generated

| | RDVA Read | and RDNA | until Atomc

| | Request | Read | Response Message

| | | Response | has been

| | | | generated
--------- T T ey
At omi ¢ | Atomic | Placed in | No Placenent| Second Atonic

| | order | Quarantee | Request

| | | between two | Message will

| | | Atomc | not be

| | | Responses | processed

| | | | until first

| | | | Atom c Response

| | | | has been

| | | | generated
--------- T T T Ty
Send | Atom c | No Placenent| Atomc | Atom c Response

| | Guarantee | Response | Message will not

| | between Send| will not be | be generated

| | Payload and | Placed at | until Send has

| | Atonic | the Local | been Conpl et ed

| | Request | Peer until |

| | | Send Payl oad|

| | | is Placed |

| | | at the |

I I I I

Renot e Peer
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--------- T LT T
RDVA | Atom c | No Placenent| Atomc | Not
Wite | | Guarantee | Response | Applicable

| | between RDMA| will not be |

| | Wite | Placed at |

| | Payload and | the Local |

| | Atomc | Peer until |

| | Request | RDVA Wite |

| | | Payl oad |

| | | is Placed |

| | | at the |

| | | Renote Peer |
--------- T T T S L L T ey
RDVA | Atom c | No Placenent| No Pl acenent| Atom c Response
Read | | Guarantee | Guarantee | Message will

| | between | between | not be generated

| | Atomc | Atomc | until RDMVA

| | Request and | Response | Read Response

| | RDVA Read | and RDVA | has been

| | Request | Read | generated

| | | Response |
--------- T Ty

8. Error Processing

In addition to the error processing described in Section 7 of RFC
5040, the following rules apply for the new RDMA Messages defined in
this specification.

8. 1.

Errors Detected at the Local Peer

The Local Peer MJST send a Term nate Message for each of the
fol |l owi ng cases:

1.

Shah,

For errors detected while creating an Atom ¢ Request, Atomc
Response, Imrediate Data, or Imediate Data with SE Message, or
ot her reasons not directly associated with an i ncom ng Message,
the Term nate Message and Error code are sent instead of the
Message. In this case, the Error Type and Error Code fields are
included in the Term nate Message, but the Term nated DDP Header
and Termi nated RDVA Header fields are set to zero.

For errors detected on an inconing Atonic Request, Atonic
Response, Imredi ate Data, or Immediate Data with SE (after the
Message has been Delivered by DDP), the Term nate Message is sent
at the earliest possible opportunity, preferably in the next
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8.

2

out goi ng RDMA Message. In this case, the Error Type, Error Code,
and Term nated DDP Header fields are included in the Term nate
Message, but the Term nated RDVA Header field is set to zero

Errors Detected at the Renote Peer

On incom ng Atonic Requests, Atom c Responses, |medi ate Data, and
I mediate Data with Solicited Event, the followi ng MIJST be vali dated:

o The DDP | ayer MJST validate all DDP Segnent fields.
0 The RDVMA OpCode MUST be vali d.
o0 The RDMA Version MJST be valid

On incom ng Atonmic requests the follow ng additional validation MJST
be perforned:

o0 The RDMAP | ayer MUST validate that the Renpte Peer’s Tagged ULP
Buf fer address references a ULP Buffer address that is 64-bit
aligned. 1In the case of an error, the RDVAP | ayer MJST generate a
Term nate Message indicating RDVA Layer Renote Qperation Error
with Error Code Nane "Catastrophic error, |ocalized to RDVAP
Streant as described in Section 4.8 of RFC 5040. |Inplenentation
Note: A ULP inplementation can avoid this error by having the
target ULP Buffer of an Atomi c Operation 64-bit aligned.

Security Considerations

Thi s docunment specifies extensions to the RDMA Protocol specification
in RFC 5040, and as such the Security Considerations discussed in
Section 8 of RFC 5040 apply. |In particular, Atom c Operations use
ULP Buffer addresses for the Renote Peer Buffer addressing used in
RFC 5040 as required by the security nodel described in RFC 5042

[ RFC5042] .

RDMAP and rel ated protocols may be used by applications that exhibit
distinctive traffic characteristics such as message tining, source,
destination, and size patterns. Examples include structured high-
performance conputing applications based on the MPI interface. For
such applications, analysis of encrypted traffic could revea
sensitive information, e.g., the nature of the application, size of
data set being used, and information about the application’s rate of
progress. Such information can be hidden from passive observation
via use of Encapsul ating Security Payl oad version 3 (ESPv3) Traffic
Fl ow Confidentiality [ RFC4303] to obfuscate the encrypted traffic's
characteristics. ESPv3 inplenentation requirenments for RDVAP are
specified in [ RFC7146] .
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10.

10.

| ANA Consi der ati ons

| ANA has added the following entries to the "RDVAP Message Operation
Codes" registry of "Renote Direct Data Placenment (RDDP)" registry:

0x8, I mredi ate Data, this specification

0x9, Imrediate Data with Solicited Event, this specification

OxA, Atom c Request, this specification

0xB, Atom c Response, this specification

In addition, the follow ng registry has been added to the "Renpte
Direct Data Placenent (RDDP)" registry. The follow ng section
specifies the registry, its initial contents, and the adnmi nistration
policy in nore detail.

1. RDVAP Message Atom c Operation Subcodes

Nane of the registry: "RDVAP Message Atom ¢ Operation Subcodes”

Nanespace details: RDVAP Message Atom ¢ Qperation Subcodes are 4-bit
val ues.

I nformation that nmust be provided to assign a new val ue: An | ESG
approved Standards Track specification defining the semantics and
interoperability requirenents of the proposed new val ue and the
fields to be recorded in the registry.

Fields to record in the registry: RDVAP Message Atomi ¢ Operation
Subcode, Atom c Operation, RFC Reference.

Initial registry contents:

0x0, FetchAdd, this specification

0x1, Reserved, this specification

0x2, CnpSwap, this specification

Not e: An experinental RDMAP Message Operation Code has already been

al l ocated; hence, there is no need for an experinental RDVAP Message
At omi ¢ Operation Subcode.
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Al'l other values are Unassigned and available to | ANA for assignment.
New RDMAP Message Atonic Operation Subcodes shoul d be assigned
sequentially in order to better support inplenentations that process
RDVAP Message Atomic Operations in hardware.
Al location Policy: Standards Action [ RFC5226]

10. 2. RDVAP Queue Nunbers
Nanme of the registry: "RDVAP DDP Untagged Queue Nunbers"

Nanespace details: RDVAP DDP Unt agged Queue nunbers are 32-bit
val ues.

Informati on that nmust be provided to assign a new val ue: An | ESG
approved Standards Track specification defining the semantics and
interoperability requirenents of the proposed new val ue and the
fields to be recorded in the registry.

Fields to record in the registry: RDVAP DDP Unt agged Queue Numnbers,
Queue Usage Description, RFC Reference.

Initial registry contents:

0x00000000, Queue 0 (Send operation Variants), [RFC5040]

0x00000001, Queue 1 (RDVA Read Request operations), [RFC5040]
0x00000002, Queue 2 (Term nate operations), [RFC5040]

0x00000003, Queue 3 (Atom c Response operations), this specification
Not e: An experinental RDVAP Message Operation Code has already been
al | ocated; hence, there is no need for an experinental RDVAP DDP

Unt agged Queue Nunber.

Al'l other values are Unassigned and available to | ANA for assignment.
New RDMAP queue nunbers shoul d be assigned sequentially in order to
better support inplenentations that perform RDVAP queue selection in

har dwar e.

Al location Policy: Standards Action [ RFC5226]
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Appendi x A. DDP Segnment Formats for RDVA Messages
This appendix is for information only and is NOT part of the
standard. It sinply depicts the DDP Segnent fornmat for the various
RDVA Messages.
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A. 1. DDP Segnent for Atomic Operation Request

The followi ng figure depicts an Atom c Operation Request, DDP
Segnent :

0 1 2 3
01234567890123456789012345678901
B i T R R e i o ik SR e
| DDP Control | RDVA Control |
el i I e i it T e e e e i i T o S e e S e T R R
| Reserved (Not Used) |
I S i o T s S S S e s s T
| DDP (Atom c Operation Request) Queue Number |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| DDP (Atonmi c Operation Request) Message Sequence Nunber |
el i I e i it T e e e e i i T o S e e S e T R R
| DDP (Atonic Operation Request) Message O f set |
I S i o T s S S S e s s T
| Reserved (Not Used) | AOpCode|
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Request ldentifier |
el i I e i it T e e e e i i T o S e e S e T R R
| Renot e STag |
I S i o T s S S S e s s T
Renot e Tagged O f set

B e T i T o i S e S Tk i e
Add or Swap Data

Add or Swap Mask

B S

B I T R e i sl T ST I I S R TR SR R I S NI S I I I T el
Conpare Data

T S S i i S S T S S S S 2

I
+
|
+
I
+
I
+
|
+
I
+
I
+
|
+
Conpar e Mask |
+
I
+

+—-—+-—+— +— +— +— +— +— +— +—

T S S i Sl S S S T sl o oI S S S S S s S
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A. 2. DDP Segnent for Atom c Response

The following figure depicts an Atomi c Operati on Response, DDP
Segnent :

0 1 2 3
01234567890123456789012345678901

il s ST I S S I S T T S

| DDP Control | RDVA Control |
B T S i T s i i e e SEI S
| Reserved (Not Used) |
I S i o T s S S S e s s T
| DDP (Atom c Operation Request) Queue Number |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| DDP (Atonmi c Operation Request) Message Sequence Nunber |
B T S i T s i i e e SEI S
| DDP (Atonic Operation Request) Message O f set |
I S i o T s S S S e s s T
| Oiginal Request ldentifier |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Oiginal Renote Val ue |
+ +
I I
I S i o T s S S S e s s T
A. 3. DDP Segnent for Immediate Data and I mredi ate Data with SE

The following figure depicts an Imrediate Data or Inmediate Data with
SE, DDP Segnent:

0 1 2 3
01234567890123456789012345678901
B il s S S S S I S i
| DDP Control | RDVA Control |
i s T S i T i T S b i
| Reserved (Not Used) |
i e e R e s o e e e b i o I N S T
| DDP ( Send) Queue Number |
B i s T T i i o S o T Ji I
| DDP (Send) Message Sequence Number |
e s i i e i i S S e e
| DDP Message O f set |
i e e R e s o e b i o I R S T
| | medi at e Dat a |
+ +
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
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