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XM. Medi a Types
Abst r act

Thi s specification standardi zes three nedia types -- application/xm,
appl i cation/xm -external -parsed-entity, and application/xm-dtd --
for use in exchanging network entities that are related to the

Ext ensi bl e Markup Language (XM.) while defining text/xm and text/

xm - external -parsed-entity as aliases for the respective application/
types. This specification also standardizes the '+xm’ suffix for
nam ng nedia types outside of these five types when those nmedia types
represent XML M ME entities.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7303.

Thonpson & Lilley St andards Track [ Page 1]



RFC 7303 XM. Medi a Types July 2014

Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
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Wt hout obtaining an adequate |icense fromthe person(s) controlling
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I nt roducti on

The Wrld Wde Web Consortium has issued the Extensible Markup
Language (XM.) 1.0 [ XM.] and Extensible Markup Language (XM.) 1.1
[ XML1. 1] specifications. To enable the exchange of XM. network
entities, this specification standardizes three nedia types
(application/xm, application/xmn -external -parsed-entity, and
application/xm-dtd), two aliases (text/xm and text/xmn -external -
parsed-entity), and a naming convention for identifying XM-based
M ME nedia types (using ' +xm’).

XML has been used as a foundation for other nedia types, including
types in every branch of the | ETF nedia types tree. To facilitate
the processing of such types, and in line with the recognition in

[ RFC6838] of structured syntax name suffixes, a suffix of "+xm’ is
registered in Section 9.6. This will allow generic XM.-based tools
-- browsers, editors, search engines, and other processors -- to work
with all XM.-based nedia types.

Thi s specification replaces [RFC3023]. Mjor differences are in the
areas of alignnent of text/xm and text/xmn -external -parsed-entity
with application/xm and application/xmn-external -parsed-entity
respectively, the addition of XPointer and XM. Base as fragnent
identifiers and base URI's, respectively, integration of the XPointer
Regi stry and updating of many references.

Not ati onal Conventi ons
1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this specification are to be interpreted as descri bed

in [ RFC2119].

2. Characters, Encodings, Charsets

Both XML (in an XML or Text declaration using the encodi ng pseudo-
attribute) and MME (in a Content-Type header field using the charset
paraneter) use a combn set of |abels [|I ANA-CHARSETS] to identify the
M ME charset (mapping frombyte streamto character sequence

[ RFC2978]) .

In this specification, we will use the phrases "charset paraneter”
and "encodi ng declaration" to refer to whatever M ME charset is
specified by a M ME charset paraneter or XM encodi ng decl arati on,
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respectively. W reserve the phrase "character encodi ng" (or, when
the context makes the intention clear, sinply "encoding") for the
M ME charset actually used in a particular XML M ME entity.

[ UNI CODE] defines three "encoding fornms", nanely UTF-8, UTF-16, and
UTF-32. As UTF-8 can only be serialized in one way, the only
possi bl e I abel for UTF-8-encoded documents when serialised into MM
entities is "utf-8". UTF-16 XM. docunents, however, can be
serialised into MME entities in one of two ways: either big-endian,
| abel l ed (optionally) "utf-16" or "utf-16be", or little-endian,

| abel l ed (optionally) "utf-16" or "utf-16le". See Section 3.3 bel ow
for how a Byte Order Mark (BOM is required when the "utf-16"
serialization is used.

UTF- 32 has four potential serializations, of which only two (UTF-32BE
and UTF-32LE) are given nanmes in [UNICODE]. Support for the various
serializations varies wi dely, and security concerns about their use
have been raised (for exanple, see [Sivonen]). The use of UTF-32 is
NOT RECOMMENDED for XML M ME entities

2.3. MME Entities, XM Entities

As sonetinmes happens between two communities, both MM and XM. have
defined the termentity, with different meanings. Section 2.4 of
[ RFC2045] says:

The term"entity", refers specifically to the M ME-defined header
fields and contents of either a nessage or one of the parts in the
body of a nmultipart entity.

Section 4 of [XM] says:

An XML docunent may consist of one or many storage units. These
are called entities; they all have content and are all (except for
the docunent entity and the external DTD subset) identified by
entity nane.

In this specification, "XM. MM entity" is defined as the latter (an
XML entity) encapsulated in the forner (a MM entity).

Furthernore, XM. provides for the nam ng and referencing of entities
for purposes of inclusion and/or substitution. 1In this
specification, "XM--entity declaration/reference/..." is used to
avoi d confusion when referring to such cases.
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3. Encodi ng Consi derations

The registrations bel ow all address issues around character encodi ng
in the sane way, by referencing this section

As many as three distinct sources of information about character
encodi ng may be present for an XML M ME entity: a charset paraneter,
a BOM (see Section 3.3 below), and an XM. encodi ng decl aration (see
Section 4.3.3 of [XM]). Ensuring consistency anong these sources
requires coordi nati on between entity authors and M ME agents (that
is, processes that package, transfer, deliver, and/or receive MM
entities).

The use of UTF-8, without a BOM is RECOMMENDED for all XM. M ME
entities.

Sone M ME agents will be what we will call "XM.-aware", that is,
capabl e of processing XM. M ME entities as XM. and detecting the XM
encodi ng declaration (or its absence). Al three sources of

i nformati on about encoding are available to them and they can be
expected to be aware of this specification

O her MMe agents will not be XM.-aware; thus, they cannot know
anyt hi ng about the XM. encodi ng declaration. Not only do they |ack
one of the three sources of information about encoding, they are al so
less likely to be aware of or responsive to this specification

Sone M ME agents, such as proxies and transcoders, both consune and
produce M ME entities.

This mixture of two kinds of agents handling XML M ME entities

i ncreases the conplexity of the coordination task. The
reconmmendat i ons given bel ow are intended to maximse interoperability
in the face of this: on the one hand, by nandating consi stent
production and encouragi ng maxi mally robust fornms of production and,
on the other, by specifying recovery strategies to nmaxim ze the
interoperability of consumers when the production rules are broken

3.1. XML M ME Producers

XM.- awar e M ME producers SHOULD supply a charset paraneter and/or an
appropriate BOM with non- UTF- 8-encoded XML M ME entities that |ack an
encodi ng decl aration. Such producers SHOULD renove or correct an
encodi ng declaration that is known to be incorrect (for exanple, as a
result of transcoding).
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XM.- aware M ME producers MJST supply an XM text declaration at the
begi nni ng of non- UNl CODE XM. external parsed entities that would

ot herw se begin with the hexadeci mal octet sequences OxFE OxFF, OxFF
OxFE or OxEF OxBB OxBF, in order to avoid the nmi staken detection of a
BOM

XM.- unaware M ME producers MUST NOT supply a charset paranmeter with
an XML M ME entity unless the entity's character encoding is reliably
known. Note that this is particularly relevant for centra
configuration of web servers, where configuring a default for the
charset paraneter will alnobst certainly violate this requirenent.

XML M ME producers are RECOMMENDED to provide neans for users to
control what value, if any, is given to charset paraneters for XM
M ME entities, for exanple, by giving users control of the
configuration of Web server fil enane-to-Content-Type-header mappi ngs
on a file-by-file or suffix basis.

3.2. XM. M ME Consurmers

For XML M ME consuners, the question of priority arises in cases when
the avail abl e character encoding information is not consistent.
Agai n, we mrust distinguish between XM.-aware and XM.- unaware agents.

When a charset paraneter is specified for an XM. M ME entity, the
normati ve conponent of the [ XM.] specification | eaves the question
open as to how to determ ne the encoding with which to attenpt to
process the entity. This is true independently of whether or not the
entity contains in-band encoding information, that is, either a BOM
(Section 3.3) or an XM. encodi ng declaration, both, or neither. In
particular, in the case where there is in-band information and it
conflicts with the charset paraneter, the [ XM.] specification does
not specify which is authoritative. In its (non-normative)

Appendix F, it defers to this specification

[T] he preferred nethod of handling conflict should be specified as
part of the higher-level protocol used to deliver XM.. In
particul ar, please refer to [I ETF RFC 3023] or its successor..

Accordingly, to conformwi th depl oyed processors and content and to
avoid conflicting with this or other normative specifications, this
specification sets the priority as foll ows:

A BOM (Section 3.3) is authoritative if it is present in an XM
M ME entity;

In the absence of a BOM (Section 3.3), the charset parameter is
authoritative if it is present.

Thonpson & Lill ey St andards Track [ Page 7]



RFC 7303 XM. Medi a Types July 2014

Whenever the above determ nes a source of encoding information as
aut horitative, consuners SHOULD process XM. M ME entities based on
that information.

When M ME producers conformto the requirenents stated above

(Section 3.1, Section 3) inconsistencies will not arise -- the above
statenment of priorities only has practical inmpact in the case of non-
conformng XM. M ME entities. |In the face of inconsistencies, no

uni form strategy can deliver the "right’ answer every tine: the
pur pose of specifying one here is to encourage convergence over ting,
first on the part of consuners, then on the part of producers.

For XM.-aware consumers, note that Section 4.3.3 of [XM.] does _not_
make it an error for the charset paraneter and the XM encodi ng
declaration (or the UTF-8 default in the absence of encoding

decl aration and BOM to be inconsistent, although such consuners

m ght choose to issue a warning in this case.

If an XML M ME entity is received where the charset paraneter is
omtted, no information is being provided about the character
encodi ng by the MM Content-Type header. XM.-aware consuners MJST
follow the requirenents in section 4.3.3 of [XM.] that directly
address this case. XM-unaware M ME consuners SHOULD NOT assune a
default encoding in this case.

3.3. The BOM and Encodi ng Conversi ons

Section 4.3.3 of [ XM.] specifies that UTF-16 XML M ME entities not

| abel l ed as "utf-16le" or "utf-16be" MJST begin with a BOM U+FEFF
whi ch appears as the hexadeci nal octet sequence OxFE OxFF (big-

endi an) or OxFF OXFE (little-endian). [XM] further states that the
BOM is an encoding signature and is not part of either the markup or
the character data of the XM. docunent.

Due to the presence of the BOM applications that convert XM from
UTF-16 to an encoding other than UTF-8 MUST strip the BOM before
conversion. Similarly, when converting from another encoding into
UTF-16, either without a charset parameter or labelled "utf-16", the
BOM MUST be added unl ess the original encoding was UTF-8 and a BOM
was al ready present, in which case it MJST be transcoded into the
appropriate UTF-16 BOM

Section 4.3.3 of [ XM.] also allows for UF-8 XML MME entities to
begin with a BOM which appears as the hexadeci mal octet sequence
OXEF 0xBB OxBF. This is |ikew se defined to be an encodi ng
signature, and not part of either the markup or the character data of
the XML docurent.
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Applications that convert XM. from UTF-8 to an encodi ng ot her than
UTF-16 MJUST strip the BOM if present, before conversion.
Applications that convert XML into UTF-8 MAY add a BOM

In addition to the M ME charset "utf-16", [RFC2781] introduces
"utf-16le" (little-endian) and "utf-16be" (big-endian). Wen an XM
M ME entity is encoded in "utf-16le" or "utf-16be", it MJST NOT begin
with the BOM but SHOULD contain an in-band XM. encodi ng decl arati on
Conversion from UTF-8 or UTF-16 (unlabelled, or labelled with
"utf-16") to "utf-16be" or "utf-16le" MJST strip a BOMif present.
Conversion from UTF-16 | abelled "utf-16le" or "utf-16be" to UTF-16

wi thout a label or labelled "utf-16" MJST add the appropriate BOM
Conversion from UTF-16 | abelled "utf-16le" or "utf-16be" to UTF-8 MAY
add a UTF-8 BOM but this is NOT RECOMVENDED

Appendi x F of [XM.] also inplies that a UTF-32 BOM nmay be used in
conjunction with UTF-32-encoded docunents. As noted above, this
speci ficati on recormends agai nst the use of UTF-32. If it is used,
the sane considerations as UTF-16 apply with respect to its being a
signature (not part of the document), transcoding into or out of it,
and transcoding into or out of the MM charsets "utf-32le" and "utf-
32be". Consuners that do not support UTF-32 SHOULD nonet hel ess
recogni se UTF-32 signatures in order to give hel pful error nessages
(instead of treating themas invalid UTF-16).

4. XM Medi a Types
4.1. XML M ME Entities

Wthin the XML specification, XML MME entities can be classified

into four types. In the XM terninology, they are called "docunent
entities", "external DTD subsets"”, "external parsed entities", and
"external paraneter entities". Appropriate usage for the types

registered belowis as foll ows:

docunent entities: The nedia types application/xm or text/xm, or a
nmore specific nmedia type (see Section 9.6), SHOULD be used.

external DID subsets: The nedia type application/xm -dtd SHOULD be
used. The nedia types application/xm and text/xm MJST NOT be
used.

external parsed entities: The nmedia types application/xni-external -
parsed-entity or text/xnl-external -parsed-entity SHOULD be used.
The nedia types application/xm and text/xm MJST NOT be used
unl ess the parsed entities are also well-forned "docunent
entities".
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external paranmeter entities: The nmedia type application/xm-dtd
SHOULD be used. The media types application/xm and text/xm MJST
NOT be used.

Note that [ RFC3023] (which this specification obsol etes) recommended
the use of text/xm and text/xm -external -parsed-entity for docunent
entities and external parsed entities, respectively, but described
handl i ng of character encoding that differed from conmmon

i npl ementation practice. These nedia types are still commonly used,
and this specification aligns the handling of character encoding with
i ndustry practice.

Note that [RFC2376] (which is obsolete) allowed application/xm and
text/xm to be used for any of the four types, although in practice
it is likely to have been rare.

Nei t her external DTD subsets nor external paraneter entities parse as
XM. docurents, and while sone XML docunent entities may be used as
external parsed entities and vice versa, there are many cases where
the two are not interchangeable. XM al so has unparsed entities,
internal parsed entities, and internal paraneter entities, but they
are not XML M ME entities

Conpared to [ RFC2376] or [RFC3023], this specification alters the
handl i ng of character encoding of text/xm and text/xm -external-
parsed-entity, treating themno differently fromthe respective
application/ types. However, application/xm and application/xm -
external -parsed-entity are still RECOMMENDED, to avoid possible
confusion based on the earlier distinction. The former confusion
around the question of default character sets for the two text/ types
no |l onger arises because

[ RFC7231] changes [ RFC2616] by renoving the | SO 8859-1 default and
not defining any default at all

[ RFC6657] updates [ RFC2046] to renove the US-ASCI | [ASCl ]
defaul t.

See Section 3 for the now unified approach to the charset paraneter
that results.

XML provides a general franmework for defining sequences of structured
data. It is often appropriate to define new nedia types that use XM
but define a specific application of XM., due to donmai n-specific

di splay, editing, security considerations, or runtine information
Furt hernore, such nedia types may allow only UTF-8 and/or UTF-16 and
prohibit other character sets. This specification does not prohibit
such nedia types; in fact, they are expected to proliferate.
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However, devel opers of such nedia types are RECOMVENDED to use this
specification as a basis for their registration. See Section 4.2 for
nmore detailed recommendati ons on using the *+xm’ suffix for

regi stration of such nedia types.

An XM. docunent | abel ed as application/xm or text/xm, or with a
"+xm’ nedia type, mght contain nanmespace decl arations, stylesheet-
i nki ng processing instructions (Pls), schema information, or other
decl arations that m ght be used to suggest how the docunent is to be
processed. For exanple, a docunent m ght have the XHTM. nanespace
and a reference to a Cascading Style Sheets (CSS) stylesheet. Such a
docunent might be handl ed by applications that would use this
informati on to di spatch the docunment for appropriate processing.
Appendi x B lists the core XM. specifications that, taken together
with [ XM] itself, show how to determ ne an XM. docunent’s | anguage-
| evel semantics and suggest how i nformation about its application-

| evel semantics nmay be | ocatabl e.

4.2. Using '+xm’' when Registering XM.-Based Media Types

In Section 9.6, this specification updates the registration in
[ RFC6839] for XM.-based M ME types (the '+xm’ types).

When a new nedia type is introduced for an XM.-based format, the nane
of the media type SHOULD end with ' +xm’ unless generic XM
processing is in some way inappropriate for docunents of the new
type. This convention will allow applications that can process XM
generically to detect that the MME entity is supposed to be an XM
docunent, verify this assunption by invoking some XM. processor, and
then process the XML docunent accordingly. Applications nmay check
for types that represent XM. M ME entities by conparing the |ast four
characters of the subtype to the string '+xm’. (However, note that
four of the five media types defined in this specification -- text/
xm , application/xm, text/xm -external -parsed-entity, and
application/xm -external -parsed-entity -- also represent XML M ME
entities while not ending with '+xm’.)

NOTE: Section 5.3.2 of [RFC7231] does not support any form of
Accept header that will match only "+xm’ types. In particular,
Accept headers of the form "Accept: */*+xm " are not allowed, and
will not work for this purpose.

Medi a types followi ng the nam ng convention '+xnml’ SHOULD define the
charset paraneter for consistency, since XM.-generic processing by
definition treats all XM MM entities uniformy as regards
character encoding information. However, there are sone cases that
the charset paraneter need not be defined. For exanple:
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When an XM.-based nedia type is restricted to UTF-8, it is not
necessary to define the charset paraneter. UTF-8 is the default
for XM.

When an XM.-based nedia type is restricted to UTF-8 and UTF-16, it
m ght not be unreasonable to omt the charset paraneter. Neither
UTF-8 nor UTF-16 require XM. encodi ng decl arati ons.

XML generic processing is not always appropriate for XM.-based nedi a
types. For exanple, authors of sone such nedia types nmay wi sh that
the types renmain entirely opaque except to applications that are
specifically designed to deal with that nmedia type. By NOT follow ng
the nanmi ng convention '+xm ', such media types can avoid XM.-generic

processing. Since generic processing will be useful in many cases,
however -- including in sone situations that are difficult to predict
ahead of tinme -- the "+xm’' convention is to be preferred unless

there is sone particularly conpelling reason not to use it.

The registration process for specific '+xm’' nedia types is described
in [RFC6838]. New XM.-based nedia type registrations in the | ETF
must foll ow these guidelines. Wen other organisations register XM-
based nmedia types via the "Specification Required" | ANA registration
policy [ RFC5226], the rel evant Medi a Revi ewer should ensure that they
use the '+xm’ convention, in order to ensure maxi mum
interoperability of their XM.-based docurments. Only nedia subtypes
that represent XML M ME entities are allowed to register with a
“+xm’ suffix.

In addition to the changes descri bed above, the change controller has
been changed to be the Wrld Wde Wb Consortium (WC)

4.3. Registration CGuidelines for XM.-Based Media Types Not Using ' +xni’

Regi strations for new XM.-based nedi a types that do _not_use the
"+xm’ suffix SHOULD, in specifying the charset paranmeter and
encodi ng consi derations, define themas: "Same as [charset paraneter
/ encodi ng consi derations] of application/xm as specified in RFC
7303".

Defining the charset paraneter is RECOMWENDED, since this infornmation
can be used by XML processors to determ ne authoritatively the
character encoding of the XM. MM entity in the absence of a BOM

If there are sone reasons not to follow this advice, they SHOULD be
included as part of the registration. As shown above, two such
reasons are "UTF-8 only" or "UTF-8 or UTF-16 only".
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These registrati ons SHOULD specify that the XM.-based nedia type
being registered has all of the security considerations described in
this specification plus any additional considerations specific to
that nedia type

These registrati ons SHOULD al so nmake reference to this specification
in specifying magi ¢ nunbers, base URI's, and use of the BOM

These registrations MAY reference the application/xm registration in
this docunment in specifying interoperability and fragnent identifier
considerations, if these considerations are not overridden by issues
specific to that nedia type.

5. Fragment ldentifiers

Uni form Resource ldentifiers (URIs) can contain fragnent identifiers
(see Section 3.5 of [RFC3986]). Specifying the syntax and semantics
of fragment identifiers is devolved by [RFC3986] to the appropriate
medi a type registration.

The syntax and semantics of fragnent identifiers for the XM. nedia
types defined in this specification are based on the

[ XPoi nt er Fr amewor k] WBC Recommendation. It allows sinple nanes and
nmore conpl ex constructi ons based on named schenmes. Wen the syntax
of a fragnent identifier part of any URl or Internationalized
Resource ldentifier (IRI) ([RFC3987]) with a retrieved nedia type
governed by this specification conforms to the syntax specified in

[ XPoi nt er Framewor k], conformi ng applications MJST interpret such
fragnment identifiers as designating whatever is specified by the

[ XPoi nt er Framewor k] together with any other specifications governing
the XPointer schemes used in those identifiers that the applications
support. Conform ng applications MIJST support the ’elenment’ scheme
as defined in [ XPointerEl ement], but need not support other schenes.

If an XPointer error is reported in the attenpt to process the part,
this specification does not define an interpretation for the part.

A registry of XPointer schenes [XPtrReg] is maintained at the WBC
Generic processors of XML M ME entities SHOULD NOT i npl enent

unregi stered XPoi nter schemes ([ XPtrRegPolicy] describes requirenents
and procedures for registering schenes).

See Section 4.2 for additional requirements that apply when an XM.-
based nedi a type foll ows the nam ng convention ' +xm’.

I f [ XPoi nterFramewor k] and [ XPoi nterEl enent] are inappropriate for

sonme XM.- based nedia type, it SHOULD NOT foll ow the nam ng convention
Txm .
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When a URI has a fragnent identifier, it is encoded by a linmted
subset of the repertoire of US-ASCI|I characters, see
[ XPoi nt er Framewor k] for details.

6. The Base URI

An XML M ME entity of type application/xm, text/xm, application/
xm - ext ernal - parsed-entity, or text/xnl-external-parsed-entity MAY
use the xm :base attribute, as described in [ XM.Base], to enbed a
base URI in that entity for use in resolving relative UR references
(see Section 5.1 of [RFC3986]).

Note that the base URI itself mght be enbedded in a different MM
entity, since the default value for the xm:base attribute can be
specified in an external DID subset or external parameter entity.
Since conform ng XML processors need not always read and process
external entities, the effect of such an external default is
uncertain; therefore, its use is NOT RECOMVENDED

7. XM Versions

application/xm, application/xnl-external -parsed-entity, application/
xm -dtd, text/xm, and text/xm -external -parsed-entity are to be used
with [XM.]. In all exanples herein where version="1.0" is shown, it

i s understood that version="1.1" might al so appear, providing the
content does indeed conformto [XM.1.1].

The normative requirenment of this specification upon XM. docunents
and processors is to follow the requirenents of [ XM.], Section 4.3.3.

Except for minor clarifications, that section is substantially
identical fromthe first edition to the current (5th) edition of XM
1.0, and for XM 1.1 first or second edition [ XM.1.1]. Therefore,
references herein to [ XM.] may be interpreted as referencing any

exi sting version or edition of XM., or any subsequent edition or
versi on that nmakes no inconpatible changes to that section

Speci fications and reconmendati ons based on or referring to this RFC
SHOULD indicate any limtations on the particular versions or
editions of XML to be used.

8. Exanpl es
This section is non-normative. |In particular, note that all
[ RFC2119] | anguage herein reproduces or sunmarizes the consequences

of normative statenents al ready made above, and has no i ndependent
normative force, and accordi ngly does not appear in uppercase.
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The exampl es bel ow give the M ME Cont ent - Type header, including the
charset paranmeter, if present and the XML decl aration or Text

decl aration (which includes the encodi ng decl aration) inside the XM
M ME entity. For UTF-16 exanples, the Byte Order Mark character
appropriately UTF-16 encoded is denoted as "{BOV", and the XM. or
Text declaration is assunmed to cone at the begi nning of the XM. M ME
entity, inmmediately following the encoded BOM Note that other M ME
headers may be present, and the XML M ME entity will normally contain
other data in addition to the XML decl aration; the exanples focus on
the Content-Type header and the encoding declaration for clarity.

Al t hough they show a content type of 'application/xm’', all the
exanpl es below apply to all five nmedia types declared below in
Section 9, as well as to any nmedi a types declared using the ' +xm’
convention (with the exception of the examples involving the charset
paraneter for any such nedia types that do not enable its use). See
the XML M ME entities table (Section 4.1, Paragraph 1) for discussion
of which types are appropriate for which varieties of XML M ME
entity.

8.1. UTF-8 Charset
Content - Type: application/xm; charset=utf-8
<?xm version="1.0" encodi ng="utf-8""?>
or
<?xm version="1.0"?>
UTF-8 is the recommended encoding for use with all the nedia types
defined in this specification. Since the charset parameter is
provided and there is no overriding BOM conformant M ME and XM
processors nmust treat the enclosed entity as UTF- 8 encoded.
If sent using a 7-bit transport (e.g., SMIP [ RFC5321]), in general, a
UTF-8 XML M ME entity nust use a content-transfer-encoding of either
quot ed-printabl e or base64. For an 8-bit clean transport (e.g.,
8BI TM ME ESMIP or NNTP), or a binary clean transport (e.g., BINARY

ESMIP or HTTP), no content-transfer-encoding is necessary (or even
possible, in the case of HITP)
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8.2. UTF-16 Charset
Cont ent - Type: application/xm; charset=utf-16
{BOM <?xm version="1.0" encodi ng="utf-16"?>
or
{BOM <?xm version="1.0"?>

For the three application/nedia types defined above, if sent using a
7-bit transport (e.g., SMIP) or an 8-bit clean transport (e.g.,

8BI TM ME ESMIP or NNTP), the XML M ME entity nust be encoded in

quot ed-printabl e or base64; for a binary clean transport (e.g.,

Bl NARY ESMIP or HITP), no content-transfer-encoding is necessary (or
even possible, in the case of HITP).

As described in [ RFC2781], the UTF-16 fanily nust not be used with
medi a types under the top-level type "text" except over HITP or HTTPS
(see Section A .2 of HITP [ RFC7231] for details). Hence, one of the
two text/media types defined above can be used with this exanple only
when the XML M ME entity is transmitted via HTTP or HTTPS, which use
a M Me-Iike mechani sm and are binary-clean protocols and hence do not
perform CR and LF transformations and allow NUL octets. Since HTTP
is binary clean, no content-transfer-encoding is necessary (or even
possi bl e).

8.3. Omtted Charset and 8-Bit MM Entity
Cont ent - Type: application/xm
<?xm version="1.0" encodi ng="i so-8859-1"7?7>
Since the charset paraneter is not provided in the Content-Type
header and there is no overriding BOM conformant XM. processors nust
treat the "iso0-8859-1" encoding as authoritative. Conformant XM.-
unaware M ME processors shoul d nake no assunptions about the
character encoding of the XM. M ME entity.

8.4. Omtted Charset and 16-Bit M ME Entity
Cont ent - Type: application/xm
{BOM} <?xm version="1.0" encodi ng="utf-16""?>

or

{BOM} <?xm version="1.0"7?>
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Thi s exanpl e shows a 16-bit MME entity with no charset paraneter.
However, since there is a BOM conformant processors mnust treat the
entity as UTF-16 encoded.

Qritting the charset paraneter is not recommended in conjunction with
medi a types under the top-level type "application" when used with
transports other than HTTP or HTTPS. Media types under the top-I|eve
type "text" should not be used for 16-bit MME with transports other
than HTTP or HTTPS (see di scussion above in

Section 8.2, Paragraph 7).

8.5. Onmtted Charset, No Internal Encoding Declaration
Cont ent - Type: appli cati on/xm
<?xm version="1.0" ?>

In this exanple, the charset parameter has been omitted, there is no
i nternal encoding declaration, and there is no BOM Since there is
no BOM or charset paranmeter, the XM. processor follows the
requirenents in Section 4.3.3, and optionally applies the mechani sm
described in Appendix F (which is non-normative) of [XM] to
determ ne an encoding of UTF-8. Although the XML M ME entity does
not contain an encodi ng decl aration, provided the encoding actually
_is_ UTF-8, this is a conforming XM. M ME entity.

A conformant XM.-unaware M ME processor shoul d make no assunptions
about the character encoding of the XML M ME entity.

See Section 8.1 for transport-related issues for UTF-8 XM. M ME
entities.

8.6. UTF-16BE Char set
Cont ent - Type: application/xm ; charset=utf-16be
<?xm version="1.0" encodi ng="utf-16be’ ?>
observe that, as required for this encoding, there is no BOM Since
the charset paraneter is provided and there is no overridi ng BOV
conformant M ME and XM. processors nust treat the enclosed entity as
UTF- 16BE encoded.

See al so the additional considerations in the UTF-16 exanple in
Section 8. 2.
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8.7. Non-UTF Char set
Cont ent - Type: application/xm; charset=i so-2022-Kkr
<?xm version="1.0" encodi ng="i so-2022-kr"?>

Thi s exanpl e shows the use of a non-UTF character encoding (in this
case Hangul, but this exanple is intended to cover all non-UTF-famly
character encodings). Since the charset paranmeter is provided and
there is no overriding BOM conformant processors nust treat the

encl osed entity as encoded per RFC 1557

Si nce | SO 2022- KR [ RFC1557] has been defined to use only 7 bits of
data, no content-transfer-encoding is necessary with any transport:
for character sets needing 8 or nore bits, considerations such as
those di scussed above (Sections 8.1 and 8.2) would apply.

8.8. I NCONSI STENT EXAMPLE: Conflicting Charset and |Internal Encoding
Decl arati on

Cont ent - Type: application/xm; charset=i so-8859-1
<?xm version="1.0" encodi ng="utf-8"?>

Al t hough the charset parameter is provided in the Content-Type header
and there is no BOM and the charset paraneter differs fromthe XM
encodi ng decl aration, conformant M ME and XM. processors wl|
interoperate. Since the charset paraneter is authoritative in the
absence of a BOM conformant processors will treat the encl osed
entity as iso0-8859-1 encoded. That is, the "UTF-8" encoding
declaration will be ignored.

Conf or mant processors generating XM M ME entities nust not | abe
conflicting character encoding information between the M ME Cont ent -
Type and the XM. decl aration unless they have definitive information
about the actual encoding, for exanple, as a result of systematic
transcoding. |In particular, the addition by servers of an explicit,
site-w de charset paraneter default has frequently lead to
interoperability problens for XM. docunents.

8.9. I NCONSI STENT EXAMPLE: Conflicting Charset and BOM
Cont ent - Type: application/xm ; charset=i so-8859-1

{BOM <?xm version="1.0"?>
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Al t hough the charset parameter is provided in the Content-Type
header, there is a BOM so M Mt and XM. processors may not
interoperate. Since the BOM paraneter is authoritative for
conformant XML processors, they will treat the enclosed entity as
UTF- 16 encoded. That is, the "iso0-8859-1" charset paraneter will be
i gnored. XM.-unaware M ME processors on the other hand may be
unaware of the BOM and so treat the entity as encoded in iso-8859-1

Conf or mant processors generating XM M ME entities nust not | abe
conflicting character encoding information between the M Me Cont ent -
Type and an entity-initial BQOM

9. | ANA Consi derations
9.1. application/xm Registration
Type name: application
Subt ype nane: xm
Requi red paraneters: none
Optional parameters: charset
See Section 3.

Encodi ng consi derations: Depending on the character encodi ng used,
XML M ME entities can consist of 7bit, 8bit, or binary data
[ RFC6838]. For 7-bit transports, 7bit data, for exanple, US-
ASCl | -encoded data, does not require content-transfer-encodi ng,
but 8bit or binary data, for exanple, UTF-8 or UTF-16 data, MJST
be content-transfer-encoded in quoted-printable or base64. For
8-bit clean transport (e.g., 8BI TM ME ESMIP [ RFC6152] or NNTP
[ RFC3977]), 7bit or 8bit data, for exanple, US-ASCI| or UTF-8
data, does not require content-transfer-encodi ng, but binary data,
for exanple, data with a UTF-16 encoding, MJST be content-
transfer-encoded in base64. For binary clean transports (e.g.,
Bl NARY ESMIP [ RFC3030] or HITP [ RFC7230]), no content-transfer-
encoding i s necessary (or even possible, in the case of HITP) for
7bit, 8bit, or binary data.

Security considerations: See Section 10.

Interoperability considerations: XM has proven to be interoperable
across both generic and task-specific applications and for inport
and export frommultiple XML authoring and editing tools.

Val i dating processors provide maxi numinteroperability, because
they have to handle all aspects of XM.. Although a non-validating
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processor may be nore efficient, it mght not handl e all aspects.
For further information, see Section 2.9 "Standal one Docunent
Decl aration” and Section 5 "Confornmance"” of [ XM]

In practice, character set issues have proved to be the biggest
source of interoperability problens. The use of UTF-8, and
careful attention to the guidelines set out in Section 3, are the
best ways to avoid such probl ens.

Publ i shed specification: Extensible Markup Language (XM.) 1.0 (Fifth
Edition) [XM.] or subsequent editions or versions thereof.

Applications that use this nedia type: XM is device, platform and
vendor neutral and is supported by generic and task-specific
applications and a wi de range of generic XM tools (editors,
parsers, Wb agents, ...).

Addi tional infornmation:

Magi ¢ nunber(s): None.
Al t hough no byte sequences can be counted on to al ways be
present, XML M ME entities in ASCI|-conpatible character sets
(including UTF-8) often begin with hexadeci mal 3C 3F 78 6D 6C
("<?xm "), and those in UTF-16 often begin wi th hexadeci mal FE
FF 00 3C 00 3F 00 78 00 6D 00 6C or FF FE 3C 00 3F 00 78 00 6D
00 6C 00 (the BOM foll owed by "<?xm"). For nore information,
see Appendi x F of [XM].

File extension(s): .xm

Maci ntosh File Type Code(s): "TEXT"

Base URI: See Section 6

Person and enmmni|l address for further information: See Authors’
Addr esses section

I ntended usage: COMVON
Aut hor: See Authors’ Addresses section
Change controller: The XM specification is a work product of the

World Wde Wb Consortiunmis XM. Core Working Group. The WBC has
change control over RFC 7303.

Thonpson & Lill ey St andards Track [ Page 20]



RFC 7303 XM. Medi a Types July 2014

9.2. text/xm Registration

The registration information for text/xm is in all respects the same

as that given for application/xm above (Section 9.1), except that

the "Type nane" is "text".
9.3. application/xm-external -parsed-entity Registration

Type name: application

Subtype nane: xmnl-external -parsed-entity

Requi red paranmeters: none

Optional parameters: charset
See Section 3.

Encodi ng considerations: Sanme as for application/xm (Section 9.1).

Security considerations: See Section 10.

Interoperability considerations: XM external parsed entities are as
i nteroperabl e as XM. docunents, though they have a less tightly
constrained structure and therefore need to be referenced by XM
docunents for proper handling by XM. processors. Simlarly, XM
docunents cannot be reliably used as external parsed entities
because external parsed entities are prohibited from having
st andal one docunent declarations or DTDs. Identifying XM
external parsed entities with their own content type enhances
interoperability of both XML docunments and XM. external parsed
entities.

Publ i shed specification: Sane as for application/xm (Section 9.1).

Applications which use this nmedia type: Same as for application/xn
(Section 9.1).

Addi tional information
Magi ¢ nunber(s): Sane as for application/xm (Section 9.1).
File extension(s): .xm or .ent
Maci ntosh File Type Code(s): "TEXT"

Base URI: See Section 6
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Person and enmnil address for further information: See Authors’
Addr esses section
I nt ended usage: COMVON
Aut hor: See Authors’ Addresses section
Change controller: The XM specification is a work product of the
Wrld Wde Wb Consortiunmis XM. Core Wbrking G oup. The WBC has
change control over RFC 7303.
9.4. text/xm-external -parsed-entity Registration
The registration information for text/xm -external-parsed-entity is
in all respects the sane as that given for application/xnm -external -
parsed-entity above (Section 9.3), except that the "Type nane" is
"text".
9.5. application/xm-dtd Registration
Type name: application
Subtype nane: xnl-dtd
Requi red paranmeters: none
Optional parameters: charset
See Section 3.
Encodi ng considerations: Sanme as for application/xm (Section 9.1).
Security considerations: See Section 10.
Interoperability considerations: XM DIDs have proven to be
i nteroperable by DTD authoring tools and XM validators, anong
ot hers.
Publ i shed specification: Sanme as for application/xm (Section 9.1).
Applications which use this nedia type: DID authoring tools handle
external DTD subsets as well as external paraneter entities. XM

validators nmay al so access external DTD subsets and externa
paraneter entities.
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Addi tional information:
Magi ¢ nunber(s): Sanme as for application/xm (Section 9.1).
File extension(s): .dtd or .nod
Maci ntosh File Type Code(s): "TEXT"

Person and ennil address for further information: See Authors’
Addr esses section.

I ntended usage: COMVON
Aut hor: See Authors’ Addresses section
Change controller: The XM specification is a work product of the
World Wde Web Consortiunis XM. Core Wrking Goup. The WBC has
change control over RFC 7303.
9.6. The ’'+xm’' Nami ng Convention for XM.-Based Media Types

Thi s section supersedes the earlier registration of the '+xm’ suffix
[ RFC6839] .

Thi s specification recommends the use of the ’+xml’ nami ng convention
for identifying XM.-based nedia types, in line with the recognition
in [RFC6838] of structured syntax name suffixes. This allows the use
of generic XM. processors and technol ogies on a wi de variety of
different XM. docunent types at a mnimum cost, using existing
frameworks for nmedia type registration
See Section 4.2 for guidance on when and how to register a nedia
subtype that is *+xm’ based, and Section 4.3 on registering a nedia
subtype for XML but _not_ using ’+xm’.

9.6.1. The '+xm’ Structured Syntax Suffix Registration
Nane: Extensible Markup Language (XM.)
+suf fix: +xnl
Ref erence: RFC 7303
Encodi ng consi derations: Same as Section 9.1
Fragment identifier considerations: Registrations that use this

"+xm’ convention MJST al so nake reference to this docunent,
specifically Section 5, in specifying fragnent identifier syntax
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and semantics, and they MAY restrict the syntax to a specified
subset of schenes, except that they MJST NOT disal |l ow barenames or
"elenment’ schenme pointers. They MAY further require support for
other registered schemes. They al so MAY add additional syntax
(whi ch MUST NOT overlap w th [XPointerFranmework] syntax) together
with associ ated semantics, and they MAY add additional semantics
for barename XPointers that, as provided for in Section 5 wll
only apply when this docunent does not define an interpretation

In practice, these constraints inply that for a fragnent
identifier addressed to an instance of a specific "xxx/yyy+xm"
type, there are three cases:

For fragnent identifiers matching the syntax defined in

[ XPoi nt er Framewor k], where the fragment identifier resolves
per the rules specified there, then process as specified

t here;

For fragnent identifiers matching the syntax defined in

[ XPoi nt er Framewor k], where the fragment identifier does
_not_ resolve per the rules specified there, then process as
specified in "xxx/yyy+xm";

For fragnent identifiers not_ natching the syntax defined
i n [ XPoi nt er Franework], then process as specified in "xxx/
yyy+xm . A fragment identifier of the form
"xywh=160, 120, 320, 240", as defined in [Medi aFrags], which
m ght be used in a URI for an XM.-encoded i nmage, woul d fal
in this category.

Interoperability considerations: Sane as Section 9.1. See above,
and al so Section 3, for guidelines on the use of the ’'charset’
par amet er .

Security considerations: See Section 10.

Contact: See Authors’ Addresses section.

Aut hor: See Authors’ Addresses section

Change controller: The XM specification is a work product of the

World Wde Web Consortiunmis XM. Core Wrking Group. The WBC has
change control over RFC 7303.

Thonpson & Lill ey St andards Track [ Page 24]



RFC 7303 XM. Medi a Types July 2014

10. Security Considerations

XML M ME entities contain information that nmay be parsed and further
processed by the recipient. These entities may contain, and
recipients may permt, explicit systemlevel commands to be executed
whil e processing the data. To the extent that a recipient
application executes arbitrary command strings fromw thin XM. M Me
entities, they may be at risk

In general, any information stored outside of the direct control of
the user -- including CSS style sheets, XSL transformations, XM.-
entity declarations, and DTDs -- can be a source of insecurity, by
ei ther obvious or subtle neans. For exanple, a tiny "whiteout
attack” nodification made to a "master" style sheet coul d make words
in critical |ocations disappear in user docunments, w thout directly
nmodi fying the user docunent or the stylesheet it references. Thus,
the security of any XM. docunent is vitally dependent on all of the
docunents recursively referenced by that docunent.

The XML-entity lists and DIDs for XHTM. 1.0 [ XHTM.], for instance,
are likely to be a widely exploited set of resources. They wll be
used and trusted by nmany devel opers, few of whomwi ||l know nuch about
the |l evel of security on the WBC' s servers, or on any simlarly
trusted repository.

The sinplest attack invol ves addi ng decl arati ons that break

val idation. Adding extraneous declarations to a list of character
XM.-entities can effectively "break the contract" used by docunents.
A tiny change that produces a fatal error in a DID could halt XM
processing on a large scale. Extraneous declarations are fairly
obvi ous, but nore sophisticated tricks, |like changing attributes from
bei ng optional to required, can be difficult to track down. Perhaps
the nmost dangerous option available to attackers, when external DID
subsets or external paraneter entities or other externally specified
defaulting is involved, is redefining default values for attributes:
for exanple, if developers have relied on defaulted attributes for
security, a relatively small change might expose enornous quantities
of information.

Apart fromthe structural possibilities, another option, "XM-entity
spoofing," can be used to insert text into docunents, vandalizing and
per haps conveyi ng an uni ntended nessage. Because XM. pernits
multiple XM.-entity declarations, and the first declaration takes
precedence, it is possible to insert malicious content where an XM.-
entity reference is used, such as by inserting the full text of

W nni e the Pooh in place of every occurrence of &ndash;
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Security considerations will vary by domain of use. For exanple, XM
medi cal records will have much nore stringent privacy and security
considerations than XML library netadata. Simlarly, use of XML as a
paraneter marshalling syntax necessitates a case by case security
revi ew.

XML may al so have some of the sane security concerns as plain text.

Li ke plain text, XM. can contain escape sequences that, when

di spl ayed, have the potential to change the display processor
environnment in ways that adversely affect subsequent operations.
Possi bl e effects include, but are not linmted to, |ocking the
keyboard, changing display paraneters so subsequent displayed text is
unr eadabl e, or even changing di splay paraneters to deliberately
obscure or distort subsequent displayed material so that its neaning
is lost or altered. Display processors SHOULD either filter such

mat erial from displayed text or el se nake sure to reset all inportant
settings after a given display operation is conplete.

Wth some term nal devices, sending particular character sequences to
the di spl ay processor can change the output of subsequent key
presses. If this is possible the display of a text object containing
such character sequences coul d reprogramkeys to performsone illicit
or dangerous action when the key is subsequently pressed by the user
In sone cases not only can keys be programed, they can be triggered
renotely, making it possible for a text display operation to directly
perform sone unwanted action. As such, the ability to program keys
SHOULD be bl ocked either by filtering or by disabling the ability to
program keys entirely.

Note that it is also possible to construct XM. docunents that nake
use of what XM_ ternms "[ XM.-]entity references" to construct repeated
expansi ons of text. Recursive expansions are prohibited by [ XM] and
XML processors are required to detect them However, even non-
recursive expansi ons may cause problens with the finite conputing
resources of conputers, if they are perforned nany tines. For
exanpl e, consider the case where XM.-entity A consists of 100 copies
of XM.-entity B, which in turn consists of 100 copies of XM-entity
C, and so on
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Appendi x A. Wiy Use the "+xm’' Suffix for XM.-Based M ME Types?
[ RFC3023] contains a detail ed discussion of the (at the tinme) novel
use of a suffix, a practice that has since becone w despread. Those
interested in a historical perspective on this topic are referred to
[ RFC3023], Appendi x A

The registration process for new ' +xm’' nedia types is described in
[ RFC6838] .

Appendi x B. Core XM. Specifications

The foll owi ng specifications each articul ate key aspects of XM
docunent semanti cs:

Nanespaces in XM. 1.0 [ XMLNS10]/ Nanespaces in XM. 1.1 [ XMLNS11]
XM. I nformation Set [Infoset]

xm id [ XM d]

XM. Base [ XM.Base]

Associating Style Sheets with XM. docunents [ XMLSS]

Associ ating Schemas with XM. documents [ XM_Model ]

The WBC Technical Architecture group has produced two docunents that
are al so rel evant:

The Sel f-Describing Web [ FYN] di scusses the overall principles of
how docunment senantics are determ ned on the Wb.

Architecture of the Wrld Wde Wb, Volune One [ AWWN,
Section 4.5.4, discusses the specific role of XM. Nanespace
docunments in this process.
Appendi x C. Operational Considerations
This section provides an informal summary of the nmmjor operational

consi derations that arise when exchanging XM. M ME entities over a
net wor k.
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C.1. Ceneral Considerations

The exi stence of both XM.-aware and XM.-unaware agents handling XM
M ME entities can conprom se introperability. Generic transcoding
proxi es pose a particular risk in this regard. Detailed advice about
the handling of BOVs when transcodi ng can be found in Section 3. 3.

This specification requires XM consumers to treat BOVs as
authoritative: this is in principle a backwards-inconpatibility. In
practice, serious interoperability issues already exist when BOVW are
used. Making BOVs authoritative, in conjunction with the deprecation
of the UTF-32 encoding formand the requirement to include an XM
encodi ng declaration in certain cases (Section 3.1), is intended to

i mprove in-practice interoperability as much as possible over tine.

This specification establishes Section 5 as the basis for
interpreting URIs for XM. M ME entities that include fragnent
identifiers, mandates support only for shorthand ("sinple name") and
"el enent’ -schenme fragments and deprecates support for unregistered
XPoi nter schemes by XML M ME entity processors. Accordingly, UR's
will interoperate best if they use only sinple nanmes and el enent’ -
schene fragnent identifiers, with registered schenes varying w dely
in the degree of support to be found in generic tools. XPointer
schene aut hors can only expect generic tool support if they register
their schenes.

C.2. Considerations for Producers

Interoperability for all XM. MME entities is maxinmzed by the use of
UTF-8, without a BOM Wen UTF-8 is _not_ used, a charset paraneter
and/ or a BOMinprove interoperability, particularly when XM.-unaware
consuners may be invol ved

In the very rare case where the substantive content of a non- UNI CODE
XM. external parsed entity begins with the hexadeci mal octet
sequences OxFE OxFF, OxFF OxFE or OxEF 0xBB O0xBF, including an XM
text declaration will forestall the m staken detection of a BOMV

The use of UTF-32 for XML M ME entities puts interoperability at very
hi gh ri sk.

Web-server configurations that supply default charset paraneters risk

m srepresenting XM. M ME entities. Allow ng users to control the
val ue of charset paraneters inproves interoperability.
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Suppl ying a m staken charset paraneter is worse than supplying none
at all. In particular, generic processors such as transcoders, when
processi ng based on a m staken charset paraneter, if they do not fai
altogether are likely to produce arbitrarily bogus results from which
the original is not recoverable.

C. 3. Considerations for Consuners
Consumers of XML M ME entities can maxim ze interoperability by

1. Taking a BOMas authoritative if it is present in an XM. M ME
entity;

2. In the absence of a BOM taking a charset paraneter as
authoritative if it is present.

Assumi ng a default character encoding in the absence of a charset
paraneter harnms interoperability.

Al t hough support for UTF-32 is not required by [ XM.] itself, and this
specification deprecates its use, consuners that check for UTF-32
BOVE can thereby avoid m stakenly processing UTF-32 entities as
(invalid) UTF-16 entities.

Appendi x D. Changes from RFC 3023
There are nunerous and significant differences between this
specification and [ RFC3023], which it obsoletes. This appendi x
sunmmari zes the major differences only.
XPoi nter ([ XPointerFramework] and [ XPoi nter El enent]) has been
added as fragment identifier syntax for all the XM. nedi a types,
and the XPointer Registry ([ XPtrReg]) mentioned
[ XM_.Base] has been added as a nmechani smfor specifying base URI's
The | anguage regardi ng character sets was updated to correspond to
the WVBC TAG finding Internet Media Type registration, consistency
of use [ TAGM Mg
Priority is nowgiven to a BOMif present

Many references are updated, and the existence of XML 1.1 and
rel evance of this specification to it acknow edged

A nunber of justifications and contextualizations that were

appropriate when XM. was new have been renoved, including the
whol e of the original Appendix A
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