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Abst ract

Thi s docunent describes a Transport Layer Security (TLS) extension
for application-layer protocol negotiation within the TLS handshake.
For instances in which nultiple application protocols are supported
on the sane TCP or UDP port, this extension allows the application

| ayer to negotiate which protocol will be used within the TLS
connecti on.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7301.
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Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

I ncreasingly, application-layer protocols are encapsulated in the TLS
protocol [RFC5246]. This encapsul ati on enabl es applications to use
the existing, secure comunications |links already present on port 443
across virtually the entire global IP infrastructure.

VWhen multiple application protocols are supported on a single server-
side port nunber, such as port 443, the client and the server need to
negoti ate an application protocol for use with each connection. It
is desirable to acconplish this negotiation w thout addi ng network
round-trips between the client and the server, as each round-trip

wi |l degrade an end-user’s experience. Further, it would be

advant ageous to allow certificate selection based on the negoti ated
appl i cation protocol
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3.

3.

Thi s docunent specifies a TLS extension that pernits the application
| ayer to negotiate protocol selection within the TLS handshake. This
wor k was requested by the HITPbis W5 to address the negotiation of
HTTP/ 2 ([HTTP2]) over TLS; however, ALPN facilitates negotiation of
arbitrary application-layer protocols.

Wth ALPN, the client sends the |list of supported application
protocols as part of the TLS CientHell o nessage. The server chooses
a protocol and sends the selected protocol as part of the TLS
ServerHel | o nessage. The application protocol negotiation can thus
be acconplished within the TLS handshake, wi thout addi ng network
round-trips, and allows the server to associate a different
certificate with each application protocol, if desired.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Appl i cation-Layer Protocol Negotiation
1. The Application-Layer Protocol Negotiation Extension

A new extension type ("application_layer_protocol negotiation(16)")
is defined and MAY be included by the client inits "CientHello"
message

enum {
application_|layer protocol negotiation(16), (65535)
} Ext ensi onType;

The "extension_data" field of the
("application_|layer protocol negotiation(16)") extension SHALL
contain a "Protocol NaneLi st" val ue.

opaque Protocol Nane<1..278-1>;

struct {
Pr ot ocol Nane protocol name_|ist<2..2"16-1>
} Protocol NanelLi st ;

"Protocol NaneLi st" contains the list of protocols advertised by the
client, in descending order of preference. Protocols are named by

| ANA-regi stered, opaque, non-enpty byte strings, as described further
in Section 6 ("I ANA Considerations") of this docunent. Enpty strings
MUST NOT be included and byte strings MJST NOT be truncat ed.

Friedl, et al. St andards Track [ Page 3]



RFC 7301 TLS App-Layer Protocol Negotiation Ext July 2014

Servers that receive a CientHello containing the
"application_|layer_protocol _negotiation" extension MAY return a

sui tabl e protocol selection response to the client. The server wll

i gnore any protocol nane that it does not recognize. A new
Server Hel | o extension type
("application_|ayer protocol negotiation(16)") MAY be returned to the
client within the extended ServerHell o nmessage. The "extension_data"
field of the ("application_|layer_protocol _negotiation(16)") extension
is structured the sane as described above for the client
"extension_data", except that the "Protocol NaneList" MJST contain
exactly one "Protocol Nane".

Therefore, a full handshake wi th the

"application_|layer_protocol _negotiation" extension in the CientHello
and ServerHell o messages has the following flow (contrast with
Section 7.3 of [RFC5246]):

Cient Server
dientHello  —eee-o- > ServerHell o
(ALPN extension & (ALPN extension &
list of protocols) sel ected protocol)

Certificate*
Ser ver KeyExchange*
CertificateRequest*

<-mmmme-- Server Hel | oDone
Certificate*
Cl i ent KeyExchange
CertificateVerify*
[ ChangeCi pher Spec]
Fi nisheda  -------- >

[ ChangeCi pher Spec]

<-mm----- Fi ni shed

Application Data <------- > Application Data
Figure 1

* | ndi cates optional or situation-dependent messages that are not
al ways sent.
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An abbrevi at ed handshake with the
"application_|l ayer_protocol _negotiation" extension has the foll ow ng

flow

Cient Server

CientHello —e--e--- > ServerHell o
(ALPN ext ension & (ALPN extension &
list of protocols) sel ected protocol)

[ ChangeCi pher Spec]
R Fi ni shed

[ ChangeCi pher Spec]

Fi nisheda  -------- >

Application Data <mmmmm - > Application Data

Figure 2

Unli ke many ot her TLS extensions, this extension does not establish
properties of the session, only of the connection. Wen session
resunption or session tickets [ RFC5077] are used, the previous
contents of this extension are irrelevant, and only the values in the
new handshake nmessages are consi der ed.

3.2. Protocol Selection

It is expected that a server will have a list of protocols that it
supports, in preference order, and will only select a protocol if the
client supports it. |In that case, the server SHOULD sel ect the nobst
highly preferred protocol that it supports and that is al so
advertised by the client. 1In the event that the server supports no
protocols that the client advertises, then the server SHALL respond
with a fatal "no_application_protocol" alert.

enum {
no_appl i cation_protocol (120),
(255)

} AlertDescription;

The protocol identified in the
"application_|ayer protocol negotiation" extension type in the
ServerHell o SHALL be definitive for the connection, unti

renegoti ated. The server SHALL NOT respond with a sel ected protoco
and subsequently use a different protocol for application data
exchange.

Friedl, et al. St andards Track [ Page 5]



RFC 7301 TLS App-Layer Protocol Negotiation Ext July 2014

4.

Desi gn Consi derati ons

The ALPN extension is intended to follow the typical design of TLS
protocol extensions. Specifically, the negotiation is perforned
entirely within the client/server hello exchange in accordance with
the established TLS architecture. The

"application_|layer_protocol _negotiation" ServerHello extension is
intended to be definitive for the connection (until the connection is
renegotiated) and is sent in plaintext to permt network elements to
provide differentiated service for the connection when the TCP or UDP
port nunber is not definitive for the application-layer protocol to
be used in the connection. By placing owership of protoco

sel ection on the server, ALPN facilitates scenarios in which
certificate selection or connection rerouting may be based on the
negoti at ed protocol

Final |l y, by managi ng protocol selection in the clear as part of the
handshake, ALPN avoi ds introducing fal se confidence with respect to
the ability to hide the negotiated protocol in advance of
establishing the connection. |If hiding the protocol is required,
then renegotiation after connection establishnment, which would
provide true TLS security guarantees, would be a preferred

met hodol ogy.

Security Considerations

The ALPN extension does not inpact the security of TLS session
establishnent or application data exchange. ALPN serves to provide
an externally visible marker for the application-|layer protocol

associ ated with the TLS connection. Historically, the application-

| ayer protocol associated with a connection could be ascertained from
the TCP or UDP port nunber in use.

I npl enenters and docunent editors who intend to extend the protoco
identifier registry by addi ng new protocol identifiers should
consider that in TLS versions 1.2 and below the client sends these
identifiers in the clear. They should al so consider that, for at

| east the next decade, it is expected that browsers would normally
use these earlier versions of TLS in the initial CientHello.

Care must be taken when such identifiers nay | eak personally
identifiable information, or when such | eakage may lead to profiling
or to |l eaking of sensitive information. |If any of these apply to
this new protocol identifier, the identifier SHOULD NOT be used in
TLS configurations where it would be visible in the clear, and
docunents specifying such protocol identifiers SHOULD recomend

agai nst such unsafe use.
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6. | ANA Consi derati ons

The | ANA has updated its "ExtensionType Val ues" registry to include
the follow ng entry:

16 application_|ayer protocol negotiation

Thi s docunent establishes a registry for protocol identifiers
entitled "Application-Layer Protocol Negotiation (ALPN) Protocol |Ds"
under the existing "Transport Layer Security (TLS) Extensions"

headi ng.

Entries in this registry require the follow ng fields:

o Protocol: The nane of the protocol

o Ildentification Sequence: The precise set of octet val ues that
identifies the protocol. This could be the UTF-8 encoding
[ RFC3629] of the protocol nane.

0 Reference: A reference to a specification that defines the
pr ot ocol

This registry operates under the "Expert Review' policy as defined in
[ RFC5226]. The designated expert is advised to encourage the
inclusion of a reference to a pernanent and readily avail abl e
specification that enables the creation of interoperable

i mpl ementations of the identified protocol

The initial set of registrations for this registry is as follows:

Protocol: HITP/1.1
I dentification Sequence:

0x68 0x74 0x74 0x70 Ox2f O0x31 Ox2e 0x31 ("http/1.1")
Ref erence: [RFC7230]

Protocol : SPDY/1
Identification Sequence:
0x73 0x70 0x64 0x79 Ox2f O0x31 ("spdy/1")
Ref erence
http://dev. chrom um or g/ spdy/ spdy- prot ocol / spdy-protocol -draftl

Protocol : SPDY/ 2
Identification Sequence:
0x73 0x70 0x64 0x79 Ox2f 0x32 ("spdy/2")
Ref erence
http://dev. chrom um or g/ spdy/ spdy- pr ot ocol / spdy- prot ocol -draft?2
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8.

8.

8.

Protocol : SPDY/ 3
Identification Sequence:
0x73 0Ox70 0x64 0x79 Ox2f 0x33 ("spdy/3")
Ref er ence:
http://dev. chrom um or g/ spdy/ spdy- prot ocol / spdy-protocol -draft3
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