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Abst ract
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1. Introduction

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the 1AB is

conmpl enentary to the ongoing engineering efforts performed by working
groups of the Internet Engineering Task Force (IETF), under the

| eadership of the Internet Engineering Steering Goup (I ESG and area
directorates.

Any application that sends significant amounts of data over the
Internet is expected to inplenent reasonabl e congestion contro
behavior. The goals for congestion control are well understood and
docunented in RFC 2914 [2] and RFC 5405 [1]:

1. Preventing congestion coll apse.
2. Alowing nultiple flows to share the network fairly.

The Internet has been used for interactive real-time comunication
for decades, nobst of which is being transmtted using the Real -Tine
Transport Protocol (RTP) over UDP, often over provisioned capacity
and/ or using only rudi nentary congestion control mechanisns. In
2004, the |1 AB raised concerns regarding possibilities of a congestion
coll apse due to a rapid growh in real-time voice traffic that does
not practice end-to-end congestion control [17]. That congestion
col | apse did not happen, but concerns rai sed about both congestion
coll apse and fairness are still valid and have gai ned nore rel evance
when applied to nore bandw dt h-hungry video applications. The

devel opnment and upcom ng w despread depl oynent of web-based real-tine
medi a comuni cation -- where RTP is used to and fromweb browsers to
transmt audio, video, and data -- will likely result in substantial
new Internet traffic. Due to the projected volune of this traffic,
as well as the fact that it is nore likely to use unprovisioned
capacity, it is essential that it is transmtted with robust and

ef fective congestion control nechanisns.

Desi gni ng congestion control mechanisns that performwell under a

wi de variety of traffic mxes and over network paths with widely
varying characteristics is not easy. Prevention of congestion
col | apse can be achieved through a "circuit breaker" nmechanism (see,
for exanple, [3]), but for nedia flows that are supposed to coexi st
with a user’s other ongoing communi cati on sessions, a congestion
control mechani smthat shares capacity fairly in the presence of a
m x of TCP, UDP, and other protocol flows is needed.
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Many additional conplications arise. Here are sone exanpl es:

1.

Real -tinme interactive nmedia sessions require | ow | atenci es,
whereas stream ng nedia can use |large play-out buffers

In an RTP session, feedback exchanged via the RTP Contro

Protocol (RTCP) typically arrives nuch |less frequently than, for
exanpl e, TCP ACKs for a given TCP connection. Theoretically, the
RTP/ RTCP control loop can lead to a | onger reaction tine.

Medi a codecs can usually only adjust their output rates in a nmuch
nmore coarse-grained fashion than, for exanple, TCP, and user
experience suffers if encoding rates are switched too frequently.
Codecs typically have a mninum sending rate as wel |

Sone bits of an encoded nedia streamare nore inportant than
others. For exanple, losing or dropping an |-frane of a video
streamis nore problematic than dropping a P-frane [40].

Ranpi ng up the transm ssion rate can be problematic. Sinply
increasing the output rate of the codec w thout know ng whet her
the network path can sustain transmi ssion at the increased rate
runs the danger of incurring a significant anmount of packet |oss
that can cause playback artifacts

A congestion control scheme for interactive nmedia needs to handl e
bundl es of interrelated flows (audio, video, and data) in a way
that accommpdat es the preferences of the application in the event
of congesti on.

The desire to provide a congestion control mechani smthat can be
efficiently inplenented inside an application inposes additiona
restrictions. For exanple, a web browser is not able to take the
protocol interactions of a software downl oad happening i n anot her
application into account.

There are explicit congestion signals (such as Explicit
Congestion Notification (ECN) [19]), and there are inmplicit

i ndi cations of congestion (e.g., packet delay and loss). Care
nmust be taken to account for each of these signals, particularly
if various applications react on the sanme set of signals.

Large buffers are often used in network el ements and end device
operating systems to better support TCP-based applications.
These buffers introduce additional conmmunication del ay, which
harns the small del ay budget available for interactive real-tine
appl i cations.
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2. Wirkshop Structure

The I ETF has a long history of work on congestion control nechanisns.
Wth ongoi ng standardi zati on work on real-tinme interactive nedi a
conmuni cati on on the web, new chal |l enges have energed that have

ref ocused engi neering attention on congestion control issues. To
take a deeper | ook at congestion control in light of the growth of
real -tine traffic, workshop participants were invited to submt
position papers that were then used to organi ze the workshop agenda
into three principal conponents: a keynote tal k given by Mark Handl ey
describing the history of the work on congestion control for real-
time nedia followed and his views of current problens; a presentation
of simulations and data denonstrating current problens and sol utions;
and a di scussion of desirable solution properties and challenges in
depl oyi ng sol utions.

2.1. History and Current Chall enges

Mark Handl ey argued that since 1988, the Internet has remai ned
functional despite exponential growth, routers that are sonetines
buggy or m sconfigured, rapidly changing applications and usage
patterns, and flash crowds. This is largely because nost
applications use TCP, and TCP i npl enents end-to-end congestion
control

TCP' s congestion control adapts the windowto fit the capacity
available in the network and acconpli shes approxi mate fairness

bet ween two conpeting flows over a period of tinme. Mark indicated
that the provided level of fairness is not necessarily what we want:
The 1/round-trip-time relationship in TCP is not ideal since it means
that network operators can decide to | ower packet |oss by adding

bi gger buffers (which unfortunately |eads to bufferbloat problens;
see [31] and [39]). The 1/sqgrt(packet drop rate) relationship is

al so not necessarily desirable since TCP initially did not work
particularly well for high-speed fl ows (which had been the subject of
much TCP research).

TCP controls the congestion window in bytes. For bulk transfer,
usually this results in controlling the nunmber of 1500-byte packets
sent per second. Real-time nediais different since it has its own
time constraints. For audio, one wants to send one packet per 20 ns
and for video, the ideal value would be 25 to 30 franmes per second.
One, therefore, wants to avoi d additional sending del ay.

As an example, in case of video, to relieve congestion one has to
reduce the nunber of packets-per-second transm ssion rate rather than
transmt smaller packets, since at higher bitrates on WFi the tine
it takes to send a packet is alnpst negligible conpared to the tine
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that is spent with Media Access Control (MAC) | ayer operations.
Reduci ng the packet size makes little difference to the avail able
capacity. For a serial line, it does not matter how big the packets
are.

From a network point of view, the goals of congestion contro
therefore are:

1. Avoid congestion coll apse
2. Avoid starvation of TCP flows

3. Avoid starvation of real-tinme flows, specifically in the case
where TCP and real -tine flows share the sane FlI FO queue.

From an application point of view, the goals of congestion contro
are different, nanely:

1. Robust behavior. ©One wants to have a good throughput when the
network is working well and passabl e performance when the network
i s working poorly.

2. Predictable behavior. This matters froma usability point of
vi ew since variable nedia creates a bad user experience.

3. Lowlatency. Wth large buffers along the end-to-end path,

|l atency will increase when interactive real-tine flows conpete
with TCP flows. This results in TCP filling up the buffers;
increased buffering will lead to additional delays for the

delivery of the interactive real-tine nedia.

Attenpts to provide congestion control for interactive real-tine
medi a have previously been made in the IETF, for exanple, with the
work on TCP Friendly Rate Control (TFRC) [12]. TFRC illustrates the
chall enges quite well. TFRC tries to acconplish the sanme throughput
as TCP, but with a snoother transmission rate. |t measures the |oss
and the round-trip time but follows a sinilar nodel as TCP to
determ ne the sending rate.

Inalink with low statistical nultiplexing, TCP can lead to bad
oscillations. The sending rate hits the maxinumrate of a bottl eneck
link, a lot of loss occurs, and then the sending rate peaks again.

For very small buffers the result is acceptable, but bigger buffers
lead to oscillations. The result is bad for networks and for
applications. To deal with large buffers on these |inks, a short-
termrate adaptation based on round-trip time (RTT) information is
utilized in TRFC, but this requires good short-term RTT neasurenents.
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TRFC works pretty well in theory. TFRC assunmes the network is in
charge of the codec and that the codec can produce data at the
demanded rate. Mbdern video codecs inherently produce vari abl e-
bitrate video streans based on the content being encoded, and it is
hard to produce data at exactly the desired bitrate wi thout excessive
buffering or ugly quality changes.

VWhat if the codec is put in charge instead of the network? The
network tells the codec the nean rate, but it does not worry about
what happens in short tine scales, and the codec matches the nmean
rate and does not worry whether it is over or under the rate for a
relatively short tine scale. This again leads to the |low statistica
mul ti pl exi ng problemand | eads to oscillations.

Known congestion control mechanisnms work well if they can respond
qui ckly enough to changes and if they do not bunp into the | ow
statistical nultiplexing problem

To avoid the low statistical multiplexing problem techniques for
inferring link speed are needed. The work from Van Jacobson’s

pat hchar [37] (and successors) serve as valuable input. The idea is
to send short packet trains, to neasure timng accurately, and to
infer the link speed fromthe relative delay. |f we know the Iink
speed, we can avoid exceeding it. Congestion control can give us an
approxi mate rate, but we nust not exceed link speed. This is a
hybrid between codec being in charge (nost of the tine) and the
network being in charge. These work well for sone |inks, but not for
others. Wreless |links where speed can change in less than a single
RTT because of fading, bitrate adaption, etc., cause problens. W
woul d Iike to have the codec and the network be in charge. However,
they both cannot be in charge at the same tine.

Mark indicated that he is not entirely sure whether RTCP is suitable
for congestion control. RTCP gives feedback, but it cannot send it
of ten enough to avoid bunping into |ink speed. Circuit breakers [3],
on the other hand, do not help to give good performance on an
uncongested path. Wth circuit breakers, the sender neasures the

|l oss rate and RTT, and runs with a | oose "cap."

I n concl usion, Mark Handl ey claimed that we know how to do good
congestion control, but only if congestion control is in charge, and
that's not acceptable for real-tinme applications. W only know how
to do good congestion control if we change the packet/sec rate and
not the packet size.

Tschofenig, et al. I nf or mat i onal [ Page 7]



RFC 7295 Congestion Control Workshop Report July 2014

2.2. Simulations and Measurenents

This second part of the workshop was focused on the presentation and
the di scussion of data gathered from sinul ations and real -worl d
nmeasur enent s.

Keith Wnstein started the discussion with his presentation of
measurenents performed in cellular operator networks in the US [22].
The neasurenents indicate that the anal yzed cell ul ar networks showed
varying RTT with transient |atency spikes to hundreds of

m | liseconds, link speed that varies by a factor of 10 in a short
time scale, and buffers that do not drop packets until they contain
5-10 seconds of data at bottleneck Iink speed.

Zaheduzzaman Sarker [21] presented results fromreal-tinme video
communi cation in a Long Term Evolution (LTE) sinmulator utilizing ECN
based packet marking and adaptation using inplicit nethods |ike
packet |oss and delay. ECN narking provides ways for the network to
explicitly signal congestion and hence distributes the cost of
congestion well and hel ps achi eve | ower |atency. However, although
RFC 3168 [19] was finalized in 2001, the deploynent of ECNis stil

| acking as investigated by Bauer, et al. [25]. A few participants
noted that they believe that the deploynment of LTE networks will also
i ncrease the depl oynment of ECN with the recent work on ECN for RTP
over UDP [11].

Mo Zahaty [20] discussed TFRC [12] and TFRC wi th wei ghted fairness
(Mul TFRC) [4], which tunes TFRC to consider nultiple flows, and
showed the inpact of RTT and loss rates on the type of video quality
that can be achi eved under those conditions. TFRC requires frequent
f eedback, which RTCP does not provide even when considering the

ext ended RTP profile for RTCP-based feedback (RFC 4585 [5]). M
argued that application-specified weighted fairness is inportant but
whi | e Mul TFRC provi des better performance than TFRC, it is not clear
whet her the added conplexity over an n-tines- TFRC approach is indeed
worth the effort.

Mar kku Koj o shared analysis results of how real-tine audio is

af fected by conpeting TCP flows. In the experinments shown in

Figure 2 of [27], areal-tine interactive audio stream had to conpete
agai nst one TCP flow and, as a conparison, against six TCP fl ows.
Wth one concurrent TCP flow, voice is inpacted on startup and six
TCP flows destroy the quality of the call. Two types of |osses were
anal yzed, nanely | osses that result froma packet being dropped in
the network (e.g., due to congestion or link errors) and | osses that
result fromthe delayed arrival of the packet (due to buffering) when
the audi o packet mnisses the deadline for the codec to decode and pl ay
the transmtted content. Consequently, even a noderate nunber of TCP
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flows typically used by browsers to retrieve content on web pages in
paral |l el causes irreparable harmfor audio transfers. The size of
the initial window (IW also inmpacts interactive real-time

conmuni cation since a larger TCP IWsize (e.g., WO with ten
segnents, as proposed in [18], instead of three) | eads to a bigger
burst of packets because of the initial w ndow transnission. Note
that the study in [24] does not necessarily lead to the sane

conclusion. It clains that the increased initial w ndow size | eads
to no inpact or only nodest inpact for buffering in the majority of
cases.

Cull en Jennings [28] presented neasurenent results show ng

i nteracti ons between RTP and TCP flows for several wi dely depl oyed
vi deo conmuni cation products: Apple FaceTi ne, Google Hangout, G sco
Movi, and M crosoft Skype. While all tested products inplenented
sonme form of congestion control, none of the applications did

additive increase and nultiplicative decrease (AIMD). |In general, it
was observabl e that video adapts nore slowy than AIMD to changes in
avai | abl e bandwi dt h because npbst codecs cannot make snall increases

in sending rates when avail abl e bandwi dth increases, and do not nake
| arge decreases in sending rates when avail abl e bandw dth decreases,
in order to inprove the user’s experience.

Stefan Hol mer [43] investigated the difference between | oss-based and
del ay- based congestion control algorithms. The suitability of |oss-
based congestion control schemes for interactive real-tine

communi cati on systens heavily depends on buffer sizes and the

depl oynent of active queue nmanagenent nechanisns. |f npbst routers
are using tail-drop queuing, then | oss-based congestion contro
cannot fulfill the requirenents of interactive real-time applications

since those flows will effectively increase the bitrate until a loss
event is identified, which only happens when the bottl eneck queue is
full

2.3. Design Aspects of Problens and Sol utions

During the remaining part of the workshop, the participants di scussed
desi gn aspects of both the problem and sol uti on spaces. The

di scussions started with a presentation by Jim Gettys about probl ens
related to bufferbloat [31][36]. Bufferbloat is "a phenonenon in
packet -swi t ched networks, in which excess buffering of packets causes
hi gh | atency and packet delay variation (also known as jitter), as
wel | as reducing the overall network throughput"” [39]. A certain
anount of buffering is helpful to inprove the efficiency. Not
droppi ng packets in the event of congestion |eads to increasing

del ays for interactive real-tine comrunication
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Packets may get buffered at various places along the end-to-end path
including in the operating system device drivers, customer prem se
equi prent (such as cable nodem and DSL routers), base stations, and
routers. Wile the understanding of too |arge buffers has inproved
over the last few years, workshop participants were still concerned
that many equi prent manuf acturers and network operators do not yet
acknow edge the existence of the problem This |ack of understanding
is caused by the strong focus on throughput network performance
measurenents that do not take latency into account. For exanple,
only recently the Federal Conmmunicati ons Conmi ssion (FCC) has added
| atency tests to their test suites [41].

Active queue managenent (AQM) ains to prevent queues from grow ng too
large. This is acconplished by nonitoring queue | ength and informn ng
the sender by dropping or marking packets to |l ower their transm ssion
rate. Random Early Detection (RED) [9] is one such AQM al gorithm

but it has not been widely deployed in routers |largely because of
chall enges to configure it correctly [32]. According to [23], RED
does not work with the default settings as it is "too "gentle" to
handl e fast changes due to TCP slow start, when the aggregate traffic
is limted." There may al so be a |l ack of incentives to deploy AQM
algorithms. Participants specul ated about the tine it takes to
updat e network equi pnent (to support AQM al gorithns), considering the
different replacement cycles of these devices.

One outcone of that discussion on AQM at the workshop was a Birds of
a Feather ("BoF") neeting on "Active Queue Management and Packet
Schedul ing" at I ETF 87 (July 28 - August 5, 2013, Berlin, Gernany).
The AQM WG [ 35] was chartered a few weeks later and i s now desi gni ng
AQM and network infrastructure inprovenents to deal with bufferbloat
and rel ated issues.

Measurenment tools that allow an end user to determ ne the performance
of his or her network, including |atency, is seen as a prom sing
approach to notivate network operators to upgrade their equi pnent and
to nake use of AQM algorithnms. Measurenent tools would all ow users
to determi ne how bad their networks performand to conplain to their

| SP, thereby creating a market force. As to what the right
performance neasurenent netrics are, it was noted that the intent of
the 1ETF I P Performance Metrics (I PPM working group [33] was to
devel op such netrics to qualify networks. That work nay have begun
before its time, but there have been recent attenpts to revisit the
measur enent work and an effort by the FCC has gotten a | ot of
attention recently (see [7] and [42]).

Matt Mathis and others argued that the traffic of throughput-

maxi m zi ng and del ay-minim zing applications need to be in separate
queues (segregated queuing). Requiring segregated queues assumes you

Tschofenig, et al. I nf or mat i onal [ Page 10]



RFC 7295 Congestion Control Workshop Report July 2014

are sharing the network with other greedy traffic.
Quality-of-Service (QS) signhaling is a way to depl oy segregated
queui ng, but there are several sinpler alternatives, such as
Stochastic Fair Queuing [38]. The Controlled Delay (CoDel) AQM
algorithm[6] can also be used in conbination with stochastic fair
queui ng. Note that queue segregation is not necessary for every
router to inplenent; using it at the edge of a network where

bottl eneck links are | ocated is already sufficient.

It was noted that current interactive voi ce usage over the Internet
wor ks nost of the tinme satisfactorily. |In typical networks, the
reason voi ce works is because networks are underl oaded. As |ong as
there is idle capacity and the queue is enpty when packets arrive,
traffic does not need to be separated into distinct queues. Further
expl anations were offered as to why many networks work surprisingly
wel | : Low Extra Del ay Background Transport (LEDBAT) [8] is used for
the downl oad of software updates, voice traffic contributes only a
smal | percentage of the overall Internet traffic, and users enpl oy
"human protocol s" (e.g., parents asking their kids to get off the
network during the time of a conference call).

Cull en Jennings raised a concern that although interactive voice my
be functional wi thout a congestion control nechanism the potentially
| arge uptake of interactive video spurred on by Real -Ti ne
Conmruni cati ons on the Wb (RTCWEB) could create substantially nore

significant problens. |In the class of space where voice is currently
wor ki ng, video may fail. Ted Hardie countered by saying that RTCWEB
is trying to replace existing proprietary technologies. It may ranp

up the anmount of use we are expecting, but it is not doing nmuch that
was not being done by Adobe Flash or Skype. RTCWEB is not a totally
novel context of Internet usage. Magnus Westerlund added that RTCWEB
m ght be the driver for the nonent, but web browsers are not the only
consuners of such congestion control algorithm

Furthernore, Ted Hardie noted that applications will not produce
medi a streans that grow to 10 Mips because their sending rate is auto
rate limted by the production of the video. He suggested to ask
ourselves if we are trying to get TCP to be friendly to nedia streans
that are already rate limted or if we are asking nedia streans that
are already rate limted to be TCP friendly. To quote Andrew

MG egor: "lIt's really not good to be TCP friendly because it's not
going to return the favor." |If the desired properties we want are no
starvation, fairness, and effective goodput for the offered | oads,
are we only willing to consider changes in RTP control, or are we
willing to consider changes in TCP congestion control ?
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This led to a di scussion about whether the devel opnent of a
congestion control algorithmfor interactive real-time applications
provi des any value if network equi pment suffers frombufferbloat. |Is
there sonething that can be done today to help interactive real-tine
media or do we have to wait to get the network updated first?

Repl aci ng honme routers and updating routers with nodern AQM

al gorithnms was seen as a longer-termeffort. Also, the tine scale
for changing TCP' s congestion control is on the sane tine scale as
deploying ECN [19]. Colin Perkins noted that we cannot change TCP
qui ckly; the way TCP is being used is changing quickly, and we can

i mpact the way TCP is used. Wen TCP is used for file transfer, it
will send data as fast as it can, but when TCP is used for
WebSockets, the dynamics are different. WbSockets and SPDY are
clearly changing the behavior of TCP. Al so, Netflix-style video-
stream ng applications are huge users of TCP and those applications
can change rather quickly. Matt Mathis added that real-tine

vi deoconf erenci ng al nost al ways produces video streans at a | ower
bitrate than downl oadi ng equi val ent-si zed stored vi deo using best-
effort file-sharing.

Bill Ver Steeg suggested to consider three different depl oynent
envi ronnments, nanely:

1. Flows conmpeting with flows fromthe host ("self-inflicted queuing
del ay")

2. Flows conpeting with flows in the same subnetwork (e.g., home
net wor k)

3. Flows conpeting with flows fromother networks (e.g., traffic
fromdifferent households that utilize the sane DSL provider)

The narrowest problem domain that nmakes sense is to avoid self-
inflicted queuing delay. Mchael Welzl indicated that this requires
an informati on exchange (called fl ow state exchange) inside a browser
(at the level of the sane host or even beyond, as described in [29])
to synchroni ze congestion control of different audio, video, and data
flows. Although it would provide great benefits if one could share

i nformati on about a bottleneck with all the flows sharing that

bottl eneck, this is considered challenging even within a single host.
John Leslie [30] also noted: "We're acting as if we believe
congestion will magically be solved by a new transport algorithm It
won't." Instead, an interaction between the network | ayer, transport
| ayer, and the application layer is needed whereby the application
layer is the only practical place to bal ance what piece(s) to
constrain to |l ower bandwidths. Al flows relating to a user session
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shoul d have a conmmpn congestion controller. For many applications,
audio is nuch nore critical than video. |In those cases, the video
may back off, but the audio transm ssion renmai ns unchanged.

Mo Zanaty pointed to the inportance of the nmedia start-up behavi or,
which is an area where the exchange of real-tinme interactive nedia is
different froma TCP-based file transfer. The instantaneous
experience in the first part of a video call is highly determ native
of people’s perception of the call quality. Vendors are using vague
heuristics, for exanple, data fromthe last call to figure out what
to do on the next call. Lars Eggert highlighted that the start-up
behavi or of an application affects ongoi ng perfornance of other flows
if, for exanple, an application blasts at line rate at the beginning
of a video stream You need to start slow enough to not cause
congestion to others. Randell Jesup argued that for an interactive
real -tine video application, you really need to have nost of your
bandwi dth right away. Colin Perkins agreed and added that on startup
you need good quality video quickly, but perhaps not as quickly as
voice. The requirenents are likely going to be different from audio
to video and maybe even vary between different applications. Various
prot ocol exchanges take place before nmedia is exchanged between
endpoi nts (such as Session Traversal Uilities for NAT (STUN) packets
[13] as part of the Interactive Connectivity Establishnment (I1CE) [15]
or a Datagram Transport Layer Security (DTLS) handshake [14]) and nay
be used to obtain sinple start-up nmeasurenents.

The group agreed that it is feasible to design a congestion contro

algorithmthat works on nostly idle networks. In the view of the
partici pants, upgrades of the network infrastructure can happen in
parallel. This viewwas later confirmed at the RTP Media Congestion

Avoi dance Techni ques (RMCAT) BoF neeting at |ETF 84 (July 29 - August
3, 2012, Vancouver, BC, Canada) that led to the formation of the
RMCAT wor ki ng group [ 34].

3. Recommendati ons

The participants suggested to explore two primary solution tracks:
changes to network infrastructure and the devel opment of al gorithns
to avoid self-inflicted queuing. These are discussed below. A third
approach recomended by sone participants was to change the way TCP
is used in browsers and other HTTP-based applications. For exanple,
by not opening too many concurrent TCP connections, and by inproving
the interaction with other non-real-time applications (such as video
streaming and file sharing), additional inprovenents can be nade.
The work on HTTP 2.0 with SPDY [16] is already a step in the right
direction since SPDY nmakes use of a nore aggressive form of

mul ti pl exi ng i nstead of opening a | arger nunber of TCP connecti ons.
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3.1. Changes to Network Infrastructure

As for all other traffic on the network, better data plane
infrastructure inproves the perceived quality of the best-effort
service that the Internet provides for RTCWEB flows. The | ETF has

al ready devel oped several technol ogies that would be of immediate
usefulness if they were to be depl oyed. The workshop participants
expressed the hope that due to the volunme and inportance of RTCWEB
traffic, sonme of these technol ogies mght finally see w despread use.

The first and by far nost inportant inprovenent is traffic
segregation: the ability to use different queues for different

traffic types. Specifically, jitter- and del ay-sensitive protocols
woul d benefit frombeing in different queues fromthroughput -
maxi m zing protocols. It is not possible for a single queue/ AQMto

be optinal for both.

Furthernmore, ECN allows routers along the end-to-end path to signa
the onset of congestion and all ows applications to respond early,
avoi di ng | osses and keepi ng queue sizes short and, therefore,
end-to-end delay low ECN is inplenented on sonme end system st acks
and routers, but is frequently not enabled. The participants
expressed the inportance of increasing the deploynment of ECN, even if
used initially only in closed environnments, such as data centers (as
with Data Center TCP (DCTCP) [26]).

Di fferent nechani sns have been devel oped to facilitate traffic
segregation. Differentiated Services [10] is one possibility in this
space. |If applications start to mark outgoing traffic appropriately
and routers segregate traffic accordingly, browsers could nore
directly control the relative inportance of their various flows and
avoi d sel f-conpetition. Conpared to ECN, however, DiffServ is far
more difficult to deploy neaningfully end to end, especially given
that Differentiated Services Code Points (DSCPs) have no defined end-
to-end neani ng and packets can be re-narked.

QS signaling together with resource reservation facilities would
enable a fine-grained and flexible way to indicate resource needs to
network el ements, but it is also by far the nost heavywei ght
proposal, and unlikely to be viable in the global Internet. However,
as nentioned in Section 2.3, QS signaling is not the only way to
acconplish traffic segregation. Further investigations regarding
stochastic fair queuing and new AQM al gorithms are seen as desirable

In any case, network infrastructure updates will take tine,

particularly if the interest of the involved stakeholders is not
aligned (as is often the case for network operators when dealing with
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over-the-top real-time traffic). It is, therefore, inperative that
RTCVWEB congestion control provides adequate inprovenment in the
absence of any of the aforenentioned schenes.

3.2. Avoiding Self-Inflicted Queuing

Thi s approach tries to ensure that the network does not suffer from
congestion coll apse and that one data flow froma single host does
not harm another data flow fromthe sane host. A single congestion
manager within the end host or the browser could help to coordinate
various congestion control activities and to ensure a nore
coordi nat ed approach between different applications and different
flows.

The foll owi ng design and testing aspects were considered relevant to
thi s approach:

Reacting to Al Congestion Signals:

To initiate the congestion control process, it is inmportant to
detect congestion in the conmmunication path. Congestion can be
detected using either an explicit nmechanismor an inplicit
mechanism An explicit mechani sminvol ves direct congestion
signaling usually fromthe congested network node, such as ECN
In case of an inplicit mechani sm packet-loss events or observed
del ay increases are used as an indication for congestion. These
measurenents can al so be nade available in a variety of different
protocols, such as RTCP reports or transport protocols. It is
recomrended for applications to take all avail able congestion
signals into account and to couple the congestion contro
algorithm the codec, and the application so that better

i nformati on exchange between these conponents is possible since
there are constraints on how quickly a codec can adapt to a
specific sending rate.

Del ay- and Loss-Based Al gorithns:

The main goal of designing a congestion control algorithmfor

real -tinme conversational nedia is to achieve | ow | atency.

Explicit congestion signals provide the nost reliable way for
applications to react, but due to the | ack of ECN depl oynent,

del ay- based al gorithnms are needed. Since there is |arge del ay
variation in wireless netwirks (even in a non-congested network),
the wor kshop participants recomrended that nore research shoul d be
done to better understand non-congestion-rel ated delay variation
in the network. General consensus anong the workshop participants
was that | atency-based congestion control algorithns are needed
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due to the lack of loss indications caused by |arge buffers, even
t hough | oss-based techni ques dom nate | atency-based techni ques
when the two are conpeting for bandw dth.

Al gorithm Eval uati on:

The I nternet consists of heterogeneous networks, which include

m sconfi gured and unmanaged network nodes. Bandw dth and | atency
vary a lot. Different services depl oyed using RTP/ UDP have
different requirenents in terms of nedia quality. A congestion
control algorithmneeds to performwell not only in sinulators but
also in the deployed Internet. To achieve this, it is recomended
to test the algorithnms with real-world | oss and delay figures to
ensure that the desired audio/video rates are attainable using the
proposed algorithns for the desired services.

Medi a Characteristics:

Interactive real-tinme voice and video data are inherently
variable. Usually the content of the media and service
requirenents dictate the nedia coding. The codec may be bursty
and not all frames are equally inportant (e.g., I-franes are nore
important than P-franes). Thus, codecs have linmted roomfor
adaptati on. Congestion control for audio and video codecs is,
therefore, different from congestion control applied to bulk file
transfers where buffering is not a problem and the transm ssion
rate can be changed to any rate suitable for the congestion
control algorithm 1In the workshop, these limtations were
brought up and the workshop partici pants recomended that a
congestion controller needs to be aware of these constraints.
However, further investigation is needed to decide what

i nformati on needs to be exchanged between a codec and the
congesti on manager.

Start-up Behavi or

The start-up nmedia quality is very inmportant for real-tine
interactive applications and for user-perceived application
performance. The start-up behavior of these is also different
fromother traffic. By nature, real-tine interactive

conmuni cati on applications want to provide a snooth user
experience and maintain the best nmedia quality possible to ease
the interaction. Wile it may be desirable froma user-experience
point of viewto imrediately start stream ng video wi th high-
definition quality and audio of a w deband codec, this will have

i mpacts on the bandw dth of the already ongoing flows. As such,
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4.

it would be ideal to start slow enough to avoid causi ng excessive
congestion to other flows but fast enough to offer a good user
experience. The sweet spot, however, yet has to be found.

Security Considerations

Two position papers focused on security, but these papers were not
di scussed during the workshop. As such, nothing beyond the material
contained in those position papers can be reported.

Acknowl edgnent s

We would like to thank the participants and the paper authors of the
position papers for their input.

Additionally, we would like to thank the follow ng persons for their
review comments: M chael Wl zl, John Leslie, Mrja Kuehl ewind, Matt
Mat hi s, Mary Barnes, Spencer Dawki ns, Dave Thaler, and Alissa Cooper.

I nformati ve References

[ 1] Eggert, L. and G Fairhurst, "Unicast UDP Usage Cuidelines for
Application Designers", BCP 145, RFC 5405, Novenber 2008.

[ 2] Fl oyd, S., "Congestion Control Principles", BCP 41, RFC 2914,
Sept enber 2000.

[ 3] Perkins, C. and V. Singh, "Miltinedia Congestion Control:
Circuit Breakers for Unicast RTP Sessions", Wrk in Progress,
February 2014.

[ 4] Wel zl, M, Danjanovic, D., and S. Gessing, "Miul TFRC. TFRC with
wei ghted fairness”, Wrk in Progress, July 2010.

[ 5] at, J., Wenger, S., Sato, N., Burneister, C, and J. Rey,
"Extended RTP Profile for Real-time Transport Control Protocol
(RTCP) - Based Feedback (RTP/ AVPF)", RFC 4585, July 2006.

[ 6] Ni chol s, K. and V. Jacobson, "Controlled Delay Active Queue
Managenent", Work in Progress, March 2014.

[ 7] Schul zrinne, H, Johnston, W, and J. MIller, "Large-Scale
Measur ement of Broadband Perfornmance: Use Cases, Architecture
and Protocol Requirements", Work in Progress, Septenber 2012.

[ 8] Shal unov, S., Hazel, G, lyengar, J., and M Kuehl ewi nd, "Low
Extra Del ay Background Transport (LEDBAT)", RFC 6817, Decenber
2012.

Tschofenig, et al. I nf or mat i onal [ Page 17]



RFC 7295

[9]

[10]

[11]

[12]

[13]

[14]

[ 15]

[ 16]

[17]

[ 18]

[19]

[ 20]

Congestion Control Workshop Report July 2014

Braden, B., dark, D., Cowroft, J., Davie, B., Deering, S.,
Estrin, D., Floyd, S., Jacobson, V., Mnshall, G, Partridge,
C., Peterson, L., Ranmakrishnan, K., Shenker, S., Wocl awski,
J., and L. Zhang, "Recommendations on Queue Managenent and
Congestion Avoidance in the Internet", RFC 2309, April 1998.

Bl ake, S., Black, D., Carlson, M, Davies, E., Wang, Z., and W
Weiss, "An Architecture for Differentiated Services", RFC 2475,
Decenmber 1998.

Westerlund, M, Johansson, |., Perkins, C, O Hanlon, P., and
K. Carlberg, "Explicit Congestion Notification (ECN) for RTP
over UDP', RFC 6679, August 2012.

Fl oyd, S., Handley, M, Padhye, J., and J. Wdner, "TCP
Friendly Rate Control (TFRC): Protocol Specification", RFC
5348, Septenber 2008.

Rosenberg, J., Mahy, R, Mtthews, P., and D. Wng, "Session
Traversal Uilities for NAT (STUN)", RFC 5389, Cctober 2008.

Rescorla, E. and N. Mddadugu, "Datagram Transport Layer
Security Version 1.2", RFC 6347, January 2012.

Rosenberg, J., "Interactive Connectivity Establishment (ICE): A
Protocol for Network Address Transl ator (NAT) Traversal for
O fer/ Answer Protocol s", RFC 5245, April 2010.

Bel she, M, Peon, R, and M Thonson, "Hypertext Transfer
Protocol version 2", Wrk in Progress, June 2014.

Floyd, S. and J. Kenpf, "IAB Concerns Regardi ng Congestion
Control for Voice Traffic in the Internet”, RFC 3714, March
2004.

Chu, J., Dukkipati, N, Cheng, Y., and M Mathis, "Increasing
TCP' s Initial Wndow', RFC 6928, April 2013.

Ramakri shnan, K., Floyd, S., and D. Bl ack, "The Addition of
Explicit Congestion Notification (ECN) to IP", RFC 3168,
Sept enber 2001.

Zanaty, M, "Fairness Considerations for Congestion Control for
Interactive Real -Time Comruni cation (IRTC)", |1AB/ RTF Wirkshop
on Congestion Control for Interactive Real -Tinme Conmuni cati on,

July 2012.

Tschofenig, et al. I nf or mat i onal [ Page 18]



RFC 7295 Congestion Control Workshop Report July 2014

[21] Sarker, Z. and |. Johansson, "Inproving the Interactive
Real - Ti me Vi deo Conmuni cation with Network Provided Congestion
Notification", |AB/IRTF Wrkshop on Congestion Control for
Interactive Real -Time Comruni cation, July 2012.

[22] Wnstein, K, Sivaranan, A., and H. Bal akri shnan, "Congestion
Control for Interactive Real-Tinme Flows on Today's Internet",
| AB/ | RTF Wor kshop on Congestion Control for Interactive
Real - Ti me Communi cation, July 2012.

[23] Jarvinen, |I., Ding, A, Nyrhinen, A, and M Kojo, "Harsh RED:
Improving RED for Limted Aggregate Traffic", In Proceedi ngs of
the 26th | EEE International Conference on Advanced | nformation
Net wor ki ng and Applications (Al NA 2012), Mrch 2012.

[24] Alman, M, "Comments on Bufferbloat", In ACM SI GCOW Conput er
Conmruni cati on Revi ew, Volume 43, Issue 1, pp. 30-37, January
2013, <http://dl.acmorg/citation.cfndoi d=2427036.2427041>.

[25] Bauer, S., Beverly, R, and A Berger, "Measuring the state of
ECN readiness in servers, clients,and routers”, In Proceedings
of the 2011 ACM Sl GCOWM conf erence on |Internet neasurenent
conference (I MC ' 11), New York, NY, USA, pp. 171-180, February
2011, <http://dl.acmorg/citation. cfn?doi d=2068816. 2068833>.

[26] Bauer, S., Geenberg, A, Miltz, D, Padhye, J., Patel, P.,
Prabhakar, B., Sengupta, S., and M Sridharan, "Data center TCP
(DCTCP)", In Proceedings of the ACM SI GCOW 2010 conference
(SIGCOW ' 10), New York, NY, USA, pp. 63-74, August 2010,
<http://dl.acmorg/citation. cfnPdoi d=1851182. 1851192>.

[27] Jarvinen, 1., Chemmagate, B., Daniel, L., Ding, A, Kojo, M,
and M Isomaki, "lInpact of TCP on Interactive Real- Tinme
Conmruni cati on", | AB/ I RTF Wrkshop on Congestion Control for
Interactive Real -Time Comruni cation, July 2012.

[28] Jennings, C., Nandakumar, S., and H Phan, "Vendors Consi dered
Harnful 1", 1AB/ I RTF Wrkshop on Congestion Control for
Interactive Real -Time Comruni cation, July 2012.

[29] Welzl, M, "One control to rule themall", | AB/ I RRTF Wrkshop on
Congestion Control for Interactive Real-Tinme Comrunication,
July 2012.

[30] Leslie, J., "There is No Magic Transport Wand", |AB/IRTF
Wor kshop on Congestion Control for Interactive Real-Tine
Conmruni cation, July 2012.

Tschofenig, et al. I nf or mat i onal [ Page 19]



RFC 7295 Congestion Control Workshop Report July 2014

[31] Gettys, J. and J. Gettys, "Bufferbloat: Dark Buffers in the
Internet", |EEE Internet Computing, Volume 15, Issue 3, pp.
95-96, May/June 2011.

[32] Feng, W, Shin, K, Kandlur, D., and D. Saha, "The BLUE active
queue nmanagenent al gorithns", In | EEE/f ACM Transacti ons on
Net wor ki ng, Vol ume 10, Issue 4, pp. 513-528, August 2002.

[33] IETF, "IP Performance Metrics (i ppm) Working Goup”, January
2012, <http://datatracker.ietf.org/wg/ippnicharter/>.

[34] | ETF, "RTP Media Congestion Avoi dance Techni ques (rnctat)
Wor ki ng Group", January 2012,
<http://datatracker.ietf.org/wg/rncat/charter/>.

[35] | ETF, "Active Queue Managenent and Packet Scheduling (agm
Wor ki ng Group", Septenber 2013,
<http://datatracker.ietf.org/wy/aqgni charter/>.

[36] Gettys, J. and K. N chols, "Bufferbloat: Dark Buffers in the
Internet", Conmunications of the ACM Vol. 55, No. 1, pp.
57-65, January 2012,
<http://cacm acm or g/ nagazi nes/ 2012/ 1/ 144810- buf f er bl oat / >.

[37] Jacobson, V., "pathchar - a tool to infer characteristics of
Internet paths", Presented at the Mathematical Sciences
Research Institute, April 1997,
<ftp://ftp.ee.lbl.gov/pathchar/nsri-talk. pdf>.

[38] McKenney, P., "Stochastic Fairness Queuing", In | EEE | NFOCOM 90
Proceedi ngs, Volunme 2, pp. 733-740, June 1990.

[39] WHKkipedia, "Bufferbloat”, My 2014, <http://en.w ki pedi a. org/w
i ndex. php?titl e=Bufferbl oat &l di d=608805474>.

[40] WHkipedia, "Video conpression picture types", March 2014,
<http://en.w ki pedi a. org/ w' i ndex. php?
titl e=Video_conpression_picture_types&ol di d=602183340>.

[41] FCC, "Methodol ogy - Measuring Broadband Anerica July Report
2012", July 2012, <http://ww.fcc.gov/
measuri ng- br oadband- aneri ca/ 2012/ et hodol ogy-j ul y-report-2012>.

[42] I1ETF, "lmap -- Large Scal e Measurement of Access network

Performance Mailing List", 2012,
<https://ww.ietf.org/mailman/listinfo/l map>.

Tschofenig, et al. I nf or mat i onal [ Page 20]



RFC 7295 Congestion Control Workshop Report July 2014

[43] Holmer, S., "On Fairness, Delay and Signaling of Different

Approaches to Real -tine Congestion Control", |AB/IRTF Wrkshop
on Congestion Control for Interactive Real -Tine Conmuni cati on,
July 2012.

Tschofenig, et al. I nf or mat i onal [ Page 21]



RFC 7295 Congestion Control Workshop Report July 2014

Appendi x A, Program Commi ttee

Thi s wor kshop was organi zed by Haral d Al vestrand, Bernard Aboba, Mary
Barnes, Gonzal o Camarillo, Spencer Dawkins, Lars Eggert, Matthew
Ford, Randell Jesup, Cullen Jennings, Jon Peterson, Robert Sparks,
and Hannes Tschof eni g.

Appendi x B.  Workshop Materi al

o Min Wrkshop Page:
http://ww. i ab. org/activities/workshops/cc-workshop/

o Position Papers:
http://wwv. i ab. org/activities/workshops/cc-workshop/ papers/

o Slides:
http://ww. iab. org/activities/workshops/cc-workshop/slides/

Appendi x C. Accepted Position Papers
1. "One control to rule themall” by M chael Welzl
2. "Congestion Avoi dance Through Determ nistic" by Pier Luca
Mont essoro, Riccardo Bernardini, Franco Blanchini, Daniele

Casagrande, Mrko Loghi, and Stefan W eser

3. "Congestion Control in Real Tine Media - Context" by Harald
Al vest rand

4. "I'nproving the Interactive Real -Tine Video Comunication with
Net wor k Provi ded Congestion Notification" by ANM Zaheduzzaman
Sar ker and | ngemar Johansson

5. "Multiparty Requirenents in Congestion Control for Real-Tine
Interactive Media" by Magnus Westerl und

6. "On Fairness, Delay and Signaling of Different Approaches to
Real -ti me Congestion Control" by Stefan Hol mer

7. "RTP Congestion Control and RTCWEB Application Feedback" by Ted
Har di e

8. "Issues with Using Packet Delays and Inter-arrival Tines for

Inference of Internet Congestion" by Wesley M Eddy
9. "I nmpact of TCP on Interactive Real -Ti e Comuni cation" by Il po

Jarvi nen, Binoy Chemmagate, Laila Daniel, Aaron Yi Ding, Markku
Koj o, and Markus | sonaki

Tschofenig, et al. I nf or mat i onal [ Page 22]



RFC 7295

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

Tschof en

Congestion Control Workshop Report July 2014

"Security Concerns For RTCWEB Congestion Control" by Dan York

"Vendors Considered Harnfull"™ by Cullen Jennings, Suhas
Nandakumar, and Hein Phan

"Net wor k- Assi st ed Dynam ¢ Adaptation" by Xi aoqi ng Zhu and Rong
Pan

"Congestion Control for Interactive Real-Tine Applications” by
Sanj eev Mehrotra and Jin Li

"There is No Magi c Transport Wand" by John Leslie

"Towar ds Adapti ve Congestion Managenent for Interactive Real -
Ti me Communi cati ons” by Dirk Kutscher and M riam Kuehl ew nd

"Enl arge the pre-congestion spectrum usage?" by Xavier Marjou
and Emil e Stephan

"Congestion control for users who don’t have first-class
i nternet access" by Miire Reavy

"Real ti me Congestion Chall enges" by Randell Jesup

"Congestion Control for Interactive Media: Control Loops & APIs"
by Varun Singh, Joerg Ot, and Colin Perkins

"Some Notes on Threat Mdelling Congestion Managenent" by Eric
Rescorl a

"Timely Detection of Lost Packets" by Ali C. Begen

"Congestion Control Considerations for Data Channel s" by M chael
Tuexen

"Position paper on CC for Interactive RT" by Matt Mathis

"Overal |l Considerations for Congestion Control" by My Zanaty,
Bill VerSteeg, Bent Christensen, David Benham and Al lyn Romanow

"Fai rness Considerations for Congestion Control" by M Zanaty

"Media is not Data: The Meaning of Fairness for Conpeting
Mul tinedia Flows" by Tinothy B. Terriberry

"Thoughts on Real - Ti me Congestion Control" by Mirari Sridharan

ig, et al. I nf or mat i onal [ Page 23]



RFC 7295 Congestion Control Workshop Report July 2014

28.

29.

30.

31.

32.

33.

"Congestion Control for Interactive Real-Tine Flows on Today’s
Internet" by Keith Wnstein, Anirudh Sivaraman, and Hari
Bal akri shnan

"Congestion Control Principles for CoAP' by Carsten Bormann and
Kl aus Hartke

"Erasure Codi ng and Congestion Control for Interactive Real-Tinme
Conmuni cati on" by Pierre-Ugo Tournoux, Tuan Tran Thai, Emmuanuel
Lochin, Jerome Lacan, and Vincent Roca

"Vi deo Conferencing Specific Considerations for RTP Congestion
Control" by Stephen Botzko and Mary Barnes

"The Internet is Broken, and Howto Fix It" by Jim Gettys

"Depl oynment Consi derations for Congestion Control in Real-Tine
Interactive Media Systens" by Jari Arkko

Appendi x D. Wbrkshop Partici pants

W

would Iike to thank the foll owi ng workshop participants for

attendi ng the workshop:

OO0OO0OO0O0O0O0OD0O0OO0O0O0OO0OO0ODO0OO0OOO0OO0OOOO0OOO

Mat Ford

Ber nard Aboba

Al i ssa Cooper
Mary Bar nes

Lars Eggert

Haral d Al vestrand
Gonzal o Canmarillo
Robert Sparks

Cul I en Jenni ngs

Di rk Kutscher
Car st en Bor mann

M chael Wel zl
Magnus Westerl und
Col i n Perkins
Murari Sri dharan
Kl aus Hartke

Pi er Luca Montessoro
Xavi er Marjou

Vi ncent Roca

Wes Eddy

Ali C. Begen

Mo Zanaty

Jin Li

Dave Thal er

Tschofenig, et al. I nf or mat i onal [ Page 24]



RFC 7295 Congestion Contro

OO0OO0OO0O0O0O0O00O0D0D0DO0OO0O0DO0ODO0ODO0OO0ODOO0OO0OODODOODOODODOOOO

&

Oo0Oo0oo0oo

Bob Bri scoe

Barry Lei ba

Jari Arkko
Stewart Bryant
Martin Stiemerling
Russ Housl ey

Mar c Bl anchet
Zaheduzzaman Sarker
Xi aoqgi ng Zhu
Randel | Jesup
Eric Rescorla
Suhas Nandakunar
Hannes Tschof enig
Bill VerSteeg
Sean Tur ner

Keith Wnstein
Jon Peterson

Mai re Reavy

M chael Tuexen

St ef an Hol ner
Joerg Ot

Tinmothy Terriberry
Benoit d ai se

Ted Hardi e

St ephen Bot zko
Matt Mathis

Davi d Benham
JimGettys
Spencer Dawki ns
Sanj eev Mehrotra
Adrian Farre

Geg Wite

Mar kku Koj o

Wor kshop Report

al so had renote participants, nanely:

Emmanuel Lochin
Mar k Handl ey

Ani rudh Si var aman
John Leslie

Varun Si ngh

Tschofenig, et al. I nf ormati ona

July 2014

[ Page 25]



RFC 7295 Congestion Control Workshop Report July 2014

Aut hors’ Addresses

Hannes Tschof eni g
Hall, Tirol 6060
Austri a

EMai | : Hannes. Tschof eni g@nx. net
URI : http://ww.t schof eni g. priv. at

Lars Eggert
Sonnenal l ee 1
Ki rchheim 85551

Ger many

Phone: +49 151 12055791
EMai | : | ars@et app. com
URI : http://eggert.org/

Zaheduzzaman Sar ker
Lulea SE-971 28
Sweden

Phone: +46 10 717 37 43
EMai | : zaheduzzaman. sar ker @ri csson. com

Tschofenig, et al. I nf or mat i onal [ Page 26]






