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An Acceptable Use Policy for New | CVP Types and Codes
Abst ract

In this document we provide a basic description of ICM s role in the
I P stack and sone guidelines for future use

Thi s docunent is notivated by concerns about lack of clarity
concerni ng when to add new Internet Control Message Protocol (ICW)
types and/or codes. These concerns have highlighted a need to
descri be policies for when adding new features to ICMP is desirable
and when it is not.

Status of This Meno
This nenmo docunents an |Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
BCPs is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7279

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

There has been sone recent concern expressed about a |ack of clarity
around when new nessage types and codes should be added to | CWP
(including | CMPv4 [ RFCO792] and | CMPv6 [ RFC4443]). We lay out a
policy regardi ng when (and when not) to nove functionality into | CWP

This docunent is the result of discussions anong | CMP experts within
the Qperations and Managenment (OPS) area’'s | P Diagnostics Technica
Interest Group [ DI AGNOSTI CS] and concerns expressed by the OPS area
| eader shi p.

Note that this document does not supercede the "I ANA Al |l ocation

GQui delines For Values In the Internet Protocol and Rel ated Headers"

[ RFC2780], which specifies best practices and processes for the

al l ocation of values in the 1ANA registries but does not describe the
policies to be applied in the standards process.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Acceptable Use Policy

In this docunment, we describe an acceptable use policy for new | CWP
message types and codes, and provi de some background about the

policy.
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In summary, any future nessage types added to | CMP should be linited
to two broad categories:

1.

to informa datagranis originator that a forwardi ng pl ane anomal y
has been encountered downstream The datagram origi nator nust be
abl e to determ ne whether or not the datagram was di scarded by
exani ning the | CMP nmessage.

to di scover and convey dynanic information about a node (other
than information usually carried in routing protocols), to

di scover and convey network-specific paranmeters, and to di scover
on-link routers and hosts.

Normal Iy, | CMP SHOULD NOT be used to inplenent a general - purpose
routi ng or network managenent protocol. However, |ICMP does have a
role to play in conveying dynam ¢ i nformati on about a network, which
woul d belong in category 2 above.

2. 1.

Classification of Existing Message Types

This section provides a rough breakdown of existing nmessage types
according to the taxonony described in Section 2 at the tine of
publi cati on.

| Pv4 forwarding plane anomaly reporting:

3: Destinati on Unreachabl e

4: Source Quench (Deprecat ed)

6: Al ternate Host Address (Deprecated)
11: Tine Exceeded

12: Paraneter Problem

31: Datagram Conversion Error (Deprecated)

| Pv4 router or host discovery:

0: Echo Reply
5: Redi r ect
8: Echo

9: Rout er Adverti senent
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10: Router Solicitation

13: Tinestanp

14: Tinestanp Reply

15: Information Request (Deprecated)

16: Information Reply (Deprecated)

17: Address Mask Request (Deprecated)

18: Address Mask Reply (Deprecated)

30: Traceroute (Deprecated)

32: Mobile Host Redirect (Deprecated)

33: | Pv6 Wiere-Are-You (Deprecated)

34: |1 Pv6 | -Am Here (Deprecated)

35: Mobile Registration Request (Deprecated)
36: Mobile Registration Reply (Deprecated)
37: Domain Nane Request (Deprecated)

38: Dommin Nane Reply (Deprecated)

39: SKI P (Deprecated)

40: Photuris

41: | CWP nessages utilized by experinental nobility protocols
such as Seanoby

Pl ease note that some | CMP nmessage types were formally deprecated by
[ RFC6918] .

| Pv6 forwardi ng plane anomaly reporting:
1: Desti nation Unreachabl e

2: Packet Too Big
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Ti nre Exceeded

Par amet er Probl em

May 2014

| CMP nessages utilized by experinental nobility protocols

such as Seanoby

| Pv6 router or host discovery:

128:

129:

130:

131:

132:

133:

134:

135:

136:

137:

138:

139:

140:

141:

142:

143:

144:

145:

146:

Echo Request

Echo Reply

Mul ticast Listener Query

Mul ticast Listener Report

Miul ticast Listener Done

Router Solicitation

Rout er Adverti senent

Nei ghbor Solicitation

Nei ghbor Adverti senent

Redi rect Message

Rout er Renunberi ng

| CMP Node Information Query

| CMP Node Information Response

I nverse Nei ghbor Discovery Solicitation Message
I nverse Nei ghbor Di scovery Advertisenent Message
Version 2 Miulticast Listener Report

Hone Agent Address Discovery Request Message
Honme Agent Address Discovery Reply Message

Mobile Prefix Solicitation
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147: Mobile Prefix Advertisenent
148: Certification Path Solicitation Message
149: Certification Path Advertisenment Message

150: I CWP nessages utilized by experinental nobility protocols
such as Seanoby

151: Multicast Router Advertisenent

152: Multicast Router Solicitation

153: Multicast Router Term nation

154: FM Pv6 Messages

155: RPL Control Message

2.1.1. 1CwW Use as a Routing Protoco

As nentioned in Section 2, using |ICVMP as a general -purpose routing or
net wor kK managenment protocol is not advisable and SHOULD NOT be used
t hat way.
ICMP has a role in the Internet as an integral part of the IP |ayer;
it is not as a routing protocol or as a transport protocol for other

| ayers including routing information. Froma nore pragnmatic
perspective, sone of the key characteristics of ICMP make it a |ess-

than-ideal choice for a routing protocol. These key characteristics
include that 1CwW is frequently filtered, is not authenticated, and
is easily spoofed. In addition, specialist hardware processing of

| CMP woul d di srupt the depl oynment of an | CMP-based routing or
managenent protocol .

2.1.2. A Few Notes on RPL

RPL, the I Pv6 routing protocol for |ow power and | ossy networks (see

[ RFC6550]) uses ICVWP as a transport. |In this regard, it is an
exception anong the | CVP nessage types. Note that, although RPL is
an [P routing protocol, it is not deployed on the general Internet;

it islimted to specific, contained networks.

Thi s shoul d be consi dered anomal ous and is not a nmodel for future

| CMP nessage types. That is, ICMP is not intended as a transport for
ot her protocols and SHOULD NOT be used in that way in future
specifications. In particular, while it is adequate to use ICMP as a
di scovery protocol, it does not extend to full routing capabilities.
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2.2. Applications Using | CWP

Sone applications make use of ICMP error notifications, or even

del i berately create anonal ous conditions in order to elicit |ICW
messages. These | CVWP nessages are then used to generate feedback to
the higher layer. Sone of these applications include sone of the
nmost wi despread exanpl es, such as PING TRACEROUTE, and Path MrU

Di scovery (PMIUD). These uses are consi dered acceptabl e because they
use existing | CVMP nessage types and do not change I CWP functionality.

2.3. Extending | CW

ICVMP nulti-part nmessages are specified in [ RFC4884] by defining an
ext ensi on mechani sm for selected | CVP nessages. This mechani sm
addresses a fundanental problemin ICVMP extensibility. An |ICW

mul ti-part nessage carries all of the information that | CVP nessages
carried previously, as well as additional infornmation that
applications nmay require.

Sone currently defined | CMP extensions include | CVP extensions for
Mul tiprotocol Label Sw tching [ RFC4950] and | CMP extensions for
interface and next-hop identification [ RFC5837].

Extensions to | COVP SHOULD foll ow the requirenents provided in
[ RFC4884] .

2.4. | CWv4 vs. | CQWVv6

Because I CMPv6 is used for | Pv6 Nei ghbor Discovery, deployed |Pv6
routers, |Pv6-capable security gateways, and | Pv6-capable firewalls
normal |y support adm nistrator configuration of how specific | CVPv6
message types are handl ed. By contrast, deployed |IPv4 routers,

| Pv4- capabl e security gateways, and | Pv4-capable firewalls are |ess
likely to allow an adm nistrator to configure how specific | CvWPv4
nmessage types are handl ed. So, at present, |ICWMPv6 nessages usually
have a higher probability of travelling end-to-end than | CVWv4
messages.

3. ICMP's Role in the Internet

ICMP was originally intended to be a nmechani sm for gateways or
destination hosts to report error conditions back to source hosts in
| CMPv4 [ RFCO792]; | CWPv6 [ RFC4443] is nodeled after it. I1CWMP is also
used to perform | P-layer functions, such as diagnostics (e.g., PING.

ICMP is defined to be an integral part of |IP and nust be inpl enented

by every IP nodule. This is true for ICWv4 as an integral part of
| Pv4 (see the Introduction of [RFC0792]), and for ICMPv6 as an
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integral part of IPv6 (see Section 2 of [RFC4443]). Wen first
defined, | CVMP nessages were thought of as |IP nmessages that didn't
carry any higher-layer data. It could be conjectured that the term
"control" was used because | CMP nessages were not "data" nessages.

The word "control" in the protocol nanme did not describe |ICVW's
function (i.e., it did not "control" the Internet); rather, it was
used to conmmuni cate about the control functions in the Internet. For
exanpl e, even though ICMP included a redirect nmessage type that

af fects routing behavior in the context of a LAN segnent, it was not
and is not used as a generic routing protocol

Security Considerations

Thi s docunent describes a high-level policy for adding | CMP types and
codes. Whiile special attention nust be paid to the security

i nplications of any particular new | CMP type or code, this
recommendati on presents no new security considerations.

From a security perspective, ICVMP plays a part in the Photuris
protocol [RFC2521]. But nore generally, ICMP is not a secure
protocol and does not include features to be used to discover network
security paraneters or to report on network security anonalies in the
f orwar di ng pl ane.

Additionally, new I CWP functionality (e.g., |CVMP extensions, or new
| CMP types or codes) needs to consider potential ways that | CMP can
be abused (e.g., Snmurf | P DoS [ CA-1998-01]).
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