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Abstract

Thi s docunent describes requirenents for extending an I Pv6 /64 prefix
froma User Equi pnment Third Generation Partnership Project (3GPP)
radio interface to a LAN link and describes two inplenmentation

exanpl es.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/infol/rfc7278.
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Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

3GPP nobil e cel lular networks such as G obal Systemfor Mbile
Conmuni cati ons (GSM, Universal Mobile Tel ecomunications System
(UMIS), and Long Term Evol ution (LTE) have architectural support for
| Pv6 [ RFC6459], but only 3GPP Rel ease-10 and onwards of the 3GPP
specification [TS.23401] supports DHCPv6 Prefix Del egati on [ RFC3633]
for delegating IPv6 prefixes to a single LAN Iink

To facilitate the use of IPv6 in a LAN prior to the depl oynent of
DHCPv6 Prefix Delegation in 3GPP networks and in User Equi prent (UE)
this docunment describes requirenments and provi des exanpl es on how the
3GPP UE radio interface assigned global /64 prefix nay be extended
fromthe 3GPP radio interface to a LAN |ink

There are two scenari os where this nmight be done. The first is where
the 3GPP node sets up and nanages its own LAN (e.g., an | EEE 802.11
Service Set Identifier (SSID)) and provides single-honmed service to
hosts that connect to this LAN. A second scenario is where the 3GPP
node connects to an existing LAN and acts as a router in order to
provi de redundant or multi-homed | Pv6 service.

This docunment is intended to address the first scenario; it is not
applicable to the second scenari o, because the operationa
compl exities of the second scenario are not addressed.

Thi s can be achi eved by receiving the Router Advertisement (RA)

[ RFC4861] announced gl obally unique /64 |1 Pv6 prefix fromthe 3GPP
radio interface by the UE and then advertising the same | Pv6 prefix
to the LANlink with RA. For all of the cases in the scope of this
docunent, the UE nay be any device that functions as an | Pv6 router
bet ween the 3GPP network and a LAN.

Thi s docunent describes requirenents for achieving an I Pv6 prefix
extension froma 3GPP radio interface to a LAN link including two
practical inplenentation exanples:

1) The 3GPP UE only has a gl obal -scope address on the LAN |ink

2) The 3GPP UE numintains the sanme consistent 128-bit gl obal -scope
| Pv6 anycast address [RFC4291] on the 3GPP radio interface and the
LAN link. The LANlink is configured as a /64 and the 3GPP radio
interface is configured as a /128.

Section 4 describes the characteristics of each of the two exanple
appr oaches.
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1.2. Special Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Note that this document is not a Standard, and conformance with it is
not required in order to claimconformance with | ETF Standards for
| Pv6.

Thi s docunent uses the nornmative keywords only for precision

2. The Challenge of Providing | Pv6 Addresses to a LAN Link via a
3GPP UE

As described in [ RFC6459], 3GPP networks assign a /64 gl obal -scope
prefix to each UE using RA. DHCPv6 Prefix Delegation is an optiona
part of 3GPP Rel ease-10 and is not covered by any earlier rel eases.
Nei ghbor Di scovery Proxy (ND Proxy) [RFC4389] functionality has been
suggested as an option for extending the assigned /64 fromthe 3GPP
radio interface to the LAN link, but ND Proxy is an Experinmental
protocol and has sonme limtations with | oop avoi dance.

DHCPv6 is the best way to delegate a prefix to a LAN link. The
met hods described in this document SHOULD only be applied when
depl oyi ng DHCPv6 Prefix Del egation is not achievable in the 3GPP
network and the UE. The nethods described in this docunent are at
various stages of inplenentation and depl oynment planning. The goa
of this meno is to docunent the avail abl e nmethods that nmay be used
prior to DHCPv6 depl oynent.

3. Requirenents for Extending the 3GPP Interface /64 I1Pv6 Prefix to a
LAN Li nk

R-1: The 3GPP network provided /64 prefix MJST be nmade avail abl e on
the LAN |i nk.

LAN attached devices shall be able to use the 3GPP network
assigned IPv6 prefix (e.g. using IPv6 Statel ess Address
Aut oconfiguration - SLAAC [ RFC4862]).

R-2: The UE MUST defend all of its IPv6 addresses on the LAN |ink
In case a LAN attached node will, for exanple, autoconfigure the
same gl obal 1Pv6 address as used on the 3GPP interface, the UE

must fail the Duplicate Address Detection (DAD) [ RFC4862] process
run by the LAN node.
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4.

4.
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R-3: The LAN link configuration MJST be tightly coupled with the 3GPP
link state.

R-4: The UE MUST decrenent the time to live (TTL) when passing
packets between | Pv6 |inks across the UE

Exanpl e Methods for Extending the 3GPP Interface /64 1Pv6 Prefix to
a LAN Link

General Behavior for Al Exanple Scenarios

As [ RFC6459] describes, the 3GPP-network-assigned /64 is conpletely
dedi cated to the UE and the gateway does not consume any of the /64
addresses. The gateway routes the entire /64 to the UE and does not
perform ND or Nei ghbor Unreachability Detection (NUD) [ RFC4861].
Conmruni cati on between the UE and the gateway is only done using
link-1ocal addresses and the link is point-to-point. This allows
for the UE to reliably manipulate the /64 fromthe 3GPP radio
interface without negatively inpacting the point-to-point 3GPP radio
link interface. The LAN link RA configuration must be tightly
coupled with the 3GPP |ink state. |If the 3GPP |link goes down or
changes the I Pv6 prefix, that state should be reflected in the LAN
link 1Pv6 configuration. Just as in a standard |Pv6 router, the
packet TTL will be decrenented when passi ng packets between |Pv6
links across the UE. The UE is enploying the weak host nodel

[ RFC1122]. The RA function on the UE is exclusively run on the LAN
I'ink.

The LAN-1ink-originated RA nessage carries a copy of the follow ng
3CGPP radi o-1ink-received RA nmessage option fields:

o MU (if not provided by the 3GPP network, the UE will provide its
3GPP link MU size)

0 Prefix Information
Exanpl e Scenario 1: d obal Address Only Assigned to LAN Link

For this case, the UE receives the RA fromthe 3GPP network but does
not use a global address on the 3GPP interface. The 3GPP-interface-
received RA /64 prefix information is used to configure the Nei ghbor
Di scovery Protocol (NDP) on the LAN. The UE assigns itself an |Pv6
address on the LAN link fromthe 3GPP-interface-received RA. The LAN
link uses RA to announce the prefix to the LAN. The UE LAN |ink
interface defends its LAN I Pv6 address with DAD. The UE shall not
run SLAAC to assign a global address on the 3GPP radio interface
while routing is enabl ed.
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This method allows the UE to originate and termi nate | Pv6
comruni cati ons as a host while acting as an I Pv6 router. The
movenent of the IPv6 prefix fromthe 3GPP radio interface to the LAN
link may result in long-lived data connections being term nated
during the transition froma host-only node to router-and-host node.
Connections that are likely to be affected are ones that have been
specifically bound to the 3GPP radio interface. This nmethod is
appropriate if the UE or software on the UE cannot support nultiple
interfaces with the sane anycast |Pv6 address and the UE requires

gl obal connectivity while acting as a router

Bel ow i s the general procedure for this scenario:
1. The user activates router functionality for a LAN on the UE

2. The UE checks to make sure the 3GPP interface is active and has

an | Pv6 address. |If the interface does not have an | Pv6 address,
an attenpt will be nade to acquire one; otherw se, the procedure
will term nate.

3. Inthis example, the UE finds the 3GPP interface is active and
has the |1 Pv6 address 2001: db8: acl10: f002: 1234: 4567: 0: 9 assi gned.

4. The UE npbves the address 2001: db8: ac10: f002: 1234: 4567:0: 9 as a
/164 fromthe 3GPP interfaces to the LAN link interface, disables
the 1 Pv6 SLAAC feature on the 3GPP radio interface to avoid
address aut oconfiguration, and begi ns announci ng the prefix
2001: db8: ac10:f002::/64 via RAto the LAN. For this exanple, the
LAN has 2001: db8: ac10: f 002: 1234: 4567: 0: 9/ 64 and the 3GPP radio
only has a link-1ocal address.

5. The UE directly processes all packets destined to itself at
2001: db8: ac10: f 002: 1234: 4567: 0: 9.

6. The UE, acting as a router running NDP on the LAN, will route
packets to and fromthe LAN. |Pv6 packets passing between
interfaces will have the TTL decrenented.

7. Onthe LANIlink interface, there is no chance of address conflict

since the address is defended using DAD. The 3GPP radio
interface only has a link-1ocal address.
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4.3. Exanple Scenario 2: A Single dobal Address Assigned to a
3GPP Radi o and LAN Link

In this nethod, the UE assigns itself one address fromthe 3GPP-

net wor Kk RA-announced /64. This one address is configured as anycast
[ RFC4291] on both the 3GPP radio link as a /128 and on the LAN link
as a /64. This allows the UE to maintain long-lived data connections
since the 3GPP radio interface address does not change when the
router function is activated. This nethod may cause conplications
for certain software that may not support nultiple interfaces with
the sane anycast |Pv6 address, or are sensitive to prefix length
changes. This nethod al so creates conplications for ensuring

uni queness for Privacy Extensions [RFC4941]. Wen Privacy Extensions
are in use, all tenporary addresses will be copied fromthe 3GPP
radio interface to the LAN link. The preferred and valid lifetines
wi || be synchronized, such that the tenporary anycast addresses on
both interfaces expire sinmultaneously.

There m ght al so be nore conpl ex scenarios in which the prefix length
is not changed and privacy extensions are supported by having the
subnet span nultiple interfaces, as ND Proxy does [RFC4389]. Further
el aboration is out of scope of the present docunent.

Bel ow i s the general procedure for this scenario:

1. The user activates router functionality for a LAN on the UE

2. The UE checks to make sure the 3GPP interface is active and has

an |Pv6 address. |If the interface does not have an | Pv6 address,
an attenpt will be nade to acquire one; otherw se, the procedure
will term nate.

3. Inthis example, the UE finds the 3GPP interface is active and
has the |1 Pv6 address 2001: db8: acl10: f002: 1234: 4567: 0: 9 assi gned.

4. The UE noves the address 2001: db8: acl10: f002: 1234: 4567: 0: 9 as an
anycast /64 fromthe 3GPP interface to the LAN interface and
begi ns announci ng the prefix 2001: db8: ac10:f002::/64 via RAto
the LAN. The 3GPP interface nmaintains the sane | Pv6 anycast
address with a /128. For this exanple, the LAN has
2001: db8: ac10: f 002: 1234: 4567: 0: 9/ 64 and the 3GPP radio interface
has 2001: db8: ac10: f 002: 1234: 4567: 0: 9/ 128.

5. The UE directly processes all packets destined to itself at
2001: db8: ac10: f 002: 1234: 4567: 0: 9.
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5.

6. On the LAN interface, there is no chance of address conflict
since the address is defended using DAD. The 3GPP radio
interface only has a /128 and no other systens on the 3GPP radio
poi nt-to-point |ink may use the gl obal /64.

Security Considerations

Since the UE will be switched froman I Pv6 host node to an | Pv6
rout er - and- host node, basic | Pv6 Custoner Prem ses Equi pnent (CPE)
security functions [ RFC6092] SHOULD be appli ed.

Despite the use of tenporary |Pv6 addresses, the nobil e-network-
provided /64 prefix is common to all the LAN-attached devices
potentially concerning privacy. An IPv6 prefix provided by a nomadic
device (e.g., a smartphone) is not a long-lived one due to
re-attaches caused by a device reload, traveling through | oosely
covered areas, etc. The network will provide a new | Pv6 prefix after
a successful re-attach.

3GPP- nobi | e- net wor k- capabl e CPEs (e.g., a router) are likely to keep
the mobil e network data connection up for a longer tine. Some nobile
networks may be re-setting the nobile network connection regularly
(e.g., every 24 hours), others may not. Privacy-concerned users
shal | take appropriate nmeasures to not keep their |Pv6 prefixes |ong
I'ived.
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