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Abst ract
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applications. The protocol runs within a set of two or nore PEs,
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1.

3.

3.

I nt roducti on

Network availability is a critical metric for service providers, as
it has a direct bearing on their profitability. Qutages translate
not only to | ost revenue but also to potential penalties nandated by
contractual agreenents with custoners running nission-critica
applications that require tight Service Level Agreenents (SLAs).
This is true for any carrier network, and networks enpl oyi ng Layer 2
Virtual Private Network (L2VPN) technol ogy are no exception. A high
degree of network availability can be achi eved by enploying intra-
and inter-chassis redundancy nechanisns. The focus of this docunent
is on the latter. This document defines an Inter-Chassis

Conmruni cati on Protocol (1CCP) that allows synchronization of state
and configuration data between a set of two or nore Provider Edge
nodes (PEs) form ng a Redundancy Goup (RG. The protocol supports
mul ti-chassi s redundancy nechani sns that can be enpl oyed on either
the attachnment circuits or pseudowires (PW). A fornal definition of
the term "chassis" can be found in [RFC2922]. For the purpose of
thi s docunent, a chassis is an L2VPN PE node.

Thi s docunent assunes that it is normal to run the Label Distribution
Protocol (LDP) between the PEs in the RG and that LDP conponents
will in any case be present on the PEs to establish and maintain
pseudowi res. Therefore, ICCP is built as a secondary protoco

running within LDP and taki ng advantage of the LDP session nechani sns
as well as the underlying TCP transport nechani sns and TCP-based
security nechani sns al ready necessary for LDP operation

Speci fication of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

| CCP Overvi ew
1. Redundancy Mddel and Topol ogy

The focus of this docunent is on PE node redundancy. It is assuned
that a set of two or nore PE nodes are designated by the operator to
forman RG Menbers of an RG fall under a single adm nistration
(e.g., service provider) and enploy a comon redundancy mechani sm
towards the access (attachnment circuits or access pseudow res) and/or
towards the core (pseudowi res) for any given service instance. It is
possi bl e, however, for nenbers of an RG to make use of disparate
redundancy nechani snms for disjoint services. The PE devices may be
offering any type of L2VPN service, i.e., Virtual Private Wre
Service (VPW5) or Virtual Private LAN Service (VPLS). As a matter of
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fact, the use of ICCP may even be applicable for Layer 3 service
redundancy, but this is considered to be outside the scope of this
docunent .

The PEs in an RG offer nulti-honmed connectivity to either individual
devices (e.g., Custonmer Edge (CE), Digital Subscriber Line Access
Mul ti pl exer (DSLAM) or entire networks (e.g., access network).
Figure 1 bel ow depicts the nodel .

[ bbbt o}
_ | |
Miul ti-honed +----+ | +----- + |
Node ------------ >] CE|------- |--] PEL ||<------ | - --Pseudowi re- - >|
| |--+ -1--] || <------ | ---Pseudow re-->|
+----+ | /| +- - - - - + |
| 7 | | | I
|/ | || 1CCP | --> Towards Core
AR + I [ | I
| A + | _
| Access |/ +----]--] PE2 ||<------ | ---Pseudowi re-->|
| Net wor k |[------- | --] || <------ | ---Pseudowi re-->|
I I | +----- + I
I I I I
Fomm e + | Redundancy |
N | G oup |
| [ gl

I
Mul ti-honed Network
Figure 1: Generic Milti-Chassis Redundancy Mbdel

In the topol ogy shown in Figure 1, the redundancy nechani sm enpl oyed
towards the access node/ network can be one of a nultitude of
technologies, e.g., it could be I EEE 802. 1AX Li nk Aggregati on G oups
with the Link Aggregation Control Protocol (LACP) or Synchronous
Optical Network Automatic Protection Switching (SONET APS). The
specifics of the nechani smare outside the scope of this docunent.
However, it is assumed that the PEs in the RG are required to
communi cate with each other in order for the access redundancy
mechanismto operate correctly. As such, it is required that an

i nter-chassis comunication protocol anong the PEs in the RG be run
in order to synchronize configuration and/or running state data.

Furt hernmore, the presence of the inter-chassis comunication channel
allows sinplification of the pseudow re redundancy nmechanism This
is primarily because it allows the PEs within an RGto run sone
arbitration algorithmto el ect which pseudowi re(s) should be in
active or standby node for a given service instance. The PEs can
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then advertise the outcone of the arbitration to the renote-end
PE(s), as opposed to having to enmbed a handshake procedure into the
pseudow re redundancy status conmmuni cati on nmechanismas well as every
ot her possible Layer 2 status comuni cati on nmechani sm

3. 2. | CCP | nterconnect Scenari os

When referring to "interconnect” in this section, we are concerned
with the Iinks or networks over which Inter-Chassis Communication
Prot ocol nessages are transported, and not nornmal data traffic
between PEs. The PEs that are nenbers of an RG rmay be either
physically co-located or geo-redundant. Furthernore, the physica

i nt erconnect between the PEs over which ICCP is to run nmay conprise
ei ther dedi cated back-to-back |inks or a shared connection through
the packet switched network (PSN), e.g., MPLS core network. This
gives rise to a matrix of four interconnect scenarios, as described
in the foll owi ng subsections.

3.2.1. Co-located Dedicated |Interconnect

In this scenario, the PEs within an RG are co-located in the sane
physical location, e.g., point of presence (POP) or central office
(CO. Furthernore, dedicated |inks provide the interconnect for |CCP
anong the PEs.

[} e U +
| CO I I I
| +----- + I I I
| | PEL | I I I
| I I I I
| +----- + I I I
I [l I I I
| || ICCP | | Cor e |
I | | I I Net wor k I
| +----- + I I I
| | PE2 | I I I
I I I I I
| A----- + I I I
I I I I
[ bbbt o} L +

Figure 2: |1 CCP Co-located PEs Dedi cated |Interconnect Scenario
G ven that the PEs are connected back-to-back in this case, it is

possible to rely on Layer 2 redundancy nechani sns to guarantee the
robustness of the I CCP interconnect. For exanple, if the
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i nterconnect conprises | EEE 802.3 Ethernet links, it is possible to
provi de link redundancy by means of | EEE 802. 1AX Li nk Aggregati on
G oups.

3.2.2. Co-located Shared Interconnect

In this scenario, the PEs within an RG are co-located in the sane
physi cal location (POP, CO. However, unlike the previous scenari o,
there are no dedicated |inks between the PEs. The interconnect for
I CCP is provided through the core network to which the PEs are
connected. Figure 3 depicts this nodel.

$====—=—=====—=—=——=—==1} Fom e e e e e e oo +
| CO | | |
| o |
| | PE1| | | |
| | |<:::::::::::::::::+ |
| +----- + 1CCP | || |
| | || |
| | 1 Il core |
| | | || Network |
[ ] |
| | PE2 | | [ |
| | <——==—==—=—=—=—==—===—==—=+ |
| b ] |
| | | |
+o———————————————— 4 Fom e e e mmmea oo +

Figure 3: ICCP Co-located PEs Shared Interconnect Scenario

G ven that the PEs in the RG are connected over the PSN, PSN Layer
mechani sms can be | everaged to ensure the resiliency of the

i nt erconnect agai nst connectivity failures. For exanple, it is
possible to enpl oy RSVP Label Switched Paths (LSPs) with Fast Reroute
(FRR) and/or end-to-end backup LSPs.

3.2.3. Geo-redundant Dedicated |Interconnect

In this variation, the PEs within an RG are |located in different
physical |ocations to provide geographic redundancy. This may be
desirabl e, for exanple, to protect against natural disasters or the
like. A dedicated interconnect is provided to link the PEs. This is
a costly option, especially when considering the possibility of
providing nmultiple such links for interconnect robustness. The
resiliency mechanisnms for the interconnect are sinmlar to those

hi ghlighted in the co-located interconnect counterpart.
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$====—=—=====—=—=——=—==1} Fom e e e e e e oo +
|CO 1 | | |
R ] |
| | PE1| | | |
|| | | | |
| o I |
+:::::||::::::::::+ | |
|| 1CCP | Cor e |
+:::::||::::::::::+ | Net wor k
| ] |
| | PE2 | | | |
|| | | | |
| et o |
| CO 2 | | |
4=-=—=———=—=—=—=—=—=—=———=—=—=—4 o e e e e e e o +

Figure 4: | CCP Geo-redundant PEs Dedi cated | nterconnect Scenario
3.2.4. Ceo-redundant Shared | nterconnect

In this scenario, the PEs of an RG are |located in different physica
| ocations and the interconnect for ICCP is provided over the PSN
network to which the PEs are connected. This interconnect option is
more likely to be the one used for geo-redundancy, as it is nore
economi cal |y appeal ing conpared to the geo-redundant dedicated

i nterconnect option. The resiliency mechani snms that can be enpl oyed
to guarantee the robustness of the I CCP transport are PSN Layer
mechani sms, as described in Section 3.2.2 above.

+====—=—=—====—=—=—=—=—=—==+ Fom e e e e e e e oo +
|CO 1 | | |
| o |
| | PE1 | | | |
| | |<:::::::::::::::::+ |
| et acP | || |
+=————=—————————=—=——=—+ | || |

| || Core |
4===—===—==—=—=—===—=4 | || Net wor k |
| Ao Y |
| | PE2| | [ 11 |
| | |<:::::::::::::::::+ |
| e o |
| CO 2 | | |
+-=—=———————————————4 Fom e e e e e e = +

Figure 5: | CCP Geo-redundant PEs Shared | nterconnect Scenario
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3.3. I CCP Requirements

The requirenents for the Inter-Chassis Comruni cati on Protocol are as
fol | ows:

i. ICCP MUST provide a control channel for communication between
PEs in a Redundancy G oup (RG. PE nodes may be co-located or
renote (refer to Section 3.2 above). dient applications that
make use of | CCP services MJST only use this channel to
comruni cate control information and not data traffic. As such
the protocol SHOULD provide relatively | ow bandwi dth, | ow
del ay, and highly reliable nessage transfer

ii. I CCP MUST accommodate multiple client applications (e.g.,
mul ti-chassis LACP, PWredundancy, SONET APS). This inplies
that the messages SHOULD be extensible (e.g., TLV-based), and
the protocol SHOULD provide a robust application registration
and versioni ng schene.

iii. 1CCP MJST provide reliable message transport and in-order
delivery between nodes in an RGwith secure authentication
mechani sns built into the protocol. The redundancy
applications that are clients of | CCP expect reliable nessage
transfer and as such will assume that the protocol takes care
of flow control and retransm ssions. Furthernore, given that
the applications will rely on ICCP to conmuni cate data used to
synchroni ze state machines on disparate nodes, it is critica
that | CCP guarantees in-order nessage delivery. Loss of
messages or out-of -sequence nessages woul d have adverse effects
on the operation of the client applications.

iv. ICCP MIST provide a comon nechanismto actively nonitor the
health of PEs in an RG This mechanismw || be used to detect
PE node failure (or isolation fromthe MPLS network in the case
of shared interconnect) and informthe client applications.

The applications require that the nechanismtrigger failover
according to the procedures of the redundancy protocol enployed
on the attachment circuit (AC) and PW The sol uti on SHOULD
achi eve sub-second detection of |oss of renote node

(~50- 150 nsec) in order to give the client applications
(redundancy nechani sns) enough reaction tinme to achieve
sub-second service restoration tines.
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| CCP SHOULD provi de asynchronous event-driven state update,

i ndependent of periodic nmessages, for imrediate notification of
client applications’ state changes. In other words, the
transm ssi on of nessages carrying application data SHOULD be
on-demand rather than tinmer-based to minimze inter-chassis
state synchronization del ay.

| CCP MUST accommodate multi-link and multi-hop interconnects
bet ween nodes. Wien the devices within an RG are located in

di fferent physical |ocations, the physical interconnect between
themwi |l conprise a network rather than a link. As such, |CCP
MUST accommopdat e the case where the interconnect involves
multiple hops. Furthernore, it is possible to have nultiple
(redundant) paths or interconnects between a given pair of
devices. This is true for both the co-located and
geo-redundant scenarios. | CCP MJUST handle this as well.

| CCP MUST ensure transport security between devices in an RG
This is especially inportant in the scenario where the nenbers
of an RG are located in different physical |ocations and
connected over a shared network (e.g., PSN). In particular,

| CCP MUST NOT accept connections arbitrarily from any device;
otherwi se, the state of client applications night be

conprom sed. Furthernore, even if an | CCP connection request
appears to come froman eligible device, its source address may
have been spoofed. Therefore, some neans of preventing source
addr ess spoofing MJIST be in place.

| CCP MUST allow the operator to statically configure nmenbers of
an RG.  Auto-discovery may be considered in the future.

| CCP SHOULD al l ow for flexible RG nenbership. It is expected
that only two nodes in an RGw |l cover npbst of the redundancy
applications for common deploynents. | CCP SHOULD NOT precl ude
supporting nore than two nodes in an RG by virtue of design
Furthernmore, | CCP MUST allow a single node to be a nenber of
mul ti pl e RGs sinultaneously.

LDP Protocol Extension Specification

dress the requirenents identified in the previous section, |CCP
deled to conprise three |ayers

Application Layer: This provides the interface to the various
redundancy applications that nmake use of the services of |CCP

I CCP is concerned with defining conmon connection nmanagenent
procedures and the formats of the nmessages exchanged at this

| ayer; however, beyond that, it does not inpose any restrictions
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on the procedures or state nmachines of the clients, as these are
deened application specific and lie outside the scope of |CCP
Thi s guarantees inplenmentation interoperability w thout placing
any unnecessary constraints on internal design specifics.

ii. Inter-Chassis Conmunication (I CC) Layer: This layer inplenents
the common set of services that |CCP offers to the client
applications. It handl es protocol versioning, RG nmenbership,
Redundant Object identification, PE node identification, and
| CCP connection nmanagenent.

iii. Transport Layer: This |layer provides the actual |CCP nessage
transport. It is responsible for addressing, route resol ution,
flow control, reliable and in-order nmessage delivery,
connectivity resiliency/redundancy, and, finally, PE node
failure detection. The Transport |ayer may differ, depending on
the Physical Layer of the interconnect.

4.1. LDP ICCP Capability Advertisement

VWhen an RGis enabled on a particular PE, an LDP session to every
renote PE in that RG MJUST be created, if one does not already exist.
The capability of supporting | CCP MJST then be advertised to all of
those LDP peers in that RG This is achieved by using the methods
described in [ RFC5561] and advertising the "I CCP capability TLV'. |If
an LDP peer supports the dynam c capability advertisenent, this can
be done by sending a new capability nessage with the S-bit set for
the "I CCP capability TLV' when the first RGis enabled on the PE If
the peer does not support dynam c capability advertisenents, then the
"I CCP TLV' MUST be included in the LDP initialization procedures in
the capability paraneter [RFC5561].

4.2. RG Menbershi p Managenent

| CCP defines a nechani smthat enables PE nodes to nmanage their RG
menbership. Wen a PE is configured to be a nenber of an RG it wll
first advertise the I CCP capability to its peers. Subsequently, the
PE sends an "RG Connect" message to the peers that have al so
advertised | CCP capability. The PE then waits for the peers to send
their own "RG Connect" nessages, if they haven't done so already.

For a given RG the | CCP connection between two devices is considered
to be operational only when both devices have sent and received | CCP
"RG Connect" nessages for that RG

If a PE that has sent a particular "RG Connect" message doesn’t
receive a correspondi ng RG Connect (or a Notification nessage
rejecting the connection) froma destination, it will remainin a
state of expecting the correspondi ng "RG Connect" nessage (or
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Notification nessage). The RGw ll not becone operational until the
correspondi ng "RG Connect" nessage has been received. |I|f a PE that
has sent an "RG Connect” nessage receives a Notification nessage
rejecting the connection, with a NAK TLV (Negative Acknow edgenent
TLV) (Section 6.4.1), it will stop attenpting to bring up the | CCP
connection inmedi ately.

A device MIST reject an incomng "RG Connect" message if at |east one
of the following conditions is satisfied:

i. the PE is not a nenber of the RG

ii. the maxi mum nunber of simultaneous | CCP connections that the PE
can handl e i s exceeded.

O herwi se, the PE MJUST bring up the connection by responding to the
i ncom ng "RG Connect" nessage with an appropriate RG Connect.

A PE sends an "RG Di sconnect" message to tear down the | CCP
connection for a given RG This is a unilateral operation and
doesn’t require any acknow edgement fromthe other PEs. Note that
the 1 CCP connection for an RG MJUST be operational before any client
application can make use of | CCP services in that RG

4.2.1. |1CCP Connection State Machi ne

A PE maintains an | CCP Connection state machi ne instance for every

| CCP connection with a renote peer in the RG This state machine is
separate fromany Application Connection state nachine

(Section 4.4.2). The | CCP Connection state nachine reacts only to
"RG Connect", "RG Disconnect"”, and "RG Notification" nessages that do
not contain any "Application TLVs". Actions and state transitions in
the Application Connection state machi nes have no effect on the | CCP
Connection state machi ne.

The | CCP Connection state nmachine is defined to have six states, as
f ol | ows:

- NONEXI STENT: This state is the starting point for the state
machine. 1t indicates that no | CCP connection exists and that
there’s no LDP session established between the PEs.

- INITIALI ZED: This state indicates that an LDP session exists

bet ween the PEs but LDP | CCP capability information has not yet
been exchanged between them
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- CAPSENT: This state indicates that an LDP session exists between
the PEs and that the |ocal PE has advertised LDP | CCP capability to
its peer.

- CAPREC. This state indicates that an LDP sessi on exists between the
PEs and that the |local PE has both received and advertised LDP | CCP
capability fromito its peer.

- CONNECTING This state indicates that the local PE has initiated an
| CCP connection to its peer and is awaiting its response.

- OPERATIONAL: This state indicates that the | CCP connection is
operati onal .

The state transition table and state transition di agram foll ow
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NONEXI STENT

I NI TI ALI ZED

CAPSENT

CAPREC

CONNECTI NG

OPERATI ONAL
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| CCP Connection State Transition Table

LDP sessi on established
Transmit LDP | CCP capability

Recei ve LDP | CCP capability
Action: Transmt LDP I CCP capability

LDP session torn down
Recei ve LDP | CCP capability
LDP session torn down
Transmit RG Connect nessage

Recei ve accept abl e RG Connect nessage
Action: Transmit RG Connect nessage

Recei ve any ot her | CCP nessage
Action: Transmit NAK TLV in RG
Notification nessage
LDP session torn down
Recei ve accept abl e RG Connect nessage
Recei ve any ot her | CCP nessage
Action: Transmit NAK TLV in RG
Notification nessage
LDP session torn down
Recei ve accept abl e RG Di sconnect nessage

Transmt RG Di sconnect message

LDP session torn down
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NEW STATE

I NI TI ALI ZED
CAPSENT

CAPREC

NONEXI STENT
CAPREC

NONEXI STENT
CONNECTI NG

OPERATI ONAL

CAPREC

NONEXI STENT
OPERATI ONAL

CAPREC

NONEXI STENT
CAPREC
CAPREC

NONEXI STENT
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| CCP Connection State Transition Di agram
R +
l .
R >| NONEXI STENT | LDP session torn down
I I | <m-mmmmmmm e
| . +
| LDP session | N LDP session
| establ i shed | | torn down
I \Y I
| S +
LDP | | Tx LDP | CCP
sessi on| | I NI TI ALI ZED)| capability
torn | +--- [--------------- +
down | Rx other | R + |
| 1 CCP nsg/ | Rx LDP | CCP |
| TX NAK TLV | capability/ |
| - -+ | TX LDP I CCP capability |
I I I I I
| \Y | \Y \Y
| R + Rx LDP | CCP R +
+--- | capability |
| CAPREC R e | CAPSENT | --------
4o | o + o] |
| e + | E - +
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RG | | | Rx RG Di sconnect nsg |
Connect | | | or | Rx RG Connect nsg/
nmsg | | | TXx RG Di sconnect nsg | Tx RG Connect nsg
I I I \Y
| I R e +
| | o e e e o - -
| | | OPERATI ONAL | ----------
I I I I
| | Rx other 1CCP msg/ e +
| | Tx NAK TLV n
I I I
| R + Rx RG Connect nsg |
| --------------------- +
oo - >| CONNECTI NG
| |
S +
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4.3. Redundant Cbject ldentification

I CCP offers its client applications a uniform mechani smfor
identifying links, ports, forwarding constructs, and, nore generally,
objects (e.g., interfaces, pseudowi res, VLANs) that are being
protected in a redundant setup. These are referred to as Redundant
hjects (RCs). An exanple of an ROis a nulti-chassis |ink-
aggregation group that spans two PEs. | CCP introduces a 64-bit
opaque identifier to uniquely identify ROs in an RG This
identifier, referred to as the Redundant Object ID (RO D), MJST match
bet ween RG nenbers for the protected object in question; this allows
separate systens in an RGto use a comopn handle to reference the
protected entity, irrespective of its nature (e.g., physical or
virtual) and in a manner that is agnostic to inplenentation
specifics. Cient applications that need to synchronize state
pertaining to a particular RO SHOULD enbed the corresponding ROD in
their TLVs.

4.4. Application Connection Managenent

| CCP provides a conmon set of procedures by which applications on one
PE can connect to their counterparts on another PE, for the purpose
of inter-chassis communication in the context of a given RG The
prerequisite for establishing an Application Connection is to have an

operational | CCP RG connection between the two endpoints. It is
assuned that the association of applications with RG is known
a priori, e.g., by neans of device configuration. |1CCP then sends an

"Application Connect TLV' (carried in an "RG Connect" nessage), on
behal f of each client application, to each renote PE within the RG
The client may piggyback application-specific information in that
"Connect TLV", which, for exanple, can be used to negotiate
paraneters or attributes prior to bringing up the actual Application
Connection. The procedures for bringing up the Application
Connection are simlar to those of the I CCP connection: an
Application Connection between two nodes is up only when both nodes
have sent and received "RG Connect" nessages with the proper
"Application Connect TLVs". A PE MJST send a Notification nmessage to
reject an Application Connection request if one of the follow ng
conditions is encountered:

i. the application doesn’'t exist or is not configured for that RG

ii. the Application Connection count exceeds the PE s capabilities.
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When a PE receives such a rejection notification, it MJST stop
attenpting to bring up the Application Connection until it receives a
new Application Connection request fromthe renote PE. This is done
by responding to the incom ng "RG Connect" nessage (carrying an
"Application Connect TLV') with an appropriate "RG Connect" nessage
(carrying a correspondi ng "Application Connect TLV").

When an application is stopped on a device or it is no |onger
associated with an RG it MJST signal ICCP to trigger sending an
"Application Disconnect TLV' (in the "RG Di sconnect" nessage). This
is aunilateral notification to the other PEs within an RG and as
such doesn’t trigger any response.

4.4.1. Application Versioning

During Application Connection setup, a given application on one PE
can negotiate with its counterpart on a peer PE the proper
application version to use for communication. |f no combn version
i s agreed upon, then the Application Connection is not brought up
This is achieved through the follow ng set of rules:

- If an application receives an "Application Connect TLV' with a
versi on nunmber that is higher than its own, it MJST send a
Notification message with a "NAK TLV"' indicating status code
"Inconpati bl e Protocol Version" and supplying the version that is
| ocal |y supported by the PE

- If an application receives an "Application Connect TLV' with a
versi on nunmber that is lower than its own, it MAY respond with an
RG Connect that has an "Application Connect TLV' using the sane
version that was received. Alternatively, the application MAY
respond with a Notification nessage to reject the request using the
"Inconpati bl e Protocol Version" code and supply the version that is
supported. This allows an application to operate in either
backwar ds- conpati bl e or inconpatibl e node.

- If an application receives an "Application Connect TLV' with a
version that is equal to its own, then the application MJUST honor
or reject the request based on whether the application is
configured for the RGin question, and whether or not the
Application Connection count has been exceeded.
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.2. Application Connection State Machi ne

A PE maintains one Application Connection state machi ne i nstance per
| CCP application for every |ICCP connection with a renote PE in the
RG  Each application's state nmachine reacts only to the "RG
Connect", "RG Disconnect"”, and "RG Notification" nessages that
contain an "Application TLV' specifying that particular application

The Application Connection state machine has six states, as foll ows:

- NONEXI STENT: This state indicates that the Application Connection
does not exist, since there is no | CCP connection between the PEs.

- RESET: This state indicates that an | CCP connection i s operationa
between the PEs but that the Application Connection has not been
initialized yet or has been resent.

- CONNSENT: This state indicates that the local PE has requested
initiation of an Application Connection with its peer but has not
received a response yet.

- CONNREC: This state indicates that the |ocal PE has received a
request to initiate an Application Connection fromits peer but has
not responded yet.

- CONNECTING This state indicates that the local PE has transmitted
to its peer an "Application Connection” nessage with the A-bit set
to 1 and is awaiting the peer’s response.

- OPERATIONAL: This state indicates that the Application Connection
i s operational

The state transition table and state transition diagramfoll ow.

| CCP Application Connection State Transition Table

STATE EVENT NEW STATE
© NONEXISTENT | CCP connection established ~ RESET
RESET | CCP connection torn down NONEXI STENT
Transmit Application Connect TLV CONNSENT
Recei ve Application Connect TLV CONNREC
Recei ve any ot her Application TLV RESET

Action: Transmt NAK TLV
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CONNREC

CONNECTI NG

OPERATI ONAL
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Recei ve NAK TLV

Recei ve Application Connect TLV
with A-bit=1

Action: Transmt Application Connect

TLV with A-bit=1

Recei ve any other Application TLV
Action: Transmt NAK TLV

| CCP connection torn down
Transmt NAK TLV

Transmt Application Connect TLV
with A-bit=1

Recei ve Application Connect TLV
Recei ve any Application TLV except
Connect

Action: Transmit NAK TLV

| CCP connection torn down

Recei ve Application Connect TLV
with A-bit=1

Recei ve any ot her Application TLV
Action: Transmit NAK TLV

| CCP connection torn down

Recei ve Application Disconnect TLV

Transmit Application Disconnect TLV

| CCP connection torn down
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RESET
OPERATI ONAL
RESET
NONEXI STENT
RESET
CONNECTI NG
CONNREC
RESET
NONEXI STENT
OPERATI ONAL
RESET
NONEXI STENT
RESET
RESET
NONEXI STENT
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| CCP Application Connection State Transition D agram
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4.5. Application Data Transfer

VWhen an application has information to transfer over ICCP, it
triggers the transm ssion of an "Application Data" nessage. | CCP
guarantees in-order and | ossless delivery of data. An application
may reject a nmessage or a set of one or nore TLVs within a nessage by
using the Notification nessage with a "NAK TLV'. Furthernore, an
application may inplement its own ACK nechanism if deemed required,
by defining an application-specific TLV to be transported in an
"Application Data" nessage. Note that this docunent does not define
a conmon ACK nechani sm for applications.

It is left up to the application to define the procedures to handle
the situation where a PE receives a "NAK TLV' in response to a
transmtted "Application Data" nessage. Depending on the specifics
of the application, it may be favorable to have the PE that sent the
NAK explicitly request retransm ssion of data. On the other hand,
for certain applications it may be nore suitable to have the origina
sender of the "Application Data" nessage handl e retransmi ssions in
response to a NAK. | CCP supports both nodel s.

4.6. Dedicated Redundancy G oup LDP Session

For certain | CCP applications, it is required that a fairly |arge
amount of RG information be exchanged in a very short period of tine.
In order to better distribute the load in a nultiple-processor
system and to avoid head-of-line blocking to other LDP applications,
initiating a separate TCP/ | P session between the two LDP speakers may
be required.

This procedure is OPTI ONAL and does not change the operation of LDP
or | CCP.

A PE that requires a separate LDP session will advertise a separate
LDP adj acency with a non-zero | abel space identifier. This wll
cause the renpte peer to open a separate LDP session for this | abe
space. No labels need to be advertised in this |abel space, as it is
only used for one or a set of ICCP RGs. All relevant LDP and | CCP
procedures still apply as described in [RFC5036] and this docunent.

5. | CCP PE Node Failure / I|solation Detection Mechani sm

| CCP provides its client applications a notification when a renote PE
that is a menber of the RGis no |longer reachable. In the case of a
dedi cated i nterconnect, this indicates that the renpte PE node has
fail ed, whereas in the case of a shared interconnect this indicates
that the renpte PE node has either failed or becone isolated fromthe
MPLS network. This information is used by the client applications to
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trigger failover according to the procedures of the redundancy

prot ocol enployed on the AC and PW To that end, |CCP does not
define its own Keep-Alive mechani smfor the purpose of nonitoring the
health of renpte PE nodes but rather reuses existing fault detection
mechani sns. The foll owi ng mechani sns nmay be used by | CCP to detect
PE node fail ure:

- Bidirectional Forwarding Detection (BFD)

Run a BFD sessi on [ RFC5880] between the PEs that are nenbers of a
given RG and use that to detect PE node failure. This assunes
that resiliency nechanisns are in place to protect connectivity to
the remote PE nodes, and hence | oss of BFD periodic nessages froma
gi ven PE node can only mean that the node itself has fail ed.

- | P Reachability Monitoring

It is possible for a PE to nonitor |P-layer connectivity to other
menbers of an RG that are participating in | G°/ BGP. Wen
connectivity to a given PEis lost, the local PE interprets that to
mean | oss of the renote PE node. This technique assunes that
resiliency nmechanisns are in place to protect the route to the
renote PE nodes, and hence |loss of |IP reachability to a given node
can only nean that the node itself has fail ed.

It is worth noting here that | oss of the LDP session with a PE in an
RGis not a reliable indicator that the renote PE itself is down. It
is possible, for exanple, that the renote PE could encounter a |oca
event that would lead to resetting the LDP session, while the PE node
woul d remai n operational for traffic forwardi ng purposes.

6. | CCP Message Formats

Thi s section defines the nessages exchanged at the Application and
| CC | ayers.

6.1. Encoding ICCinto LDP Messages

ICCP requires reliable, in-order, stateful message delivery, as well
as capability negotiation between PEs. LDP offers all of these
features and is already in wide use in the applications that woul d
al so require the | CCP protocol extensions. For these reasons, |CCP
t akes advant age of the al ready-defined LDP protocol infrastructure.

[ RFC5036], Section 3.5 defines a generic LDP nmessage structure. A
new set of LDP nessage types is defined to comunicate the | CCP
informati on. LDP nmessage types in the range 0x0700 to O0x070F will be
used for | CCP
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Message types have been allocated by | ANA; see Section 12 bel ow for
details.

6.1.1. | CC Header

Every | CCP nmessage conprises an | CC-specific LDP Header followed by
message data. The format of the | CC Header is as follows:

0 1 2 3
01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Y Message Type | Message Length |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Message | D |
B i s T T i i o S o T Ji I
Type = 0x0005 (1 CC RG I D) | Lengt h=4 |
e b T S i i S S S S e e s S i T T i S S
ICC RGID |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

Mandat ory | CC Par aneters

i S T S T o S S e e it Sl S S e S S S

I

+-
I

+-
I

+
I

+
I

+-
I

+
| Optional | CC Paraneters

+

I

+-

I
+
I
+
I
+
|
+
I
+
I
+

B i T i T S i s S S N e s o T S

- Ubit
Unknown nessage bit. Upon receipt of an unknown nessage, if Uis
clear (=0), a notification is returned to the nessage origi nator;
if Uis set (=1), the unknown nessage is silently ignored.
Subsequent sections that define nessages specify a value for the
U-bit.

- Message Type

Identifies the type of the | CCP message. Mist be in the range
0x0700 to 0xOQ70F.
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- Message Length

2-octet integer specifying the total length of this nmessage in
octets, excluding the "U-bit", "Message Type", and "Length" fields.

- Message ID

4-octet value used to identify this message. Used by the sending
PE to facilitate identifying "RG Notification" nessages that may
apply to this nessage. A PE sending an "RG Notification" nessage
in response to this nessage SHOULD i nclude this Message IDin the
"NAK TLV' of the "RG Notification" nessage; see Section 6. 4.

- ICCRGID TLV
A TLV of type 0x0005, length 4, containing a 4-octet unsigned
i nt eger designating the Redundancy G oup of which the sending
device is a nmenber. RG ID val ue 0x00000000 is reserved by the
pr ot ocol .

- Mandatory | CC Paramneters

Vari abl e-1 ength set of required nessage paraneters. Sone nessages
have no required paraneters.

For messages that have required paraneters, the required parameters
MJST appear in the order specified by the individual message
specifications in the sections that follow

- Optional |CC Paraneters

Vari abl e-1 ength set of optional nessage paraneters. Many nessages
have no optional paraneters.

For nessages that have optional paraneters, the optional paraneters
may appear in any order.
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6.1.2. | CC Paraneter Encoding
The generic format of an I CC paraneter is as foll ows:

0 1 2 3

01234567890123456789012345678901
i I i I e i S s N SR N S
| Type | Lengt h |
B e S i o S S S i T S S i S i e
TLV(s) |

F 1T T+

T T S O TE s

Unknown TLV bit. Upon receipt of an unknown TLV, if Uis clear
(=0), a notification MJST be returned to the nessage origi nator and
the entire nmessage MJUST be ignored; if Uis set (=1), the unknown
TLV MJST be silently ignored and the rest of the message processed
as if the unknown TLV did not exist. Subsequent sections that
define TLVs specify a value for the Ubit.

- F-bit

Forward unknown TLV bit. This bit applies only when the U-bit is
set and the LDP nmessage containing the unknown TLV is to be
forwarded. If Fis clear (=0), the unknown TLV is not forwarded
with the LDP nessage; if Fis set (=1), the unknown TLV is
forwarded with the LDP nessage. Subsequent sections that define
TLVs specify a value for the F-bit. By setting both the U- and
F-bits, a TLV can be propagated as opaque data through nodes that
do not recognize the TLVW.

- Type
14 bits indicating the | CC Paraneter type.
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- TLV(s): A set of O or nore TLVs. Contents will vary according to
the message type.
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6.1.3. Redundant Object ldentifier Encoding

The Redundant Object ldentifier (ROD) is a generic opaque handl e
that uniquely identifies a Redundant Ohject (e.g., link, bundle,
VLAN) that is being protected in an RG It is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
I RO D I
+ +
I I
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
where the RODis an 8-octet field encoded as an unsi gned i nteger
The RO D value of 0 is reserved

The RODis carried within application-specific TLVs.
6.2. RG Connect Message

The "RG Connect" nessage is used to establish the | CCP RG connection
in addition to individual Application Connections between PEs in an
RG An "RG Connect" nessage with no "Application Connect TLV'
signal s establishnment of the I CCP RG connection, whereas an "RG
Connect" nessage with a valid "Application Connect TLV"' signals the
est abli shnent of an Application Connection in addition to the 1 CCP RG
connection if the latter is not already established.

An i npl enent ati on MAY send a dedi cated "RG Connect" nessage to set up
the 1 CCP RG connection and a separate "RG Connect" mnessage for each
client application. However, all inplenmentations MJST support the
recei pt of an "RG Connect" nessage that triggers the setup of the

| CCP RG connection as well as a single Application Connection

si mul t aneousl y.

A PE sends an "RG Connect" nessage to declare its nenbership in a
Redundancy Group. One such nessage should be sent to each PE that is
a menber of the same RG The set of PEs to which "RG Connect”
messages should be transmitted is known via configuration or an auto-
di scovery nechanismthat is outside the scope of this specification
If a device is a nmenber of nmultiple RGs, it MJST send separate "RG
Connect" nessages for each RG even if the receiving device(s) happens
to be the sane.
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The format of the "RG Connect" message is as foll ows:
i. 1CC Header with Message type = "RG Connect Message" (0x0700)
ii. ICC Sender Nanme TLV
iii. Zero or one "Application Connect TLV"
The currently defined "Application Connect TLVS" are as foll ows:
- PWRED Connect TLV (Section 7.1.1)
- nLACP Connect TLV (Section 7.2.1)
The details of these TLVs are discussed in Section 7.

The "RG Connect" nessage can contain zero or one "Application Connect
TLV".

6.2.1. | CC Sender Nanme TLV

The "1 CC Sender Nane TLV' carries the hostnane of the sender, encoded
in UTF-8 [RFC3629] format. This is used primarily for the purpose of
managenent of the RG and easing network operations. The specific
format is shown bel ow

0 1 2 3
01234567890123456789012345678901
g T g
Ul F Type = 0x0001 | Length |
B S S S T S O S T S S S
Sender Nane |
I eih T S S S

+— 0+ +— +

-+-+-+.-.+.-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
- U=F=0
- Type
Set to 0x0001 (fromthe | CC parameter name space).
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.
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- Sender Nane

An admi ni stratively assigned nanme of the sending device, encoded in
UTF-8 format and limted to a maxi mum of 80 octets. This field
does not include a termnating null character.

6.3. RG Di sconnect Message

The "RG Di sconnect” message serves a dual purpose: to signal that a
particul ar Application Connection is being closed within an RG or
that the I CCP RG connection itself is being disconnected because the
PE wi shes to | eave the RG The format of this nessage is as follows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Y Message Type = 0x0701 | Message Length |
I S i o T s S S S e s s T
I Message | D |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Type = 0x0005 (I CC RG I D) | Lengt h=4 |
i T S S S T i T i I S I S S
ICC RGID |
R s i o e i ol S e S e T ik ik T S e T S T S
D sconnect Code TLV

Optional Application Disconnect TLV

R L e o e e e T h o e o S R
Opti onal Parameter TLVs

I

+-

I

+-

I I
+ +
I I
i S S T i S S e S AT i S S
I I
+- +
I I
+ +
I I
+- +

i o o i ot o e S e S I i (R S S S i st S S S e
- Ubit

U=0
- Message Type

The nessage type for the "RG Di sconnect” nessage is set to 0x0701.
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- Length
Length of the TLV in octets, excluding the "U-bit", "Message Type",
and "Message Length" fields.
- Message ID
Defined in Section 6.1.1 above.
- ICCRGID
Defined in Section 6.1.1 above.
- Di sconnect Code TLV
The format of this TLV is as foll ows:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Ul F| Type = 0x0004 | Length

e S S T S S e e T s it S S BEp S S S

| | CCP Status Code

T T S S e e i S S U S S AR Tk ok e

- Ubit and F-bit

Both are set to O.
- Type

Set to "Disconnect Code TLV' (0x0004).
- Length

Length of the TLV in octets, excluding the "Ubit",
"Type", and "Length" fields.

- | CCP Status Code

"F-bit",

A status code that reflects the reason for the di sconnect
message. Al lowed values are "I CCP RG Renoved" and "I CCP

Application Renmoved from RG'.
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6. 4.

Mar

- Optional Application D sconnect TLV

Zero or one "Application D sconnect TLV' (defined in Sections 7.1.2
and 7.2.2). |If the "RG Disconnect" nessage has a status code of
"RG Renoved", then it MJST NOT contain any "Application D sconnect
TLVs", as the sending PEis signaling that it has left the RG and
thus is disconnecting the | CCP RG connection with all associated
client Application Connections. |If the nessage has a status code
of "Application Renoved fromRG', then it MJST contain exactly one
"Application Disconnect TLV', as the sending PE is only tearing
down the connection for the specified application. O her
applications, and the I CCP RG connection, are not to be affected.

- Optional Parameter TLVs

None are defined for this nessage in this docunment. This is
specified to allow for future extensions.

RG Notification Message
A PE sends an "RG Notification" nessage to indicate one of the
following: to reject an I CCP connection, to reject an Application
Connection, to reject an entire nessage, or to reject one or nore
TLVs within a nessage. The Notification nessage MJST only be sent to
a PE that is already part of an RG
The "RG Notification" nessage MJST only be used to reject nmessages or
TLVs corresponding to a single I CCP application. In other words,
there is alimt of at nost a single | CCP application per "RG

Noti fication" message.
The format of the "RG Notification" message is as foll ows:

i. 1CC Header with Message type = "RG Notification Message" (0x0702)
ii. Notification Message TLVs
The currently defined Notification nessage TLVs are as foll ows:

i. ICC Sender Nane TLV

ii. Negative Acknow edgement (NAK) TLV
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6.4.1. Notification Message TLVs

The "I CC Sender Name TLV' uses the sanme format as the format used in
the "RG Connect" nessage and was descri bed above.

The "NAK TLV' is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
Bl o T R ik st T o e b i T o S S e S it eI
Ul F| Type = 0x0002 | Lengt h |
i T T e e i e o i i S O S e S S S it i S e NI S
| CCP Status Code |
I o T e s i s it T e R I i cT I SR S I SR
Rej ect ed Message ID |
Bl o T R ik st T o e b i T o S S e S it eI
Optional TLV(S)

Ul +— +— +— 4+

I
+
I
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:
- U-bit and F-bit
Both are set to O.
- Type
Set to "NAK TLV" (0x0002).
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- | CCP Status Code

A status code that reflects the reason for the "NAK TLV'. Al |l owed
val ues are as foll ows:

i . Unknown | CCP RG (0x00010001)
This code is used to reject a new inconmi ng | CCP connection for
an RG that is not configured on the local PE. Wen this code

is used, the "Rejected Message ID' field MIST contain the
message | D of the rejected "RG Connect" nessage.
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| CCP Connection Count Exceeded (0x00010002)

This is used to reject a new inconing | CCP connection that

woul d cause the local PE s | CCP connection count to exceed its
capabilities. Wen this code is used, the "Rejected Message

I D" field MIUST contain the nmessage ID of the rejected "RG
Connect" nessage.

| CCP Application Connection Count Exceeded (0x00010003)

This is used to reject a new inconing Application Connection
that woul d cause the local PE s | CCP connection count to
exceed its capabilities. Wen this code is used, the

"Rej ected Message I D' field MIUST contain the nessage |ID of the
rejected "RG Connect"” message and the correspondi ng
"Application Connect TLV' MJST be included in the "Optional
TLV".

| CCP Application not in RG (0x00010004)

This is used to reject a new inconing Application Connection
when the | ocal PE doesn’'t support the application or the
application is not configured in the RG \Wen this code is
used, the "Rejected Message ID'" field MIUST contain the nessage
ID of the rejected "RG Connect" message and the correspondi ng
"Application Connect TLV' MJST be included in the "Optional
TLV".

I nconpati bl e | CCP Protocol Version (0x00010005)

This is used to reject a new inconing Application Connection
when the | ocal PE has an inconpatible version of the
application. Wen this code is used, the "Rejected Message
ID" field MUST contain the nmessage ID of the rejected "RG
Connect" nessage and the correspondi ng "Application Connect
TLV' MJST be included in the "Optional TLV'.

| CCP Rej ected Message (0x00010006)
This is used to reject an "RG Application Data" nessage, or
one or nore TLVs within the message. Wen this code is used,

the "Rejected Message I D' field MIUST contain the nessage | D of
the rejected "RG Application Data" message.
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vii. ICCP Administratively Disabled (0x00010007)
This is used to reject any | CCP nessages froma peer from
which the PE is not allowed to exchange | CCP nessages due to
| ocal administrative policy.
Rej ect ed Message I D
If non-zero, a 4-octet value that identifies the peer nmessage to
which the "NAK TLV' refers. |If zero, no specific peer nessage is
bei ng identified.

Optional TLV(S)

A set of one or nore optional TLVs. |If the status code is
"Rej ected Message", then this field contains the TLV or TLVs that
were rejected. If the entire nmessage is rejected, all of its TLVs

MJST be present in this field; otherw se, the subset of TLVs that
were rejected MIUST be echoed in this field.

If the status code is "Inconpatible Protocol Version", then this
field contains the original "Application Connect TLV' sent by the
peer, in addition to the "Requested Protocol Version TLV' defined
bel ow

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Ul F| Type = 0x0003 | Length |
I S i o T s S S S e s s T
| Connecti on Reference | Request ed Version |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

- Ubit and F-bit

Both are set to O.
- Type

Set to 0x0003 for "Requested Protocol Version TLV"
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.
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- Connection Reference

Set to the "Type" field of the "Application Connect TLV' that was
rejected because of inconpatible version.

- Requested Version

The version of the application supported by the transmitting
device. For this version of the protocol, it is set to 0x0001.

6.5. RG Application Data Message

7.

7.

The "RG Application Data" nmessage is used to transport application
data between PEs within an RG A single message can be used to carry
data fromonly one application. Miltiple Application TLVs are
allowed in a single message, as long as all of these TLVs belong to
the sane application. The format of the "Application Data" nessage
is as follows:

i. 1CC Header with Message type = "RG Application Data Message"
(0x0703)

ii. Application-specific TLVs

The details of these TLVs are discussed in Section 7. All
application-specific TLVs in one "RG Application Data" nmessage MJUST
belong to a single application but MAY reference different ROCs.
Application TLVs

1. Pseudow re Redundancy (PWRED) Application TLVs

This section discusses the "I CCP TLVs" for the Pseudow re Redundancy
appl i cation.
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7.1.1. PWRED Connect TLV

This TLV is included in the "RG Connect"” message to signal the
establi shnent of a PWRED Application Connection.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Ul F| Type = 0x0010 | Length |
B T S i T s i i e e SEI S
Pr ot ocol Version | Al Reserved |
R s i o e i ol S e S e T ik ik T S e T S T S
Opti onal Sub-TLVs

I
I
i S S T S S

I
+-
I
|
+
| .
U T g S T S S B S
- Ubit and F-bit

Both are set to O.
- Type

Set to 0x0010 for "PWRED Connect TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Protocol Version

The version of this particular protocol for the purposes of | CCP.
This is set to 0x0001.

- A-bit

Acknowl edgenent bit. Set to 1 if the sender has received a "PWRED
Connect TLV' fromthe recipient. QOherw se, set to O.

- Reserved

Reserved for future use.
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- Optional Sub-TLVs
There are no optional sub-TLVs defined for this version of the
protocol. This docunent does not inpose any restrictions on the
| ength of the sub-TLVs.
7.1.2. PWRED D sconnect TLV

This TLV is used in an "RG Di sconnect” message to indicate that the
connection for the PWRED application is to be term nated.

0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Ul F| Type = 0x0011 | Length |
B T S i T s i i e e SEI S
| Optional Sub-TLVs |
o g S T S S T i S S
- Ubit and F-bit
Both are set to O.
- Type
Set to 0x0011 for "PWRED D sconnect TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Optional Sub-TLVs

The only optional sub-TLV defined for this version of the protocol
is the "PWRED Di sconnect Cause TLV' defined in Section 7.1.2.1.
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7.1.2. 1. PW RED Di sconnect Cause TLV

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Ul F| Type = 0x0019 | Length |
i O L s e T e L e o i ol S R B S
| Di sconnect Cause String |
+-

B e T T R T i i S i S S i S S +-:
- Ubit and F-bit
Both are set to O.
- Type
Set to 0x0019 for "PWRED Di sconnect Cause TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Disconnect Cause String
Vari abl e-1 ength string specifying the reason for the di sconnect,

encoded in UTF-8 format. The string does not include a term nating
null character. Used for network nmanagenent.
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7.1.3. PWRED Config TLV

The "PWRED Config TLV" is used in the "RG Application Data" nessage
and has the foll owing format:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Ul F| Type = 0x0012 | Length |
el i I e i it T e e e e i i T o S e e S e T R R
RO D |

+

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N

I
+
I
+-
| PWPriority | Fl ags

T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR
| Service Name TLV

+-

I

I

+-

I
-+
I
I i S
PWID TLV or Ceneralized PWID TLV |
I
T T S T S S S S s
- Ubit and F-bit
Both are set to O.
- Type
Set to 0x0012 for "PWRED Config TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- ROD
As defined in Section 6.1.3.

- PWPriority
2 octets. Pseudowire Priority. Used to indicate which PW has
better priority to go into active state. Nunerically |ower nunbers

are better priority. 1In case of atie, the PEwith the nunerically
|l ower identifier (i.e., |IP Address) has better priority.
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- Fl ags

Valid values are as foll ows:

Vi .

- Sub-

The

The

7.1.

Martini,

Synchr oni zed (0x01)

I ndi cates that the sender has concluded transmitting all
pseudowi re configuration for a given service.

Purge Configuration (0x02)

I ndi cates that the pseudowire is no |onger configured for
PW RED oper ati on.

I ndependent Mbde (0x04)
I ndi cates that the pseudowire is configured for redundancy
usi ng the I ndependent Mdde of operation, per Section 5.1 of
[ RFC6870] .
I ndependent Mbde with Request Switchover (0x08)
I ndi cates that the pseudowire is configured for redundancy
usi ng the I ndependent Mdde of operation with the use of the
"Request Switchover" bit, per Section 6.3 of [RFC6870].
Mast er Mbde (0x10)
I ndi cates that the pseudowire is configured for redundancy
usi ng the Master/ Sl ave Mode of operation, with the adverti sing
PE acting as Master, per Section 5.2 of [RFC6870].
Sl ave Mbde (0x20)
I ndi cates that the pseudowire is configured for redundancy
usi ng the Master/ Sl ave Mode of operation, with the adverti sing
PE acting as Slave, per Section 5.2 of [RFC6870].
TLVs
"PWRED Config TLV' includes the follow ng two sub-TLVs:
Servi ce Name TLV
One of the following: PWID TLV or Ceneralized PWID TLV

format of the sub-TLVs is defined in Sections 7.1.3.1 through
3. 3.
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7.1.3.1. Service Nane TLV

0 1 2 3
01234567890123456789012345678901
B S i i s S i ik i h
Ul F Type = 0x0013 | Length |
B e e T o i S T i it i R SRR N S
Servi ce Nane |

+ 1= +— +

B S S e o i i i I T T S S S S S S S S
- U-bit and F-bit
Both are set to O.
- Type
Set to 0x0013 for "Service Name TLV'.
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Service Nane
The nanme of the L2VPN service instance, encoded in UTF-8 format and

up to 80 octets in length. The string does not include a
termnating null character.
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7.1.3.2. PWID TLV
This TLV is used to communi cate the configuration of PW for VPW5.

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Ul F Type = 0x0014 | Lengt h |
B S S e i S S T A S S S S S S i S S
Peer 1D |
B S i i T S i ik i H
Goup ID |
B s e T o i R R S o ik i s S N N S
PWI1D |
B S S e i S S T A S S S S S S i S S

+—+— +— +— +

- U-bit and F-bit

Both are set to O.
- Type

Set to 0x0014 for "PWID TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Peer ID

4-octet LDP Router ID of the peer at the far end of the PW
- Goup ID

Sane as Group IDin [ RFC4447], Section 5. 2.
- PWID

Sane as PWID in [ RFC4447], Section 5.2.
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7.1.3.3. Ceneralized PWID TLV
This TLV is used to communi cate the configuration of PW for VPLS.

0 1 2 3

01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Ul F Type = 0x0015 | Lengt h |
i T o T i e S S S i S e S
AG Type | Lengt h | Val ue |
i e T i i T Tk ok R S
AG Val ue (continued) ~

I

I o T e s i s it T e R I i cT I SR S I SR
All Type | Length | Val ue
B I R e R e i ol ot T i S i S e e e o i i o SN
SAIl  Value (continued)

— ) +—

T o e i e S e e R b ok ok b NI T R
All Type | Lengt h | Val ue |
i T o T i e S S S i S e S
TAIl Val ue (continued) ~

I

+
I
+
I
+
I
+
|
+
I
+
I
+
I
o g S T S S T S S
- Ubit and F-bit

Both are set to O.
- Type

Set to 0x0015 for "Generalized PWID TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- AG, A, SAIl, and TAlI

Defined in [ RFC4447], Section 5.3.2.
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7.1.4. PWRED State TLV
The "PWRED State TLV' is used in the "RG Application Data" nessage.
This TLV is used by a device to report its PWstatus to other nenbers
in the RG
The format of this TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901

B S S i i i i T T a ik S S S S S

Ul F Type = 0x0016 | Length |

R s i e R i e oI S e S e S R i Tk T S S R S R i S
RO D

+

T T S e i S S o il S A S S T o S S S A S S S
Local PW State |

T T S T A S S S T S R ih T s

Renote PW State |
i T o T i e S S S i S e S

+
I
+
I
+
I
+
I
+
I
+
- Ubit and F-bit

Both are set to O.
- Type

Set to 0x0016 for "PWRED State TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- ROD
As defined in Section 6.1.3.
- Local PWState
The status of the PWas deternined by the sending PE, encoded in

the sane fornmat as the "Status Code" field of the "PWStatus TLV'
defined in [ RFC4447] and extended in [ RFC6870].
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- Renote PWState
The status of the PWas determned by the rempte peer of the
sending PE. Encoded in the sane format as the "Status Code" field
of the "PWStatus TLV' defined in [RFC4447] and extended in
[ RFC6870] .
7.1.5. PWRED Synchronization Request TLV
The "PW RED Synchroni zati on Request TLV' is used in the "RG
Application Data" nmessage. This TLV is used by a device to request
that its peer retransmt configuration or operational state. The
followi ng informati on can be requested:
- configuration and/or state for one or nore pseudow res
- configuration and/or state for all pseudow res
- configuration and/or state for all pseudowires in a given service

The format of the TLV is as foll ows:

0 1 2 3
012345678901234567890123456789¢01

B s o T ol i R R S e i ik i Sh SRR N S
Ul F Type = 0x0017 | Lengt h |
B S S e i S S T A S S S S S S i S S

Request Nunber | 4 S Request Type |

B S S i i i i T T a ik S S S S S
Optional Sub-TLVs

I
I
i i S S e S S i S o

+—+— I+ +— +

e e e e e e e e e e e e e e e e
- U-bit and F-bit
Both are set to O.
- Type
Set to 0x0017 for "PWRED Synchronizati on Request TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.
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- Request Number
2 octets. Unsigned integer uniquely identifying the request. Used
to match the request with a response. The value of 0 is reserved
for unsolicited synchronization and MJST NOT be used in the "PWRED
Synchroni zati on Request TLV'. G ven the use of TCP, there are no
i ssues associated with the w ap-around of the Request Number.

- Chbhit

Set to 1 if the request is for configuration data. O herw se,
set to O.

- S-bit

Set to 1 if the request is for running state data. O herw se,
set to O.

- Request Type
14 bits specifying the request type, encoded as follows:
0x00 Request Data for specified pseudowi re(s)
0x01 Request Data for all pseudowires in specified service(s)
Ox3FFF Request Al Data
- Optional Sub-TLVs

A set of zero or nore TLVs, as follows:

If the "Request Type" field is set to Ox00, then this field

contains one or nmore "PWID TLVs" or "Generalized PWID TLVs". |If
the "Request Type" field is set to Ox01l, then this field contains
one or nore "Service Name TLVs". |If the "Request Type" field is

set to Ox3FFF, then this field MJUST be enpty. This docunent does
not inpose any restrictions on the length of the sub-TLVs.

7.1.6. PWRED Synchroni zation Data TLV

The "PW RED Synchroni zation Data TLV' is used in the "RG Application
Data" nmessage. A pair of these TLVs is used by a device to delinmt a
set of TLVs that are sent in response to a "PWRED Synchroni zati on
Request TLV'. The delimting TLVs signal the start and end of the
synchroni zati on data and associate the response with its

correspondi ng request via the "Request Nunber” field.
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The "PWRED Synchroni zation Data TLVs" are al so used for unsolicited
adverti senents of complete PWRED configuration and operational state
data. 1In this case, the "Request Number" field MJST be set to O.

This TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
|

+-
Ul F| Type = 0x0018 | Lengt h |
+-

o T

Request Nunber | Fl ags |
B T e R et e s o o S e R e

+
I
+
I
+
- Ubit and F-bit

Both are set to O.
- Type

Set to 0x0018 for "PWRED Synchroni zation Data TLV".
- Length

Length of the TLV in octets, excluding the "Ubit", "F-bit",
"Type", and "Length" fields.

- Request Nunber
2 octets. Unsigned integer identifying the Request Nunber fromthe
"PWRED Synchroni zati on Request TLV" that solicited this
synchroni zati on data response.

- Fl ags

2 octets. Response flags encoded as foll ows:

0x00 Synchronization Data Start
0x01 Synchronization Data End
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7.2. Milti-Chassis LACP (nLACP) Application TLVs

This section discusses the "I CCP TLVs" for Ethernet attachnent
circuit redundancy using the multi-chassis LACP (nLACP) application.

7.2.1. mLACP Connect TLV

This TLV is included in the "RG Connect" message to signal the
est abli shnent of an nmLACP Application Connecti on.

0 1 2 3
012345678901234567890123456789¢01

B s o T ol i R R S e i ik i Sh SRR N S
Ul F Type = 0x0030 | Lengt h |
B S S e i S S T A S S S S S S i S S

Prot ocol Version | Al Reserved |

B S S i i i i T T a ik S S S S S
Optional Sub-TLVs

I
I
i i S S e S S i S o

+—+— I+ +— +

—+—+—+—+—+—+—:l-.—:l-—+—+—+—+—+—+—+—+—+
- Ubit and F-bit
Both are set to O.
- Type
Set to 0x0030 for "nLACP Connect TLV'.
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Protocol Version

The version of this particular protocol for the purposes of | CCP.
This is set to 0x0001.

- A-bit

Acknowl edgenent bit. Set to 1 if the sender has received an "nLACP
Connect TLV' fromthe recipient. Qherw se, set to O.
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- Reserved
Reserved for future use
- Optional Sub-TLVs

There are no optional sub-TLVs defined for this version of the
pr ot ocol .

7.2.2. nlLACP Di sconnect TLV

This TLV is used in an "RG Di sconnect” nessage to indicate that the
connection for the nLACP application is to be term nated.

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Ul F| Type = 0x0031 | Length |
R et e s i o e s i i
| Optional Sub-TLVs |

B i s T T i i o S o T Ji I
- Ubit and F-bit

Both are set to O.
- Type

Set to 0x0031 for "nmLACP Di sconnect TLV'
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Optional Sub-TLVs

The only optional sub-TLV defined for this version of the protoco
is the "mLACP Di sconnect Cause TLV' defined in Section 7.2.2.1
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7.2.2.1. nLACP Disconnect Cause TLV

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Ul F| Type = 0x003A | Length |
i O L s e T e L e o i ol S R B S
| Di sconnect Cause String |
+-

i i i S I I S T s s S S S S S S S S i i +-:
- U-bit and F-bit
Both are set to O.
- Type
Set to Ox003A for "mLACP Di sconnect Cause TLV'.
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Disconnect Cause String

Vari abl e-1 ength string specifying the reason for the di sconnect.
Used for network nmanagenent.
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7.2.3. mLACP System Config TLV

The "nmLACP System Config TLV" is sent in the "RG Application Data"
message. This TLV announces the | ocal node’s LACP system paraneters
to the RG peers.

0 1 2 3
01234567890123456789012345678901

B S S e i S S T A S S S S S S i S S
Ul F| Type = 0x0032 | Length |
i T T e T i i s i i S S S S S e et s o i i S

System | D |

T T o

| System Priority |

B S S e i S S T A S S S S S S i S S
Node | D |
B M S S S

+—+— +— +— +

- U-bit and F-bit

Both are set to O.
- Type

Set to 0x0032 for "nLACP System Config TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- System I D

6-octet field encoding the System | D used by LACP, as specified in
[ 1 EEE-802. 1AX], Section 5.3.2.

- SystemPriority

2 octets encoding the LACP System Priority, as defined in
[ I EEE- 802. 1AX], Section 5.3.2.
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- Node ID

1 octet. LACP Node ID. Used to ensure that the LACP Port Numbers
are unique across all devices in an RG Valid values are in the
range 0-7. Uniqueness of the LACP Port Nunbers across RG nenbers
is ensured by encoding the Port Nunmbers as foll ows:

- Most significant bit always set to 1

- The next 3 nost significant bits set to Node ID

- Remaining 12 bits freely assigned by the system
7.2.4. mLACP Aggregator Config TLV

The "nLACP Aggregator Config TLV' is sent in the "RG Application
Data" nmessage. This TLV is used to notify RG peers about the | ocal
configuration state of an Aggregator.

0 1 2 3

01234567890123456789012345678901

B T i T o o o S e i i S S

Ul F Type = 0x0036 | Length |

R s i o e i ol S e S e T ik ik T S e T S T S
RO D

B e T i T S i i I S T T i i i S N
Aggregator |ID MAC Address
e i i i i i S S

Act or Key | Menber Ports Priority
T I i e T i ol o T e S e sl st SR I R S S I S g
Fl ags | Agg Name Len | Aggr egat or Nane

+
I
+
I
+
I
+
I
+
I
+
I
+
I
T T S e
I

+

I
+
I
- +
I
- +
I
T I T i S A S i R S S S S S S
I
- +
I
- +
I
- +

i St S o N i S S S S T +.- +- e sk i S S S
- U-bit and F-bit

Both are set to O.
- Type

Set to 0x0036 for "nmLACP Aggregator Config TLV".
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Lengt h

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- ROD
Defined in Section 6.1.3 above.
- Aggregator 1D

2 octets. LACP Aggregator ldentifier, as specified in
[ 1 EEE-802. 1AX], Section 5.4.6.

- MAC Address

6 octets encodi ng the Aggregator Media Access Control (MAC
addr ess.

- Actor Key

2 octets. LACP Actor Key for the correspondi ng Aggregator, as
specified in [| EEE-802. 1AX], Section 5.3.5.

- Menber Ports Priority
2 octets. LACP adm nistrative port priority associated with all
interfaces bound to the Aggregator. This field is valid only when
the "Flags" field has "Priority Set" asserted.

- Fl ags
Valid values are as foll ows:

i. Synchronized (0x01)

I ndi cates that the sender has concluded transmitting all
Aggregat or configuration information.

ii. Purge Configuration (0x02)

I ndi cates that the Aggregator is no |onger configured for
mLACP operati on.

iii. Priority Set (0x04)

I ndicates that the "Menber Ports Priority" field is valid.
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- Agg Nane Len
1 octet. Length of the "Aggregator Name" field in octets.

- Aggregator Nanme
Aggregat or nane, encoded in UTF-8 format, up to a maxi mum of
20 octets. Used for ease of managenent. The string does not
include a term nating null character.

7.2.5. nmLACP Port Config TLV

The "mLACP Port Config TLV' is sent in the "RG Application Data"
message. This TLV is used to notify RG peers about the |ocal
configuration state of a port.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Ul F| Type = 0x0033 | Lengt h |
B i s T T i i o S o T Ji I
| Port Number | MAC Addr ess |
O + +
el .
| Act or Key | Port Priority |
B i s T T i i o S o T Ji I
| Port Speed |
e L o i T e e th o i R S
| Fl ags | Port Nanme Len | Port Nane |
i e S S e S +
L- B e T i T S i i I S T T i i i S N L

- U-bit and F-bit

Both are set to O.
- Type

Set to 0x0033 for "nLACP Port Config TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.
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- Port Number
2 octets. LACP Port Nunber for the corresponding interface, as
specified in [| EEE-802. 1AX], Section 5.3.4. The Port Nunmber MUST
be encoded with the Node I D, as discussed above.

- MAC Address
6 octets encoding the port MAC address.

- Actor Key

2 octets. LACP Actor Key for the corresponding interface, as
specified in [| EEE-802. 1AX], Section 5.3.5.

- Port Priority
2 octets. LACP administrative port priority for the correspondi ng
interface, as specified in [|EEE-802.1AX], Section 5.3.4. This
field is valid only when the "Flags" field has "Priority Set"
assert ed.

- Port Speed
4-octet integer encoding the port’s current bandwi dth in units of
1, 000, 000 bits per second. This field corresponds to the
i f H ghSpeed object of the IF-M B [ RFC2863] .

- Fl ags
Valid values are as follows:

i. Synchronized (0x01)

I ndi cates that the sender has concluded transnmitting al
menber |ink port configurations for a given Aggregator.

ii. Purge Configuration (0x02)

I ndicates that the port is no |longer configured for nLACP
operati on.

iii. Priority Set (0x04)

Indicates that the "Port Priority" field is valid.
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- Port Nane Len
1 octet. Length of the "Port Name" field in octets.
- Port Nane

Corresponds to the ifNanme object of the IF-MB [RFC2863]. Encoded
in UTF-8 format and truncated to 20 octets. Port Name does not
include a term nating null character.

7.2.6. nLACP Port Priority TLV

The "nmLACP Port Priority TLV" is sent in the "RG Application Data"
message. This TLV is used by a device to either advertise its
operational Port Priority to other nenbers in the RG or
authoritatively request that a particular nmenber of an RG change its
port priority.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| U F| Type = 0x0034 | Length |
e L o e e et s i R SR S
| OpCode | Port Number |
i e e R ol s o i e R e o i o S N S T
| Aggregator ID | Last Port Priority |
B i s T T i i o S o T Ji I
| Current Port Priority |
i i T S e e h

- Ubit and F-bit

Both are set to O.
- Type

Set to 0x0034 for "nLACP Port Priority TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.
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- OpCode

2 octets identifying the operational code point for the TLV,
encoded as foll ows:

0x00 Local Priority Change Notification
0x01 Renpte Request for Priority Change

- Port Nunber

2-octet field representing the LACP Port Nunmber, as specified in

[ | EEE-802. 1AX], Section 5.3.4. \Wen the value of this field is O,
it denotes all ports bound to the Aggregator specified in the
"Aggregator I1D" field. When non-zero, the Port Nunber MJIST be
encoded with the Node I D, as discussed above.

- Aggregator 1D

2 octets. LACP Aggregator ldentifier, as specified in
[ | EEE- 802. 1AX], Section 5.4.6.

- Last Port Priority

2 octets. LACP port priority for the corresponding interface, as
specified in [| EEE-802. 1AX], Section 5.3.4. For local ports, this
field encodes the previous operational value of port priority. For
renote ports, this field encodes the operational port priority |ast
known to the PE via notifications received fromits peers in the
RG

- Current Port Priority

2 octets. LACP port priority for the corresponding interface, as
specified in [| EEE-802. 1AX], Section 5.3.4. For local ports, this
field encodes the new operational value of port priority being
advertised by the PE. For renpte ports, this field specifies the
new port priority being requested by the PE
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7.2.7. mnLACP Port State TLV

The "nmLACP Port State TLV" is used in the "RG Application Data"
message. This TLV is used by a device to report its LACP port status
to other nenbers in the RG

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Ul F| Type = 0x0035 | Lengt h |
B S i i e L e o ik N N S
Partner System I D |
e e ok S Tk I NI T R S
| Partner System Priority |
B S S e i S S T A S S S S S S i S S
Part ner Port Number | Partner Port Priority |
B S i i T S i S
Part ner Key | Partner State | Actor State |
B T e e e i s S S R R e R S e S e e ok
Actor Port Number | Act or Key |
B S S e i S S T A S S S S S S i S S
Sel ect ed | Port State | Aggregator |ID |
B S i i S L L E s o o N

+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
- Ubit and F-bit

Both are set to O.
- Type

Set to 0x0035 for "nmLACP Port State TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Partner System|ID
6 octets. The LACP Partner System ID for the corresponding
interface, encoded as a MAC address as specified in [| EEE-802. 1AX],
Section 5.4.2.2, itemr.

- Partner SystemPriority

2-octet field specifying the LACP Partner SystemPriority, as
specified in [| EEE-802. 1AX], Section 5.4.2.2, itemq.
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- Partner Port Nunber
2 octets encoding the LACP Partner Port Number, as specified in
[ 1 EEE-802. 1AX], Section 5.4.2.2, itemu. The Port Nunber MJST be
encoded with the Node I D, as discussed above.

- Partner Port Priority

2-octet field encoding the LACP Partner Port Priority, as specified
in [| EEE-802. 1AX], Section 5.4.2.2, itemt.

- Partner Key

2-octet field representing the LACP Partner Key, as defined in
[ 1 EEE-802. 1AX], Section 5.4.2.2, items.

- Partner State

1l-octet field encoding the LACP Partner State Variable, as defined
in [| EEE-802. 1AX], Section 5.4.2.2, itemyv.

- Actor State

1 octet encoding the LACP Actor State Variable for the port, as
specified in [|I EEE-802. 1AX], Section 5.4.2.2, itemm

- Actor Port Number
2-octet field representing the LACP Actor Port Nunber, as specified
in [l EEE-802.1AX], Section 5.3.4. The Port Number MJUST be encoded
with the Node I D, as discussed above.

- Actor Key

2-octet field encoding the LACP Actor Operational Key, as specified
in [| EEE-802. 1AX], Section 5.3.5.

- Sel ected

1 octet encoding the LACP "Sel ected" variable, defined in
[ 1 EEE-802. 1AX], Section 5.4.8 as foll ows:

0x00 SELECTED

0x01 UNSELECTED
0x02 STANDBY
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- Port State
1 octet encoding the operational state of the port as foll ows:
0x00 Up
0x01 Down
0x02 Adninistratively Down
0x03 Test (e.g., |EEE 802.3ah QAM Intrusive Loopback node)

- Aggregator 1D

2 octets. LACP Aggregator ldentifier to which this port is bound
based on the outcone of the LACP selection |ogic.

7.2.8. nLACP Aggregator State TLV

The "nmLACP Aggregator State TLV' is used in the "RG Application Data"

message.

This TLV is used by a device to report its Aggregator

status to other nenbers in the RG

0

1 2 3

01234567890123456789012345678901

Act or Key | Agg State |
B S i I i i e S S S i

i s T S i i T S A b e ok
| U F| Type = 0x0037 | Lengt h |
i O L s e T e L e o i ol S R B S
| Partner System I D |
+ B il s S S S S I S i
| | Partner System Priority |
e L i i T e i I S S S
| Part ner Key | Aggregator |ID |
i e e R e T S S b b i ol S N S S
\

- Ubit and F-bit

Both are set to O.

- Type

Set to 0x0037 for "mLACP Aggregator State TLV'.

- Length
Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.
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- Partner System|ID
6 octets. The LACP Partner SystemID for the correspondi ng
interface, encoded as a MAC address as specified in [|EEE-802. 1AX],
Section 5.4.2.2, itemr.

- Partner SystemPriority

2-octet field specifying the LACP Partner SystemPriority, as
specified in [| EEE-802. 1AX], Section 5.4.2.2, itemaq.

- Partner Key

2-octet field representing the LACP Partner Key, as defined in
[ 1 EEE-802. 1AX], Section 5.4.2.2, items.

- Aggregator 1D

2 octets. LACP Aggregator ldentifier, as specified in
[ | EEE- 802. 1AX], Section 5.4.6.

- Actor Key

2-octet field encoding the LACP Actor Operational Key, as specified
in [| EEE-802.1AX], Section 5.3.5.

- Agg State

1 octet encoding the operational state of the Aggregator as
fol | ows:

0x00 Up

0x01 Down

0x02 Administratively Down

0x03 Test (e.g., |EEE 802.3ah OAM Intrusive Loopback node)

7.2.9. mnLACP Synchronization Request TLV

The "nmLACP Synchroni zati on Request TLV" is used in the "RG
Application Data" nmessage. This TLV is used by a device to request
that its peer retransmt configuration or operational state. The
followi ng informati on can be requested:
- system configuration and/or state
- configuration and/or state for a specific port

- configuration and/or state for all ports with a specific LACP Key
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configuration and/or state for all nLACP ports
configuration and/or state for a specific Aggregator

configuration and/or state for all Aggregators with a specific LACP
Key

configuration and/or state for all nlLACP Aggregators

The format of the TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Ul F| Type = 0x0038 | Length |
B T S i T s i i e e SEI S
| Request Nunber | C 9| Request Type |
I S i o T s S S S e s s T
| Port Nunber / Aggregator ID | Act or Key |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

U-bit and F-bit

Both are set to O.

Type

Set to 0x0038 for "nmLACP Synchronizati on Request TLV"
Lengt h

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

Request Nunber

2 octets. Unsigned integer uniquely identifying the request. Used
to match the request with a response. The value of 0 is reserved
for unsolicited synchronization and MJUST NOT be used in the "nlLACP
Synchroni zati on Request TLV"

C bit

Set to 1 if the request is for configuration data. O herw se,
set to O.
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- S bit

Set to 1 if the request is for running state data. O herw se,
set to O.

- Request Type
14 bits specifying the request type, encoded as foll ows:

0x00 Request System Dat a
0x01 Request Aggregator Data
0x02 Request Port Data
Ox3FFF Request Al Data

- Port Nunber / Aggregator |ID

2 octets. Wien the "Request Type" field is set to "Request Port
Data", this field encodes the LACP Port Number for the requested
port. \Wen the "Request Type" field is set to "Request Aggregator
Data", this field encodes the Aggregator ID of the requested
Aggregator. \When the value of this field is 0, it denotes that
information for all ports (or Aggregators) whose LACP Key is
specified in the "Actor Key" field is being requested.

- Actor Key

2 octets. LACP Actor Key for the correspondi ng port or Aggregator
When the value of this field is 0 (and the

Port Nunmber / Aggregator IDfield is O as well), it denotes that
information for all ports or Aggregators in the systemis being
request ed.

7.2.10. nlLACP Synchronization Data TLV

The "nmLACP Synchronization Data TLV" is used in the "RG Application
Dat a" nmessage. A pair of these TLVs is used by a device to delinmt a
set of TLVs that are being transnitted in response to an "nLACP
Synchroni zati on Request TLV'. The delimting TLVs signal the start
and end of the synchronization data and associate the response with
its correspondi ng request via the "Request Nunber" field.

The "nmLACP Synchroni zati on Data TLVs" are al so used for unsolicited
adverti senents of conplete nLACP configuration and operational state
data. The "Request Nunber" field MJST be set to O in this case. For
such unsolicited synchronization, the PE MUST advertise all system
Aggregator, and port information, as done during the initialization
sequence.
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This TLV has the foll owi ng format:
0 1 2 3
01234567890123456789012345678901
B T S i S S S S it SN SRR DR S
Ul F Type = 0x0039 | Length |
e A S e S i I Sk e SRR N S

Request Nunber | Fl ags |
i T o T i e S S S i S e S

+
I
+- +-
I
+-
- Ubit and F-bit
Both are set to O.
- Type
Set to 0x0039 for "nmLACP Synchronization Data TLV".
- Length

Length of the TLV in octets, excluding the "U-bit", "F-bit",
"Type", and "Length" fields.

- Request Number
2 octets. Unsigned integer identifying the Request Nunber fromthe
"mLACP Synchroni zati on Request TLV' that solicited this
synchroni zati on data response.

- Fl ags

2 octets. Response flags, encoded as foll ows:

0x00 Synchronization Data Start
0x01 Synchronization Data End
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8. LDP Capability Negotiation

As required in [ RFC5561], the following TLV is defined to in

the |1 CCP capability:
0 1 2
01234567890123456789012345¢6178
i T S I i I T T S S i i
| U F| TLV Code Point = 0x0700 | Length
i S T e i i T i S S
| S| Reserved | Reserved |  Ver/ Maj |  Ver/Mn
T i S i o i I S R SR S S S e e e i TR S R S e
U bi t
SHOULD be 1 (ignore if not understood).
F- bi t
SHOULD be 0 (don't forward if not understood).
TLV Code Poi nt
The TLV type, which identifies a specific capability. The
code point is listed in Section 12 bel ow.
S-bit
State bit. Indicates whether the sender is advertising or
wi thdrawing the | CCP capability. The State bit is used as
1 - The TLV is advertising the capability specified by the

Poi nt .
0 - The TLV is withdrawi ng the capability specified by the
Poi nt .
Ver /| Maj
The maj or version revision of ICCP. This docunent specifi
and so this field is set to 1.
Ver/ M n
The minor version revision of ICCP. This docunent specifi
and so this field is set to 0.
Martini, et al. St andards Track
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f ol | ows:
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| CCP capability is advertised to an LDP peer if there is at |east one
RG enabl ed on the | ocal PE.

9. dient Applications
9.1. Pseudow re Redundancy Application Procedures

This section defines the procedures for the Pseudow re Redundancy
(PWRED) application.

It should be noted that the PWRED application SHOULD NOT be enabl ed
together with an AC redundancy application for the sane service
instance. This sinplifies the operation of the multi-chassis
redundancy solution (Figure 1) and elimnates the possibility of
deadl ock conditions between the AC and PWredundancy nechani sns.

9.1.1. Initial Setup

When an RGis configured on a systemand multi-chassis pseudow re
redundancy is enabled in that RG the PWRED application MJST send an
"RG Connect” nessage with a "PWRED Connect TLV' to each PE that is a
menber of the sane RG The sending PE MJUST set the A-bit to 1 if it
has al ready received a "PWRED Connect TLV" fromits peer; otherw se,
the PE MUST set the A-bit to 0. If a PE that has sent the TLV with
the A-bit set to O receives a "PWRED Connect TLV' from a peer, it
MJST repeat its advertisement with the A-bit set to 1. The PWRED
Application Connection is considered to be operational when both PEs
have sent and received "PWRED Connect TLVs" with the A-bit set to 1.
Once the Application Connection becones operational, the two devices
can start exchanging "RG Application Data" nessages for the PWRED
appl i cation.

If a systemreceives an "RG Connect"” nmessage with a "PWRED Connect
TLV" that has a different Protocol Version, it must followthe
procedures outlined in Section 4.4.1 above.

When the PWRED application is disabled on the device or is
unconfigured for the RGin question, the system MIST send an "RG
D sconnect” nmessage with a "PWRED Di sconnect TLV".

9.1.2. Pseudowi re Configuration Synchronization

A system MUST advertise its |ocal PWconfiguration to other PEs that
are nenbers of the same RG This allows the PEs to build a view of
the redundant nodes and pseudow res that are protecting the sane
service instances. The advertisement MJST be initiated when the

PW RED Application Connection first conmes up. To that end, the
system sends "RG Application Data" nessages with "PWRED Config TLVS"
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as part of an unsolicited synchronization. A PE MJST use a pair of
"PWRED Synchroni zation Data TLVs" to delimt the set of TLVs that
are being sent as part of this unsolicited adverti senment.

In the case of a configuration change, a PE MJST re-advertise the
nmost up-to-date information for the affected pseudowi res.

As part of the configuration synchronization, a PE advertises the
RO D associated with the pseudowire. This is used to correlate the
pseudowi res that are protecting each other on different PEs. A PE
al so advertises the configured PWredundancy node. This can be one
of the following four options: Master Mde, Slave Mde, |ndependent
Mode, or | ndependent Mode with Request Switchover. |If the received
redundancy node does not match the locally configured node for the
same RO D, then the PE MJST respond with an "RG Notification" message
to reject the "PWRED Config TLV'. The PE MJST di sable the

associ ated | ocal pseudowire until a satisfactory "PWRED Config TLV"
is received fromthe peer. This guarantees that device

m sconfi gurati on does not |ead to network-w de problens (e.g., by
creating forwarding | oops). The PE SHOULD al so raise an alarmto
alert the operator. |If a PE receives a "NAK TLV' for an adverti sed
"PWRED Config TLV', it MJST disable the associ ated pseudow re and
SHOULD rai se an alarmto alert the operator.

Furthernore, a PE advertises in its "PWRED Config TLVs" a priority
value that is used to deternine the precedence of a given pseudow re
to assunme the active role in a redundant setup. A PE al so advertises
a Service Nane that is global in the context of an RGand is used to
i dentify which pseudowires belong to the sane service. Finally, a PE
al so advertises the pseudowire identifier as part of this

synchroni zati on.

9.1.3. Pseudowi re Status Synchroni zation

PEs that are nenbers of an RG synchroni ze pseudowire status for the
purpose of identifying, on a per-ROD basis, which pseudowire will be
actively used for forwardi ng and which pseudowire(s) will be placed
in standby state.

Synchroni zati on of pseudowire status is done by sending the "PWRED
State TLV' whenever the pseudowi re state changes on a PE. This

i ncludes changes to the local end as well as the renote end of the
pseudowi re.
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A PE may request that its peer retransmit previously advertised
PWRED state. This is useful, for instance, when the PE is
recovering froma soft failure. To request such a retransm ssion, a
PE MUST send a set of one or nore "PWRED Synchroni zati on Request
TLVS".

A PE MUST respond to a "PWRED Synchroni zati on Request TLV' by
sendi ng the requested data in a set of one or nmore "PWRED TLVs"
delimted by a pair of "PWRED Synchronization Data TLVs". The TLVs
conprising the response MJST be ordered such that the
"Synchroni zati on Response TLV' with the "Synchroni zation Data Start"
flag precedes the various other "PWRED TLVs" encoding the requested
data. These, in turn, MJST precede the "Synchroni zation Data TLV'
with the "Synchronization Data End" flag. It is worth noting that
the response may span nultiple "RG Application Data" nessages;
however, the above TLV ordering MJST be retained across nessages, and
only a single pair of "Synchronization Data TLVs" nust be used to
delinmt the response across all "Application Data" nessages.

A PE MAY re-advertise its PWMRED state in an unsolicited manner.

This is done by sending the appropriate Config and State TLVs
delimted by a pair of "PWRED Synchroni zation Data TLVs" and using a
"Request Nunber" of O.

Wil e a PE has a pending synchronization request for a pseudow re or
a service, it SHOULD silently ignore all TLVs for said pseudow re or
service that are received prior to the synchronization response and
that carry the sanme type of information being requested. This saves
the system fromthe burden of updating state that will ultimately be
overwitten by the synchroni zati on response. Note that TLVs
pertaining to other pseudowires or services are to continue to be
processed per normal procedures in the interim

If a PE receives a synchronization request for a pseudow re or
service that doesn’t exist or is not knowmn to the PE, then it MJST
trigger an unsolicited synchronization of all pseudowire information
(i.e., replay the initialization sequence).

In the subsections that follow, we describe the details of pseudow re

status synchroni zation for each of the PWredundancy nodes defined in
[ RFC6870] .
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9.1.3.1. Independent Mbode

This section covers the operation in |Independent Mode with or w thout
Request Switchover capability.

In this node, the operator nust ensure that for a given RO the PW
Priority values configured for all associated pseudowi res on a given
PE are collectively higher (or |ower) than those configured on other
PEs in the sane RG If this condition is not satisfied after the PEs
have exchanged "PWRED State TLVs", a PE MJST di sable the associ ated
pseudowi re(s) and SHOULD rai se an alarmto alert the operator. Note
that the PWPriority MAY be the sane as the PWPrecedence as defined
in [ RFC6870] .

For a given RO after all of the PEs in an RG have exchanged their
"PWRED State TLVs", the PE with the best PWPriority (i.e., |east
nuneric val ue) advertises active Preferential Forwarding status in
LDP on all of its associated pseudow res, whereas all other PEs in
the RG advertise standby Preferential Forwarding status in LDP on
their associ ated pseudowi res.

If the service is VPW5, then only a single pseudow re per service
will be selected for forwarding. This is the pseudowire that is

i ndependent|y advertised with active Preferential Forwarding status
on both endpoints, as described in [ RFC6870].

If the service is VPLS, then one or nultiple pseudow res per service
will be selected for forwarding. These are the pseudowires that are
i ndependently advertised with active Preferential Forwarding status
on both PWendpoints, as described in [ RFC6870].

9.1.3.2. Mast er/ Sl ave Mode

In this node, the operator nust ensure that for a given RO the PW
Priority values configured for all associated pseudowi res on a given
PE are collectively higher (or |ower) than those configured on other
PEs in the same RG If this condition is not satisfied after the PEs
have exchanged "PWRED State TLVs", a PE MJST disable the associ ated
pseudowi re(s) and SHOULD raise an alarmto alert the operator. Note
that the PWPriority MAY be the sane as the PWPrecedence as defined

in [RFC6870]. In addition, the operator nust ensure that for a given
RO all of the PEs in the RG are consistently configured as Master or
Sl ave.

In the context of a given RO, if the PEs in the RG are acting as
Master, then the PE with the best PWPriority (i.e., least nuneric
val ue) advertises active Preferential Forwarding status in LDP on
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only a single pseudowire, follow ng the procedures in Sections 5.2
and 6.2 of [RFC6870], whereas all of the other pseudow res on other
PEs in the RG are advertised with standby Preferential Forwarding
status in LDP

9.1.4. PE Node Failure or |solation

When a PE node detects that a renpte PE that is a nenber of the sane
RG is no | onger reachable (using the mechani snms described in

Section 5), the local PE determines if it has redundant PW for the

affected services. |If the |local PE has the highest priority (after

the failed PE), then it becones the active node for the services in

question and subsequently activates its associated PWSs).

9.2. Attachnent G rcuit Redundancy Application Procedures

9.2.1. Common AC Procedures
Thi s section describes generic procedures for AC redundancy
appl i cations, independent of the type of the AC (ATM FR, or
Et her net).

9.2.1.1. AC Failure
When the AC redundancy mechani smon the active PE detects a failure
of the AC, it should send an | CCP "Application Data" nessage to
informthe redundant PEs of the need to take over. The AC failures
can be categorized into the follow ng scenari os:
- Failure of CE interface connecting to PE
- Failure of CE uplink to PE
- Failure of PE interface connecting to CE

9.2.1.2. Remote PE Node Failure or Isolation
When a PE node detects that a renpte PE that is a nenber of the sane
RG is no | onger reachable (using the mechani snms described in
Section 5), the local PE determines if it has redundant ACs for the
affected services. |If the |ocal PE has the highest priority (after

the failed PE), then it becones the active node for the services in
question and subsequently activates its associ ated ACs.

Martini, et al. St andards Track [ Page 70]



RFC 7275 | CCP for L2VPN PE Redundancy June 2014

9.2.1.3. Local PE Isolation

When a PE node detects that it has been isolated fromthe core
network (i.e., all core-facing interfaces/links are not operational),
then it should ensure that its AC redundancy nechanismwi ||l change
the status of any active ACs to standby. The AC redundancy
application SHOULD then send | CCP "Application Data" nessages in
order to trigger failover to a standby PE. Note that this works only
in the case of dedicated interconnect (Sections 3.2.1 and 3.2.3),
since ICCP will still have a path to the peer, even though the PE is
i solated fromthe MPLS core network.

9.2.1.4. Determ ning Pseudowire State

If the PEs in an RG are running an AC redundancy application over

| CCP, then the |Independent Mode of PWredundancy, as defined in

[ RFC6870], MJST be used. On a given PE, the Preferential Forwarding
status of the PW (active or standby) is derived fromthe state of the
associated AC(s). This sinplifies the operation of the nulti-chassis
redundancy solution (Figure 1) and elimnates the possibility of

deadl ock conditions between the AC and PWredundancy nechani sns. The
rules by which the PWstatus is derived fromthe AC status are as

fol |l ows:

- VPWs

For VPWS, there’s a single AC per service instance. |If the ACis
active, then the PWstatus should be active. If the AC is standby,
then the PWstatus shoul d be standby.

- VPLS

For VPLS, there could be multiple ACs per service instance (i.e.,
Virtual Switch Instance (VSI) [RFC4026]). |If AT LEAST ONE AC is
active, then the PWstatus should be active. |If ALL ACs are
standby, then the PWstatus shoul d be standby.

In this case, the PWRED application is not used to synchronize PW
status between PEs. Rather, the AC redundancy application should
synchroni ze AC status between PEs, in order to establish which AC
(and subsequently which PE) is active or standby for a given service.
When that is determined, each PE will then derive its |local PWs
state according to the rules described above. The Preferential
Forwardi ng status bit, described in [ RFC6870], is used to advertise
PWstatus to the renote peers.
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9.2.2. Milti-Chassis LACP (nlLACP) Application Procedures

This section defines the procedures that are specific to the
mul ti-chassis LACP (nLACP) application, which is applicable for
Et hernet AGCs.

9.2.2.1. Initial Setup

VWhen an RGis configured on a systemand nLACP is enabled in that RG
the nmLACP application MJST send an "RG Connect" nessage with an
"mLACP Connect TLV' to each PE that is a menber of the same RG The
sending PE MUST set the A-bit to 1 in said TLVif it has received a
correspondi ng "mLACP Connect TLV' fromits peer PE, otherw se, the
sendi ng PE MUST set the A-bit to 0. |If a PE receives an "nlLACP
Connect TLV' fromits peer after sending said TLV with the A-bit set
to 0, it MIUST resend the TLV with the A-bit set to 1. A system
consi ders the nLACP Application Connection to be operational when it
has sent and received "nLACP Connect TLVsS" with the A-bit set to 1.
When the nlLACP Application Connection between a pair of PEs is
operational, the two devices can start exchangi ng "RG Application
Dat a" messages for the nlLACP application. This involves having each
PE advertise its mLACP configuration and operational state in an
unsolicited manner. A PE SHOULD use the followi ng sequence when
advertising its nLACP state upon initial Application Connection

set up:

- Advertise system configuration

- Advertise Aggregator configuration

- Advertise port configuration

- Advertise Aggregator state

- Advertise port state

A PE MUST use a pair of "nLACP Synchronization Data TLVs" to delinit
the entire set of TLVs that are being sent as part of this

unsol icited advertisenent.

If a systemreceives an "RG Connect" nmessage with an "nlLACP Connect

TLV'" that has a different Protocol Version, it MJST follow the
procedures outlined in Section 4.4.1 above.
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After the mLACP Application Connection has been established, every PE
MJUST comuni cate its system|level configuration to its peers via the

use of the "nLACP System Config TLV'. This allows every PE to

di scover the Node ID and the locally configured System|ID and System

Priority values of its peers.

If a PE receives an "nLACP System Config TLV' froma renote peer
advertising the same Node I D value as the local system then the PE
MJST respond with an "RG Notification" nessage to reject the "nlLACP
System Config TLV'. The PE MJUST suspend the nLACP application unti

a satisfactory "mLACP System Config TLV' is received fromthe peer.
It SHOULD al so raise an alarmto alert the operator. Furthernore, if
a PE receives a "NAK TLV' for an "nLACP System Config TLV' that it
has advertised, the PE MUST suspend the mLACP application and SHOULD
raise an alarmto alert the network operator of potential device

m sconfi gurati on.

If a PE receives an "nLACP System Config TLV' from a new peer
advertising the sane Node I D val ue as another existing peer with
whi ch the |l ocal system has an established nLACP Application
Connection, then the PE MJST respond to the new peer with an "RG
Notification" nessage to reject the "nLACP System Config TLV" and
MUST i gnore the offending TLV.

If the Node ID of a particular PE changes due to administrative
configuration action, the PE MIST then informits peers to purge the
configuration of all previously advertised ports and/or Aggregators
and MUST replay the initialization sequence by sending an unsolicited
synchroni zati on of the system configuration, Aggregator
configuration, port configuration, Aggregator state, and port state.

It is necessary for all PEs in an RGto agree upon the System I D and
System Priority values to be used ubiquitously. To achieve this,
every PE MUST use the values for the two paraneters that are supplied
by the PE with the nunerically | owest value (anbng RG nenbers) of
System Aggregation Priority. This guarantees that the PEs al ways
agree on uni formval ues that yield the highest SystemPriority.

VWhen the mLACP application is disabled on the device or is

unconfigured for the RGin question, the system MIST send an "RG
Di sconnect" nmessage with an "nlLACP Di sconnect TLV"
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9.2.2.2. nLACP Aggregator and Port Configuration

A system MJST synchroni ze the configuration of its nmLACP-enabl ed
Aggregators and ports with other RG nenbers. This is achieved via
the use of "nLACP Aggregator Config TLVs" and "nlLACP Port Config
TLVs", respectively. An inplenentation MJST advertise the
configuration of Aggregators prior to advertising the configuration
of any of their associated nenber ports.

The PEs in an RG MUST all agree on the MAC address to be associ ated
with a given Aggregator. It is possible to achieve this via

consi stent configuration on nmenber PEs. However, in order to protect
agai nst possi bl e nisconfiguration, a system MJST use, for any given
Aggregator, the MAC address supplied by the PE with the nunerically

| owest System Aggregation Priority in the RG

A systemthat receives an "nLACP Aggregator Config TLV' with an RO D
to-Key association that is different fromits | ocal association MJST
reject the corresponding TLV and di sable the Aggregator with the sane
RO D. Furthernore, it SHOULD raise an alarmto alert the operator.
Simlarly, a systemthat receives a "NAK TLV" in response to a
transmtted "nlLACP Aggregator Config TLV' MJST disabl e the associ ated
Aggregator and SHOULD raise an alarmto alert the network operator.

A system MAY enforce a restriction that all ports that are to be
bundl ed together on a given PE share the sane Port Priority val ue.
If so, the system MUST advertise this common priority in the "nlLACP
Aggregator Config TLV' and assert the "Priority Set" flag in that
TLV. Furthernore, the systemin this case MJUST NOT advertise

i ndividual Port Priority values in the associated "nlLACP Port Config
TLVs" (i.e., the "Priority Set" flag in these TLVs should be 0).

A system MAY support individual Port Priority values to be configured
on ports that are to be bundl ed together on a PE. If so, the system
MUST advertise the individual Port Priority values in the appropriate
"mLACP Port Config TLVs" and MJUST NOT assert the "Priority Set" flag
in the corresponding "nmLACP Aggregator Config TLV".

When the configurations of all ports for nmenmber |inks associated with
a given Aggregator have been sent by a device, it asserts that fact
by setting the "Synchronized" flag in the last port’s "nLACP Port
Config TLV'. If an Aggregator doesn’'t have any candi date nenber
ports configured, this is indicated by asserting the "Synchronized"
flag in its "nLACP Aggregator Config TLV".

Furthernore, for a given port/Aggregator, an inplenmentation MJST

advertise the port/Aggregator configuration prior to advertising its
state (via the "nLACP Port State TLV' or "nlLACP Aggregator State
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TLV'). If a PE receives an "nmLACP Port State TLV' or "nLACP
Aggregator State TLV' for a port or Aggregator that it had not
previously |l earned via an appropriate "Port Config TLV' or
"Aggregator Config TLV', then the PE MJUST request synchronization of
the configuration and state of all nmLACP ports as well as all nLACP
Aggregators fromits respective peer. During a synchronization
(solicited or unsolicited), if a PE receives a "State TLV' for a port
or Aggregator that it has not |earned before, then the PE MIST send a
"NAK TLV" for the offending TLV. The PE MJST NOT request

resynchroni zation in this case.

When mLACP is unconfigured on a port/Aggregator, a PE MJST send a
"Port/ Aggregator Config TLV' with the "Purge Configuration" flag
asserted. This allows receiving PEs to purge any state nuaintained
for the decomm ssioned port/Aggregator. |If a PE receives a

"Port/ Aggregator Config TLV' with the "Purge Configuration" flag
asserted and the PE is not nmaintaining any state for that
port/Aggregator, then it MJST silently discard the TLV.

9.2.2.3. nlLACP Aggregator and Port Status Synchronization

PEs within an RG need to synchronize their state nmachi nes for proper
mMLACP operation with a nulti-homed device. This is achieved by

havi ng each system advertise its Aggregators and ports running state
in "mMLACP Aggregator State TLVs" and "nLACP Port State TLVs",
respectively. Wenever any LACP paraneter for an Aggregator or a
port -- whether on the Partner (i.e., nulti-honed device) side or the
Actor (i.e., PE) side -- is changed, a system MJST transnit an
updated TLV for the affected Aggregator and/or port. Moreover, when
the adninistrative or operational state of an Aggregator or port
changes, the system MJUST transnit an updated Aggregator or Port State
TLV to its peers.

If a PE receives an Aggregator or Port State TLV where the Actor Key
doesn’t match what was previously received in a correspondi ng
"Aggregator Config TLV' or "Port Config TLV', the PE MJST then
request synchronization of the configuration and state of the

af fected Aggregator or port. |If such a m smatch occurs between the
Config and State TLVs as part of a synchronization (solicited or
unsolicited), then the PE MUST send a "NAK TLV"' for the "State TLV".
Furthernore, if a PE receives a "Port State TLV' with the "Aggregator
I D" set to a value that doesn’'t map to sonme Aggregator that the PE
had | earned via a previous "Aggregator Config TLV', then the PE MJST
request synchroni zation of the configuration and state of all
Aggregators and ports. |If the above anomaly occurs during a
synchroni zati on, then the PE MJST send a "NAK TLV' for the offending
"Port State TLV".
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A PE MAY request that its peer retransmit previously advertised
state. This is useful, for exanple, when the PE is recovering froma
soft failure and attenpting to relearn state. To request such
retransm ssions, a PE MUST send a set of one or nore "nLACP
Synchroni zati on Request TLVs".

A PE MUST respond to an "nmLACP Synchronizati on Request TLV"' by
sendi ng the requested data in a set of one or nmore nLACP TLVs
delimted by a pair of "nLACP Synchroni zation Data TLVs". The TLVs
conprising the response MJST be ordered in the "RG Application Data"
message(s) such that the "Synchroni zati on Response TLV' with the
"Synchroni zation Data Start" flag precedes the various other nlLACP
TLVs encodi ng the requested data. These, in turn, MJST precede the
"Synchroni zation Data TLV' with the "Synchronization Data End" fl ag.
Note that the response may span multiple "RG Application Data"
messages -- for exanple, when MU limts are exceeded; however, the
above ordering MJST be retained across nessages, and only a single
pair of "Synchronization Data TLVs" MJST be used to delimt the
response across all "Application Data" nessages.

A PE device MAY re-advertise its nmLACP state in an unsolicited
manner. This is done by sending the appropriate Config and State
TLVs delimted by a pair of "mLACP Synchronization Data TLVs" and
using a "Request Nunber" of O.

Wil e a PE has a pendi ng synchroni zati on request for a system
Aggregator, or port, it SHOULD silently ignore all TLVs for said
system Aggregator, or port that are received prior to the
synchroni zati on response and that carry the same type of information
bei ng requested. This saves the systemfromthe burden of updating
state that will ultimately be overwitten by the synchronization
response. Note that TLVs pertaining to other systens, Aggregators,
or ports are to continue to be processed per normal procedures in
this case.

If a PE receives a synchroni zation request for an Aggregator, port,
or key that doesn’t exist or is not known to the PE, then it MJST
trigger an unsolicited synchronization of all system Aggregator, and
port information (i.e., replay the initialization sequence).

If a PE | earns, as part of a synchronization operation fromits peer,
that the latter is advertising a Node ID value that is different from
the val ue previously advertised, then the PE MUST purge all

Port/ Aggregat or data previously |l earned fromthat peer prior to the

| ast synchroni zati on.
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9.2.2.4. Failure and Recovery

VWen a PE that is active for a multi-chassis |ink aggregation group
encounters a core isolation fault, it SHOULD attenpt to fail over to
a peer PE that hosts the sane RO, The default failover procedure is
to have the failed PE bring down the Iink or links towards the

mul ti-homed CE (e.g., by bringing down the line protocol). This wll
cause the CE to fail over to the other menmber Iink or Iinks of the
bundl e that are connected to the other PE(s) in the RG Oher
procedures for triggering failover are possible; such procedures are
outsi de the scope of this docunent.

Upon recovery froma previous fault, a PE MAY reclaimthe active role
for a multi-chassis |link aggregation group if configured for
revertive protection. OQherw se, the recovering PE may assune the
standby rol e when configured for non-revertive protection. 1In the
revertive scenario, a PE SHOULD assume the active role within the RG
by sending an "nlLACP Port Priority TLV' to the currently active PE
requesting that the latter change its port priority to a value that
is lower (i.e., numerically larger) for the Aggregator in question

If a systemis operating in a node where different ports of a bundle
are configured with different Port Priorities, then the system MJST
NOT advertise or request changes of Port Priority values for
aggregated ports collectively (i.e., by using a "Port Nunber" of 0 in
the "m.ACP Port Priority TLV'). This is to avoid anmbiguity in the
interpretation of the "Last Port Priority" field.

If a PE receives an "nLACP Port Priority TLV' requesting a priority
change for a port or Aggregator that is not local to the device, then
the PE MJUST re-advertise the |ocal configuration of the system as
well as the configuration and state of all of its nLACP ports and
Aggr egat or s.

If a PE receives an "nLACP Port Priority TLV" in which the renpte
systemis advertising priority change for a port or Aggregator that
the |l ocal PE had not previously learned via an appropriate "Port
Config TLV" or "Aggregator Config TLV', then the PE MJST request
synchroni zati on of the configuration and state of all mL.ACP ports as
well as all nLACP Aggregators fromits respective peer
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10.

Security Considerations

| CCP SHOULD only be used in well-managed and hi ghly nonitored
networks. |t ought not be deployed on or over the public Internet.
ICCP is not intended to be applicable when the Redundancy Group spans
PEs in different administrative donains.

The security considerations described in [RFC5036] and [ RFC4447] t hat
apply to the base LDP specification and to the PWLDP control

protocol extensions apply to the capability mechani sm described in
this docunment. In particular, |CCP inplenentations MJST provide a
mechani smto select to which LDP peers the I CCP capability will be
advertised, and fromwhich LDP peers the | CCP nessages will be
accepted. Therefore, an incom ng | CCP connection request MJUST NOT be
accepted unless its source |IP address is known to be the source of an
"eligible" ICCP peer. The set of eligible peers could be
preconfigured (as a |list of either |P addresses or address/ nask

conbi nations), or it could be discovered dynamically via sone secure
di scovery protocol. The TCP Authentication Option (TCP-AO, as
defined in [ RFC5925], SHOULD be used. This provides integrity and
aut hentication for the |1 CCP messages and elimnates the possibility
of source address spoofing. However, for backwards conpatibility
and/ or to accommmpdate the ease of migration, the LDP MD5

aut henti cation key option, as described in Section 2.9 of [RFC5036],
MAY be used i nstead.

The security framework and considerations for MPLS in general, and
LDP in particular, as described in [RFC5920] apply to this docunent.
Mor eover, the recomendations of [RFC6952] and nechani sns of

[ LDP- CRYPTQ ained at addressing LDP's vulnerabilities are applicable
as wel | .

Furthernore, activity on the attachnment circuits may cause security
threats or be exploited to create denial-of-service attacks. For
exanple, a malicious CE inplenentation nmay trigger continuously
varyi ng LACP nessages that |ead to excessive | CCP exchanges. Al so,
excessive link bouncing of the attachnment circuits nay lead to the
same effect. Simlar argunments apply to the inter-PE MPLS |inks.

I mpl enent ati ons SHOULD provi de nechani sns to perform control -pl ane
policing and mtigate these types of attacks.
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11.

12.

12.

12.

Manageabi |l ity Consi derations

I mpl enent ati ons SHOULD general |y mnim ze the nunber of paraneters
required to configure ICCP in order to help nmake | CCP easier to use.
I mpl enent ati ons SHOULD al | ow t he user to control the RAD via
configuration, as this is required to support flexible grouping of
PEs in RGs. Furthernore, inplenentations SHOULD provi de nechani sns
to troubl eshoot the correct operation of 1CCP; this includes
provi di ng nmechani sns to di agnose | CCP connections as well as
Application Connections. |Inplenentations MJUST provide a neans for
the user to indicate the I P addresses of renote PEs that are to be
menbers of a given RG Automatic discovery of RG nenbership MAY be
supported; this topic is outside the scope of this specification

I ANA Consi derati ons
1. Message Type Nane Space
Thi s docunent uses several new LDP nessage types. |ANA maintains the
"Message Type Name Space" registry as defined by [ RFC5036]. The

fol |l owi ng val ues have been assi gned:

Message Type Description

0x0700 RG Connect Message

0x0701 RG Di sconnect Message
0x0702 RG Notification Message
0x0703 RG Application Data Message

0x0704- 0x070F Reserved for future | CCP use
2. TLV Type Name Space

Thi s docunent uses a new LDP TLV type. | ANA maintains the "TLV Type
Nanme Space" registry as defined by [ RFC5036]. The follow ng val ue
has been assi gned:

TLV Type Descri ption

0x0700 | CCP capability TLV
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12.3. 1CC RG Paraneter Type Space

| ANA has created a registry called "I CC RG Paraneter Types", within
the "Pseudowi re Nane Spaces (PWE3)" registry. |CC RG paraneter types
are 14-bit values. Paraneter Type values 1 through Ox003A are
specified in this docunent. Paraneter Type val ues 0x003B t hrough
OX1FFF are to be assigned by | ANA using the "Expert Review' policy
defined in [ RFC5226]. Paraneter Type val ues 0x2000 t hrough Ox2FFF
Ox3FFF, and 0 are to be allocated using the "I ETF Revi ew' policy
defined in [ RFC5226]. Paraneter Type val ues 0x3000 t hrough Ox3FFE
are reserved for vendor proprietary extensions and are to be assigned
by I ANA, using the "First Come First Served" policy defined in

[ RFC5226] .

Initial 1CC parameter type space val ue allocations are specified
bel ow.

Par anet er Type Descri ption

0x0001 | CC Sender Nane

0x0002 NAK TLV

0x0003 Request ed Protocol Version TLV
0x0004 Di sconnect Code TLV

0x0005 ICC RGID TLV

0x0006- 0x000F Reserved

0x0010 PW RED Connect TLV

0x0011 PW RED Di sconnect TLV

0x0012 PW RED Config TLV

0x0013 Service Nane TLV

0x0014 PWID TLV

0x0015 Ceneralized PWID TLV

0x0016 PWRED State TLV

0x0017 PW RED Synchroni zati on Request TLV
0x0018 PW RED Synchroni zati on Data TLV
0x0019 PW RED Di sconnect Cause TLV
0x001A- 0x002F Reser ved

0x0030 m_ACP Connect TLV

0x0031 mLACP Di sconnect TLV

0x0032 mLACP System Config TLV

0x0033 mLACP Port Config TLV

0x0034 mLACP Port Priority TLV

0x0035 m_.ACP Port State TLV

0x0036 nMLACP Aggregator Config TLV
0x0037 mLACP Aggregator State TLV
0x0038 mLACP Synchroni zati on Request TLV
0x0039 nmLACP Synchroni zati on Data TLV
0x003A nLACP Di sconnect Cause TLV
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12.

13.

14.

14.

4. Status Code Name Space

Thi s docunent uses several new Status codes. |ANA maintains the
"Status Code Nanme Space" registry as defined by [ RFC5036]. The
foll owi ng val ues have been assigned; the "E' colum is the required
setting of the Status Code E-bit.

Range/ Val ue E Descri ption

0x00010001 0 Unknown | CCP RG

0x00010002 0 | CCP Connection Count Exceeded

0x00010003 0 | CCP Application Connection Count Exceeded
0x00010004 0 | CCP Application not in RG

0x00010005 0 I nconpati ble | CCP Protocol Version
0x00010006 0 | CCP Rej ected Message

0x00010007 0 | CCP Administratively D sabl ed

0x00010010 0 | CCP RG Renpved

0x00010011 0 | CCP Application Renoved from RG
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