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Abstract

RFC 5254 describes the service provider requirenents for extending
the reach of pseudowires (PW) across nultiple Packet Switched

Net work domains. A multi-segnent PWis defined as a set of two or
nmore conti guous PWsegnents that behave and function as a single
poi nt-to-point PW This docunment describes extensions to the PW
control protocol to dynamically place the segnents of the nulti-
segnment pseudowi re anmong a set of Provider Edge (PE) routers. This
docunent al so updates RFC 6073 by updating the value of the Length
field of the PWSwi tching Point PE Sub-TLV Type 0x06 to 14.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7267
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1. Introduction
1.1. Scope

[ RFC5254] describes the service provider requirenents for extending
the reach of pseudowi res across nultiple Packet Switched Network
(PSN) domains. This is achieved using a nulti-segnment pseudow re
(M5-PW. An M5-PWis defined as a set of two or nore contiguous
pseudowi re (PW segnents that behave and function as a single point-
to-point PW This architecture is described in [ RFC5659].

The procedures for establishing PW that extend across a single PSN
domai n are described in [ RFC4447], while procedures for setting up
PW across multiple PSN domains or control plane domains are
described in [ RFC6073].

The purpose of this docunent is to specify extensions to the
pseudowi re control protocol [RFC4447], and [ RFC6073] procedures, to
enable multi-segment PW to be dynanically placed. The procedures
foll ow the guidelines defined in [ RFC5036] and enabl e the reuse of
exi sting TLVs, and procedures defined for Single-Segnment Pseudowi res
(SS-PW) in [ RFC4447]. Dynam c placenent of point-to-nmultipoint
(P2MP) PWs is for further study and outside the scope of this
docunent .

1.2. Specification of Requirements
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.3. Term nol ogy
[ RFC5659] provides termnology for nulti-segnent pseudow res.
Thi s docunent defines the follow ng additional ternmns:
- Source Terminating Provider Edge (ST-PE): A Term nating Provider
Edge (T-PE) that assunes the active signaling role and initiates

the signaling for nulti-segnment PW.

- Target Terninating Provider Edge (TT-PE): A Terminating Provider

Edge (T-PE) that assumes the passive signaling role. It waits and
responds to the multi-segnent PWsignaling nmessage in the reverse
di rection.

- Forward Direction: ST-PE to TT-PE.
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- Reverse Direction: TT-PE to ST-PE.

- Pseudowi re Routing (PWrouting): The dynam c placenment of the
segnents that conpose an M5-PW as well as the autonatic selection
of Switching PEs (S-PES).

1.4. Architecture Overview

The following figure shows the reference nodel, derived from
[ RFC5659], to support PWenul ated services using nulti-segnment PW.

Native |<--------- Mul ti-Segnment Pseudowire-------- > Native
Service | PSN PSN | Service
(AC) | | <--Tunnel - ->| | <--Tunnel - ->| | (AC)
| Vv Vv 1 Vv Vv 2 Vv Vv |
R + R + R +
o+ | | T- PE]_l ::::::::::::l S- PE]_l ::::::::::::l T- PE2| | +---+
| ------ ... PWSeg't 1....X....PWSeg't 3....... [-oenm-- |
| CE1| | | | | | | | | CE2|
| |------ [ PWSeg't 2....X ...PWSeg't 4....... [ [
+-- -+ | | | ::::::::::::l | ::::::::::::l | | +-- -+
A R S + R S + R S + A
Provi der Edge 1 n Provi der Edge 2

I I

I I

I s _ I

| PW swi t chi ng poi nt |

| |

[<--emmm i - Enul ated Service ------------------ >|
Figure 1. Ms-PW Ref erence Mdel

The PEs that provide services to CElL and CE2 are Term nating PEl
(T-PE1l) and Termi nating PE2 (T-PE2), respectively. A PSN tunnel
extends fromT-PEL to Switching PE1 (S-PEl), and a second PSN tunnel
extends fromS-PE1 to T-PE2 . PW are used to connect the attachment
circuits (ACs) attached to PE1 to the corresponding ACs attached to
T- PE2.

A PWsegnent on PSN Tunnel 1 is connected to a PWsegnent on PSN
Tunnel 2 at S-PE1 to conplete the multi-segnent PW (MS-PW between
T-PE1 and T-PE2. S-PEl is therefore the PWswi tching point and is
referred to as the switching provider edge (S-PE). PWSegnent 1 and
PW Segnment 3 are segnents of the same Ms-PW while PW Segnent 2 and
PW Segment 4 are segnments of another M5-PW PWsegnents of the same
M5- PW (e.g., PWSegment 1 and PW Segnent 3) MJUST be of the same PW
type, and PSN tunnels can be of the same or a different technol ogy.

An S-PE switches an Ms-PWfrom one segnent to another based on the PW
identifiers (PWd, or Attachment |ndividual ldentifier (All)). How
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the PWprotocol data units (PDUs) are switched at the S-PE depends on
the PSN tunnel technology: in the case of a Miltiprotocol Label
Switching (MPLS) PSN to anot her MPLS PSN, PWswi tching involves a
standard MPLS | abel swap operation.

Note that although Figure 1 only shows a single S-PE, a PW may
transit nore than one S-PE along its path. Al though [ RFC5659]
descri bes M5-PW that span nore than one PSN, this document does not
specify how the Label Distribution Protocol (LDP) is used for PW
control [RFC4447] in an inter-AS (Autononous System environnent.

2. Applicability

Thi s docunent describes the case where the PSNs carrying the M5 PW
are only MPLS PSNs using the Ceneralized Pseudowire ldentifier (PWd)
Forwar di ng Equi val ence O ass (FEC) el enment (al so known as FEC 129).

Interactions with an I P PSN using the Layer 2 Tunneling Protocol
version 3 (L2TPv3) as described in Section 8 of [RFC6073] are |eft
for further study.

2.1. Changes to Existing PWSignaling

The procedures described in this docunent nake use of existing LDP
TLVs and rel ated PWsignaling procedures described in [RFC4447] and
[ RFC6073]. The followi ng optional TLV is al so defined:

- A Bandwidth TLV to address QS Signaling requirenments (see
Section 4.2).

Thi s docunent al so updates the value of the Length field of the PW
Swi t chi ng Point PE Sub-TLV Type 0x06 to 14.

3. PWlLayer 2 Addressing

Si ngl e- segnment pseudowi res on an MPLS PSN can use attachment circuit
identifiers for a PWusing FEC 129. |In the case of a dynanically

pl aced M5>-PW there is a requirenment for the attachnment circuit
identifiers to be globally unique, for the purposes of reachability
and nanageability of the PW Referencing Figure 1 above, individual
gl obal | y uni que addresses MJST be allocated to all the ACs and S-PEs
of an Ms-PW
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3.1. Attachnment Circuit Addressing

The attachment circuit addressing is derived fromAIl Type 2
[ RFC5003], as shown here:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Al Type=02 | Length | G obal ID |
B T S i T s i i e e SEI S
| G obal I D (continued) | Prefix |
i e R b e i i i i i e e e e
| Prefix (continued) | AC ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AC I D |

B i S S ik s S N S S
Figure 2: Al Type 2 TLV Structure
The fields are defined in Section 3.2 of [RFC5003].

Addr essi ng schenes based on All Type 2 permt varying |levels of All
sunmari zation, thus reducing the scaling burden on PWrouting. PW
addressi ng based on All Type 2 is suitable for point-to-point

provi si oni ng nodel s where auto-di scovery of the address at the TT-PE
is not required. That is, it is known a priori by provisioning.

I npl enentati ons of the followi ng procedure MJST interpret the All
type to determ ne the nmeaning of the address fornat of the All,
irrespective of the nunber of segnents in the M5-PW Al segnents of
the PWMJST be signaled with the same All type.

A uni que conbi nati on of dobal ID, Prefix, and ACID parts of the
All Type 2 are assigned to each AC. In general, the sane dobal ID
and Prefix are be assigned for all ACs belonging to the sanme T-PE
This is not a strict requirenment, however. A particular T-PE night
have nmore than one Prefix assigned to it, and likewise a fully
qualified All with the sane G obal ID Prefix but different AC IDs

m ght belong to different T-PEs.

For the purpose of MsS-PWs, the All MJST be globally unique across all
PSNs that are spanned by the Ms-PW

The All for a local attachment circuit of a given T-PE of an M5 PW
and the Al of the corresponding attachment circuit on a far-end T-PE
(with respect to the LDP signaling) are known as the Source
Attachnent Individual ldentifier (SAIl) and Target Attachnent
Individual Identifier (TAIl) as per [RFC6074].
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3.2. S-PE Addressing

Each S-PE MUST be assigned an address that uniquely identifies it
froma pseudowi re perspective, in order to populate the PWSwitching
Point PE (SP-PE) TLV specified in [RFC6073]. For this purpose, at

| east one Attachnent ldentifier (Al) address of the format similar to
Al'l Type 2 [RFC5003] conposed of the dobal ID and Prefix part,
only, MUST be assignhed to each S-PE.

If an S-PE is capabl e of dynam c Ms-PWsignaling but is not assigned
with an S-PE address, then on receiving a dynam c Ms-PW Label Mapping
message the S-PE MUST return a Label Rel ease with the "Resources
Unavai |l abl e" (0x38) status code.

4. Dynam c Pl acenent of M5 PW

[ RFC6073] describes a procedure for concatenating nultiple

pseudowi res together. This procedure requires each S-PE to be

manual |y configured with the information required for each segnent of
the M5-PW The procedures in the followi ng sections describe a

met hod to extend [ RFC6073] by allow ng the automatic sel ection of
predefined S-PEs and dynami cally establishing an Ms- PW bet ween two

T- PEs.

4.1. Pseudowire Routing Procedures

The All Type 2 described above contains a dobal 1D, Prefix, and
AC ID. The TAIl is used by S-PEs to determ ne the next SS-PW
destination for LDP signaling.

Once an S-PE receives an Ms-PW Label Mapping nessage containing a
TAIl with an Al that is not locally present, the S-PE perforns a

| ookup in a PWAII routing table. [If this lookup results in an IP
address for the next-hop PE with reachability information for the All
in question, then the SSPEwill initiate the necessary LDP nessagi ng
procedure to set up the next PWsegnent. |f the PWAII routing table
| ookup does not result in an | P address for a next-hop PE, the
destination All has becone unreachable, and the PWsetup MJST fail.
In this case, the next PWsegnent is considered unprovisioned, and a
Label Rel ease MJST be returned to the T-PE with a status nessage of
"Al'l Unreachabl e".

If the TAIl of an Ms-PW Label Mapping nmessage received by a PE
contains the Prefix matching the locally provisioned prefix on that
PE but an ACID that is not provisioned, then the LDP liberal |abel
retention procedures apply, and the Label Mapping nessage is

ret ai ned.
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To allow for dynanic end-to-end signaling of M5-PWs, information MJST
be present in S-PEs to support the determ nation of the next PW
signaling hop. Such information can be provisioned (equivalent to a
static route) on each S-PE, or disseninated via regular routing
protocols (e.g., BGP).

4.1.1. Al PWRouting Table Lookup Aggregation Rul es

Al'l PEs capabl e of dynam c Ms-PWpath selection MIUST build a PWAII
routing table to be used for PWnext-hop sel ection.

The PW addressing schene (Al Type 2 as defined in [ RFC5003])
consists of a Gobal ID a 32-bit Prefix, and a 32-bit Attachnent
Circuit ID

An aggregation schene sinmlar to that used for classless |Pv4
addresses can be enployed. A length mask (8 bits) is specified as a
nunber ranging fromO to 96 that indicates which Mdst Significant
Bits (MSBs) are relevant in the address field when perforning the PW
addr ess-mat chi ng al gorithm

0 31 32 63 64 95 (bits)

Figure 3: PW Addressi ng Schene

During the signaling phase, the content of the (fully qualified)

TAIl Type 2 field fromthe FEC 129 TLV i s conpared agai nst routes
fromthe PWrouting table. Sinmilar to the |Pv4 case, the route with
the |l ongest match is selected, determ ning the next signaling hop and
inplicitly the next PWsegment to be signal ed.

4.1.2. PWStatic Route

For the purpose of determ ning the next signaling hop for a segnent
of the pseudowire, the PEs MAY be provisioned with fixed-route
entries in the PWnext-hop routing table. The static PWentries wll
follow all the addressing rules and aggregation rules described in
the previous sections. The nost conmon use of PWstatic provisioned
routes is this exanple of the "default" route entry as follows:

ACID =0, Prefix Length =0

Gobal ID=0 Prefix =0
= {I P Address of next-hop S-PE or T-PE}

Next Signaling Hop
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4.1.3. Dynanic Advertisenent with BGP

Any suitable routing protocol capable of carrying external routing
i nformati on MAY be used to propagate MS-PWpath infornation anong
S-PEs and T-PEs. However, T-PEs and S-PEs MAY choose to use the
Border Gateway Protocol (BGP) [RFC4271] with the Miltiprotocol
Extensi ons as defined in [RFCA760] to propagate PW address

i nformati on throughout the PSN. PWaddress information is only
propagated by PEs that are capable of PWsw tching. Therefore, the
mul ti protocol BGP nei ghbor topol ogy MIUST coincide with the topol ogy
of T-PEs and S-PEs.

Contrary to Layer 2 VPN signaling nmethods that use BGP for

aut o-di scovery [RFC6074], in the case of the dynamically placed

M5- PW the source T-PE knows a priori (by provisioning) the AC ID on
the termnating T-PE that signaling should use. Hence, there is no
need to advertise a "fully qualified" 96-bit address on a per-PW
attachnent circuit basis. Only the T-PE Gobal ID, Prefix, and
prefix length need to be advertised as part of well-known BGP
procedures; see [RFC4760].

Si nce PWEndpoints are provisioned in the T-PEs, the ST-PE will use
this information to obtain the first S-PE hop (i.e., first BGP next
hop) to where the first PWsegnment will be established. Any
subsequent S-PEs will use the sanme information (i.e., the next BGP
next hop(s)) to obtain the next signaling hop(s) on the path to the
TT- PE.

The PWdynam ¢ path Network Layer Reachability Information (NLRI) is
advertised in BGP UPDATE nmessages using the MP_REACH NLRI and
MP_UNREACH NLRI attributes [RFC4760]. The {AFl, SAFI} val ue pair
used to identify this NLRI is (AFI =25, SAFI=6). A route target MNAY
al so be advertised along with the NLRI.

The Next Hop field of the MP_REACH NLRI attribute SHALL be
interpreted as an | Pv4 address whenever the | ength of the NextHop
address is 4 octets, and as an | Pv6 address whenever the | ength of
the NextHop address is 16 octets.

The NLRI field in the MP_REACH NLRI and MP_UNREACH NLRI is a prefix

conprising an 8-octet Route Distinguisher, the dobal ID, the Prefix,
and the AC I D, and encoded as defined in Section 4 of [RFC4760].
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This NLRI is structured as foll ows:

Bi t

0 78 71 72 103 104 135 136 167
Femmm o - o a o Fom e T T +
| Length| Route Dist | Gobal ID| Prefix | ACID |
S o a o R R R +

Figure 4: NLRI Field Structure

The Length field is the prefix length of the Route Distinguisher +
GQobal ID+ Prefix + ACIDIin bits.

Except for the default PWroute, which is encoded as a 0-1ength
Prefix, the mninmmvalue of the Length field is 96 bits. Lengths of
128 bits to 159 bits are invalid, as the ACID field cannot be
aggregated. The naxi mum val ue of the Length field is 160 bits. BGP
advertisenents received with invalid Prefix |lengths MJST be rejected
as having a bad packet format.

4.2. LDP Signaling

The LDP signaling procedures are described in [ RFC4447] and expanded
in [RFC6073]. No new LDP signaling conponents are required for
setting up a dynanically placed M5>-PW However, sone optiona
signal i ng extensions are described bel ow.

One of the requirenents that MJST be net in order to achieve the QS
obj ectives for a PWon a segnent is that a PSN tunnel MJST be

sel ected that can support at |least the required class of service and
that has sufficient bandw dth avail abl e.

Such PSN tunnel selection can be achi eved where the next hop for a PW
segnent is explicitly configured at each PE, whether the PE is a T-PE
or an S-PE in the case of a segnented PW without dynam c path

sel ection (as per [RFC6073]). |In these cases, it is possible to
explicitly configure the bandwidth required for a PWso that the T-PE
or S-PE can reserve that bandw dth on the PSN tunnel
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Where dynamic path selection is used and the next hop is therefore
not explicitly configured by the operator at the S-PE, a nmechanismto
signal the bandwi dth for the PWfromthe T-PE to the S-PEs is
required. This is acconplished by including an optional PW Bandwi dth
TLV. The PWBandwi dth TLV is specified as foll ows:

0 1 2 3
01234567890123456789012345678901
T S S S i T it S S S S S S i i S
1] 0] PWBW TLV (0x096E) | TLV Length |
N i T b i s i i i s

+
.
| Forwar d SENDER_TSPEC |
i e e R e s o e e Tl b i ol S N S S
| Rever se SENDER TSPEC |
B i s T T i i o S o T Ji I

Figure 5: PWBandwi dth TLV Structure
The PW Bandwi dth TLV fields are as foll ows:
- TLV Length: The length of the value fields in octets. Value = 64.

- Forward SENDER TSPEC = the SENDER TSPEC for the forward direction
of the PW as defined in Section 3.1 of [RFC2210].

- Reverse SENDER TSPEC = the SENDER TSPEC for the reverse direction
of the PW as defined in Section 3.1 of [RFC2210].

The conplete definitions of the content of the SENDER TSPEC obj ects
are found in Section 3.1 of [RFC2210]. The forward SENDER TSPEC
refers to the data path in the direction ST-PE to TT-PE. The reverse
SENDER TSPEC refers to the data path in the direction TT-PE to ST-PE

In the forward direction, after a next-hop selection is determned, a
T/ S-PE SHOULD reference the forward SENDER TSPEC obj ect to determ ne
an appropriate PSN tunnel towards the next signaling hop. |If such a
tunnel exists, the Ms-PWsignaling procedures are invoked with the

i nclusion of the PWBandw dth TLV. When the PE searches for a PSN
tunnel, any tunnel that points to a next hop equivalent to the next
hop selected will be included in the search (the LDP address TLV is
used to determ ne the next-hop equival ence).

When an S/ T-PE receives a PWBandw dth TLV, once the PWnext hop is
sel ected, the S/ T-PE MJUST request the appropriate resources fromthe
PSN. The resources described in the reverse SENDER TSPEC are
all ocated fromthe PSN toward the originator of the nessage or
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previ ous hop. Wen resources are allocated fromthe PSN for a
specific PW the allocation SHOULD account for the resource usage of
the PW

In the case where PSN resources towards the previous hop are not
avail abl e, the foll owi ng procedure MIST be foll owed:

i. The PSN MAY all ocate nore QoS resources, e.g., bandwidth, to the
PSN t unnel .

ii. The S-PE MAY attenpt to set up another PSN tunnel to accommdate
the new PW QoS requirements.

iii. If the S-PE cannot get enough resources to set up the segnent in
the M5-PW a Label Rel ease MJST be returned to the previous hop
with a status nmessage of "Bandw dth resources unavail abl e".

In the latter case, the T-PE receiving the status nmessage MJST al so
wi t hdraw t he correspondi ng PW Label Mapping nmessage for the opposite
direction if it has already been successfully set up.

If an ST-PE receives a Label Mapping nmessage, the foll owi ng procedure
MUST be fol | owed:

If the ST-PE has already sent a Label Mapping nmessage for this PW
then the ST-PE MJUST check to see if this Label Mpping nessage
originated fromthe sane LDP peer to which the correspondi ng Label
Mappi ng nessage for this particular PWwas sent. If it is the sane
peer, the PWis established. |If it is a different peer, then the
ST-PE MUST send a Label Rel ease nessage with a status code of "PW
Loop Detected" to the PE that originated the LDP Label Mpping
message.

If the PE has not yet sent a Label Mapping nessage for this
particular PW then it MJST send the Label Mapping nessage to this
LDP peer, regardless of what the PWTAII routing | ookup result is.

4.2.1. Miltiple Alternative Paths in PW Routing

A next-hop selection for a specific PWmay find a match with a PW
route that has nultiple next hops associated with it. Miltiple next
hops may be either configured explicitly as static routes or |earned
through BGP routing procedures. |Inplenmentations at an S-PE or T-PE
MAY use sel ection al gorithns, such as CRC32 on the FEC TLV or fl ow
aware transport of PW [RFC6391], for |oad bal anci ng of PW across
mul ti pl e next hops, so that each PWhas a single next hop. The
details of such selection algorithms are outside the scope of this
docunent .
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4.2.2. Activel/Passive T-PE El ecti on Procedure

VWhen an M5-PWis signal ed, each T-PE mi ght independently initiate
signaling the M5-PW This could result in a different path being
used by each direction of the PW To avoid this situation, one T-PE
MJUST initiate PWsignaling (i.e., take an active role), while the
other T-PE waits to receive the LDP Label WMappi ng nessage before
sendi ng the LDP Label Mapping nessage for the reverse direction of
the PW(i.e., take a passive role). The active T-PE (the ST-PE) and
the passive T-PE (the TT-PE) MUST be identified before signaling
begins for a given M5-PW Both T-PEs MJST use the sane nethod for
identifying which is active and which is passive.

A T-PE SHOULD deterni ne whether it assunes the active role or the
passi ve rol e using procedures simlar to those of [RFC5036],
Section 2.5.2, Bullet 2. The T-PE conpares the Source Attachnent

I ndividual ldentifier (SAIl) [RFC6074] with the Target Attachnent
Individual Identifier (TAIl) [RFC6074] as unsigned integers, and if
the SAIl > TAIl, the T-PE assunes the active role. Oherw se, it
assunes the passive role.

The foll owi ng procedure for conparing the SAIl and TAIl as unsigned
i ntegers SHOULD be used:

- |If the SAIl @obal ID> TAIl Jobal ID then the T-PE is active

- elseif the SAIl Gobal ID< TAIl Jobal ID then the T-PE is
passi ve

- else if the SAIl Prefix > TAIl Prefix, then the T-PE is active

- else if the SAIl Prefix < TAIl Prefix, then the T-PE is
passi ve

- elseif the SAIl ACID > TAIl ACID, then the T-PE is
active

- elseif the SAIl ACID< TAIl ACID, then the T-PE is
passi ve

- else there is a configuration error
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4.2.3. Detailed Signaling Procedures

On receiving a Label Mapping nmessage, the S-PE MJST inspect the FEC
TLV. If the receiving node has no |local Al matching the TAIl for
that Label Mapping nessage, then the Label Mappi ng nmessage SHOULD be
forwarded on to another S-PE or T-PE. The S-PE will check to see if
the FEC is already installed for the forward direction:

- If the FECis already installed and the received Label Mapping was
received fromthe sane LDP peer to which the forward LDP Label
Mappi ng was sent, then this Label Mapping represents signaling in
the reverse direction for this M- PWsegnent.

- If the FECis already installed and the received Label Mapping was
received froma different LDP peer to which the forward LDP Label
Mappi ng was sent, then the received Label Mappi ng MIST be rel eased
with a status code of "PW Loop Detected".

- If the FECis not already installed, then this represents signaling
in the forward direction.

The foll owi ng procedures are then executed, depending on whether the
Label Mapping was determined to be for the forward or the reverse
direction of the Ms-PW

For the forward direction:

i. Determine the next-hop S-PE or T-PE according to the procedures
above. |f next-hop reachability is not found in the S-PE s PW
Al'l routing table, then a Label Rel ease MJST be sent with
status code "All Unreachable". |If the next-hop S-PE or T-PE is
found and is the sane LDP peer that sent the Label Mapping
message, then a Label Release MUST be returned with status code
"PW Loop Detected". |If the SAIl in the received Label Mpping
is local to the S-PE, then a Label Rel ease MJUST be returned
with status code "PW Loop Detected".

ii. Check to see if a PSN tunnel exists to the next-hop S-PE or
T-PE. If no tunnel exists to the next-hop S-PE or T-PE, the
S-PE MAY attenpt to set up a PSN tunnel.

iii. Check to see if a PSN tunnel exists to the previous hop. |If no

tunnel exists to the previous-hop S-PE or T-PE, the S-PE MAY
attenpt to set up a PSN tunnel.
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iv. If the S-PE cannot get enough PSN resources to set up the
segnment to the next-hop or previous-hop S-PE or T-PE, a Label
Rel ease MUST be returned to the T-PE with a status nessage of
"Resour ces Unavail abl e".

v. |f the Label Mapping nessage contains a Bandwi dth TLV, allocate
the required resources on the PSN tunnels in the forward and
reverse directions according to the procedures above.

vi. Allocate a new PWIlabel for the forward direction.
vii. Install the FEC for the forward direction.

viii. Send the Label Mpping nessage with the new forward | abel and
the FEC to the next-hop S-PE T-PE

For the reverse direction:

i. Install the FEC received in the Label Mpping nessage for the
reverse direction.

ii. Determine the next signaling hop by referencing the LDP sessions
used to set up the PWin the forward direction.

iii. Allocate a new PWIl abel for the next hop in the reverse
direction.

iv. Install the FEC for the next hop in the reverse direction.

v. Send the Label Mapping message with a new | abel and the FEC to
t he next-hop S-PE/ ST-PE

5. Procedures for Failure Handling

5.1. PSN Fail ures
Failures of the PSN tunnel MJST be handl ed by PSN nechani snms. An
exanpl e of such a PSN nechanismis MPLS fast reroute [ RFC4090]. If

the PSN is unable to re-establish the PSN tunnel, then the S-PE
SHOULD fol |l ow the procedures defined in Section 10 of [ RFC6073].
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5.

5.

2.

3.

S-PE Fail ures

For defects in an S-PE, the procedures defined in [ RFC6073] SHOULD be
followed. A T-PE or S-PE may receive an unsolicited Label Rel ease
message from another S-PE or T-PE with various failure codes, such as
"Loop Detected", "PWLoop Detected", "Resources Unavail abl e", "Bad
Strict Node Error", or "All Unreachable". Al these failure codes
indicate a generic class of PWfailures at an S-PE or T-PE

If an unsolicited Label Rel ease nmessage with such a failure status
code is received at a T-PE, then it is RECOWENDED t hat the T-PE
attenpt to re-establish the PWinmredi ately. However, the T-PE MJST
throttle its PWsetup nmessage retry attenpts with an exponenti al
backoff in situations where PWsetup nessages are being constantly
released. It is also RECOMVENDED that a T-PE detecting such a
situation take action to notify an operator.

S-PEs that receive an unsolicited Label Rel ease nmessage with a
failure status code SHOULD follow this procedure:

i. If the Label Release is received froman S-PE or T-PE in the
forward or reverse signaling direction, then the S-PE MJST tear
down both segnments of the PW The status code received in the
Label Rel ease nessage SHOULD be propagat ed when sending the Label
Rel ease for the next segnent.

PW Reachabi l ity Changes

In general, an established M5S-PWwi |l not be affected by next-hop
changes in All reachability infornation.

If there is a next-hop change in All reachability information in the
forward direction, the T-PE MAY elect to tear down the M5 PW by

sendi ng a Label Wthdraw message to the downstream S-PE or T-PE. The
teardown MJST al so be acconpani ed by an unsolicited Label Rel ease
message and will be followed by an attenpt by the T-PE to
re-establish the Ms-PW

If there is a change in the Al reachability information in the
forward direction at an S-PE, the S-PE MAY elect to tear down the
M5-PWin both directions. A label withdrawal is sent in each
direction followed by an unsolicited Label Release. The unsolicited
Label Rel ease nmessages MUST be acconpani ed by the status code "All
Unreachable". This procedure is OPTIONAL. Note that this procedure
is likely to be disruptive to the enul ated service. PW Redundancy

[ RFC6718] MAY be used to maintain the connectivity used by the

emul ated service in the case of a failure of the PSN or S-PE
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A change in Al reachability information in the reverse direction has
no effect on an Ms-PW

6. Operations, Adm nistration, and Mii ntenance (OAM

The OAM procedures defined in [ RFC6073] nay al so be used for
dynanically placed Ms-PW. A PWSwitching Point PE TLV [ RFC6073] is
used to record the switching points that the PWtraverses.

In the case of an Ms-PWwhere the PWEndpoints are identified by
usi ng globally unique All addresses based on FEC 129, there is no
pseudowire identifier (PWd) defined on a per-segnent basis. Each
i ndi vidual PWsegnent is identified by the address of the adjacent
S-PE(s) in conjunction with the SAIl and TAIl

In this case, the following TLV type (0x06) MJST be used in place of
type 0x01 in the PWSwi tching Point PE TLV:

Type Lengt h Descri ption

0x06 14 L2 PW address of PW Swi tching Point

The above sub-TLV MJST be included in the PWSwi tching Point PE TLV
once per individual PWsw tching point, follow ng the same rules and
procedures as those described in [ RFC6073]. A nore detail ed
description of this sub-TLV is also given in Section 7.4.1 of

[ RFC6073]. However, the length value MIST be set to 14 ([ RFC6073]
states that the length value is 12, but this does not correctly
represent the actual length of the TLV).

7. Security Considerations

Thi s docunent specifies extensions to the protocols already defined
in [RFC4447] and [ RFC6073]. The extensions defined in this docunent
do not affect the security considerations for those protocols, but

[ RFC4447] and [ RFC6073] do inpose a set of security considerations
that are applicable to the protocol extensions specified in this
docunent .

It should be noted that the dynam c path sel ecti on nechani sns
specified in this docunent enable the network to automatically sel ect
the S-PEs that are used to forward packets on the Ms-PW Appropriate
tools, such as the Virtual Crcuit Connectivity Verification (VCCV)
trace nechani sns specified in [ RFC6073], can be used by an operator
of the network to verify the path taken by the Ms-PWand therefore be
satisfied that the path does not represent an additional security
risk.
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8.

8.

8.

Note that the PWcontrol protocol nay be used to establish and

mai ntain an Ms5-PW across adm ni strative boundaries. Section 13 of

[ RFC6073] specifies security considerations applicable to LDP used in
this manner, including considerations for establishing the integrity
of , and authenticating, LDP control nessages. These considerations
al so apply to the protocol extensions specified in this document.

Note that the protocols for dynamcally distributing All reachability
informati on may have their own security considerations. However,
those protocol specifications are outside the scope of this docunent.

| ANA Consi der ati ons
1. Correction

| ANA has corrected a mnor error in the "Pseudowire Sw tching Point
PE sub-TLV Type" registry. The entry 0x06 "L2 PWaddress of the PW
Switching Point" has been corrected to Length 14 and the reference
changed to [ RFC6073] and this docurment as foll ows:

Type Length Description Ref er ence

0x06 14 L2 PW Address of PWSwitching Point [RFC6073][RFC7267]
2. LDP TLV Type Name Space

Thi s docunent defines one new LDP TLV type. [|ANA already maintains a
registry for LDP TLV types, called the "TLV Type Nane Space"

registry, within the "Label Distribution Protocol (LDP) Paraneters"
registry as defined by [ RFC5036]. | ANA has assigned the foll ow ng
val ue.

0x096E Bandwi dt h TLV Thi s docunent
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8.3. LDP Status Codes

8.

9.

9.

Thi s docunent defines three new LDP status codes. |ANA maintains a
registry of these codes, called the "Status Code Nane Space"
registry, in the "Label Distribution Protocol (LDP) Paraneters"
registry as defined by [ RFC5036]. The | ANA has assigned the

foll owi ng val ues.

Range/ Val ue E Descri ption Ref er ence

0x00000037 0 Bandwi dt h resources unavai |l abl e Thi s docunent

0x00000038 0 Resources Unavai l abl e Thi s docunent

0x00000039 0 Al'l Unreachabl e Thi s docunent
4. BGP SAFI

| ANA has all ocated a new BGP SAFI for "Network Layer Reachability

I nformation used for Dynamic Placenent of Muilti-Segnment Pseudow res”
in the | ANA "SAFlI Val ues" registry [RFC4760] within the "Subsequent
Address Family ldentifiers (SAFl) Parameters" registry. The |IANA has
assigned the foll ow ng val ue.

Val ue Description Ref erence

6 Net wor k Layer Reachability Information Thi s docunent
used for Dynami c Placerment of Milti-Segnent
Pseudowi r es
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