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Abstract

Qperations, Adm nistration, and Mai ntenance (OAM is an integral part
of transport connections; hence, it is required that OAM functions be
activated/ deactivated in sync with connection conmi ssioni ng/

deconmi ssioning, in order to avoid spurious alarns and ensure

consi stent operation. In certain technologies, OAMentities are

i nherently established once the connection is set up, while other
technol ogies require extra configuration to establish and configure
OAM entities. This docunent specifies extensions to Resource
Reservation Protocol - Traffic Engineering (RSVP-TE) to support the
est abli shnent and configuration of QAMentities along with Label

Swi t ched Path signaling.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7260.
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1.

I nt roducti on

GWPLS i s designed as an out-of-band control plane supporting dynanic
connection provisioning for any suitabl e data-plane technol ogy,
including spatial switching (e.g., incomng port or fiber to outgoing
port or fiber); wavel ength-division nmultiplexing (e.g., Dense

Wavel ength Division Multiplexing (DADM); time-division multiplexing
(e.g., Synchronous Optical Networking and Synchronous Digital

Hi erarchy (SONET/SDH), G 709); and Ethernet Provi der Backbone
Bridging - Traffic Engineering (PBB-TE) and MPLS. In nost of these
technol ogi es, there are Operations, Administration, and Mi ntenance
(OAM functions enployed to nonitor the health and performance of the
connections and to trigger data plane (DP) recovery mechani sms.
Simlar to connection provisioning, OAMfunctions follow genera
principles but also have sone technol ogy-specific characteristics.

OAMis an integral part of transport connections. Therefore, it is
requi red that OAM functions be activated/ deactivated in sync with
connecti on comm ssi oni ng/ decomi ssioning, in order to avoid spurious
al arnms and ensure consistent operation. |In certain technol ogies, OAM
entities are inherently established once the connection is set up,
whi | e other technol ogies require extra configuration to establish and
configure OAM entities. |In sone situations, the use of OAM
functions, such as Fault Managerment (FM and Performance Managenent
(PM, may be optional (based on network managenent policies). Hence,
the network operator nust be able to choose which set of OAM
functions to apply to specific connections and which paraneters
shoul d be configured and activated. To achieve this objective, OAM
entities and specific functions nust be selectively configurable.

In general, it is required that the managenent-pl ane and
control - pl ane connection establishment mechani sms be synchroni zed
with OAM establ i shment and activation. |In particular, if the GWLS
control plane is enployed, it is desirable to bind OAM setup and
configuration to connection establishnent signaling to avoid two
separ at e nanagenent/configuration steps (connection setup foll owed by
OAM configuration), as these separate steps increase delay and
processing time; nore inportantly, they may be prone to

m sconfiguration errors. Once OAMentities are set up and
configured, proactive as well as on-demand OAM functions can be
activated via the managenent plane. On the other hand, it should be
possible to activate/deactivate proactive OAM functions via the GWLS
control plane as well. In sone situations, it may be possible to use
the GWLS control plane to control on-demand OAM functions too.
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Thi s docunent describes requirenments for QOAM confi guration and
control via Resource Reservation Protocol - Traffic Engi neering
(RSVP-TE). Extensions to the RSVP-TE protocol are specified,
providing a franework to configure and control OAM entities al ong
with the capability to carry technol ogy-specific information.

Ext ensi ons can be grouped into generic elenments that are applicable
to any OAM sol ution and technol ogy-specific el enents that provide
addi tional configuration paranmeters that may only be needed for

a specific OAM technol ogy. This docunment specifies the technol ogy-
agnostic el enments and specifies the way that additional

technol ogy-specific OAM paraneters are provi ded. This docunent
addresses end-to-end OAM configuration, that is, the setup of OAM
entities bound to an end-to-end Label Switched Path (LSP), and
configuration and control of QOAM functions running end-to-end in the
LSP. Configuration of OAMentities for LSP segnents and tandem
connections is outside the scope of this docunent.

The nechani sns described in this docunent provide an additiona
option for bootstrapping OAMthat is not intended to replace or
deprecate the use of other technol ogy-specific OAM boot st rappi ng
techni ques, e.g., LSP ping [ RFC4379] for MPLS networks. The
procedures specified in this docunent are intended only for use in
envi ronments where RSVP-TE signaling is used to set up the LSPs that
are to be nonitored using OAM

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Technol ogy- Speci fi c OAM Requi renents

Thi s section sunmmari zes various technol ogy-specific OQAM requirenents
that can be used as a basis for an OAM confi guration franmework.

MPLS OAM requi renments are described in [ RFC4377], which provides
requirenents to create consistent OAM functionality for MPLS
networks. The following list is an excerpt of MPLS OAM requirements
docunented in [ RFC4377] that bear direct relevance to the discussion
set forth in this docunent:

0o It is desired that the automati on of LSP defect detection be

supported. It is especially inportant in cases where |arge
nunbers of LSPs m ght be tested.
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o In particular, some LSPs may require automated testing
functionality fromthe ingress LSR (Label Sw tching Router) to the
egress LSR, while others nmay not.

0 Mechanisns are required to coordinate network responses to
defects. Such mechani sms may incl ude al arm suppressi on,
transl ati ng defect signals at technol ogy boundaries, and
synchroni zi ng defect detection times by setting appropriately
bounded detection tine franes.

The MPLS Transport Profile (MPLS-TP) defines a profile of MPLS
targeted at transport applications [RFC5921]. This profile specifies
the specific MPLS characteristics and extensions required to neet
transport requirements, including providing additional OAM
survivability, and other maintenance functions not currently
supported by MPLS. Specific OQAMrequirenents for MPLS-TP are
specified in [ RFC5654] and [ RFC5860]. MPLS-TP poses the foll ow ng
requirenents on the control plane to configure and control OAM
entities:

o From [ RFC5860]: QOAM functions MJST operate and be configurable
even in the absence of a control plane. Conversely, it SHOULD be
possible to configure as well as enabl e/ disable the capability to
operate OAM functions as part of connectivity nmanagenent, and it
SHOULD al so be possible to configure as well as enabl e/ di sabl e the
capability to operate OAM functions after connectivity has been
est abl i shed.

o0 From|[RFC5654]: The MPLS-TP control plane MJST support the
configuration and nodification of OAM nai nt enance points as well
as the activation/deactivation of OAM when the transport path or
transport service is established or nodified.

Et hernet Connectivity Fault Managenent (CFM defines an adjunct OAM
flow that nmonitors connectivity in order to check the liveliness of
Et hernet networks [I| EEE. 802. 1Q 2011]. Wth PBB-TE

[l EEE. 802. 1Q 2011], Ethernet networks support explicitly routed

Et hernet connections. CFMcan be used to track the liveliness of
PBB- TE connections and detect data-plane failures. |In the IETF, the
GWPLS Et hernet Label Switching (CELS) (see [ RFC5828] and [ RFC6060])
wor k extended the GVPLS control plane to support the establishment of
PBB- TE dat a- pl ane connections. Wthout control-plane support,
separ at e nanagenment conmands woul d be needed to configure and

start CFM

GWPLS- based OAM configuration and control need to provide a genera

framework to be applicable to a wide range of data-pl ane technol ogi es
and OAM solutions. There are three typical data-plane technol ogies
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used for transport applications: wavel ength based, such as Wavel ength
Switched Optical Networks (WSON); Tine-Division Miltiplexing (TDM
based, such as Synchronous Digital Hi erarchy (SDH) and Synchronous
Optical Networking (SONET); and packet based, such as MPLS-TP

[ RFC5921] and Ethernet PBB-TE [| EEE. 802. 1Q 2011]. For all these data
pl anes, the operator MJST be able to configure and control the

foll owi ng OAM functi ons

o It MIST be possible to explicitly request the setup of QAM
entities for the signaled LSP and provide specific information for
the setup if this is required by the technol ogy.

o0 Control of alarnms is inportant to avoid fal se alarmindications
and reporting to the managenent system |t MJST be possible to
enabl e/ di sabl e al arns generated by OAM functions. In sone cases,
sel ective alarmcontrol may be desirable when, for instance, the
operator is only concerned about critical alarns. Therefore,
alarnms that do not affect service should be inhibited.

0 \When periodic nessages are used for liveliness checks (Continuity
Checks (CCs)) of LSPs, it MJST be possible to set the frequency of
messages. This allows proper configuration for fulfilling the
requi renents of the service and/or neeting the detection tine
boundari es posed by possi bl e congruent connectivity-check
operations of higher-layer applications. For a network operator
to be able to bal ance the trade-off between fast failure detection
and data overhead, it is beneficial to configure the frequency of
CC nessages on a per-LSP basi s.

0 Proactive Performance Mnitoring (PM functions are used to
continuously collect information about specific characteristics of
the connection. For consistent nmeasurenent of Service Leve
Agreenments (SLAs), it MJST be possible to set common configuration
paraneters for the LSP

0 The extensions MJST allow the operator to use only a niniml set
of OAM configuration and control features if supported by the QAM
solution or network managenment policy. Generic OAM paraneters, as
wel | as paraneters specific to data-plane technol ogy or QAM
technol ogy, MJST be support ed.

3. RSVP-TE-Based OAM Confi guration

In general, two types of maintenance points can be distingui shed:
Mai nt enance Entity Goup End Points (MEPs) and Maintenance Entity
Goup Internediate Points (MPs). MEPs reside at the ends of an LSP
and are capable of initiating and term nati ng OAM nessages for Fault
Managenment (FM and Perfornance Monitoring (PM. MPs, on the other
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hand, are located at transit nodes of an LSP and are capabl e of
reacting to some OAM nmessages but otherwi se do not initiate nmessages.
"Mai ntenance Entity" (ME) refers to an association of MEPs and M Ps
that are provisioned to nonitor an LSP.

When an LSP is signaled, a forwardi ng association is established
bet ween endpoints and transit nodes via |abel bindings. This
association creates a context for the OAM entities nonitoring the
LSP. On top of this association, OAMentities may be configured to
unanbi guously identify MEs.

In addition to ME identification paraneters, proactive OAM functions
(e.g., CC and PM may have additional paranmeters that require
configuration as well. In particular, the frequency of periodic CC
packets, and the neasurenent interval for |oss and del ay

measur enents, may need to be confi gured.

The above paraneters nmay be derived frominformation related to LSP
provi sioning; alternatively, pre-configured default values can be

used. In the sinplest case, the control plane MAY provide
i nformati on on whether or not OAM entities need to be set up for the
signaled LSP. |If OAMentities are created, control-plane signaling

MUST al so provide a neans to activate/deactivate OAM nessage fl ows
and associ ated al ar ns.

OAM identifiers, as well as the configuration of OAM functions, are
technol ogy specific (i.e., they vary, depending on the data-pl ane
technol ogy and the chosen OAM solution). In addition, for any given
dat a- pl ane technol ogy, a set of OAM sol uti ons nmay be appli cabl e.
Therefore, the OAM configuration framework all ows selecting a
specific OAM solution to be used for the signaled LSP and provi des
means to carry detailed OQAM configuration information in technol ogy-
speci fic TLVs.

Adm ni strative Status Information is carried in the Adm n_Status
object. Administrative Status Information is described in [ RFC3471],
and the Admin_Status object is specified for RSVP-TE in [ RFC3473].
Two bits are allocated for the adm nistrative control of QAM

moni toring: the "OAM Fl ows Enabl ed” (M and "QOAM Al ar s Enabl ed" (O
bits. Wen the "OAM Fl ows Enabl ed" bit is set, OAM mechani sms MUST
be enabled; if it is cleared, OAM nechani sns MJST be di sabled. Wen
the "OAM Al arns Enabled" bit is set, OAMtriggered alarns are enabl ed
and associ at ed consequent actions MJST be executed, including the
notification to the nanagenment system \When this bit is cleared,

al arns are suppressed and no acti on SHOULD be executed, and the
managenent system SHOULD NOT be notifi ed.
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The LSP_ATTRI BUTES and LSP_REQUI RED_ATTRI BUTES obj ects are defined in
[ RFC5420] to provide neans to signal LSP attributes and options in
the formof TLVs. Options and attributes signaled in the

LSP_ATTRI BUTES obj ect can be passed transparently through LSRs not
supporting a particular option or attribute, while the contents of
the LSP_REQUI RED ATTRI BUTES obj ect MJST be exam ned and processed by
each LSR The "OAM MEP entities desired" bit is allocated in the
Attribute Flags TLV [ RFC5420] to be used in the LSP_ATTRI BUTES
object. If the "OAM MEP entities desired" bit is set, it indicates
that the establishment of OAM MEP entities is required at the
endpoints of the signaled LSP. The "OAM M P entities desired" bit is
allocated in the Attribute Flags TLV to be used in the LSP_ATTRI BUTES
or LSP_REQUI RED ATTRI BUTES objects. If the "OAMMP entities
desired" bit is set in the Attribute Flags TLV in the

LSP_REQUI RED ATTRI BUTES obj ect, it indicates that the establishnent

of OAM M P entities is required at every transit node of the

si gnal ed LSP.

3.1. Establishnment of OAM Entiti es and Functions

In order to avoid spurious alarns, OAM functions should be set up and
enabled in the appropriate order. Wen using the GWLS control plane
for both LSP establishnment and enabling OAM functions on the LSPs,
the control of both processes is bound to RSVP-TE nessage exchanges.

An LSP may be signal ed and established without OAM confi guration
first, and OAM entities nmay be added | ater with a subsequent
re-signaling of the LSP. Alternatively, the LSP may be set up with
OAM entities with the first signaling of the LSP. The procedures
bel ow apply to both cases.

Before initiating a Path message with OAM configuration information,
an initiating node MIST establish and configure the correspondi ng QAM
entities locally. But until the LSP is established, OAM source
functions MJUST NOT start sending any OAM nessages. |In the case of

bi directional connections, in addition to the OAM source functi on,

the initiator node MIUST set up the OAM sink function and prepare it
to receive OAM nessages. During this tinme the OAM al arns MJST be
suppressed (e.g., due to missing or unidentified OAM nessages). To
achi eve OAM al ar m suppressi on, Path nmessages MJST be sent with the
"OAM Al arns Enabl ed" Adnmin_Status flag cleared.

When the Path nessage arrives at the receiver, the renote end MJST
establish and configure OAM entities according to the OQAM i nformati on
provided in the Path message. |If this is not possible, a PathErr
message SHOULD be sent, and neither the QAM entities nor the LSP
SHOULD be established. |If OAMentities are established successfully,
the OAM sink function MJST be prepared to recei ve OAM nessages but
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MUST NOT generate any OAM al arns (e.g., due to missing or
unidentified OAM nessages). |In the case of bidirectional
connections, in addition to the OAM sink function, an OAM source
function MJUST be set up and, according to the requested
configuration, the OAM source function MJST start sendi ng OAM
messages. A Resv nmessage MJST then be sent back, including the
Attribute Flags TLV, with the appropriate setting of the "OAM MEP
entities desired" and "OAM M P entities desired" flags, and the OAM
Configuration TLV that corresponds to the established and confi gured
OAM entities and functions. Depending on the OAMtechnol ogy, sone
el ements of the OAM Configuration TLV MAY be updat ed/ changed, i.e.,
if the renote end does not support a certain OQAM configuration it may
suggest an alternative setting, which may or nay not be accepted by

the initiator of the Path nessage. |If it is accepted, the initiator
will reconfigure its OQAM functions according to the information
received in the Resv nessage. |If the alternate setting is not

acceptabl e, a ResvErr nessage MAY be sent, tearing down the LSP.
Details of this operation are technol ogy specific and should be
described i n acconpanyi ng technol ogy-specific docunents.

VWhen the initiating side receives the Resv nessage, it conpl etes any
pendi ng OAM configuration and enabl es the OAM source function to send
OAM nessages.

After this exchange, OAM entities are established and configured for
the LSP, and OAM messages are exchanged. OAM al arns can now be
enabled. During the period when OAM al arns are disabl ed, the
initiator sends a Path nessage with the "OAM Al arns Enabl ed”

Adm n_Status flag set. The receiving node enables OAM al arns after
processing the Path nessage. The initiator enables OAM al arns after
it receives the Resv nessage. Data-plane CAMis now fully
functional .

If an egress LSR does not support the extensions defined in this
docunent, according to [RFC5420], it will silently ignore the new LSP
attribute flags as well as the TLVs carrying additional OAM
configuration information, and therefore no error will be raised that
woul d notify the ingress LSR about the m ssing OAM confi guration
actions on the egress side. However, as described above, an egress
LSR conformant to the specification of this docunent will set the LSP
attribute flags and include the OAM Configuration TLV in the Resv
message i ndicating the configuration of the OAM nechani sis;

therefore, by detecting the missing information in the Resv nessage,
an ingress LSRwill be able to recognize that the renote end does not
support the OAM configuration functionality, and therefore it SHOULD
tear down the LSP and, if appropriate, signal the LSP w thout any OAM
configuration information.
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3.2. Adjustnment of OAM Paraneters

There may be a need to change the paraneters of an already-

establ i shed and configured OAM function during the lifetinme of the
LSP. To do so, the LSP needs to be re-signaled with the updated
paraneters. OAM paraneters influence the content and tim ng of OAM
messages and al so identify the way that OAM defects and alarns are
derived and generated. Hence, to avoid spurious alarns, it is
important that both sides -- OQAM sink and source -- are updated in a
synchroni zed way. First, the alarms of the OAM si nk function should
be suppressed and only then shoul d expected OAM paraneters be

adj usted. Subsequently, the paraneters of the OAM source function
can be updated. Finally, the alarns of the OAM sink side can be
enabl ed agai n.

In accordance with the above operation, the LSP MJST first be
re-signaled with the "OAM Al arns Enabl ed" Adm n_Status flag cl eared,

i ncludi ng the updated OAM Configuration TLV corresponding to the new
paraneter settings. The initiator MJST keep its OAM sink and source
functions running unnodi fied, but it MJST suppress OAM al arns after
the updated Path message is sent. The receiver MJST first disable
all OAM al arns and then update the OAM paraneters according to the
information in the Path nessage and reply with a Resv nessage

acknow edgi ng the changes by including the OAM Configuration TLV.
Note that the receiving side can adjust the requested OAM
configuration paranmeters and reply with an updated OAM Confi guration
TLV in the Resv nessage, reflecting the values that are actually
configured. However, in order to avoid an extensive negotiation
phase, in the case of adjusting already-configured OAM functions, the
recei ving side SHOULD NOT update the paraneters requested in the Path
message to an extent that woul d provide | ower performance (e.g.,

| ower frequency of nonitoring packets) than what had previously been
in place.

The initiator MIUST only update its OAM sink and source functions
after it receives the Resv nessage. After this Path/Resv nessage
exchange (in both unidirectional and bidirectional LSP cases), the
OAM parameters are updated, and QAM i s running according to the new
paraneter settings. However, OAM alarns are still disabled. A
subsequent Pat h/ Resv nmessage exchange with the "OAM Al arns Enabl ed”
Adm n_Status flag set is needed to enable OAM al arns agai n.
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3.3. Deleting OAM Entities

4.

4.

In sone cases, it may be useful to renmove sone or all OQAMentities
and functions froman LSP without actually tearing down the
connecti on.

To avoid any spurious alarnms, first the LSP MJST be re-signhaled with
the "OAM Al arns Enabl ed" Adnmin_Status flag cleared but with OAM
configuration unchanged. Subsequently, the LSP is re-signaled with
"OAM MEP entities desired" and "OAM M P entities desired" LSP
attribute flags cleared, and without the OAM Configuration TLV, this
MUST result in the deletion of all OAMentities associated with the
LSP. Al control-plane and data-plane resources in use by the OAM
entities and functions SHOULD be freed up. Alternatively, if only
some OAM functions need to be renoved, the LSP is re-signaled with
the updated OAM Configuration TLV. Changes between the contents of
the previously signaled OAM Configuration TLV and the currently
received TLV represent which functi ons MJST be renoved/ added.

OAM source functions MJST be deleted first, and only after the "OQAM
Al arnms Di sabl ed" can the associ ated OAM sink functions be renoved;
this will ensure that OAM nessages do not |eak outside the LSP. To
this end, the initiator, before sending the Path nessage, MJST renove
the OAM source, hence terminating the OAM nessage fl ow associated to
the downstreamdirection. |In the case of a bidirectional connection,
it MIST |l eave in place the OAM sink functions associated to the
upstream direction. The renote end, after receiving the Path
message, MUST renove all associated OAM entities and functions and
reply with a Resv nmessage without an OAM Configuration TLV. The
initiator conpletely renoves OAM entities and functions after the
Resv nessage arrives.

RSVP- TE Ext ensi ons
1. LSP Attribute Flags

In RSVP-TE, the Flags field of the SESSI ON_ ATTRI BUTE object is used
to indicate options and attributes of the LSP. The Flags field has
8 bits and hence is linmted to differentiate only 8 options.

[ RFC5420] defines new objects for RSVP-TE nessages to allow the
signaling of arbitrary attribute paraneters, maki ng RSVP-TE easily
extensi ble to support new applications. Furthernore, [RFC5420]

all ows options and attributes that do not need to be acted on by al
Label Switching Routers (LSRs) along the path of the LSP. In
particul ar, these options and attributes may apply only to key LSRs
on the path, such as the ingress LSR and egress LSR  Options and
attributes can be signaled transparently and only exam ned at those
points that need to act on them The LSP_ATTRI BUTES and

Takacs, et al. St andards Track [ Page 11]



RFC 7260 RSVP- TE- Based OAM Confi gurati on June 2014

LSP_REQUI RED ATTRI BUTES obj ects are defined in [ RFC5420] to provide
means to signal LSP attributes and options in the formof TLVs.
Options and attributes signaled in the LSP_ATTRI BUTES obj ect can be
passed transparently through LSRs not supporting a particular option
or attribute, while the contents of the LSP_REQU RED ATTRI BUTES

obj ect MJST be exani ned and processed by each LSR One TLV is
defined in [ RFC5420]: the Attribute Flags TLW.

One bit (bit nunber 10): "OAM MEP entities desired" is allocated in
the Attribute Flags TLV to be used in the LSP_ATTRI BUTES object. |If
the "OAM MEP entities desired" bit is set, it indicates that the
establishment of OAM MEP entities is required at the endpoints of the
signaled LSP. If the establishment of MEPs is not supported, an
error MUST be generated: "QAM Probl emi MEP est abl i shnent not
supported".

If the "OAM MEP entities desired" bit is set and additional
paraneters need to be configured, an OAM Configuration TLV MAY be
included in the LSP_ATTRI BUTES or LSP_REQUI RED_ATTRI BUTES obj ect .

One bit (bit nunber 11): "OAMMP entities desired" is allocated in
the Attribute Flags TLV to be used in the LSP_ATTRI BUTES or

LSP_REQUI RED ATTRI BUTES objects. If the "OAM MEP entities desired"
bit is not set, then this bit MJST NOT be set. If the "OAMMP
entities desired" bit is set in the Attribute Flags TLV in the
LSP_REQUI RED ATTRI BUTES object, it indicates that the establishnent
of CAMMP entities is required at every transit node of the signal ed
LSP. If the establishnent of a MP is not supported, an error MJST
be generated: "OAM Probl emi M P establishnment not supported". If an
i ntermedi ate LSR does not support the extensions defined in this
docunent, it will not recognize the "OAMMP entities desired" flag
and, although the LSP_REQUI RED ATTRI BUTES obj ect was used, it wll
not configure MP entities and will not raise any errors. |If LSRs
that do not support the extensions defined in this docunent are to be
assuned as present in the network, the ingress LSR SHOULD col | ect
per-hop i nformati on about the LSP attributes utilizing the LSP
Attributes sub-object of the Record Route object (RRO as defined in
[ RFC5420]. \When the Record Route object is received, the ingress
SHOULD check whether all internediate LSRs set the "OAM M P entities
desired" flag indicating support of the function; if not, depending
on operator policy, the LSP MAY need to be torn down.
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4.2. OAM Configuration TLV

This TLV provides information about which OAM t echnol ogy/ met hod

shoul d be used and carries sub-TLVs for any additional OAM
configuration information. One OAM Configuration TLV MAY be carried
in the LSP_ATTRI BUTES or LSP_REQUI RED ATTRI BUTES object in Path and
Resv nessages. Wen carried in the LSP_REQUI RED ATTRI BUTES obj ect,
it indicates that internedi ate nodes MJST recogni ze and react on the
OAM confi guration information.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type (3) | Lengt h |
B i s T T i i o S o T Ji I
| OAM Type | Reserved |

T S I i S S S S S S T

~ sub- TLVs ~
B i s T T i i o S o T Ji I

Type: indicates a new type: the OAM Configuration TLV (3).

OAM Type: specifies the technol ogy-specific OAM nmethod. When carried
in the LSP_REQUI RED ATTRI BUTES object, if the requested OAM nethod is
not supported at any given node an error MJST be generated: "QAM

Pr obl enf Unsupported OAM Type". When carried in the LSP_ATTRI BUTES
obj ect, internedi ate nodes not supporting the OAM Type pass the

obj ect forward unchanged as specified in [RFC5420]. |Ingress and
egress nodes that support the OAM Configuration TLV but that do not
support a specific OAM Type MJST respond with an error indicating

" QAM Pr obl eml Unsupported OAM Type".

OAM Type Description
0- 255 Reserved
Thi s docunent defines no types. |ANA maintains the values in a new

"RSVP- TE OAM Confi gurati on Registry".

Length: indicates the total length of the TLV in octets. The TLV
MUST be zero-padded so that the TLV is 4-octet aligned.

Two groups of TLVs are defined: generic sub-TLVs and technol ogy-
specific sub-TLVs. Generic sub-TLVs carry information that is

appl i cabl e i ndependent of the actual OAM technol ogy, while

technol ogy-specific sub-TLVs are providing configuration paraneters

Takacs, et al. St andards Track [ Page 13]



RFC 7260 RSVP- TE- Based OAM Confi gurati on June 2014

for specific OAM technol ogi es. This docunent defines one generic
sub-TLV (see Section 4.2.1), while it is foreseen that technol ogy-
specific sub-TLVs will be defined by separate docunents.

The receiving node, based on the OAM Type, will check to see if a
correspondi ng technol ogy-specific OAM configuration sub-TLV is
included in the OAM Configuration TLV. [If the included technol ogy-
specific OAM configuration sub-TLV is different fromwhat is
specified in the OAM Type, an error MJST be generated: "OAM Probl enl
OAM Type M smatch”. | ANA maintains the sub-TLV space in the new
"RSVP- TE OAM Confi gurati on Registry".

Note that there is a hierarchical dependency between the OAM
configuration elenents. First, the "OAM MEP entities desired" flag
needs to be set. Only when that flag is set MAY an OAM Confi guration
TLV be included in the LSP_ATTRI BUTES or LSP_REQUI RED_ATTRI BUTES
object. Wen this TLV is present, based on the "OAM Type" field, it
MAY carry a technol ogy-specific OAM configuration sub-TLV. |If this

hi erarchy is broken (e.g., "OAM MEP entities desired" flag is not set
but an OAM Configuration TLV is present), an error MJST be generat ed:
" QAM Pr obl em Configuration Error".

4.2.1. OAM Function Flags Sub-TLV

The OAM Configuration TLV MJST al ways include a single instance of
the OAM Function Fl ags Sub-TLV, and it MJST al ways be the first
sub-TLV. "QOAM Function Fl ags" specifies which proactive QAM
functions (e.g., connectivity nonitoring, |oss and del ay neasurenent)
and which fault managenent signals MJUST be established and

configured. |If the selected OAM Function or Functions are not
supported, an error MJST be generated: "QOAM Probl em Unsupported OAM
Functi on".

0 1 2 3

01234567890123456789012345678901

i I s I i i S SR S S S

| Type (1) | Length |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
OAM Function Fl ags

| |
I I
T T S S e e i S S U S S AR Tk ok e
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OAM Function Flags is a bitmap with extensible | ength based on the
Length field of the TLV. Bits are nunbered fromleft to right. The
TLV is padded to 4-octet alignnent. The Length field indicates the
size of the padded TLV in octets. |ANA naintains the OAM Function
Flags in the new "RSVP- TE OAM Confi gurati on Registry". This docunent
defines the follow ng flags:

OAM Function Flag bit # Descri ption

0 Continuity Check (CO

1 Connectivity Verification (CV)

2 Faul t Managenent Signal (FMS)

3 Per f ormance Mbnitoring/Loss (PM Loss)

4 Per f or mance Mbnitoring/ Del ay (PM Del ay)

5 Per f or mance Mbnitori ng/ Throughput Measur enent
(PM Thr oughput)

4.2.2. Technol ogy- Speci fic Sub-TLVs

I f technol ogy-specific configuration information is needed for a
specific "OAM Type", then this information is carried in a

technol ogy-specific sub-TLV. Such sub-TLVs are OPTI ONAL, and an OAM
Configuration TLV MJST NOT contain nore than one technol ogy-specific
sub-TLV. | ANA mai ntai ns the OAM t echnol ogy-specific sub-TLV space in
the new "RSVP- TE OAM Confi guration Registry".

4.3. Admnistrative Status Information

Adm ni strative Status Information is carried in the Adm n_Status
object, which is specified for RSVP-TE in [ RFC3473]. Administrative
Status Information is described in [ RFC3471].

Two bits (bit nunmbers 23 and 24) are allocated by this docunent for
the admnistrative control of OAM nonitoring: the "OAM Fl ows Enabl ed"”
(M and "OAM Al arns Enabled" (O bits. Wen the "OAM Fl ows Enabl ed"
bit is set, OAM mechani sms MUST be enabled; if it is cleared, OAM
mechani sms MUST be di sabl ed. When the "OAM Al arns Enabl ed” bit is
set, OQAMtriggered alarnms are enabl ed and associ ated consequent
actions MJST be executed, including the notification to the
managenment system Wen this bit is cleared, alarns are suppressed,
and no action SHOULD be executed; additionally, the managenent system
SHOULD NOT be notified. For a detailed description of the use of
these flags, see Section 3.
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4.

4.

4.

5.

Handl i ng OAM Confi guration Errors

To handl e OAM configuration errors, a new Error Code "QOAM Probl enf
(40) is introduced. To refer to specific problens, a set of Error
Val ues are defined under the "OAM Probl em' error code.

If a node does not support the establishment of OAM MEP or M P
entities it MJST use the error value "MEP establishnent not
supported” or "M P establishment not supported”, respectively, in the
Pat hErr nessage.

If a node does not support a specific OAMtechnol ogy/solution, it
MUST use the error val ue "Unsupported OAM Type" in the PathErr
nessage.

If a different technol ogy-specific OAM Configuration TLV is included
than what was specified in the OAM Type, an error MJST be generated
with error value "OAM Type M smatch" in the PathErr nessage.

There is a hierarchy between the OAM configuration elements. |If this
hi erarchy is broken, the error value "Configuration Error" MJST be
used in the PathErr nessage.

If a node does not support a specific OAM Function, it MJST use the
error val ue "Unsupported OAM Function" in the PathErr message.

Consi derati ons on Point-to-Miltipoint OAM Configuration

RSVP- TE extensi ons for the establishnent of point-to-nmnultipoint
(P2MP) LSPs are specified in [RFC4875]. A P2MP LSP is conpri sed of
mul tiple source-to-leaf (S2L) sub-LSPs. These S2L sub-LSPs are set
up between the ingress and egress LSRs and are appropriately comnbined
by the branch LSRs using RSVP semantics to result in a P2MP TE LSP
One Path nessage may signal one or nultiple S2L sub-LSPs for a single
P2MP LSP. Hence, the S2L sub-LSPs belonging to a P2MP LSP can be
signal ed using one Path nessage or split across nultiple Path
messages.

P2MP OAM nechani sns are very specific to the data-pl ane technol ogy;

therefore, in this document we only highlight the basic principles of
P2MP OAM configuration. W consider only the root-to-leaf OAM fl ows,
and as such, aspects of the configuration of return paths are outside
the scope of our discussions. W also linit our consideration to the

case where all |eaves nust successfully establish OAMentities with
identical configuration in order for the P2MP QAMto be successfully
established. In any case, the discussion set forth bel ow provides
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only guidelines for P2MP OAM confi gurati on. However, at a ninimum
the procedures bel ow SHOULD be specified for P2MP OAM confi gurati on
in a technol ogy-specific docunent.

The root node may use a single Path nessage or multiple Path nessages
to set up the whole P2MP tree. In the case when nultiple Path
nmessages are used, the root node is responsible for keeping the OAM
configuration information consistent in each of the sent Path
messages, i.e., the same informati on MJST be included in all Path
messages used to construct the multicast tree. Each branching node
wi || propagate the Path nessage downstream on each of the branches;
when constructing a Path nessage, the OAM configuration infornmation
MUST be copi ed unchanged fromthe received Path nessage, including
the related Admin_Status bits, LSP attribute flags, and QAM
Configuration TLV. The latter two also inply that the LSP_ATTRI BUTES
and LSP_REQUI RED ATTRI BUTES obj ects MJST be copied for the upstream
Pat h nessage to the subsequent downstream Path nessages.

Leaves MJST create and configure OAM sink functions according to the
paraneters received in the Path nmessage; for P2MP QAM configurati on,
there is no possibility for paraneter negotiation on a per-|eaf
basis. This is due to the fact that the OAM source functi on,
residing in the root of the tree, will operate with a single
configuration, which then nust be obeyed by all |eaves. If a |eaf
cannot accept the OAM paraneters, it MJST use the RRO Attributes
sub- obj ect [ RFC5420] to notify the root about the problem In
particular, if the OAM configuration was successful, the |eaf would
set the "OAM MEP entities desired" flag in the RRO Attri butes
sub-object in the Resv nessage. On the other hand, if OAMentities
could not be established, the Resv nessage should be sent with the
"OAM MEP entities desired" bit cleared in the RRO Attri butes

sub-obj ect. Branching nodes should collect and nerge the received
RROs according to the procedures described in [ RFC4875]. This way,
the root, when receiving the Resv nessage (or nessages if nultiple

Pat h nessages were used to set up the tree), will have clear
i nformati on about which of the | eaves could establish the OAM
functions. |If all |eaves established OAM entities successfully, the

root can enabl e the OAM nessage flow. On the other hand, if at sone
| eaves the establishnent was unsuccessful, additional actions will be
needed before the OAM nessage fl ow can be enabled. Such action could
be to set up two i ndependent P2MP LSPs:

0 One LSP with OAM configuration information towards | eaves that can
support the OAM function. This can be done by pruning fromthe
previously signaled P2MP LSP the | eaves that failed to set up OAM

0o The other P2MP LSP could be constructed for | eaves wi t hout OAM
entities.
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The exact procedures will be described in technol ogy-specific
docunent s.

5. | ANA Consi derations

5.1. Admin_Status Object Bit Flags
I ANA naintains a registry called "Generalized Milti-Protocol Label
Switching (GWLS) Signaling Paraneters” with a sub-registry called

"Admi nistrative Status Information Flags".

| ANA has all ocated two new flags as foll ows:

Bit Number | Hex Value | Nanme | Reference

----------- TS T e,
23 | 0x00000100 | OAM Fl ows Enabled (M | [RFC7260]
24 | 0x00000080 | OAM Al arns Enabl ed (O | [ RFC7260]

5.2. LSP Attribute Flags
I ANA maintains a registry called "Resource Reservation Protocol -
Traffic Engineering (RSVP-TE) Paraneters" with a sub-registry called
"Attribute Flags".

| ANA has all ocated two new flags as foll ows:

Bit | | Attribute | Attribute | |
No. | Nane | Flags Path | Flags Resv | RRO| Reference
B T T TS Fom ek Fom ek +--m o= S

10 | OAM MEP | | | |
| entities desired | Yes | Yes | Yes | [RFC7260]

I I I I I

11| CAMMP | | | |
| entities desired | Yes | Yes | Yes | [RFC7260]
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5.3. New LSP Attributes
I ANA maintains a registry called "Resource Reservation Protocol -
Traffic Engineering (RSVP-TE) Paraneters" with a sub-registry called
"Attributes TLV Space".
| ANA has all ocated one new TLV type as foll ows:

| | | Al'l owed on |

| | Al'l owed on | LSP_REQUI RED |
Type| Nane | LSP_ATTRI BUTES| ATTRI BUTES | Ref erence
e oo oo S S
3 | OAM Configuration TLV| Yes | Yes | [ RFC7260]

5.4. RSVP Error Code
I ANA naintains a registry called "Resource Reservation Protocol
(RSVP) Paraneters"” with a sub-registry called "Error Codes and
G obal | y-Defined Error Val ue Sub- Codes".
| ANA has al |l ocated one new Error Code as foll ows:
Error Code | Meaning | Reference

40 | OAM Probl em | [RFC7260]

The followi ng Error Val ue sub-codes are defined for this new Error
Code:

Val ue | Description | Reference
........... e

0 | Reserved | [ RFC7260]

1 | MEP establishnent not supported | [ RFC7260]

2 | MP establishnment not supported | [RFC7260]

3 | Unsupported OAM Type | [ RFC7260]

4 | Configuration Error | [RFC7260]

5 | OAM Type M smatch | [ RFC7260]

6 | Unsupported QAM Functi on | [ RFC7260]

7-32767 | Unassigned |
32768- 65535| Reserved for Private Use | [ RFC7260]
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5.5. RSVP-TE OAM Confi gurati on Registry

| ANA has created a new registry called "RSVP-TE OAM Confi gurati on
Regi stry".

| ANA has created sub-registries as defined in the foll ow ng
subsections. The registration procedures specified are as defined in
[ RFC5226] .

5.5.1. OAM Types Sub- Regi stry

| ANA has created the "OAM Types" sub-registry of the "RSVP-TE OAM
Configuration Registry" as foll ows:

Range | Registration Procedures
0-255 | | ETF Review

There are no initial values in this registry. |ANA shows the
registry as foll ows:

OAM Type Nunber | OAM Type Description | Reference
0- 255 | Unassi gned |
5.5.2. OAM Sub-TLVs Sub- Regi stry

| ANA has created the "QAM Sub- TLVs" sub-registry of the "RSVP-TE OAM
Configuration Registry" as foll ows:

Range | Note | Registration Procedures
............ +------------------------------|------------------------
0-31 | Generic Sub-TLVs | IETF Review
32- 65534 | Technol ogy-specific Sub-TLVs | | ETF Revi ew
65535- 65536 | Experinental Sub-TLVs | Reserved for

I

Experimental Use

| ANA has popul ated the registry as foll ows:

Sub-TLV Type | Description | Reference

_____________ e
0 | Reserved | [ RFC7260]
1 | OAM Function Fl ags Sub-TLV | [ RFC7260]
2-65534 | Unassigned |

65535- 65536 | Reserved for Experimental Use | [RFC7260]
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5.5.3. OAM Function Fl ags Sub-Registry

| ANA has created the "OAM Function Fl ags Sub-Regi stry" sub-registry
of the "RSVP-TE OAM Configuration Registry".

New values in the registry are allocated by | ETF Revi ew [ RFC5226] .
There is no top value to the range. Bits are counted frombit 0 as
the first bit transmitted.

| ANA has popul ated the registry as follows:

OAM Function Flag | Description
Bit Number

| Continuity Check (CQC

| Connectivity Verification (CV)

| Fault Managenent Signal (FMS)

| Performance Monitoring/Loss (PM Loss)

| Performance Monitoring/Delay (PM Del ay)

| Performance Monitoring/ Thr oughput Measurenent
| (PM Thr oughput)

>=6 | Unassi gned
6. Security Considerations

The signaling of OAMrel ated paraneters and the automatic

establi shnent of OAM entities based on RSVP-TE nessages add a new
aspect to the security considerations discussed in [ RFC3473]. In
particular, a network el enent could be overloaded if a renpte
attacker targeted that el enment by sending frequent periodi c nessages
requesting liveliness nonitoring of a high nunber of LSPs. Such an
attack can efficiently be prevented when mechani sms for nessage
integrity and node authentication are deployed. Since the OAM
configuration extensions rely on the hop-by-hop exchange of exiting
RSVP- TE nessages, procedures specified for RSVP nessage security in
[ RFC2747] can be used to mitigate possible attacks.

For a nore conprehensive discussion of GWLS security and attack
mtigation techni ques, please see the Security Framework for MPLS and
GWPLS Net wor ks [ RFC5920] .
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