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Abstract

This nmeno defines a portion of the Managenent |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it describes managed objects to configure and/or
monitor Virtual Private LAN services. It needs to be used in
conjunction with the Pseudowi re (PW Mnagenent |nfornmation Base
(PWSTD-M B from RFC 5601).

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7257.
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I nt roduction

This nmeno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it defines three MB nodul es that can be used to
manage VPLS (Virtual Private LAN Service) for transm ssion over a
Packet Switched Network (PSN) using LDP [RFC4762] or BGP [ RFC4761]
signaling. This MB nodul e provi des generic managenent of VPLS
services as defined by the | ETF L2VPN Wrking G oup. Additional MB
modul es are al so defined for managenent of LDP VPLS and BGP VPLS
services by the | ETF L2VPN Wor ki ng G oup.

Ter mi nol ogy
Thi s docunent adopts the definitions, acronyns, and nechani sns

described in [RFC3985]. Unless otherw se stated, the nmechani sns of
[ RFC3985] apply and will not be described again here.
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2.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. The Internet-Standard Managenent Franmewor k

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies MB
nmodul es that are conpliant to the SMv2, which is described in STD
58, RFC 2578 [RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC
2580 [ RFC2580].

4. VPLS M B Mdul e Architecture

The M B structure for defining a VPLS service is conposed fromthree
M B nodules. (They are referred to as "VPLS MB" in the figure
bel ow.)

The first is the VPLS- GENERI C-M B nodul e, whi ch configures general
paraneters of the VPLS service that are common to all types of VPLS
servi ces.

The second is the VPLS-LDP-M B nodul e, whi ch configures VPLS-LDP
[ RFC4762] specific paraneters of the VPLS service.

The third is the VPLS-BGP-M B nodul e, which configures VPLS-BGP
[ RFC4761] specific paraneters of the VPLS service.

The arrows in Figure 1 indicate whether we can map data from one
nodul e into anot her.
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PW Mappi ng | | | PWENET-STD-M B |
————— >| PW STD-M B| - - >| or |
__________ / | | | PWMPLS-STD-M B |
| e it e deieaeoo--
| vvLsmMmMB| /  eeeeeeaaa-
| e >

I I I
---------- MAC addr. mapping using | BRIDGE-MB |
[ SNMP- CONTEXT- MAP- M B] | |

Figure 1

Additionally, service-specific nmodules may be defined in other
docunents.

4.1. VPLS-CENERI C-M B Mdul e Usage

An entry in the vpl sConfigTabl e MJST exist for every VPLS service.
This table holds generic paranmeters that apply to a VPLS service
whi ch can be signaled via LDP or BGP.

A conceptual row can be created in the vplsConfigTable in one of the
foll owi ng ways:

1) A Network Management System (NMS) creates a row in the
vpl sConfi gTabl e usi ng Si npl e Net work Management Protocol (SNWVP)
Set requests, which causes the node to create and start a new VPLS
service. The agent MJST support the creation of VPLS services in
this way.

2) The agent MAY create a row in the vplsConfigTable automatically
due to sone auto discovery application, or based on configuration
that is done through non-SNWVP applications. This node is
OPTI ONAL.

At | east one entry in the vpl sPwBi ndTabl e MUST exi st for each VPLS
servi ce.

This Binding table |inks one VPLS service with one or many

pseudowi res (defined in [RFC5601]). Each pseudowire nmay be used as a
spoke or as part of a nesh based on the paraneters defined in this
tabl e.

For each VPLS service, an entry in the vpl sBgpAdConfi gTabl e MJST

exi st if Auto-discovery has been enabled for that service. This
table stores the informati on required for auto-discovery.
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4. 2.

4. 3.

4. 4.

Nad

For each VPLS service, at |east one entry in the

vpl sBgpRt eTar get Tabl e MJUST exi st if auto-di scovery has been
configured for that service. One service can inport and export
mul ti pl e Route Targets.

VPLS- LDP- M B Mbdul e Usage

An entry in the vpl sLdpConfi gTabl e MJST be created by the agent for a
VPLS service signal ed using LDP.

VPLS- BGP- M B Mbdul e Usage

An entry in the vpl sBgpConfigTabl e MUST be created by the agent for a
VPLS service signal ed using BGP.

Rel ations to Gther M B Mbdul es

- The vpl sPwBi ndTabl e Iinks the VPLS entry to the pwTable in
[ RFC5601] .

- The association of Media Access Control (MAC) addresses to VPLS
entries is possible by adding a turnstile function to interpret the
entries in [ SNMP- CONTEXT- MAP-M B] . I n [ SNMP- CONTEXT- VAP- M B] ,
there is a mapping fromthe vacmCont ext Name [ RFC3415] to
dot 1dBasePort [ RFC4188] and vpl sConfiglndex. This mapping can be
used to map the vplsConfiglndex to a dot1dBasePort in the BRI DGE-
M B. This resulting value of dotldBasePort can be used to access
correspondi ng MAC addresses that belong to a particul ar
vpl sConfi gl ndex.

- Unless all the necessary entries in the applicable tables have been
created and all the paraneters have been consistently configured in
those tabl es, signaling cannot be performed fromthe | ocal node,
and t he vpl sConfi gRowSt at us shoul d report ’'not Ready’.

- Statistics can be gathered fromthe PWPerformance tables in
[ RFC5601] .

Exampl e of the VPLS M B Mdul es Usage

In this section, we provide an exanple of the use of the MB objects
described in Section 6 to set up a VPLS service over MPLS. Wile
this exanple is not nmeant to illustrate every permutati on of the MB,
it is intended as an aid to understanding sonme of the key concepts.
It is meant to be read after going through the MB itself.
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is exanple, a VPLS service (VPLS-A)
signaling the pseudow re.
the pseudowire is reflected in the Vpl sPwBi ndTabl e.
configuration is defined in RFC 5601.

e VPLS- GENERI G- M B nodul e:
n vpl sConfi gTabl e:

vpl sConfi gl ndex

vpl sConf i gNane

vpl sConfi gAdmi nSt at us

vpl sConfi gMacLear ni ng

vpl sConfi gbi scar dunknownDest
vpl sConfi gMacAgi ng

vpl sConfi gVpnld

vpl sConf i gRowsSt at us

n vpl sSt at usTabl e:

vpl sSt at usOper St at us

vpl sSt at usPeer Count

n Vpl sPwBi ndTabl e :
vpl sPwBi ndConf i gType
vpl sPwBi ndType
vpl sPwBi ndRowSt at us
vpl sPwBi ndSt or ageType

e VPLS-LDP-M B nodul e:

n vpl sLdpConfi gTabl e:

vpl sLdpConfi gMacAddr W t hdr aw

n vpl sLdpPwBi ndTabl e:

vpl sLdpPwBi ndType
vpl sLdpPwBi ndMacAddr essLi mi t

et al. St andards Track

10,
"VPLS- A"
1(up),
1(true),
2(fal se),
1(true),
"100: 10"
1(active)

1(up),
1

manual ,
spoke,
1(active),
vol atile

1(true),

1(nmesh),

July 2014

is set up using LDP for
The Bi ndi ng between the VPLS service and
The pseudow re
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6. Object Definitions
6.1. VPLS-GENERICG-M B Obj ect Definitions
This M B nodul e nmentions the foll owi ng docunents: [RFC2578],
[ RFC2579], [ RFC2580], [RFC3411], [RFC5601], [RFC4265], [RFC4364],
[ RFC4761], [RFCA762], [RFC6074], and [ RFC3413].
VPLS- GENERI C-M B DEFI NI TIONS ::= BEG N
| MPORTS

NOTI FI CATI ON- TYPE, MODULE- | DENTI TY, OBJECT- TYPE,
Unsi gned32, Counter32, transm ssion

FROM SNWPv2- SM -- RFC 2578
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF -- RFC 2580
Trut hVal ue, RowSt atus, StorageType, TEXTUAL- CONVENTI ON

FROM SNMPv2- TC -- RFC 2579
SnnpAdmi nStri ng

FROM SNWVP- FRAMEWORK- M B -- RFC 3411
pw ndex

FROM PW STD-M B -- RFC 5601
VPNl dOr Zer o

FROM VPN- TC- STD-M B -- RFC 4265

’

vpl sGeneri cM B MODULE- | DENTI TY
LAST- UPDATED "201405191200Z" ~-- 19 May 2014 12:00: 00 GMr
ORGANI ZATI ON "Layer 2 Virtual Private Networks (L2VPN)
Wor ki ng G- oup”
CONTACT- | NFO
Thomas D. Nadeau
Emai |l : tnadeau@ uci dvi son. com

The L2VPN Working G oup (email distribution |2vpn@etf.org,
http://ww. ietf.org/wg/l2vpn/charter)
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DESCRI PTI ON
"Copyright (c) 2014 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is pernmitted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD License set forth in Section 4.c of the |ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

The initial version of this MB nodul e was published in
RFC 7257; for full legal notices see the RFC itself.

This M B nodul e contai ns generic managed object definitions
for Virtual Private LAN Service as defined in RFC 4761 and
RFC 4762.

This M B nodul e enabl es the use of any underlying pseudowi re
network. "

-- Revision history.
REVI SI ON
"201405191200Z" -- 19 May 2014 12:00: 00 GwvIr

DESCRI PTION "I nitial version published as part of RFC 7257."
::={ transm ssion 274 }

Vpl sBgpRout eDi sti ngui sher ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Syntax for a route distinguisher that matches the
definition in RFC 4364. For a conplete
definition of a route distinguisher, see RFC 4364.
For nore details on use of a route distinguisher
for a VPLS service, see RFC 4761."

REFERENCE
"RFC 4364"
SYNTAX OCTET STRI NG SI ZE (0. . 256))
Vpl sBgpRout eTar get :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Syntax for a Route Target that nmatches the
definition in RFC 4364. For a conplete
definition of a Route Target, see RFC 4364."

REFERENCE

"RFC 4364"
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SYNTAX OCTET STRI NG SI ZE (0. . 256))
Vpl sBgpRout eTar get Type :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"Used to define the type of a Route Target usage
Rout e Targets can be specified to be inported,
exported, or both. For a conplete definition of a
Rout e Target, see RFC 4364."

REFERENCE
"RFC 4364"

SYNTAX I NTEGER { inport(1l), export(2), both(3) }

-- Top-level components of this MB.

-- Notifications
vpl sNoti fications OBJECT | DENTI FI ER

:={ vplsGenericMB 0 }
-- Tables, Scal ars
vpl shj ect s OBJECT | DENTI FI ER

::={ vplsCGenericMB 1}
-- Confornmance
vpl sConf or mance OBJECT | DENTI FI ER

:={ vplsGenericMB 2}

-- PWVirtual Connection Table

vpl sConfi gl ndexNext OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains an appropriate value to be used
for vplsConfiglndex when creating entries in the
vpl sConfigTable. The value 0 indicates that no
unassi gned entries are available. To obtain the
val ue of vplsConfiglndex for a new entry in the
vpl sConfi gTabl e, the nanager issues a managenent
protocol retrieval operation to obtain the current
val ue of vplsConfiglndex. After each retrieva
operation, the agent should nodify the value to
reflect the next unassigned index. After a nmanager
retrieves a value the agent will determ ne through
its local policy when this index value will be made
avail able for reuse.™

c:={ vplsObjects 1}

vpl sConfi gTabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF Vpl sConfi gEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table specifies information for configuring
and nonitoring Virtual Private LAN Service (VPLS).

:={ vplsObjects 2 }

vpl sConfi gEntry OBJECT- TYPE

SYNTAX Vpl sConfi gEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Arowin this table represents a Virtual Private LAN
Service (VPLS) in a packet network. It is indexed by
vpl sConfi gl ndex, which uniquely identifies a single VPLS.

Arowis created via SNWP or by the agent if a
VPLS service is created by a non- SNMP application or
due to the Auto-Di scovery process.

Al'l of the read-create objects val ues except

vpl sConfi gSi gnal i ngType can be changed when

vpl sConfi gRowStatus is in the active(l)

state. Changes for vplsConfigSignalingType are only
al | oned when the vpl sConfi gRowStatus is in

not I nServi ce(2) or notReady(3) states.

I NDEX { vpl sConfi gl ndex }
1= { vplsConfigTable 1 }

Vpl sConfigEntry ::=
SEQUENCE {

vpl sConfi gl ndex
vpl sConf i gNane
vpl sConfi gDescr

Unsi gned32,
SnnpAdmi nStri ng,
SnnpAdmi nStri ng,

vpl sConfi gAdmi nSt at us | NTECER,

vpl sConfi gMacLear ni ng Trut hVval ue,
vpl sConfi gbi scar dUunknownDest Trut hval ue,
vpl sConfi gMacAgi ng Trut hval ue,
vpl sConfi gFwdFul | H ghWat er mar k Unsi gned32,
vpl sConfi gFwdFul | LowWat er mar k Unsi ghed32,
vpl sConf i gRowsSt at us RowSt at us,
vpl sConfi gMu Unsi gned32,
vpl sConfi gVpnld VPNI dOr Zer o,
vpl sConfi gSt or ageType St or ageType,
vpl sConfi gSi gnal i ngType I NTEGER

Nadeau, et al. St andards Track
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}
vpl sConfi gl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Uni que index for the conceptual row identifying
a VPLS service."
.= { vplsConfigEntry 1}

vpl sConfi gName OBJECT- TYPE

SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"A textual nane of the VPLS.
If there is no local nane, or this object is
ot herwi se not applicable, then this object MJST
contain a zero-length octet string."
DEFVAL {""}
.= { vplsConfigEntry 2 }

vpl sConfi gbDescr OBJECT- TYPE

SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A textual string containing information about the
VPLS service. |If there is no information for this VPLS

service, then this object MIST contain a zero-length
octet string."

DEFVAL {""}

.= { vplsConfigEntry 3}

vpl sConfi gAdmi nSt at us OBJECT- TYPE

SYNTAX I NTEGER {
up(1),
down( 2),
testing(3) -- in sone test node
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The desired adm nistrative state of the VPLS
service. |If the admnistrative status of the

VPLS service is changed to enabled, then this
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service is able to utilize pseudowires to
performthe tasks of a VPLS service
The testing(3) state indicates that no operationa
packets can be passed.”

DEFVAL { down }

.= { vplsConfigEntry 4}

vpl sConfi gMacLear ni ng OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Thi s object specifies if MAC Learning is enabl ed
inthis service. |If this object is true then MAC
Learning is enabled. |If false, then MAC Learning is
di sabl ed. "
DEFVAL { true }

.= { vplsConfigEntry 6 }

vpl sConfi gbi scar dunknownDest OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If the value of this object is "true’, then franes
received with an unknown destinati on MAC are di scarded
inthis VPLS. |If 'false, then the packets are
processed. "

DEFVAL { false }
.= { vplsConfigEntry 7 }

vpl sConfi gMacAgi ng OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If the value of this object is '"true’,
then the MAC aging process is enabled in
this VPLS. |If 'false’, then the MAC agi ng process
is disabled."
DEFVAL { true }
.= { vplsConfigEntry 8 }

vpl sConfi gFwdFul | H ghWat er mar k OBJECT- TYPE

SYNTAX Unsi gned32 (0..100)
UNI TS " percent age"

MAX- ACCESS read-create

STATUS current
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DESCRI PTI ON
"This object specifies the utilization of the
forwardi ng database for this VPLS instance at
whi ch the vpl sPwdFul | Al ar nRai sed notification
will be sent. The value of this object nust
be hi gher than vpl sConfi gFwdFul | LowWat er mark. "

DEFVAL { 95}
::={ vplsConfigEntry 10 }

vpl sConfi gFwdFul | LowWat er mar k OBJECT- TYPE

SYNTAX Unsi gned32 (0..99)
UNI TS " per cent age"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object specifies the utilization of the

forwardi ng database for this VPLS instance
at which the vpl skFwdFul | Al ar nCl ear ed
notification will be sent. The value of this
obj ect must be |l ess than
vpl sConfi gFwdFul | H ghWat er mar k. "

DEFVAL { 90}

c:={ vplsConfigEntry 11 }

vpl sConfi gRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"For creating, nmodifying, and deleting this row

Al'l other objects in this row nmust be set to valid
val ues before this object can be set to active(l).

None of the read-create objects in the
conceptual rows may be changed when this
object is in the active(l) state.

If this object is set to destroy(6) or deleted by the
agent, all associated entries in the vpl sPwBi ndTabl e,
vpl sBgpRt eTar get Tabl e, and vpl sBgpVETabl e shall be
deleted."

:={ vplsConfigEntry 12 }

vpl sConfi gM u OBJECT- TYPE

SYNTAX Unsi gned32 (64..9192)
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"The value of this object specifies the MIU of this

VPLS instance. This can be used to limt the MIUto a
val ue I ower than the MIU supported by the associ ated
pseudow res. "

DEFVAL { 1518 }

::={ vplsConfigEntry 13 }

vpl sConfi gVpnl d OBJECT- TYPE

SYNTAX VPNl dOr Zer o
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This objects indicates the | EEE 802-1990
VPN I D of the associated VPLS service."
::={ vplsConfigEntry 14 }

vpl sConfi gSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this row
DEFVAL { nonVol atile }
::={ vplsConfigEntry 15 }

vpl sConfi gSi gnal i ngType OBJECT- TYPE

SYNTAX | NTECER ({
Idp(1),
bgp(2),
none( 3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Desired signaling type of the VPLS service.

If the value of this object is |dp(1), then a
corresponding entry in vplsLdpConfigTable is required.

If the value of this object is bgp(2), then a
corresponding entry in vplsBgpConfigTable is required.

If the value of this object is none(3), then it

indicates a static configuration of PWIabels."
DEFVAL { none }
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c:={ vplsConfigEntry 16 }
-- VPLS Status table

vpl sSt at usTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vpl sStatusEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides information for nonitoring
Virtual Private LAN Service (VPLS).

:={ vplshjects 3}

vpl sSt at useEntry OBJECT- TYPE

SYNTAX Vpl sStat uséntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Arowin this table represents a Virtual Private LAN
Service (VPLS) in a packet network. It is indexed by
vpl sConfi gl ndex, which uniquely identifies a single VPLS.

Arowin this table is automatically created by the agent
when a VPLS service is first set to active.

AUGVENTS { vplsConfigEntry }
;= { vplsStatusTable 1}

Vpl sStatusEntry ::=

SEQUENCE {
vpl sSt at usOper St at us | NTEGER,
vpl sSt at usPeer Count Count er 32
}
vpl sSt at usOper St at us OBJECT- TYPE
SYNTAX I NTEGER {
ot her (0),
up(1),
down( 2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current operational state of this VPLS service."
.= { vplsStatusEntry 1 }

vpl sSt at usPeer Count OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This objects specifies the nunber of peers
(pseudowi res) present in this VPLS instance."
c:={ vplsStatusEntry 2 }
-- VPLS PWBI ndi ng Tabl e

vpl sPwBi ndTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vpl sPwBi ndEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides an associ ati on between a
VPLS service and the correspondi ng pseudow res.
A service can have nore than one pseudow re
association. Pseudowires are defined in
t he pwrabl e"

:={ vplsObjects 4}

vpl sPwBi ndEntry OBJECT- TYPE

SYNTAX Vpl sPwBi ndEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each row represents an associ ati on between a
VPLS i nstance and a pseudowire

defined in the pwTable. Each index is unique
in describing an entry in this table. However,
bot h i ndexes are required to define the one

to many association of service to

pseudowi re.

Entries in this table nmay be created or del eted

t hrough SNWP, as side effects of console or other
non- SNMP managenent commands, or upon |earning via
aut odi scovery.

It is optional for the agent to allow entries to be
created that point to nonexistent entries in
vpl sConfi gTabl e. "

I NDEX { vpl sConfi gl ndex, pw ndex }

2= { vplsPwBindTable 1 }

Vpl sPwBi ndEntry :: =
SEQUENCE {
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vpl sPwBi ndConfi gType I NTECER,
vpl sPwBi ndType | NTECER,
vpl sPwBi ndRowsSt at us RowSt at us,
vpl sPwBi ndSt or ageType St or ageType
}
vpl sPwBi ndConfi gType OBJECT- TYPE
SYNTAX I NTEGER {
manual (1),
aut odi scovery (2)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The val ue of this object indicates
whet her the pseudowi re Bi nding was created
vi a SNVP/ Consol e or via Auto-Di scovery.

The val ue of this object nust be

specified when the row is created and cannot

be changed while the row status is active(l)"
.= { vplsPwBindentry 1 }

vpl sPwBi ndType OBJECT- TYPE

SYNTAX I NTEGER {
mesh (1),
spoke (2)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of this object indicates
whet her the pseudow re Binding is of
type nmesh or spoke.

The val ue of this object nust be

specified when the row is created and cannot

be changed while the row status is active(l1)"
c:={ vplsPwBindEntry 2 }

vpl sPwBi ndRowsSt at us  OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"For creating, nodifying, and deleting this row

Al'l other objects in this row nmust be set to valid
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val ues before this object can be set to active(1).

None of the read-create objects in the
conceptual rows may be changed when this
object is in the active(l) state.

I f autodiscovered entries are del eted they woul d
likely re-appear in the next autodiscovery interval."
:={ vplsPwBindEntry 3 }

PwBi ndSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this row.'
DEFVAL { volatile }
c:={ vplsPwBi ndEntry 4 }

-- vpl sBgpADConfi gTabl e

vpl sBgpADConf i gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vpl sBgpADConfi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies information for configuring
BGP Aut o-Di scovery paraneters for a given VPLS service.

:={ vplshjects 5}

vpl sBgpADConfi gEntry OBJECT- TYPE

Nadeau,

SYNTAX Vpl sBgpADConfi gEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Arowin this table indicates that BG based Auto-
Di scovery is in use for this instance of VPLS.
Arowin this table is indexed by vpl sConfi gl ndex, which
uniquely identifies a single VPLS.

Entries in this table nmay be created or del eted
through SNWP, as side effects of console or other
non- SNMP managenent commands, or upon |earning via
aut odi scovery.

Al'l of the read-create objects can be changed when
vpl sBGPADConfi gRowStatus is in active(l) state.”
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I NDEX { vpl sConfi gl ndex }
::={ vpl sBgpADConfi gTable 1 }

Vpl sBgpADConfi gEntry ::=

SEQUENCE {
vpl sBgpADConf i gRout eDi sti ngui sher Vpl sBgpRout eDi sti ngui sher,
vpl sBgpADConfi gPrefi x Unsi gned32,
vpl sBgpADConfi gVpl sl d Vpl sBgpRout eDi st i ngui sher,
vpl sBgpADConf i gRowsSt at us RowSt at us,
vpl sBgpADConf i gSt or ageType St or ageType
}
vpl sBgpADConf i gRout eDi sti ngui sher OBJECT- TYPE
SYNTAX Vpl sBgpRout eDi st i ngui sher
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The route distinguisher for this VPLS. See RFC 4364

for a conplete definition of a route distinguisher.

For nore details on use of a route distinguisher

for a VPLS service, see RFC 4761. Wen not configured, the
value is derived fromthe | ower 6 bytes of

vpl sBgpADConfi gVpl sl d.

::={ vpl sBgpADConfi gEntry 1 }

vpl sBgpADConf i gPrefi x OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"In case of auto-discovery, the default prefix advertised
is the | P address of the | oopback. 1In case the user wants

to override the | oopback address, vplsBgpADConfi gPrefi x
shoul d be set. Wen this value is non-zero, this value is
used al ong with vpl sBgpADConfi gRout eDi stingui sher in the

Net wor k Layer Reachability Information (NLRI), see RFC 6074.

DEFVAL { 0 }
;.= { vpl sBgpADConfi gEntry 2 }

vpl sBgpADConfi gVpl sl d OBJECT- TYPE
SYNTAX Vpl sBgpRout eDi st i ngui sher
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Wplsld is a unique identifier for all Virtual Switch
I nstances (VSIs) belonging to the sane VPLS. It is
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advertised as an extended community.

::={ vpl sBgpADConfi gEntry 3 }

vpl sBgpADConf i gRowsSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"For creating, nodifying, and deleting this row

Al'l other objects in this row nmust be set to valid
val ues before this object can be set to active(1).

None of the read-create objects in the
conceptual rows may be changed when this
object is in the active(l) state."

::= { vpl sBgpADConfi gEntry 4 }

vpl sBgpADConf i gSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this row"
DEFVAL { nonVol atile }
::={ vpl sBgpADConfi gEntry 5 }

-- vpl sBgpRt eTar get Tabl e

vpl sBgpRt eTar get Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vpl sBgpRt eTarget Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies the list of Route Targets
i mported or exported by BGP during
aut o-di scovery of VPLS.

::={ vplsObjects 6 }

vpl sBgpRt eTarget Entry OBJECT- TYPE

SYNTAX Vpl sBgpRt eTarget Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table specifies the value of the
Rout e Target being used by BGP. Depending on the val ue
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of vpl sBgpRt eTarget Type, a Route Target m ght be
exported, inported, or both. Every VPLS that

uses auto-discovery for finding peer nodes can
import and export multiple Route Targets. This
representation allows support for hierarchical VPLS.

Entries in this table may be created or del eted
through SNWP, as side effects of console or other
non- SNMP managenent commands, or upon |earning via
aut odi scovery.

It is optional for the agent to allow entries to be
created that point to nonexistent entries in

vpl sConfi gTable. "

I NDEX { vpl sConfi gl ndex, vpl sBgpRteTargetlndex }
::={ vplsBgpRteTarget Table 1 }

Vpl sBgpRt eTarget Entry ::=

SEQUENCE {
vpl sBgpRt eTar get | ndex Unsi gnhed32,
vpl sBgpRt eTar get RTType Vpl sBgpRout eTar get Type,
vpl sBgpRt eTar get RT Vpl sBgpRout eTar get ,
vpl sBgpRt eTar get Rowst at us RowsSt at us,
vpl sBgpRt eTar get St or ageType St or ageType
}
vpl sBgpRt eTar get | ndex OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This index, along with vplsConfiglndex, identifies one
entry in the vpl sBgpRt eTarget Tabl e. By keeping

vpl sConfi gl ndex constant and using a new val ue of

vpl sBgpRt eTar get | ndex, users can configure nultiple
Route Targets for the same VPLS.

::={ vplsBgpRteTargetEntry 1 }

vpl sBgpRt eTar get RTType OBJECT- TYPE

SYNTAX Vpl sBgpRout eTar get Type
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Used to define the type of a Route Target usage.
Route Targets can be specified to be inported,
exported, or both. For a conplete definition of a
Route Target, see RFC 4364."
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1= { vplsBgpRteTargetEntry 2 }

vpl sBgpRt eTar get RT OBJECT- TYPE
SYNTAX Vpl sBgpRout eTar get
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Route Target associated with the VPLS service.
For nore details on use of Route Targets
for a VPLS service, see RFC 4761.

.= { vplsBgpRteTargetEntry 3 }

vpl sBgpRt eTar get RowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or
delete a rowin this table.

Al'l other objects in this row nust be set to valid
val ues before this object can be set to active(l).

Wen a rowin this table is in active(l) state, no
objects in that row can be nodified.

I f autodiscovered entries are del eted they woul d
likely re-appear in the next autodiscovery interval."
.= { vplsBgpRteTargetEntry 4 }

vpl sBgpRt eTar get St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this row
DEFVAL { volatile }
::={ vplsBgpRteTargetEntry 5 }

vpl sSt at usNoti f Enabl e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"If this object is set to true(l1l), then it enables
the em ssion of a vplsStatusChanged
notification; otherwise, this notification is not
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emtted. "

REFERENCE

"See al so RFC 3413 for explanation that
notifications are under the ultimate control of the
M B nodule in this docunent."”

DEFVAL { fal se }

:={ vplsObjects 7 }

vpl sNot i ficati onMaxRat e OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object indicates the maxi mum nunmber of
notifications issued per second. |f events occur

nore rapidly, the inplenentation may sinply fail to
emt these notifications during that period, or it may
queue themuntil an appropriate time. A value of 0O
means no throttling is applied and events may be
notified at the rate at which they occur."

DEFVAL { 0}

::={ vplsObjects 8 }

-- VPLS Service Notifications

vpl sSt at usChanged NOTI FI CATI ON- TYPE
OBJECTS {
vpl sConfi gVpnl d,
vpl sConfi gAdm nSt at us,
vpl sSt at usOper St at us

}

STATUS current

DESCRI PTI ON
"The vpl sSt at usChanged notification is generated
when there is a change in the adnministrative or
operating status of a VPLS service.

The obj ect instances included in the notification
are the ones associated with the VPLS service
whose status has changed. "

::={ vplsNotifications 1}

vpl sFwdFul | Al ar nRai sed NOTI FI CATI ON- TYPE
OBJECTS {
vpl sConfi gVpnl d,
vpl sConfi gFwdFul | H ghWat er mar k,
vpl sConfi gFwdFul | LowWat er mar k

}
STATUS current
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DESCRI PTI ON
"The vpl skFwdFul | Al ar mRai sed notification is
generated when the utilization of the Forwarding
dat abase is above the val ue specified by
vpl sConfi gFwdFul | H ghWat er mar k.

The obj ect instances included in the notification
are the ones associated with the VPLS service
that has exceeded the threshold.”

::={ vplsNotifications 2 }

vpl sFwdFul | Al ar nCl ear ed NOTI FI CATI ON- TYPE
OBJECTS {
vpl sConfi gVpnl d,
vpl sConf i gFwdFul | H ghWat er mar k,
vpl sConfi gFwdFul | LowWat er mar k

}
STATUS current
DESCRI PTI ON
"The vpl sFwdFul | Al arnCl eared notification is
generated when the utilization of the Forwarding
dat abase is bel ow the val ue specified by
vpl sConfi gFwdFul | LowWat er mar k.

The obj ect instances included in the notification
are the ones associated with the VPLS service
that has fallen below the threshold."

::={ vplsNotifications 3}

-- Conformance Section

vpl sConpl i ances
OBJECT IDENTIFIER ::= { vpl sConformance 1 }
-- Conpliance requirenment for fully conpliant inplenentations

vpl sModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirenent for inplementations that
provide full support for VPLS-GENERI C-M B.
Such devi ces can then be nonitored and configured using
this MB nodule.”
MODULE -- this nodul e

MANDATORY- GROUPS {
vpl sGoup,
vpl sPwBi ndG oup,
vpl sNoti ficati onG oup
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}
::={ vplsConpliances 1}
-- Conpliance requirenment for read-only inplenentations.

vpl sModul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirenent for inplenentations that only
provi de read-only support for VPLS-GENERI C-M B.
Such devi ces can then be nonitored but cannot be
configured using this MB nodul es."

MODULE -- this nodul e

MANDATORY- GROUPS {
vpl sGroup,
vpl sPwBi ndG oup,
vpl sNotificationG oup

}
OBJECT vpl sConf i gNane
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT vpl sConfi gDescr
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sConfi gAdm nSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sConfi gMacLear ni ng
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sConfi gbi scar dunknownDest
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
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OBJECT vpl sConfi gMacAgi ng
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT vpl sConfi gFwdFul | H ghWat er mar k
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT vpl sConfi gFwdFul | LowWat er mar k
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT vpl sConf i gRowsSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sConfi gMu
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sPwBi ndConf i gType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sPwBi ndType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sPwBi ndRowSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

::={ vplsConpliances 2}

-- Units of conformance.

vpl sG oups
OBJECT I DENTIFIER ::= { vpl sConformance 2 }
Nadeau, et al. St andards Track
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vpl sGroup OBJECT- GROUP
OBJECTS {
vpl sConfi gNarme,
vpl sBgpADConf i gRout eDi sti ngui sher,
vpl sBgpRt eTar get RTType,
vpl sBgpRt eTar get RT,
vpl sBgpRt eTar get Rowst at us,
vpl sBgpRt eTar get St or ageType,
vpl sBgpADConfi gPrefi x,
vpl sBgpADConfi gVpl sl d,
vpl sBgpADConf i gRowsSt at us,
vpl sBgpADConf i gSt or ageType,
vpl sConfi gDescr,
vpl sConfi gAdm nSt at us,
vpl sConfi gMacLear ni ng,
vpl sConfi gbi scar dUunknownDest ,
vpl sConfi gMacAgi ng,
vpl sConfi gVpnl d,
vpl sConfi gFwdFul | H ghWat er mar k,
vpl sConfi gFwdFul | LowWat er mar k,
vpl sConf i gRowsSt at us,
vpl sConfi gl ndexNext ,
vpl sConfi gM u,
vpl sConfi gSt or ageType,
vpl sConfi gSi gnal i ngType,
vpl sSt at usOper St at us,
vpl sSt at usPeer Count ,
vpl sSt at usNot i f Enabl e,
vpl sNoti ficati onMaxRat e

}
STATUS current
DESCRI PTI ON
"The group of objects supporting
managenent of L2VPN VPLS servi ces”
:={ vplsGoups 1}

vpl sPwBi ndG oup OBJECT- GROUP
OBJECTS {
vpl sPwBi ndConfi gType,
vpl sPwBi ndType,
vpl sPwBi ndRowsSt at us,
vpl sPwBi ndSt or ageType

}
STATUS current
DESCRI PTI ON
"The group of objects supporting
managemnent of
pseudowire (PW Binding to VPLS."
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:={ vplsGoups 2}

vpl sNotificationG oup NOTI FI CATI ON- GROUP
NOTI FI CATIONS  {
vpl sSt at usChanged,
vpl sFwdFul | Al ar nRai sed,
vpl sFwdFul | Al ar nCl ear ed

}

STATUS current

DESCRI PTI ON

"The group of notifications supporting

the Notifications generated for
VPLS services."

:={ vplsGoups 3}

END
6.2. VPLS-LDP-M B bject Definitions

This M B nodul e nmentions the foll owi ng docunents:
[ RFC2578], [RFC2579], [RFC2580], [RFC5601], and [ RFC4762].

VPLS-LDP-M B DEFINITIONS ::= BEG N
I MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Unsi gned32, transm ssion

FROM SNVPv2- SM -- RFC 2578
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNIVPv2- CONF -- RFC 2580

Tr ut hval ue
FROM SNVPv2- TC -- RFC 2579

pw ndex, pwi D
FROM PW STD-M B -- RFC 5601

vpl sConfi gl ndex, vpl sConfi gNane
FROM VPLS- GENERI C- M B;

vpl sLdpM B MODULE- | DENTI TY
LAST- UPDATED "201405191200Z2" -- 19 May 2014 12: 00: 00 GMr
ORGANI ZATI ON "Layer 2 Virtual Private Networks (L2VPN)
Wor ki ng Group”
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CONTACT- | NFO
Rohit Mediratta
Email: ronmedi ra@i sco. com

The L2VPN Wor ki ng G oup
(email distribution | 2vpn@etf. org,
http://ww.ietf.org/wg/l2vpn/charter/)

DESCRI PTI ON
"Copyright (c) 2014 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

The initial version of this MB nodule was published in
RFC 7257; for full legal notices see the RFC itself.

This M B nodul e contai ns nanaged object definitions for
LDP-signaled Virtual Private LAN Services as in
RFC 4762.

This M B nodul e enabl es the use of any
under | yi ng pseudow re network."

-- Revision history.
REVI SI ON
"201405191200Z2" -- 19 May 2014 12: 00: 00 GMI

DESCRI PTION "I nitial version published as part of RFC 7257."
c:={ transmssion 275 }

-- Top-level components of this MB.
-- Notifications

vpl sLdpNoti fi cati ons OBJECT | DENTI FI ER
:={ vplsLdpM B 0 }

-- Tabl es, Scal ars
vpl sLdpObj ect s OBJECT | DENTI FI ER

::={ vplsLdpM B 1 }
-- Conformance
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vpl sLdpConf or mance OBJECT | DENTI FI ER
:={ vplsLdpM B 2 }

vpl sLdpConfi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vpl sLdpConfi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies information for configuring
and nonitoring LDP-specific paraneters for
Virtual Private LAN Service (VPLS)."

.= { vplsLdpObjects 1}

vpl sLdpConfi gEntry OBJECT- TYPE

SYNTAX Vpl sLdpConfi gEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Arowin this table represents LDP-specific information
for Virtual Private LAN Service (VPLS) in a packet
network. 1t is indexed by vplsConfiglndex, which uniquely
identifies a single VPLS.

Arowis automatically created when a VPLS service is
configured using LDP signaling.

Al of the witable objects values can be

changed when vpl sConfi gRowStatus is in the active(1)
state.

I NDEX { vpl sConfi gl ndex }

::={ vplsLdpConfigTable 1 }

Vpl sLdpConfi gEntry ::=
SEQUENCE {
vpl sLdpConfi gMacAddr W t hdr aw Trut hVal ue
}

vpl sLdpConfi gMacAddr Wt hdr aw OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object specifies if MAC address w t hdrawal

is enabled in this service. |If this object is "true’,
then MAC address withdrawal is enabled. |If ’false’,
then MAC address withdrawal is disabled."

DEFVAL { true }
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::={ vplsLdpConfigEntry 1}
-- VPLS LDP PW Bi ndi ng Tabl e

vpl sLdpPwBi ndTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vpl sLdpPwBi ndEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides LDP-specific information for
an associ ati on between a VPLS service and the
correspondi ng pseudowires. A service can have nore
t han one pseudow re association. Pseudow res are
defined in the pwrlable."

::={ vplsLdpObj ects 2 }

vpl sLdpPwBi ndEntry OBJECT- TYPE

SYNTAX Vpl sLdpPwBi ndEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each row represents an associ ati on between a
VPLS i nstance and one or nore pseudowi res
defined in the pwTable. Each index is unique
in describing an entry in this table. However,
bot h i ndexes are required to define the
one-to-many associ ation of service to pseudow re.

An entry in this table in instantiated only when
LDP signaling is used to configure VPLS service

Each entry in this table provides LDP-specific
information for the VPLS represented by
vpl sConfi gl ndex. "

I NDEX { vpl sConfi gl ndex, pw ndex }

c:= { vpl sLdpPwBi ndTable 1 }

Vpl sLdpPwBi ndEntry :: =

SEQUENCE ({
vpl sLdpPwBi ndMacAddr essLi m t Unsi gned32

vpl sLdpPwBi ndMacAddr essLi mit OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The value of this object specifies the maxi mum
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nunber of |earned and static entries allowed in the
Forwar di ng dat abase for this PWBinding. The value O
means there is nolimt for this PWBIinding."

DEFVAL { 0}

::={ vplsLdpPwBi ndEntry 1 }

-- VPLS LDP Service Notifications

vpl sLdpPwBi ndMacTabl eFul | NOTI FI CATI ON- TYPE

OBJECTS {
vpl sConfi gNane,
pw D
}
STATUS current
DESCRI PTI ON

"The vpl sLdpPwBi ndMacTabl eFul | notification is generated
when the nunber of |earned MAC addresses increases to
the val ue specified in vpl sLdpPwBi ndMacAddressLimt."

c:={ vplsLdpNotifications 1 }

-- Conformance Section

vpl sLdpConpl i ances
OBJECT I DENTIFIER ::= { vpl sLdpConformance 1 }

-- Conpliance requirement for fully conpliant inplenentations

vpl sLdpModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirenent for inplenmentations that
provide full support for VPLS-LDP-M B.

Such devi ces can then be nonitored and configured using
this MB nodule."

MODULE -- this nodul e
MANDATORY- GROUPS {

vpl sLdpG oup,
vpl sLdpNoti fi cati onG oup

}
::={ vplsLdpConpliances 1 }
-- Conpliance requirenment for read-only inplenentations.

vpl sLdpMddul eReadOnl yConpl i ance MODULE- COVPLI ANCE
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STATUS current
DESCRI PTI ON
"Conpliance requirenent for inplenentations that only
provi de read-only support for VPLS-LDP-M B.

Such devices can then be npnitored but cannot be
configured using this MB nodul es."

MODULE -- this nodul e
MANDATORY- GROUPS {

vpl sLdpG oup,
vpl sLdpNoti fi cati onG oup

}
OBJECT vpl sLdpConfi gMacAddr Wt hdr aw
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT vpl sLdpPwBi ndMacAddr essLi mi t
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
::={ vplsLdpConpliances 2 }
-- Units of confornance.

vpl sLdpGr oups
OBJECT I DENTIFIER ::= { vpl sLdpConformance 2 }

vpl sLdpG oup OBJECT- GROUP
OBJECTS {
vpl sLdpConf i gMacAddr Wt hdr aw,
vpl sLdpPwBi ndMacAddr essLi ni t

}
STATUS current
DESCRI PTI ON
"The group of objects supporting
managenent of L2VPN VPLS services using LDP."
c:={ vplsLdpG oups 1 }

vpl sLdpNoti fi cati onG oup NOTI FI CATI ON- GROUP

NOTI FI CATIONS  {
vpl sLdpPwBi ndMacTabl eFul |
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STATUS current
DESCRI PTI ON
"The group of notifications supporting
the Notifications generated for
VPLS LDP Service."
c:={ vplsLdpG oups 2 }

END
6.3. VPLS-BGP-M B bject Definitions
This M B nodul e nentions the foll owi ng docunents:
[ RFC2578], [RFC2579], [RFC2580], [RFC3411],
[ RFC5601], and [ RFC4761].
VPLS-BGP-M B DEFI NI TIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
Unsi gned32, transm ssion

FROM SNWVPv2- SM -- RFC 2578

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv 2- CONF -- RFC 2580

RowSt at us, St orageType
FROM SNWPv2-TC -- RFC 2579

SnipAdmi nStri ng
FROM SNWVP- FRAVEWORK- M B -- RFC 3411

pw ndex
FROM PW STD-M B -- RFC 5601

vpl sConfi gl ndex
FROM VPLS- GENERI C- M B

’

vpl sBgpM B MODULE- | DENTI TY

LAST- UPDATED "201405191200Z" ~-- 19 May 2014 12:00: 00 GMI

ORGANI ZATI ON "Layer 2 Virtual Private Networks (L2VPN)

Wor ki ng G- oup”
CONTACT- | NFO

V. J. Shah
Emai | : vshah@ uni per. net
Nadeau, et al. St andards Track

July 2014
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The L2VPN Working Goup (email distribution |2vpn@etf.org,
http://ww.ietf.org/wg/l2vpn/charter/)

DESCRI PTI ON
"Copyright (c) 2014 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

The initial version of this MB nodul e was published in
RFC 7257; for full legal notices see the RFC itself.

This M B nodul e contai ns nanaged object definitions for
BGP signaled Virtual Private LAN Service as in
RFC 4761.

This M B nodul e enabl es the use of any underlying
pseudow re network."

-- Revision history.
REVI SI ON
"201405191200Z2" -- 19 May 2014 12: 00: 00 GMI

DESCRI PTION "I nitial version published as part of RFC 7257."
o= { transm ssion 276 }

-- Top-level components of this MB.

-- Tables, Scalars
vpl sBgphj ect s OBJECT | DENTI FI ER
:={ vplsBgpM B 1 }
-- Conformance
vpl sBgpConf or mance OBJECT | DENTI FI ER
::={ vplsBgpMB 2 }

-- Vpls Bgp Config Table

vpl sBgpConfi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vpl sBgpConfi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"This table specifies information for configuring
and nonitoring BGP-specific paranmeters for
Virtual Private LAN Service (VPLS)."

.= { vplsBgpObjects 1}

vpl sBgpConfi gEntry OBJECT- TYPE

Vpl

vpl

Nadeau

SYNTAX Vpl sBgpConfi gEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Arowin this table represents BGP-specific information
for Virtual Private LAN Service (VPLS) in a packet

network. It is indexed by vplsConfiglndex, which uniquely
identifies a single instance of a VPLS service.

Arowis automatically created when a VPLS service is
created that is configured to use BGP signaling.

Al of the witabl e object values can be
changed when vpl sConfigRowStatus is in the active(1)
state.

I NDEX { vpl sConfi gl ndex }
::= { vpl sBgpConfigTable 1}

sBgpConfigEntry ::=
SEQUENCE {
vpl sBgpConfi gVERangeSi ze Unsi gned32

sBgpConfi gVERangeSi ze OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"Specifies the size of the range of VPLS Edge
Identifier (VEID) in this VPLS service. This
nunber controls the size of the |abel block
advertised for this VE by the PE. A value of 0
i ndicates that the range is not configured and
the PE derives the range value fromreceived
adverti senents from ot her PEs.

The VE ID takes 2 octets in VPLS BGP NLRI according
to RFC 4761. Hence we have linmted the range of
this object to 65535."

DEFVAL {0}
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::={ vplsBgpConfigEntry 1}
-- Vpls Edge Device (VE) ldentifier Table

vpl sBgpVETabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vpl sBgpVEEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e associates VPLS Edge devices to a VPLS service"
.= { vplsBgpOhjects 2 }

vpl sBgpVEEntry OBJECT- TYPE

SYNTAX Vpl sBgpVEEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table is created for each VE ID
configured on a PE for a particular VPLS service
i nst ance.

Entries in this table may be created or del eted
through SNWP, as side effects of consol e or other
non- SNMP managenent commands, or upon |earning via
aut odi scovery.

It is optional for the agent to allow entries to be
created that point to nonexistent entries in
vpl sConfi gTable."

I NDEX { vpl sConfi gl ndex, vplsBgpVElId }

::={ vplsBgpVETable 1}

Vpl sBgpVEEnt ry ::= SEQUENCE {
vpl sBgpVEI d Unsi gned32,
vpl sBgpVENane SnnpAdmi nStri ng,

vpl sBgpVEPr ef erence Unsi gned32,
vpl sBgpVERowSt at us RowSt at us
vpl sBgpVESt or ageType St orageType

}

vpl sBgpVElI d OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A secondary index identifying a VE within an
i nstance of a VPLS service.
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The VE ID takes 2 octets in VPLS BGP NLRI according
to RFC 4761. Hence, we have limted the range of
this object to 65535."

::={ vplsBgpVEEntry 1 }

vpl sBgpVENanme OBJECT- TYPE

SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"Descriptive name for the site or user-facing PE
(U-PE) associated with this VE ID."

DEFVAL { "" }

::={ vplsBgpVEEntry 2 }

vpl sBgpVEPr ef er ence OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Specifies the preference of the VEID on this
Provider Edge (PE) if the site is multihoned
and VE IDis reused.”

DEFVAL {0}
::={ vplsBgpVEEntry 3}

vpl sBgpVERowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or
delete a rowin this table.

Al'l other objects in this row nust be set to valid
val ues before this object can be set to active(1).

When a rowin this table is in active(l) state, no
objects in that row can be nodified except
vpl sBgpSi t eRowst at us. "

::={ vplsBgpVEEntry 5 }

vpl sBgpVESt or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This variable indicates the storage type for this
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row. "
DEFVAL { volatile }
::={ vplsBgpVEEntry 6 }

-- VPLS BGP PW Bi ndi ng Tabl e

vpl sBgpPwBi ndTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vpl sBgpPwBi ndEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides BGP-specific information for
an associ ati on between a VPLS service and the
correspondi ng pseudowi res. A service can have nore
than one pseudow re association. Pseudowires are
defined in the pwrlable."

::={ vplsBgpOhjects 3}

vpl sBgpPwBi ndEntry OBJECT- TYPE

SYNTAX Vpl sBgpPwBi ndEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each row represents an associ ati on between a
VPLS i nstance and one or nore pseudowi res
defined in the pwlabl e. Each index is unique
in describing an entry in this table. However,
both i ndexes are required to define the one
to many association of service to pseudow re.

An entry in this table in instantiated only when
BGP signaling is used to configure VPLS service

Each entry in this table provides BGP-specific
informati on for the VPLS represented by
vpl sConfi gl ndex. "

I NDEX { vpl sConfi gl ndex, pw ndex }

1= { vpl sBgpPwBi ndTable 1 }

Vpl sBgpPwBi ndEntry :: =

SEQUENCE {
vpl sBgpPwBi ndLocal VEI d Unsi gned32
vpl sBgpPwBi ndRenot eVEI d Unsi gned32
vpl sBgpPwBi ndLocal VEI d OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"lIdentifies the local VE with which this pseudow re
i s associ at ed.

The VE ID takes 2 octets in VPLS BGP NLRI according
to RFC 4761. Hence, we have linited the range of
this object to 65535."

1= { vpl sBgpPwBi ndEntry 1 }

vpl sBgpPwBi ndRenot eVEI d OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"ldentifies the renote VE with which this pseudow re
i s associ at ed.

The VE ID takes 2 octets in VPLS BGP NLRI according
to RFC 4761. Hence, we have linited the range of
this object to 65535."

2= { vpl sBgpPwBi ndEntry 2 }

-- Conformance Section
-- Conpliance requirerment for fully conpliant inplenentations

vpl sBgpConpl i ances
OBJECT I DENTIFIER ::= { vpl sBgpConfornmance 1 }

vpl sBgpModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirenent for inplementations that
provide full support for VPLS-BGP-M B.

Such devi ces can then be nonitored and configured using
this MB nodule.”

MODULE -- this nodul e
MANDATORY- GROUPS {
vpl sBgpConfi gG oup,
vpl sBgpVEG oup,
vpl sBgpPwBi ndG oup
::={ vpl sBgpConpliances 1 }

-- Conpliance requirenment for read-only inplenentations.
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vpl sBgpModul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirenent for inplenentations that only
provi de read-only support for VPLS-BGP-M B.
Such devi ces can then be nonitored but cannot be
configured using this MB nodul es."

MODULE -- this nodul e

MANDATORY- GROUPS {
vpl sBgpConfi gG oup,
vpl sBgpVEG oup,
vpl sBgpPwBi ndG oup

OBJECT vpl sBgpConfi gVERangeSi ze
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sBgpVENane
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sBgpVEPr ef er ence
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT vpl sBgpVERowWSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
::={ vpl sBgpConpliances 2 }
-- Units of confornmance.
vpl sBgpG oups
OBJECT | DENTIFIER ::= { vpl sBgpConformance 2 }
vpl sBgpConfi gG oup OBJECT- GROUP

OBJECTS {
vpl sBgpConfi gVERangeSi ze
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STATUS current

DESCRI PTI ON
"The group of objects supporting configuration
of L2VPN VPLS servi ces using BGP."

::={ vplsBgpGoups 1}

vpl sBgpVEG oup OBJECT- GROUP
OBJECTS {
vpl sBgpVENane,
vpl sBgpVEPr ef er ence,
vpl sBgpVERowSt at us,
vpl sBgpVESt or ageType

STATUS current
DESCRI PTI ON
"The group of objects supporting managenent of VPLS
Edge devices for L2VPN VPLS servi ces using BGP. "
::={ vpl sBgpG oups 2 }

vpl sBgpPwBi ndG oup OBJECT- GROUP
OBJECTS {

vpl sBgpPwBi ndLocal VEI d,

vpl sBgpPwBi ndRenot eVEI d

STATUS current
DESCRI PTI ON
"The group of objects supporting management of
pseudowi res for L2VPN VPLS services using BGP."
::={ vplsBgpGoups 3}

END
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7

Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
envi ronments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and their
sensitivity/vulnerability:

vpl sConfi gTabl e:

vpl sPwBi ndTabl e:

vpl sBgpADConfi gTabl e:
vpl sBgpRt eTar get Tabl e:
vpl sLdpPwBi ndTabl e:
vpl sLdpConfi gTabl e:
vpl sBgpConfi gTabl e:
vpl sBgpVETabl e:

OO0OO0OO0OO0OO0OO0OOo

The tables listed above contain read-create/read-wite objects
that can be used to configure or nodify a LDP/BGP VPLS service
Any i nproper configuration or nodification of objects in these
tabl es can di srupt VPLS services.

The use of stronger mechani snms such as SNWPv3 security shoul d be
consi dered where possible for configuring these objects.
Specifically, SNMPv3 Vi ew based Access Control Mdel (VACM and
User - based Security Mddel (USM MJST be used with any v3 agent
that provides SET access to these tables.

o vplsNotificati onMaxRate
Setting this object to a very high value can cause a notification
stormthat may di srupt network service

Most of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVWP. These readabl e objects are contained in the
fol |l owi ng tabl es:

vpl sConfi gTabl e

vpl sSt at usTabl e

vpl sPwBi ndTabl e

vpl sBgpADConfi gTabl e
vpl sBgpRt eTar get Tabl e
vpl sLdpPwBi ndTabl e

OO0OO0O00o
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vpl sLdpConfi gTabl e
vpl sBgpConfi gTabl e
vpl sBgpVETabl e

vpl sBgpPwBi ndTabl e

O O0OO0Oo

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/delete) the objects in this
M B nodul e.

| mpl enent ati ons SHOULD provi de the security features described by the
SNWPv3 framework (see [ RFC3410]), and inplenentations claimng
compliance to the SNMPv3 standard MJST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. |Inplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

8. | ANA Consi derati ons

The M B nodules in this docunment use the foll ow ng | ANA-assi ghed
OBJECT | DENTI FI ER val ues recorded in the SM Numbers registry.

8.1. | ANA Considerations for VPLS-GENER C-M B

The | ANA has assigned { transmission 274 } to the VPLS-GENERI C-M B
modul e specified in this docunent.

8. 2. | ANA Consi derations for VPLS-LDP-M B

The | ANA has assigned { transmission 275 } to the VPLS-LDP-M B nodul e
specified in this docunent.

8. 3. | ANA Consi derations for VPLS-BGP-M B

The |1 ANA has assigned { transmission 276 } to the VPLS-BGP-M B nodul e
specified in this docunent.
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