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Abst ract

Thi s specification defines a Uniform Resource Nane (URN) nanespace
for the d obal System for Mbbil e Communi cati ons Associ ati on ( GSMA)
and a Nanmespace Specific String (NSS) for the International Mobile
station Equi pnent ldentity (IMEl), as well as an associ ated paraneter
for the International Mdbile station Equipnent Identity and Software
Version nunber (IMEISV). The IMEI and | MEI SV were introduced as part
of the specification for the GSM and are al so now i ncorporated by the
3rd Generation Partnership Project (3GPP) as part of the 3GPP
specification for GSM Universal Mdbile Tel econmuni cati ons System
(UMIS), and 3GPP Long Term Evolution (LTE) networks. The IMElI and

| MEI SV are used to uniquely identify Mbile Equi pnent within these
systens and are managed by the GSMA. URNs fromthis nanmespace al nost
al ways contain personally identifiable information and need to be
treated accordingly.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/infol/rfc7254.
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Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the I ETF Trust the right to allow
modi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1. I nt roduction

Thi s specification defines a Uniform Resource Nane (URN) nanespace
for the d obal System for Mbile Comruni cati ons Associ ati on ( GSMA)
and a Nanmespace Specific String (NSS) for the International Mbile
station Equi prrent ldentity (IMEl), as well as an associ ated paraneter
for the International Mdbile station Equipnent Identity and Software
Versi on nunber (I MElISV) as per the nanespace registration requirenent
found in RFC 3406 [1]. The Namespace ldentifier (NID) 'gsna’ is for
identities used in GSM Universal Mobile Tel ecommunicati ons System
(UMrS), and Long Term Evolution (LTE) networks. The |IMEl and the

| MEI SV are managed by the GSMA, so this NID is nanaged by the GSMA.
VWhile this specification currently defines only the *inmei’ NSS under
the "gsma’ NI D, additional NSS under the 'gsma’ NI D rmay be specified
in the future by the GSMA, using the procedure for URN NSS changes
and additions (currently through the publication of future

I nformati onal RFCs approved by | ETF consensus).

Montenurro, et al. I nf or mat i onal [ Page 3]



RFC 7254 The GSMA and | MEI URN May 2014

The I MElI is 15 decimal digits long and includes a Type Allocation
Code (TAC) of 8 decinmal digits and a Serial Nunber (SNR) of 6 decinma
digits plus a Spare decimal digit. The TAC identifies the type of
the Mobil e Equi prent and is chosen froma range of val ues allocated
to the Mobile Equi pnent nmanufacturer in order to uniquely identify
the nodel of the Mobile Equi pnent. The SNR is an individual serial
number that uniquely identifies each Mbile Equipnment device within
the TAC. The Spare digit is used as a Check digit to validate the
IMElI and is always set to the value O when transnmitted by the Mbile
Equi pnent .

The IMEISV is 16 decimal digits long and includes the TAC and SNR
same as for the IMEl, but also includes a 2 decinmal digit Software
Versi on Nurmber (SVN), which is allocated by the Mbile Equi pnent
manuf acturer to identify the software version of the Mbile

Equi pnent .

The information here is meant to be a concise guide for those wi shing
to use the IMEl and I MEISV as URNs. Nothing in this docunment should
be construed to override 3GPP Techni cal Specification (TS) 23.003
[2], which specifies the I MEl and | MEI SV

The GSMA is a gl obal trade association representing nearly 800 nobile
phone operators across 220 territories and countries of the world.
The primary goals of the GSMA are to ensure that nobile phones and
wi rel ess services work globally and are easily accessible. Further
details about the GSMA's role in allocating the | MEl and the | MEl SV,
as well as the IMElI and | MEI SV all ocation guidelines, can be found in
GSMA Per manent Reference Docunent (PRD) TS.06 [3].

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [4].

3. Nanespace Registration Tenplate
Namespace I D:  ’'gsma’
Regi stration | nfornation:
Regi stration version nunber: 1

Regi stration date: 2014-01-12

Montenurro, et al. I nf or mat i onal [ Page 4]



RFC 7254 The GSMA and | MEI URN May 2014

Decl ared regi strant of the namespace:

Regi stering organi zati on:

Nanme: GSM Associ ation

Address: 1st Floor, Md City Pl ace,
71 Hi gh Hol born, London, England

Desi gnat ed contact person

Name: Paul Gosden

Coordi nates: pgosden@sna. com

Decl aration of syntactic structure:
The identifier is expressed in Anerican Standard Code for
I nformation Interchange (ASCI1) characters and has a hierarchica

structure expressed using the Augnmented Backus- Naur Form ( ABNF)
defined in RFC 5234 [5], as follows:

gsma-urn = "urn:" gsma-NID ":" gsma- NSS
gsma- NI D = "gsm"
gsma- NSS = imei-specifier / future-gsnma-specifier
i mei -specifier ="inmei:" ( imeival / ext-inmei )
[ ";" swversion-param ]
[ ";" inei-version-param]

ext-inmei = gsma-defined-nonenmpty ; GSMA defi ned and
; | ETF consensus
;required

SW- Ver si on- param "svn=" sof tware-version

i mei -versi on-param = "vers=" inei-version-va
sof t war e- ver si on =2DAT

i mei -version-val =DAT
future-gsma-specifier = future-specifier

*( ";" future-param)
gsma- def i ned- nonenpty ; GSMA defi ned

future-specifier

future-param par-name [ EQUAL par-val ue ]

par - name gsma- def i ned- nonenpt y
par - val ue gsma- def i ned- nonenpty
EQUAL o

gsma- def i ned- nonenpty
gsma- ur n- char

1*gsma- ur n- char
ALPHA / DIGAT
T A B B
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An NSS for the I MEl is defined under the 'gsma’ N D

An IMElI is an identifier under the "gsma’ N D that uniquely
identifies the nobile devices used in the GSM UMS, and LTE
net wor ks.

The representation of the IMEl is defined in 3GPP TS 23.003 [2].
To accurately represent an I MEl received in a cellular signaling
message (see 3GPP TS 24.008 [6]) as a URN, it is necessary to
convert the received binary (Binary Coded Deci mal (BCD)) encoded
bit sequence to a decimal digit string representation. Each field
has its representation for humans as a decimal digit string with
the nost significant digit first.

The foll owi ng ABNF includes the set of core rules in RFC 5234 [5];
the core rules are not repeated here.

A URNwith the "inei’ NSS contains one 'ineival’, and its forml
definition is provided by the following ABNF (RFC 5234) [5]:

imeival = tac "-" snr "-" spare
tac =8DAT
snr =6DGAT
spare =DdAT

<future-gsnma-specifier> and <gsma-defi ned-nonenpty> can conpri se
any ASCI| characters conpliant with the above ABNF.

The GSMA will take responsibility for the 'gsma’ nanespace,
including the *imei’ NSS.

Addi tional NSS rmay be added for future identifiers needed by the
GSMA, at their discretion. Only URNs with the "inei’ NSS are
considered to be "GSMA | MEI URNs", and use in | ETF protocols of
other NSS that mght be defined in the future will require | ETF
consensus.

Re

evant ancillary docunentati on:

See | MEI Allocation and Approval GCuidelines (GSMA PRD TS.06) [ 3]
and 3GPP TS 23.003 [2].
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Identifier uniqgueness considerations:

ldentifiers under the 'gsma’ NI D are defined and assigned by the
GSMA after ensuring that the URNs to be assigned are uni que.

Uni queness i s achieved by checking against the | ANA registry of
previ ously assi gned nanes.

Procedures are in place to ensure that each I MEl is uniquely
assigned by the Mbile Equi pment manufacturer so that it is
guaranteed to uniquely identify that particul ar Mbile Equi pnent
devi ce.

Procedures are in place to ensure that each | MEI SV is uniquely
assigned by the Mbile Equi pment manufacturer so that it is
guaranteed to uniquely identify that particul ar Mbile Equi prent
device and the specific software version install ed.

Identifier persistence considerations:

The GSMA is conmitted to maintaining uni queness and persi stence of
all resources identified by assigned URNs.

As the NI D sought is 'gsna’ and "GSMA" is the |ong-standing
acronym for the trade association that represents the nobile phone
operators, the URN should al so persist indefinitely (at |east as
long as there is a need for its use). The assignnent process
guarantees that names are not reassigned. The binding between the
nane and its resource i s pernanent.

The TAC and SNR portions of the IMEl and | MEI SV are permanently
stored in the Mbile Equiprment, so they remain persistent as |ong
as the Mobil e Equi pnent exists. The process for TAC and SNR
assignnent is docunmented in GSMA PRD TS. 06 [3], and once assigned,
the TAC and SNR val ues are not reassigned to other Mobile

Equi pnent devices. The SVN portion of the | MEI SV may be nodified
by software when new versions are installed but should be
persistent for the duration of the installation of that specific
versi on of software

Process of identifier assignnent:
The GSMA wi |l nmanage the <NSS> (including "inmei’) and
<future-gsma-specifier> identifier resources to maintain

uni queness.

The process for IMEI and | MEI SV assignnent is docunmented in GSMA
PRD TS. 06 [3].
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Process for identifier resolution:

Since the "gsma’ NSS is not currently globally resolvable, this is
not appli cabl e.

Rul es for Lexical Equival ence:
Two GSMA | MEI URNs are equivalent if they have the sane 'ineival
val ue, and the same paraneter values in the sanme sequential order
with the exception that the 'vers=0" paraneter is to be ignored
for the purposes of conparison. Al of these conparisons are to
be case insensitive.

Any identifier in the 'gsma’ NSS can be conpared using the norma
mechani sms for percent-encoded UTF-8 strings (see RFC 3629 [7]).

Conf ormance wi th URN Synt ax:

The string representation of the 'gsma’ NID and of the "inei’ NSS
is fully conpatible with the URN syntax (see RFC 2141 [8]).

Val i dati on mechani sm
The | MEI can be validated using the nmechani smdefined in Annex B
of 3GPP TS 23.003 [2]. There is no nmechanismdefined to validate
the SYN field of the I Ml SV
Scope: The GSMA URN is global in scope.
4. Specification

4. 1. | MEl Paraneters

The optional 'vers' paraneter and the "ext-inei’ field in the ABNF

are included for extensibility of the "inei’ NSS -- for example, if
the IMElI format is extended in the future (such as with additiona
digits or using hex digits). 1In this case, the 'vers' paraneter

woul d contain a non-zero value and the '"ext-inmei’ would be further
defined to represent the syntax of the extended | MEI format. A value
of the 'vers’ paraneter equal to O or the absence of the 'vers
paraneter neans the URN format is conpliant with the format specified
her e.

Any change to the format of the "inei’ NSS requires the use of the
procedure for URN NSS changes and additions (currently through the
publication of future Informational RFCs approved by | ETF consensus).
The use of the 'vers’' paraneter was chosen for extensibility instead
of defining a new NSS (e.g., 'imei2 ) because it is likely that many
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applications will only need to performstring conpares of the
"ineival’. So, even if the format or length of the ’'ineival’ changes
in the future, such applications should continue to work w thout
havi ng to be updated to understand a new NSS.

RFC 7255 [10] specifies how the GSMA | MEI URN can be used as an
instance ID as specified in RFC 5626 [11]. Any future value of the
"vers’' paraneter other than 0, or the definition of additiona
paraneters that are intended to be used as part of an instance |ID,
will require an update to RFC 7255 [10].

For exanpl e:
urn: gsma: i nei : 90420156- 025763- 0; ver s=0
The IMEISV is an identifier that uniquely identifies nobile devices
and their associated software versions used in the GSM UMS, and LTE
networks. The representation of the IMEISV is defined in 3GPP TS
23.003 [2].
To represent the I MEISV, the URN paraneter 'svn’ is appended to the
GSMA | MEI URN and set equal to the decimal string representation of
the two software version nunber (svn) digits in the IMEISY, and the
Spare digit inthe IMEl "ineival’ is set to zero
For exanpl e:
urn: gsma: i nei : 90420156- 025763- 0; svn=42
4.2. | MEI Format
4.2.1. Type Al ocation Code (TAC

The TACis an 8 decimal digit value. The TAC identifies the type of
the Mobil e Equi pnent and is chosen froma range of val ues allocated
to the Mobile Equipnent manufacturer in order to uniquely identify
the nmodel of the Mobile Equipnent.

4.2.2. Serial Nunber (SNR)
The SNRis a 6 decimal digit value. The SNR is an individual seria

number that uniquely identifies each Mbile Equipnment device within
t he TAC.
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4.2.3. Spare

4.2

4. 3.

4. 3.

Mon

The Spare is a single decimal digit. Wen the IMEl is stored on the
Mobi | e Equi prent and network equi pnent, it contains a value that is
used as a Check digit and is intended to avoid manual reporting
errors (e.g., when custoners register stolen nobiles at the
operator’s customer care desk) and also to hel p guard agai nst the
possibility of incorrect entries being provisioned in the network
equi prent. The Spare is always set to zero when transnmitted by the
Mobi | e Equi prrent (i ncluding when in the IMEl URN format). Annex B of
3GPP TS 23.003 [2] specifies a nechanismfor conputing the actua
Check digit in order to validate the TAC and SNR

.4. Binary Encoding

When included in a cellular signaling nessage, the IMEl format is 15
decimal digits encoded in 8 octets, using BCD as defined in 3GPP TS
24.008 [6]. Figure 1 is an abstract representati on of a BCD encoded
I MEI stored in nenory (the actual storage format in nenory is

i mpl ementation specific). In Figure 1, the nost significant digit of
the TACis coded in the least significant bits of octet 1. The nost
significant digit of the SNRis coded in the |least significant bits
of octet 5. The Spare digit is coded in the |east significant bits
of octet 8. When included in an identity elenent in a cellular
signal i ng nessage, the nmost significant digit of the TACis

included in digit 1 of the identity element in Figure 10.5.4 of

3GPP TS 24.008 [6].

14 13 12 1110 9 8 7 6 5 4 3 2 1 0 Decinmal Digits
T S

I I | S|
I T I S | Pl
I A I N | al
I c I R | r|
I I | el
+e -t S R S R R . S R +-- - -+
1 2 3 4 5 6 7 8 Cctets

Figure 1: | MEl Format
I MEI SV For nat
1. Type Allocation Code (TAC

The TAC is the sane as the TACin the IMElI (see Section 4.2.1).
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4.3.2. Serial Number (SNR)
The SNR is the sane as the SNRin the I MEl (see Section 4.2.2).
4.3.3. Software Version Nunber (SVN)

The Software Version Number is allocated by the nobile device
manuf acturer to identify the software version of the nobile device

4.3.4. Binary Encoding

When included in a cellular signaling nessage, the IMEISV format is
16 decimal digits encoded in 8 octets using BCD as defined in 3GPP TS

24.008 [6]. Figure 2 is an abstract representati on of a BCD encoded
| MEI SV stored in nmenory (the actual storage format in nenory is
i npl ementation specific). In Figure 2, the nost significant digit of

the TACis coded in the npost significant bits of octet 1. The nost
significant digit of the SNRis coded in the nost significant bits of
octet 5. The nost significant digit of the SYNis coded in the nopst
significant bits of octet 8. Wen included in an identity element in
a cellul ar signaling nmessage, the nost significant digit of the TAC
is included in digit 1 of the identity elenent in Figure 10.5.4 of
3GPP TS 24.008 [6].

15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0 Decimal Digits
T T S i S S S

I I
I T I S | S |
I A I N | VvV |
I C I R | N |
I I I I
Femmm- Fammm- Fammm- Fammm- Femmm- Fammm- Fammm- Femmm- +
1 2 3 4 5 6 7 8 Cctets

Figure 2: | MEl SV For nat
5. Community Considerations

GSM UMIS, and LTE nobile devices will be interoperating with
Internet devices for a variety of voice and data services. To do
this, they need to nake use of Internet protocols that will operate
end to end between devices in GSM UMIS/ LTE networks and those in the
general Internet. Some of these protocols require the use of URNs as
identifiers. Wthin the GSM UMIS/ LTE networ ks, nobile devices are
identified by their IMEl or IMEISV. Internet users will need to be
able to receive and include the GSMA URN in various Internet protoco
elenments to facilitate conmuni cati on between pure |nternet-based

devi ces and GSM UMIS/ LTE nobi |l e devices. Thus, the existence and
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syntax of these nanmespaces need to be available to the genera
Internet community, and the namespace needs to be reserved with | ANA
in order to guarantee uni queness and prevent potential nanmespace
conflicts both within the Internet and within GSM UMIS/ LTE net wor ks.
Conversely, Internet inplementations will not generally possess |ME
identifiers. The identifiers generated by such inplenmentations wll
typically be URNs within nanespaces other than ’'gsnma’ and nay,
dependi ng on context, even be non-URN URIs. Inplenentations are
advised to be ready to process URIs other than 'gsma’ nanespaced
URNs, so as to aid in interoperability.

6. Nanespace Consi derations

A URN was considered the nost appropriate URI to represent the | ME
and I MEI SV, as these identifiers may be used and transported
simlarly to the Universally Unique ldentifier (UU D), whichis
defined as a URN in RFC 4122 [12]. Since specifications for
protocols that are used to transport device identifiers often require
the device identifier to be globally unique and in the URN format, it
is necessary that the URN formats are defined to represent the | ME
and | MEI SV

7. |1 ANA Consi derations

In accordance with BCP 66 (RFC 3406) [1], | ANA has registered the
Formal URN Nanespace 'gsma’ in the "Uniform Resource Names (URN)
Nanespaces” registry, using the registration tenplate presented in
Section 3 of this docunent.

8. Security and Privacy Considerations

IMEls (but with the Spare value set to the value of the Check digit)
are di spl ayable on nost nobile devices and in many cases are printed
on the case within the battery conmpartnent. Anyone with brief

physi cal access to the nobile device can therefore easily obtain the
IMEI. Therefore, IMEls MIUST NOT be used as security capabilities
(identifiers whose nmere possession grants access). Unfortunately,
there are currently exanples of sone applications that are using the
I MEI for authorization. Also, sonme service provider’s custoner
service departnents have been known to use know edge of the IMEl as
"proof" that the caller is the legitimte owner of the nobile device.
Both of these are inappropriate uses of the | MEl

VWil e the specific software version of the nobile device only
identifies the | ower-layer software that has undergone and passed
certification testing, and not the operating systemor application
software, the software version could identify software that is

vul nerable to attacks or is known to contain security hol es.
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Therefore, the I MEI SV MUST only be delivered to trusted entities
within carrier networks and not provided to the Internet at |arge, as
it could help a malicious device identify that the nobile device is
running software that is known to be vulnerable to certain attacks.
This concern is simlar to concerns regarding the use of the
User - Agent header in the Session Initiation Protocol (SIP) as
specified in RFC 3261 [13]. Therefore, the IMEISV (that is, the | ME
URN with a 'svn’ paraneter) MJST NOT be delivered to devices that are

not trusted. IMEls are al nmost always personally identifiable
informati on, and so these URNs MJST be treated as personally
identifiable information in all cases. |In order to prevent violating

a user’s privacy, the IMEl URN MJUST NOT be included in nessages
i ntended to convey any |evel of anonymity.

Since the IMEl is permanently assigned to the nobile device and is
not nodified when the ownership of the nobile device changes (even
upon a conplete software rel oad of the device), the I MEl URN MJUST NOT
be used as a user identifier or user address by an application

Using the IMEI to identify a user or as a user address could result
in comruni cati ons destined for a previous owner of a device being
recei ved by the new device owner or could allow the new device owner
to access information or services owned by the previous device owner

Additionally, since the IMEl identifies the nobile device, it
potentially could be used to identify and track users for the
pur poses of surveillance and call data mining if sent in the clear.

Since the IMEl is personally identifiable information, uses of the
IMEl URN with | ETF protocols require a specification and | ETF Expert
Review [14] in order to ensure that privacy concerns are
appropriately addressed. Protocols carrying the I MEl URN SHOULD at a
m ni mum use channels that are strongly hop-by-hop encrypted, and it

i s RECOVMMENDED t hat end-to-end encryption be used.

Addi tional security considerations are specified in 3GPP TS 22.016
[9]. Specifically, the IMEl is to be incorporated in a nodul e that
is contained within the terminal. The IMEl SHALL NOT be changed
after the termnal’s production process. It SHALL resist tampering,
i.e., manipul ati on and change, by any neans (e.g., physical,

el ectrical, and software).
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