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Abst ract

Thi s docunent specifies a new certificate type and two TLS extensions
for exchanging raw public keys in Transport Layer Security (TLS) and
Dat agram Transport Layer Security (DTLS). The new certificate type
all ows raw public keys to be used for authentication

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc7250
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1. Introduction

Traditionally, TLS client and server public keys are obtained in PKIX
containers in-band as part of the TLS handshake procedure and are
val i dat ed using trust anchors based on a [PKIX] certification
authority (CA). This nethod can add a conplicated trust relationship
that is difficult to validate. Exanples of such conplexity can be
seen in [Defeating-SSL]. TLS is, however, also comonly used with
self-signed certificates in smaller deploynments where the self-signed
certificates are distributed to all involved protocol endpoints out-
of -band. This practice does, however, still require the overhead of
the certificate generation even though none of the information found
inthe certificate is actually used.

Alternative nethods are available that allow a TLS client/server to
obtain the TLS server/client public key:

o0 The TLS client can obtain the TLS server public key froma DNSSEC
secured resource record usi ng DNS-Based Aut hentication of Named
Entities (DANE) [ RFC6698].

o0 The TLS client or server public key is obtained froma [ PKIX]
certificate chain froma Lightweight Directory Access Protoco
[ LDAP] server or web page.

o0 The TLS client and server public key is provisioned into the
operating systemfirmvare i mage and updated via software updates.
For exanpl e:

Sone smart objects use the UDP-based Constrai ned Application
Protocol [CoAP] to interact with a Web server to upl oad sensor
data at regular intervals, such as tenperature readings. CoAP can
utilize DTLS for securing the client-to-server conmmunication. As
part of the manufacturing process, the enbedded device nmay be
configured with the address and the public key of a dedi cated CoAP
server, as well as a public/private key pair for the client

itself.

Thi s docunent introduces the use of raw public keys in TLS/ DTLS

Wth raw public keys, only a subset of the information found in
typical certificates is utilized: nanely, the SubjectPublicKeylnfo
structure of a PKIX certificate that carries the paraneters necessary
to describe the public key. Qher paraneters found in PKIX
certificates are omtted. By omtting various certificate-related
structures, the resulting raw public key is kept fairly small in
conparison to the original certificate, and the code to process the
keys can be sinpler. Only a mininmalistic ASN. 1 parser is needed;
code for certificate path validation and other PKIX-rel ated
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processing is not required. Note, however, the SubjectPublicKeylnfo
structure is still in an ASN.1 format. To further reduce the size of
the exchanged information, this specification can be conbined with
the TLS Cached Info extension [ CACHED-I NFQ, which enables TLS peers
to exchange just fingerprints of their public keys.

The nechani sm defined herein only provides authenticati on when an
out - of - band nmechanismis also used to bind the public key to the
entity presenting the key.

Section 3 defines the structure of the two new TLS ext ensi ons,

client _certificate type and server_certificate_type, which can be
used as part of an extended TLS handshake when raw public keys are to
be used. Section 4 defines the behavior of the TLS client and the
TLS server. Exanple exchanges are described in Section 5. Section 6
describes security considerations with this approach. Finally, in
Section 7 this docunment registers a new value to the | ANA "TLS
Certificate Types" subregistry for the support of raw public keys.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

We use the ternms "TLS server" and "server" as well as "TLS client"”

and "client" interchangeably.
3. Structure of the Raw Public Key Extension

This section defines the two TLS extensions client_certificate_type
and server_certificate_type, which can be used as part of an extended
TLS handshake when raw public keys are used. Section 4 defines the
behavi or of the TLS client and the TLS server using these extensions.

Thi s specification uses raw public keys whereby the already avail abl e
encoding used in a PKIX certificate in the formof a

Subj ect Publ i cKeyl nfo structure is reused. To carry the raw public
key within the TLS handshake, the Certificate payload is used as a
container, as shown in Figure 1. The shown Certificate structure is
an adaptation of its original form][RFC5246].
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opaque ASN. 1Cert<1..2724-1>;

struct {
sel ect(certificate type){

/1 certificate type defined in this docunent.
case RawPubl i cKey:
opaque ASN. 1 subj ect Publ i cKeyl nf o<1..2"24-1>;

/1 X. 509 certificate defined in RFC 5246
case X 5009:
ASN. 1Cert certificate |ist<0..2"24-1>;

/1 Additional certificate type based on
[l "TLS Certificate Types" subregistry
b
} Certificate;

Figure 1: Certificate Payload as a Contai ner for the Raw Public Key

The Subj ect Publ i cKeylnfo structure is defined in Section 4.1 of RFC
5280 [PKI X] and not only contains the raw keys, such as the public
exponent and the nodul us of an RSA public key, but also an algorithm
identifier. The algorithmidentifier can also include paraneters.
The Subj ect Publ i cKeylnfo value in the Certificate payl oad MJST
contain the DER encoding [ X. 690] of the SubjectPublicKeylnfo. The
structure, as shown in Figure 2, therefore also contains |ength
information. An exanple is provided in Appendi x A

Subj ect Publ i cKeyl nfo ::= SEQUENCE {
al gorithm Al gorithmdentifier
subj ect Publ i cKey BIT STRING }
Al gorithm dentifier ;1= SEQUENCE {
al gorithm OBJECT | DENTI FI ER,
par aneters ANY DEFI NED BY al gorithm OPTI ONAL }

Figure 2: SubjectPublicKeylnfo ASN.1 Structure

The algorithmidentifiers are Ohject Identifiers (ODs). RFC 3279

[ RFC3279] and RFC 5480 [ RFC5480], for exanple, define the O Ds shown
in Figure 3. Note that this list is not exhaustive, and nore QO Ds
may be defined in future RFCs.
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Key Type | Document | OD
RSA | Section 2.3.1 of RFC 3279 | 1.2.840.113549.1.1

Digital Signature | |
Al gorithm ( DSA) | Section 2.3.2 of RFC 3279 | 1.2.840.10040.4.1

Elliptic Curve |
Digital Signature |
Al gorithm ( ECDSA) |

Figure 3: Example Al gorithm Object Identifiers

The extension format for extended client and server hellos, which
uses the "extension data" field, is used to carry the

Client Cert TypeExt ensi on and t he Server Cert TypeExt ensi on structures.
These two structures are shown in Figure 4. The CertificateType
structure is an enumwi th values taken fromthe "TLS Certificate
Types" subregistry of the "Transport Layer Security (TLS) Extensions"
registry [ TLS- Ext-Registry].

struct {
sel ect (Cient O Server Ext ensi on) {
case client:
CertificateType client_certificate_types<l..278-1>;
case server:
CertificateType client _certificate_type;

}
} dientCert TypeExt ensi on;
struct {
sel ect (Cli ent Or Server Ext ensi on) {
case client:
CertificateType server _certificate types<l..2"8-1>;
case server:
CertificateType server_certificate_type;
}
} Server Cert TypeExt ensi on;

Figure 4: CertTypeExtension Structure
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4.

4.

TLS dient and Server Handshake Behavi or

Thi s specification extends the ClientHello and the ServerHello
messages, according to the extension procedures defined in [ RFC5246].
It does not extend or nodify any other TLS nessage.

Note: No new ci pher suites are required to use raw public keys. A
exi sting cipher suites that support a key exchange nethod conpati bl e
with the defined extension can be used.

The hi gh-1evel nmessage exchange in Figure 5 shows the
client _certificate type and server _certificate_type extensions added
to the client and server hell o nessages.

client_hello,
client _certificate_type,
server_certificate_type ->

<- server_hell o,
client_certificate_type,
server_certificate_type,
certificate,
server _key_ exchange,
certificate request,
server _hel |l o_done

certificate,
client_key_exchange,
certificate verify,
change_ci pher _spec,

finished ->

<- change_ci pher _spec,
finished

Application Data S > Application Data
Figure 5: Basic Raw Public Key TLS Exchange

1. dient Hello

In order to indicate the support of raw public keys, clients include
the client _certificate type and/or the server_certificate type
extensions in an extended client hello message. The hell o extension
mechani smis described in Section 7.4.1.4 of TLS 1.2 [RFC5246].

The client _certificate type extension in the client hello indicates

the certificate types the client is able to provide to the server,
when requested using a certificate _request nmessage.
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The server_certificate_type extension in the client hello indicates
the types of certificates the client is able to process when provided
by the server in a subsequent certificate payl oad.

The client _certificate type and server_certificate type extensions
sent in the client hello each carry a list of supported certificate
types, sorted by client preference. Wen the client supports only
one certificate type, it is a list containing a single el enent.

The TLS client MJST omt certificate types fromthe

client _certificate type extension in the client hello if it does not
possess the corresponding raw public key or certificate that it can
provide to the server when requested using a certificate_request
message, or if it is not configured to use one with the given TLS
server. |If the client has no remaining certificate types to send in
the client hello, other than the default X 509 type, it MJST onit the
client _certificate type extension in the client hello.

The TLS client MJST omit certificate types fromthe
server_certificate_type extension in the client hello if it is unable
to process the corresponding raw public key or other certificate
type. |If the client has no remaining certificate types to send in
the client hello, other than the default X 509 certificate type, it
MUST onmit the entire server _certificate type extension fromthe
client hello.

4.2. Server Hello

If the server receives a client hello that contains the
client _certificate type extension and/or the server _certificate type
extension, then three outcones are possible:

1. The server does not support the extension defined in this
docunent. In this case, the server returns the server hello
wi t hout the extensions defined in this docunent.

2. The server supports the extension defined in this docunment, but
it does not have any certificate type in common with the client.
Then, the server term nates the session with a fatal alert of
type "unsupported certificate".

3. The server supports the extensions defined in this document and
has at |east one certificate type in conmon with the client. In
this case, the processing rules described bel ow are foll owed.

The client _certificate type extension in the client hello indicates

the certificate types the client is able to provide to the server,
when requested using a certificate request nmessage. |If the TLS
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server wants to request a certificate fromthe client (via the
certificate_request message), it MJST include the
client_certificate_type extension in the server hello. This

client _certificate type extension in the server hello then indicates
the type of certificates the client is requested to provide in a
subsequent certificate payload. The value conveyed in the
client_certificate_type extension MJST be selected fromone of the
val ues provided in the client_certificate_type extension sent in the
client hello. The server MJIST al so include a certificate_request
payl oad in the server hello nessage.

If the server does not send a certificate request payl oad (for
exanpl e, because client authentication happens at the application

| ayer or no client authentication is required) or none of the
certificates supported by the client (as indicated in the

client _certificate type extension in the client hello) match the
server-supported certificate types, then the client _certificate_ type
payl oad in the server hello MJUST be onitted.

The server_certificate_type extension in the client hello indicates
the types of certificates the client is able to process when provided
by the server in a subsequent certificate payload. |If the client
hel | o i ndi cates support of raw public keys in the
server_certificate type extension and the server chooses to use raw
public keys, then the TLS server MJST pl ace the Subject PublicKeylnfo
structure into the Certificate payload. Wth the
server_certificate_type extension in the server hello, the TLS server
indicates the certificate type carried in the Certificate payl oad.
Thi s additional indication enables avoiding parsing anbiguities since
the Certificate payload may contain either the X 509 certificate or a
Subj ect Publ i cKeyl nfo structure. Note that only a single value is
permitted in the server_certificate_type extension when carried in
the server hello.

4.3. dient Authentication

When the TLS server has specified RawPublicKey as the
client_certificate_type, authentication of the TLS client to the TLS
server i s supported only through authentication of the received
client SubjectPublicKeylnfo via an out-of-band net hod.

4.4. Server Authentication
When the TLS server has specified RawPublicKey as the
server_certificate_type, authentication of the TLS server to the TLS

client is supported only through authentication of the received
client SubjectPublicKeylnfo via an out-of-band net hod.
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5.

5

Exanpl es

Figures 6, 7, and 8 illustrate exanpl e exchanges. Note that TLS

ci phersuites using a Diffie-Hellmn exchange offering forward secrecy
can be used with a raw public key, although this docunent does not
show the information exchange at that level with the subsequent
message fl ows.

1. TLS Server Uses a Raw Public Key

Thi s section shows an exanple where the TLS client indicates its

ability to receive and validate a raw public key fromthe server. In
this exanple, the client is quite restricted since it is unable to
process other certificate types sent by the server. It also does not

have credentials at the TLS layer it could send to the server and
therefore onmits the client _certificate type extension. Hence, the
client only populates the server certificate type extension with the
raw public key type, as shown in (1).

When the TLS server receives the client hello, it processes the
extension. Since it has a raw public key, it indicates in (2) that
it had chosen to place the SubjectPublicKeylnfo structure into the
Certificate payload (3).

The client uses this raw public key in the TLS handshake toget her
with an out-of-band validation technique, such as DANE, to verify it.

client_hello,
server_certificate_type=(RawPublicKey) // (1)
->
<- server_hell o,
server_certificate_type=RawPublicKey, // (2)
certificate, // (3)
server _key exchange,
server _hell o_done

client_key_exchange,
change_ci pher _spec,
finished ->

<- change_ci pher _spec,
finished

Application Data Cemmmem- > Application Data

Figure 6: Exanple with Raw Public Key Provided by the TLS Server
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5.2. TLS dient and Server Use Raw Public Keys

Thi s section shows an exanpl e where the TLS client as well

June 2014

as the TLS

server use raw public keys. This is one of the use cases envisioned
for smart object networking. The TLS client in this case is an
enmbedded device that is configured with a raw public key for use with
TLS and is also able to process a raw public key sent by the server
Therefore, it indicates these capabilities in (1). As in the

previ ously shown exanple, the server fulfills the client’s request,

indicates this via the RawPublicKey value in the

server_certificate type payload (2), and provides a raw public key in

the Certificate payload back to the client (see (3)).

demands client authentication, and therefore includes a

The TLS server

certificate_ request (4). The client_certificate_type payload in (5)

indicates that the TLS server accepts a raw public key.

The TLS

client, which has a raw public key pre-provisioned, returns it in the

Certificate payload (6) to the server

client_hello,
client_certificate_type=(RawPublicKey) // (1)
server_certificate_type=(RawPublicKey) // (1)
->
<- server_hello,

server_certificate_type=RawPublicKey // (2)

certificate, // (3)

client_certificate_type=RawPublicKey // (5)

certificate_request, // (4)
server _key exchange,
server _hell o_done

certificate, // (6)
client_key_exchange,
change_ci pher _spec,
fini shed ->

<- change_ci pher _spec,

fini shed
Application Data R > Application Data
Figure 7: Exanple with Raw Public Key provided by the TLS Server and
the dient
Wuters, et al. St andards Track
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5.3. Conbi ned Usage of Raw Public Keys and X 509 Certificates

Thi s section shows an exanpl e conbining a raw public key and an X 509
certificate. The client uses a raw public key for client

aut hentication, and the server provides an X. 509 certificate. This
exchange starts with the client indicating its ability to process an
X. 509 certificate, OpenPGP certificate, or a raw public key, if
provided by the server. It prefers a raw public key, since the
RawPubl i cKey val ue precedes the other values in the
server_certificate type vector. Additionally, the client indicates
that it has a raw public key for client-side authentication (see
(1)). The server chooses to provide its X. 509 certificate in (3) and
i ndicates that choice in (2). For client authentication, the server
indicates in (4) that it has selected the raw public key format and
requests a certificate fromthe client in (5). The TLS client
provides a raw public key in (6) after receiving and processing the
TLS server hell o nessage.

client_hello,
server_certificate_type=(RawPublicKey, X. 509, OQpenPGP)
client_certificate_type=(RawPublicKey) // (1)
->
<- server_hello,
server_certificate type=X.509 // (2)
certificate, // (3)
client_certificate_type=RawPublicKey // (4)
certificate_request, // (5)
server _key exchange,
server _hell o_done
certificate, // (6)
client _key_exchange,
change_ci pher _spec,
finished ->

<- change_ci pher _spec,
finished

Application Data <mmmmm - > Application Data

Figure 8: Hybrid Certificate Exanpl e
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6. Security Considerations

The transm ssion of raw public keys, as described in this docunent,
provi des benefits by | owering the over-the-air transm ssion overhead
since raw public keys are naturally smaller than an entire
certificate. There are al so advantages from a code-si ze point of

vi ew for parsing and processing these keys. The cryptographic
procedures for associating the public key with the possession of a
private key also foll ows standard procedures.

However, the nmain security challenge is how to associate the public
key with a specific entity. Wthout a secure binding between
identifier and key, the protocol wll be vul nerable to man-in-the-

m ddl e attacks. This document assunes that such binding can be nade
out -of -band, and we list a few exanples in Section 1. DANE [ RFC6698]

of fers one such approach. In order to address these vulnerabilities,
specifications that make use of the extension need to specify how the
identifier and public key are bound. |In addition to ensuring the

bi ndi ng i s done out-of-band, an inplenmentation al so needs to check
the status of that binding.

If public keys are obtained using DANE, these public keys are

aut henticated via DNSSEC. Using pre-configured keys is another out-
of -band nmethod for authenticating raw public keys. Wile pre-
configured keys are not suitable for a generic Wb-based e-conmrerce
envi ronment, such keys are a reasonabl e approach for nmany smart

obj ect depl oynents where there is a close relationship between the
software running on the device and the server-side comruni cation
endpoint. Regardl ess of the chosen nechani sm for out-of-band public
key validation, an assessnent of the nost suitable approach has to be
made prior to the start of a deploynent to ensure the security of the
system

An attacker might try to influence the handshake exchange to nake the
parties select different certificate types than they would nornmally
choose.

For this attack, an attacker mnust actively change one or nore
handshake nessages. |If this occurs, the client and server will
conpute different values for the handshake nessage hashes. As a
result, the parties will not accept each others’ Finished nessages.
Wthout the nmaster_secret, the attacker cannot repair the Finished
messages, so the attack will be discovered.
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7. | ANA Consi derati ons

I ANA has registered a new value in the "TLS Certificate Types"
subregistry of the "Transport Layer Security (TLS) Extensions”
registry [ TLS-Ext-Registry], as follows:

Val ue: 2
Description: Raw Public Key
Ref erence: RFC 7250

| ANA has all ocated two new TLS extensions, client _certificate_ type
and server _certificate type, fromthe "TLS Extensi onType Val ues"
subregi stry defined in [RFC5246]. These extensions are used in both
the client hello message and the server hell o message. The new
extension types are used for certificate type negotiation. The
values carried in these extensions are taken fromthe "TLS
Certificate Types" subregistry of the "Transport Layer Security (TLS)
Ext ensi ons" registry [ TLS-Ext-Registry].
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Appendi x

For e

A.  Exanpl e Encoding

xanpl e, the hex sequence shown in Figure 9 describes a

Usi ng Raw Public Keys in TLS/ DTLS

June 2014

Subj ect Publ i cKeyl nfo structure inside the certificate payl oad.

OCO~NOOUA~WNE

PRRPRRRRE
OURNWNRO

=
~

Figure 9: Exanpl e SubjectPublicKeylnfo Structure Byte Sequence

The decoded byte sequence shown in Figure 9 (for exanple,

Gut mann’ s ASN. 1 decoder

shown in Figure 10

O fse

16

18
22
25
157

t Length

3+159:
2+13:
2+9:

2+40:
3+141:
3+137:

3+129:
2+3:

[ ASN. 1- Dunp] )

Descri ption
SEQUENCE {

SEQUENCE {
OBJECT | DENTI FI ER Value (1 2 840 113549 1 1 1)

NULL

PKCS #1, rsaEncryption

}
BIT STRING encapsul ates {
SEQUENCE {
| NTECER Val ue (1024 bit)
| NTEGER Val ue (65537)

}

}

}

usi ng Peter
illustrates the structure, as

Fi gure 10: Decodi ng of Exanpl e SubjectPublicKeylnfo Structure

Wut er s,

et al.

St andards Track

[ Page 17]



RFC 7250 Usi ng Raw Public Keys in TLS/ DTLS June 2014

Aut hors’ Addresses

Paul Wbuters (editor)
Red Hat

EMai | : pwout er s@ edhat . com

Hannes Tschofenig (editor)
ARM Lt d.

6060 Hall in Tirol

Austria

EMai | : Hannes. t schof eni g@nx. net
URI : http://ww.t schof eni g. priv. at

John G| nore

El ectronic Frontier Foundati on
PO Box 170608

San Francisco, California 94117
USA

Phone: +1 415 221 6524
EMai | : ghu@ oad. com
URI : https://ww. t oad. conf

Sanmuel Wil er

Par sons

7110 Samuel Mdrse Drive
Col unbi a, Maryland 21046
us

EMail: weiler@i sl abs. com
Tero Kivinen

| NSI DE Secur e

Eeri ki nkatu 28

Hel si nki FI-00180

FI

EMail : kivinen@ki.fi

Wuters, et al. St andards Track [ Page 18]






