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Abst r act

As a foundation for the definition of bidirectional protocol nappings
between the Session Initiation Protocol (SIP) and the Extensible
Messagi ng and Presence Protocol (XWMPP), this docunent specifies the
architectural assunptions underlying such mappings as well as the
mappi ng of addresses and error conditions.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/infolrfc7247.
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1. Introduction

The | ETF has worked on two signaling technol ogi es that can be used
for multimedi a session negotiation, instant nessaging, presence,
capabilities discovery, notifications, and other functions served by
real -tinme communi cati on applications:

0 The Session Initiation Protocol [RFC3261], along with various SIP
ext ensi ons devel oped within the SIP for Instant Messagi ng and
Presence Leveragi ng Extensions (SI MPLE) Working G oup

0 The Extensible Messaging and Presence Protocol [RFC6120], al ong
wi th various XMPP extensions devel oped by the | ETF as well as by
the XMPP St andards Foundati on ( XSF).

Because t hese technol ogies are wi dely deployed, it is inportant to
clearly define mappi ngs between them for the sake of interworking.
Thi s docunent provides the basis for a series of SIP-XWP

i nt erwor ki ng specifications by defining architectural assunptions,
address transl ation nmethods, and error condition mappings. O her
docunents in this series define mappings for presence, nmessaging, and
medi a sessi ons.

The guidelines in this series are based on inplenmentation and

depl oynent experience, and they describe techni ques that have worked
well in the field with existing systens. In practice, interworking
has been achi eved through direct protocol mappings, not through
mappi ng to an abstract nodel as described in, for exanple, [RFC3859]
and [ RFC3860]. Therefore, this series describes the direct mapping
approach in enough detail for devel opers of new inplenentations to
achi eve practical interworking between SIP systens and XMPP systens.

2. I nt ended Audi ence

The docunents in this series are intended for use by software

devel opers who have an existing system based on one of these
technologies (e.g., SIP) and would Iike to enable comunication from
that existing systemto systens based on the other technology (e.g.,
XMPP). Wth regard to this docunent, we assune that readers are
famliar with the core specifications for both SIP and XMPP; with
regard to the other docunents in this series, we assune that readers
are famliar with this document as well as with the relevant SIP and
XMPP ext ensi ons.
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3.

Ter mi nol ogy
A nunber of termnms used here are explained in [ RFC3261] and [ RFC6120] .

Several exanples use the "XM. Notation" fromthe Internationalized
Resource ldentifier (IRl) specification [RFC3987] to represent

Uni code characters outside the ASCI| range (e.g., the string "ue"
stands for the Unicode character [UN CODE] LATIN SMALL LETTER U W TH
Dl AERESI S, U+00FC).

In architectural diagrans, SIP traffic is shown using arrows such as
"rExS" 0 whereas XWMPP traffic is shown using arrows such as "...>".

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

Archi tectural Assunptions

Protocol translation between SIP and XMPP coul d occur in a number of
different entities, depending on the architecture of real-tine
conmuni cati on depl oynments. For exanple, protocol translation could
occur within a multiprotocol server (which uses protocol-specific
connection managers to initiate traffic to and accept traffic from
clients or other servers natively using SIP/SIMPLE, XMPP, etc.),
within a multiprotocol client (which enables a user to establish
connections natively with various servers using S|P/ SI MPLE, XWMPP,
etc.), or within a gateway that acts as a dedi cated protocol

transl ator (which takes one protocol as input and provi des anot her
protocol as output).

Thi s docunent assunes that the protocol translation will occur within
a gateway, specifically:

o Wen information needs to flow froman XMPP-based systemto a Sl P-
based system protocol translation will occur within an "XMPP-to-
SI P gateway" that translates XMPP syntax and semantics on behal f
of an "XMPP server" (together, these two |ogical functions
conprise an "XWMPP service").

o0 Wen information needs to flow froma SIP-based systemto an XMPP-
based system protocol translation will occur within a "SIP-to-
XMPP gat eway" that translates SIP syntax and semantics on behal f
of a "SIP server"” (together, these two |ogical functions conprise
a "SIP service").
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Natural ly, these logical functions could occur in one and the sane
actual entity; we differentiate between themmainly for explanatory
pur poses (although, in practice, such gateways are indeed fairly
conmon) .

Note: This assunption is not neant to di scourage protoco
translation within nultiprotocol clients or servers; instead, this
assunption is followed mainly to clarify the discussion and
exanpl es so that the protocol translation principles can be nore
easily understood and can be applied by client and server

i npl ementors with appropriate nodifications to the exanpl es and
term nol ogy.

Thi s docunent assunes that a gateway will translate directly from one
protocol to the other. For the sake of the examples, we further
assune that protocol translation will occur within a gateway in the
source donain, so that information generated by the user of an XWPP
systemw || be translated by a gateway within the trust domain of
that XMPP system and information generated by the user of a SIP
systemw || be translated by a gateway within the trust domain of
that SIP system However, nothing in this docunent ought to be taken
as recommendi ng agai nst protocol translation at the destination
domai n.

An architectural diagramfor a possible gateway depl oyment is shown
bel ow, where the entities have the follow ng significance and the "#"
character is used to show the boundary of a trust domain:

o0 roneo@xanple.net -- a SIP user.
0 exanple.net -- a SIP server with an associ ated gateway ("S2X GW)
to XWPP.

0 juliet@xanple.com-- an XMPP user

0 exanple.com-- an XMPP server with an associated gateway ("X2S
GW) to SIP
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# #
# +----- + #
# | S2X | #
A R + GV [<......... .. e +  #
# | SIP Server +----- + | XMPP Server | #
# | exanple.net | - + exanpl e. com | #
# R SRR B ¢ S R e + #
# * | GW | #
# * +o---- + #
# * : #
# romeo@xanpl e. net juliet@xanple.com #
# #
HARHHHHHH AR AR AR R AR R R R 1
Legend:
XWPP = ... or
SIP = *

Figure 1: Possible Gateway Depl oyment Architecture

Note that bidirectional comrunicati on between the SIP server and the
XMPP server can be established over either SIP or XMPP. |f the XMPP
user initiates the interaction, then the XMPP server would invoke its
XMPP-t 0- SI P gateway; thus, the communicati on would occur over SIP

If the SIP user initiates the interaction, then the SIP server would
invoke its SIP-to-XMPP gateway; thus, the conmunication woul d occur
over XMPP.

5. Interdomai n Federation

The architectural assunptions underlying this docurment inply that
communi cati on between a SIP system and an XMPP systemw || take place
using interdomain federation: the SIP server invokes its associated
SI P-t o- XMPP gat eway, which comunicates with the XMPP server using
native XMPP server-to-server nmethods; simlarly, the XMPP server

i nvokes its associated XMPP-to-SI P gateway, which comrunicates with
the SIP server using native SIP server-to-server methods.

Wien an XMPP server receives an XMPP stanza whose 'to’ address
specifies or includes a dormain other than the domain of the XWPP
server, it needs to determi ne whether the destination domain

communi cates via XMPP or SIP. To do so, it performs one or nore DNS
SRV | ookups [ RFC2782] for "_xmpp-server" records as specified in

[ RFC6120]. If the response returns a hostnane, the XMPP server can
attenpt XMPP conmmunication. |If not, it can deternine the appropriate
| ocation for SIP comunication at the target donmmi n using the
procedures specified in [ RFC3263].
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Simlarly, when a SIP server receives a SIP nessage whose Request-UR
or To header specifies or includes a domain other than the donmain of
the SIP server, it needs to determ ne whether the destination domain
communi cates via SIP or XMPP. To do so, it uses the procedures
specified in [RFC3263]. |If that response returns a hostnane, the SIP
server can attenpt SIP conmunication. |f not, it can performone or
more DNS SRV | ookups [ RFC2782] for " _xnpp-server" records as
specified in [ RFC6120] .

In both cases, the server in question mght have previously
determned that the foreign donmain comruni cates via SIP or XMPP, in
which case it would not need to performthe rel evant DNS | ookups.

The caching of such information is a matter of inplenmentation and

| ocal service policy and is therefore out of scope for this docunent.

Exi sting SIP and XMPP server inplenentations do not typically include
the ability to communicate using the other technology (XMPP for SIP

i npl ementations, SIP for XMPP inpl enentations). One comon
architectural pattern is to associate a gateway with the core server

i mpl ementation (e.g., in XMPP such a gateway might be called a
"connection manager"”). How exactly such a gateway interacts with the
core server to conplete tasks such as address | ookups and

conmmuni cation with systens that use the other technology is a matter
of inplenmentation (e.g., the gateway m ght be an add-on nodul e that
is trusted by the core server to act as a fallback delivery nmechani sm
if the renpte domai n does not support the server’s native

communi cati on technol ogy).

Because [ RFC6120] specifies a binding of XMPP to TCP, a gateway from
SIPto XMPP will need to support TCP as the underlying transport
protocol. By contrast, as specified in [RFC3261], either TCP or UDP
can be used as the underlying transport for SIP nessages, and a given
SI P depl oynent m ght support only UDP; therefore, a gateway from XMPP
to SIP mght need to comunicate with a SIP server using either TCP
or UDP.

Addr ess Mappi ng
1. Overview

The basic SIP address format is a "sip’ or 'sips’ URl as specified in
[ RFC3261]. When a SIP entity supports extensions for instant
messaging it mght be identified by an "inm UR as specified in the
Conmon Profile for Instant Messaging [ RFC3860] (see [RFC3428]), and
when a SIP entity supports extensions for presence it mght be
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identified by a "pres’ UR as specified in the Common Profile for
Presence [ RFC3859] (see [RFC3856]). SIP entities typically also

support the "tel’ URI schenme [ RFC3966] and m ght support other UR
schenes as well.

The XMPP address format is specified in [ RFC6122] (although note that
XMPP URI's [ RFC5122] are not used natively on the XMPP network); in
addition, [RFC6121] encourages instant messagi ng and presence
applications of XMPP to also support ’im and 'pres’ URIs as
specified in [ RFC3860] and [ RFC3859], respectively, although such
support mght sinply involve |eaving resolution of such addresses up
to an XMPP server.

In this document we primarily describe mappings for addresses of the
form <user @omai n>; however, we al so provide guidelines for mapping
the addresses of specific user agent instances, which take the form
of dobally Routable User Agent URIs (GRUUs) in SIP and
"resourceparts" in XMPP. Mapping of protocol-specific identifiers
(such as tel ephone nunmbers) is out of scope for this specification
In addition, we have rul ed the mappi ng of domai n names as out of
scope for now, since that is a matter for the Domain Name System
specifically, the issue for interworking between SIP and XMPP rel ates
to the translation of fully internationalized domain nanes (I DNs)
into non-internationalized domain nanes (IDNs are not allowed in the
SI P address format but are allowed in the XMPP address via
Internationalized Domain Names in Applications; see [ RFC6122] and

[ XMPP- ADDRESS- FORVAT] ). Therefore, in the follow ng sections we
focus primarily on the local part of an address (these are called
variously "usernanmes", "instant inboxes", "presentities", and

"l ocal parts" in the protocols at issue), secondarily on the instance-
specific part of an address, and not at all on the donai n-name part
of an address.

The 'sip /'sips’, "im/ pres’, and XMPP address schenes all ow
different sets of characters (although all three allow al phanuneric
characters and di sall ow both spaces and control characters). |n sone

cases, characters allowed in one schenme are disallowed in others;
these characters need to be mapped appropriately in order to ensure
i nt erwor ki ng across systens.
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.2. Local Part Mapping

The local part of a 'sip’/’sips’ UR inherits fromthe "userinfo"
rule in [RFC3986] with several changes; here we discuss the SIP
"user" rule only (using ABNF as defined in [ RFC5234]):

user = 1*( unreserved / escaped / user-unreserved )
user-unreserved = "&"' /[ "=" [ "+ g v,y ot "
unr eserved = al phanum/ rmark
mar k S A e A e A B

/N GV A

Here we nmake the sinplifying assunption that the |ocal part of an
"im /' pres’ URI inherits fromthe "dot-atomtext"” rule in [ RFC5322]
rather than the nore conplicated "l ocal -part" rule:

dot-atomtext = 1*atext *("." 1l*atext)

at ext = ALPHA/ DIAT/ ; Any character except
treepotgt f o"$" | ; controls, SP, and
"o/ & / "'" | ; specials. Used for
trMoomgt oM.t [ atons.
A e A
B A
B Y A Y A

The local part of an XMPP address allows any ASCI| character except
space, controls, and the " &' / : < > @characters.
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To sumari ze the foregoing information, the following table lists the
al | oned and disall owed characters in the |l ocal part of identifiers
for each protocol (aside fromthe al phanuneric, space, and contro
characters), in order by hexadeci mal character nunber (where each "A"
row shows the all owed characters and each "D' row shows the

di sal | owed characters).

L +
| SIP/SIPS CHARACTERS |
o e e e o e e e e e e e e e i i oo - - +
| Al ! $&O)*+,-.1 ; =72 o~
| DI "# % D> @\IN Al |
o e e e e e e e e e e e e e e aa oo +
| | M PRES CHARACTERS |
o e e e e e e e e e e e e e m e mem o +
| A ! #$& *+ -/ =72 A {|}~]
| D " 0O . 5 <>a\] I
T +
| XMPP CHARACTERS |
L +
| Al L #8% ()*+-. ;=2 [\["{l}~|
| D] " & [: <> @

T +

Table 1: Al owed and Di sall oned Characters

VWhen transform ng the | ocal part of an address from one address
format to another, an application SHOULD proceed as foll ows:

1. Unescape any escaped characters in the source address (e.g., from
SIP to XMPP unescape "9%®3" to "#" per [RFC3986], and from XMPP to
SI P unescape "\27" to "'" per [XEP-0106]).

2. Leave unnodified any characters that are allowed in the
destination schene.

3. Escape any characters that are allowed in the source schene but
reserved in the destination scheme, as escaping is defined for
the destination schenme. |In particular

* \Were the destination schenme is a URI (i.e., an 'im, ’'pres’,
"sip’, or 'sips’ URI), each reserved character MJST be
percent - encoded to "% exhex" as specified in Section 2.5 of
[ RFC3986] (e.g., when transforming from XMPP to SI P, encode
"#" as "oR3").
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*  Where the destination schene is a native XMPP address, each
reserved character MJST be encoded to "\ hexhex" as specified
in [ XEP-0106] (e.g., when transformng fromSIP to XWMPP,
encode "'" as "\27").

6. 3. Instance-Specific Mapping

The neaning of a resourcepart in XMPP (i.e., the portion of a Jabber
ID (JID) after the slash character, such as "foo" in

"user @xanpl e. com foo") matches that of a dobally Routable User
Agent URI (GRUU) in SIP [RFC5627]. |In both cases, these constructs
identify a particular device associated with the bare JID

("l ocal part @omai npart”) of an XMPP entity or with the Address of
Record (AOR) of a SIP entity. Therefore, it is reasonable to map the
value of a "gr" URI paraneter to an XMPP resourcepart and vice versa.

The nmappi ng descri bed here does not apply to tenmporary GRUUs -- only
to GRUUs associated with an Address of Record.

The "gr" URI paraneter in SIP can contain only characters fromthe
ASCI | range (although characters outside the ASCI| range can be
percent -encoded in accordance with [ RFC3986]), whereas an XWPP
resourcepart can contain nearly any Unicode character [ UN CODE].
Therefore, Unicode characters outside the ASCI| range need to be
mapped to characters in the ASCI|I range, as described bel ow

6.4. SIP to XMPP

The following is a high-level algorithmfor mapping a 'sip’, 'sips’,
"im, or 'pres’ URI to an XMPP address:

1. Renbve URlI schene.

2. Split at the first '@ character into | ocal part and hostnane
(mapping the latter is out of scope).

3. Translate any percent-encoded strings ("%exhex") to percent-
decoded octets.

4. Treat result as a UTF-8 string.

5. Translate "&" to "\26", "'" to "\27", and "/" to "\2f",
respectively in order to properly handl e the characters
di sall owed in XMPP addresses but allowed in "sip’/’ sips’ URIs and
"im/ pres’ URIs as shown in Table 1 above (this is consistent
with [ XEP-0106]).
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6. Apply Nodeprep profile of stringprep [RFC3454] or its repl acenent
(see [RFC6122] and [ XMPP- ADDRESS- FORMAT] ) for canonicali zation
(OPTI ONAL) .

7. Reconbine local part with mapped hostname to forma bare JID
("l ocal part @onmai npart").

8. If the (SIP) address contained a "gr" URl paraneter, append a
sl ash character "/" and the "gr" value to the bare JIDto forma
full JID ("l ocal part @onai npart/resourcepart").

Several exanples follow, illustrating steps 3, 5, and 8 described
above.
o e e e e e e e e a oo - S +
| SIP URI | XMPP Address |
o oo oo +
| sip: fU3IYBCRi p. exanpl e | f&H#XFC, @i p. exanpl e |
o m oo Fom e +
| sip:o’ malley@ip. exanpl e | o\27mal | ey@i p. exanple |
o e e e e e e e e a oo - S +
| sip:foo@ip.exanple;gr=bar | foo@ip.exanple/bar
o m oo oo +

In the first exanple, the string "%3%BC' is a percent-encoded
representation of the UTF-8-encoded Uni code character LATIN SMVALL
LETTER U W TH DI AERESI S (WH00FC), whereas the string "&#xFC " is the
sanme character shown for docunentation purposes using the XM

Not ation defined in [RFC3987] (in XMPP, it would be sent directly as
a UTF- 8-encoded Uni code character and not percent-encoded as in a SIP
URI to comply with the URI syntax defined in [ RFC3986]).

6.5. XWPP to SIP
The following is a high-level algorithmfor mapping an XVPP address
toa’'sip’, 'sips’, 'im, or 'pres’ URI:

1. Split XMPP address into |ocal part (nmapping described in remaining
steps), dommi npart (hostname; mapping is out of scope), and
resourcepart (specifier for particular device or connection, for
whi ch an OPTI ONAL mappi ng is described bel ow).

2. Apply Nodeprep profile of stringprep [RFC3454] or its repl acenent
(see [RFC6122] and [ XMPP- ADDRESS- FORMAT] ) for canonicalization of
the XMPP | ocal part (OPTI ONAL).

3. Translate "\26" to "&", "\27" to "'", and "\2f" to "/",
respectively (this is consistent with [ XEP-0106]).
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4. Determine if the foreign domain supports 'im and 'pres’ URlIs
(discovered via [RFC2782] | ookup as specified in [ RFC6121]), el se
assune that the foreign domain supports 'sip’ /’sips’ URls

5. If converting into 'im or 'pres’ URI, for each byte, if the byte
isinthe set (),.;[\] or is a UTF-8 character outside the ASClI
range, then percent-encode that byte to "%exhex" format. |If
converting into 'sip’ or 'sips’ URI, for each byte, if the byte
isin the set #4\]1~ {|} or is a UTF-8 character outside the
ASCI | range, then percent-encode that byte to "%exhex" fornat.

6. Conbine resulting local part with napped hostnane to form
| ocal @omai n addr ess.

7. Prepend with the string "im’ (for XMPP <nmessage/ > stanzas) or
"pres:’ (for XMPP <presence/> stanzas) if foreign domain supports
these, else prepend with the string "sip:’ or 'sips:’' according
to |l ocal service policy.

8. If the XMPP address included a resourcepart and the destination
URI schene is 'sip’ or ’'sips’, optionally append the sl ash
character '/’ and then append the resourcepart (naking sure to
percent -encode any UTF-8 characters outside the ASCI| range) as
the "gr" URI paraneter.

Several exanples follow, illustrating steps 3, 5, and 8 described
above.
e . +
| XMPP Address | SIP UR |
Fom e meemeeeeeeeccieeaaaaaa T +
| m 26m@npp. exanpl e | sip: mm@npp. exanpl e |
| tsch&#xFC, ss@npp. exanple | sip:tsch¥3%BCss@npp. exanpl e
| baz@npp. exanpl e/ qux | sip:baz@npp. exanpl e; gr =qux |
O . +

As above, in the first exanple the string "&#xFC," is the Unicode
character LATIN SVMALL LETTER U W TH DI AERESI S ( U+00FC) shown for
docunent ati on purposes using the XML Notation defined in [ RFC3987]
(in XMPP, it would be sent directly as a UTF-8-encoded Uni code
character and not percent-encoded, whereas the string "%3%BC' is a
per cent - encoded representation of the sanme character
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7

Error Mappi ng

Various differences between XMPP error conditions and SIP response
codes nmake it hard to provide a conprehensive and consi stent napping
bet ween the protocols:

0 Whereas the set of XMPP error conditions is fixed in the core XWMPP
speci fication (and suppl enented where needed by applicati on-
specific extensions), the set of SIP response codes is nore open
to change, as evidenced by the | ANA registry of SIP response
codes.

o XMPP has defined fewer error conditions related to stanza handling
(22 are defined in [RFC6120]) than SIP has defined response codes
related to nmessage handling (at the date of this witing, 71 SIP
response codes are registered with ANA as defined in [ RFC3261]
and nunerous S|P extensions).

o |In many cases, the SIP response codes are nore specific than the
XMPP error conditions (e.g., froman XMPP perspective the SIP
codes "413 Request Entity Too Large" and "414 Request-UR Too
Long" are sinply two different types of response to the sane bad
request, and the SIP codes "415 Unsupported Media Type" and "416
Unsupported URI Schene" are two different responses to a request
that is not acceptable).

o SIP differentiates between responses about a particul ar endpoi nt
or resource (the 4xx series) and responses about a user, i.e., all
of a user’s endpoints or resources (the 6xx series). There is no
such distinction in XMPP, since the sane error condition can be
returned in relation to the "bare JID' (local part @omnai npart) of a
user or the "full JID' (local part @onai npart/resourcepart) of a
particul ar endpoint or resource, depending on the 'to address of
the original request.

As a result of these and other factors, the mapping of error
conditions and response codes is nore of an art than a science. This
docunent provi des suggested mappi ngs, but inplenmentations are free to
deviate fromthese mappings if needed. Al so, because no XMPP error
conditions are equivalent to the provisional (1xx) and successfu
(2xx) response codes in SIP, this docunent suggests mappings only for
the SIP redirection (3xx), request failure (4xx), server failure
(5xx), and global failure (6xx) response code fanilies.

Suppl erentary information about SIP response codes can be expressed
in the "Reason-Phrase" in the Status-Line header, and detail ed

i nformati on about XMPP error conditions can be expressed in the
<text/> child of the <error/> elenent. Al though the senmantics of
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it is

reasonabl e for a gateway to nmap these constructs to each other if

they are found in a SIP response or XMPP error stanza.

7.1. XWPP to SIP

The mapping of specific XMPP error conditions to SIP response codes
SHOULD be as described in the follow ng table.

o e e e e e e e e e o e e e e m oo oo
|  XMPP Error Condition | SIP Response Code
o e e e e e e e i e o e e e e oo s
| <bad-request/> | 400
o e e e e e e e e m e e Tt
| <conflict/> | 400
o e e e e e e e e e o e e e e m oo oo
| <feature-not-inplenented/> | 405 or 501 (1)

o e e e e e e e i e o e e e e oo s
| <forbidden/> | 403 or 603 (2)

o e e e e e e e e m e e Tt
| <gone/> | 301 or 410 (3)

o e e e e e e e e e o e e e e m oo oo
| <internal-server-error/> | 500

o e e e e e e e i e o e e e e oo s
| <itemnot-found/ > | 404 or 604 (2)

o e e e e e e e e m e e Tt
| <jid-malformed/ > | 400

o e e e e e e e e e o e e e e m oo oo
| <not-acceptabl e/ > | 406 or 606 (2)

o e e e e e e e i e o e e e e oo s
| <not-allowed/> | 403

o e e e e e e e e m e e Tt
| <not-authorized/> | 401

o e e e e e e e e e o e e e e m oo oo
| <policy-violation/> | 403

o e e e e e e e i e o e e e e oo s
| <recipient-unavail abl e/ > | 480 or 600 (2)

o e e e e e e e e m e e Tt
| <redirect/> | 302

o e e e e e e e e e o e e e e m oo oo
| <registration-required/ > | 407

o e e e e e e e i e o e e e e oo s
| <rempte-server-not-found/> | 404 or 408 (4)

o e e e e e e e e m e e Tt
| <renpte-server-tineout/> | 408

o e e e e e e e e e o e e e e m oo oo
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SI P- XMPP | nt er wor
e e e e e e e e
| <resource-constraint/>
| <service-unavai labl e/ >
| <subscription-requi redi>
| <undefined-condition/>
| <unexpected-request/>
Fm m e e e e e e

king: Core May 2014
S +
| 500 |
o e e e e e oo - +
| see note (5) below |
Fom e e e e e oo s +
| 400 |
S +
| 400 |
o e e e e e oo - +
| 491 or 400 |
Fom e e e e e oo s +

Tabl e 2: Mapping of XMPP Error Conditions to SIP Response Codes

(1)

(2)

(3)

(4)

(5)

Sai nt - Andr e,

If the error relates to a "ful
resourcepart),

error relates to a "bare JID' (local part @onai npart),

the SIP 405 response code i s RECOMVENDED.

JI D" (local part @onai npart/

If the
the SIP

501 response code i s RECOMMENDED

If the error relates to a "ful
resourcepart),
RECOMVENDED.
(1 ocal part @omai npart),

series i s RECOMVENDED.

the SIP

If the <gone/> el enent
t he new address, the error
MUST be mapped to SIP 410.

MUST

JI D" (local part @ormai npart/
the SIP response code fromthe 4xx series is
If the error relates to a "bare JID

response code fromthe 6xx

i ncludes XM. character data specifying

be mapped to SIP 301; if not, it

The XMPP <renote-server-not-found/ > error can nean that the
renote server either (a) does not exist or (b) cannot be

resolved. SIP has two different
cover (a) and 408 to cover (b).

response codes here: 404 to

The XMPP <service-unavail able/> error condition is w dely used
to informthe requesting entity that the intended recipient does

not support the relevant feature,

to signal that a server cannot

performthe requested service either generally or in relation to

a particul ar user,
account exists at all.

and to avoi d disclosing whether a given
This is quite different fromthe

semantics of the SIP 503 Service Unavail abl e response code,

which is used to signa
i npossible (e.g.,

condition is returned in relation to a specific user,
be interpreted as applying to all
not just
mappi ng the XMPP <servi ce-unavail abl e/ > error

503 response code wil |
requests to this server
user). Therefore,

that conmmuni cation with a server
even if the XMPP <service-unavail abl e/ > error

is

the SIP
future
requests for the specific

condition to the SIP 503 Service Unavail abl e response code is

et al.
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NOT RECOMMENDED. Al t hough no precise mapping is avail able, the
SI P 403 Forbi dden and 405 Met hod Not Al |l owed response codes are
closest in meaning to the XMPP <servi ce-unavail abl e/ > error
condi tion.

7.2. SIP to XMPP

The mapping of SIP response codes to XMPP error conditions SHOULD be
as described in the following table. If a gateway encounters a SIP
response code that is not listed below, it SHOULD map a 3xx-series
code to <redirect/> a 4xx-series code to <bad-request/>, a 5xx-
series code to <internal-server-error>, and a 6xx-series code to
<reci pi ent - unavai | abl e/ >.

o e e e e e oo - o e e e e e e e e e e e e e e +
| SIP Response Code | XMPP Error Condition |
. +
| 3xx | <redirect/> |
e meeeeemeaaeeaeas T +
| 300 | <redirect/> |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 301 | <gone/> (1) |
. +
| 302 | <redirect/> |
e meeeeemeaaeeaeas T +
| 305 | <redirect/> |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 380 | <not-acceptabl e/ > |
. +
|  4xx | <bad-request/> |
e meeeeemeaaeeaeas T +
| 400 | <bad-request/> |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 401 | <not-authorized/ > |
. +
| 402 | <bad-request/> (2) |
e meeeeemeaaeeaeas T T +
| 403 | <forbidden/> (3) |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 404 | <itemnot-found/ > (4) |
. +
| 405 | <feature-not-inplenented/ > |
e meeeeemeaaeeaeas T +
| 406 | <not-acceptabl e/ > |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 407 | <registration-required/ > |
Fo e e eiaeiiiiaasaciciaaaaas +
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T s +
| 408 | <rempte-server-tinmeout/> (5) |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 410 | <gone/> (1) |
. +
| 413 | <policy-violation/> |
e meeeeemeaaeeaeas T YT +
| 414 | <policy-violation/> |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 415 | <not-acceptabl e/ > |
. +
| 416 | <not-acceptabl e/ > |
e meeeeemeaaeeaeas T +
| 420 | <feature-not-inplenented > |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 421 | <not-acceptabl e/ > |
. +
| 423 | <resource-constraint/> |
e meeeeemeaaeeaeas T +
| 430 | <recipient-unavail abl e/ > (6)

o e e e e e oo - o e e e e e e e e e e e e e e +
| 439 | <feature-not-inplenmented/ > (6)
- +
| 440 | <policy-violation/> (7) |
e meeeeemeaaeeaeas T YT +

480 <reci pi ent -unavai | abl e/ >
p

o e e e e e oo - o e e e e e e e e e e e e e e +
| 481 | <itemnot-found/> |
. +
| 482 | <not-acceptabl e/ > |
e meeeeemeaaeeaeas T +
| 483 | <not-acceptabl e/ > |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 484 | <itemnot-found/ > |
. +
| 485 | <itemnot-found/ > |
e meeeeemeaaeeaeas T +
| 486 | <recipient-unavail abl e/ > |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 487 | <recipient-unavail abl e/ > |
. +
| 488 | <not-acceptabl e/ > |
e meeeeemeaaeeaeas T +
| 489 | <policy-violation/> (8) |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 491 | <unexpected-request/> |
. +
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T s +
<bad-r equest/ >
493 bad- request/
o e e e e e oo - o e e e e e e e e e e e e e e +
XX <internal -server-error/>
5 t I /
. +
| 500 | <internal-server-error/> |
e meeeeemeaaeeaeas T +
<f eature-not-i enent ed/ >
501 f eat t-inpl ted/
o e e e e e oo - o e e e e e e e e e e e e e e +
<r enot e- server - not - f ound/ >
502 t t-f d/
. +
| 503 | <internal-server-error/> (9)
e meeeeemeaaeeaeas T +
<r enot e-server-ti meout/>
504 t t t/
o e e e e e oo - o e e e e e e e e e e e e e e +
<not - accept abl e/ >
505 t t abl e/
. +
| 513 | <policy-violation/> |
e meeeeemeaaeeaeas T YT +
XX <reci pi ent -unavai | abl e/ >
6 pi ent | abl e/
o e e e e e oo - o e e e e e e e e e e e e e e +
| 600 | <recipient-unavail abl e/ > |
. +
| 603 | <recipient-unavail abl e/ > |
e meeeeemeaaeeaeas Fom e emeeieeeeeeeiiemaecceeaaaas +
| 604 | <itemnot-found/ > |
o e e e e e oo - o e e e e e e e e e e e e e e +
| 606 | <not-acceptabl e/ > |
. +

Tabl e 3: Mapping of SIP Response Codes to XMPP Error Conditions

(1) Wen mapping SIP 301 to XMPP <gone/ >, the <gone/> el ement MUST
i nclude XML character data specifying the new address. Wen
mapping SIP 410 to XMPP <gone/ >, the <gone/> el enment MJST NOT
i nclude XML character data specifying a new address.

(2) The XMPP <paynent-required/> error condition was renmoved in
[ RFC6120]. Therefore, a mapping to XMPP <bad-request/> is
suggest ed i nst ead.

(3) Depending on the scenario, other possible translations for
SI P 403 are <not-all owed/> and <policy-violation/>.

(4) Depending on the scenario, another possible translation for
SI P 404 is <renote-server-not-found/ >.
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(5) Depending on the scenario, another possible translation for
SIP 408 is <renote-server-not-found/ >.

(6) Codes 430 and 439 are defined in [ RFC5626].
(7) Code 440 is defined in [ RFC5393].
(8) Code 489 is defined in [ RFC6665].

(9) Regarding the semantic nmismatch between XWMPP
<servi ce-unavail abl e/ > and SIP code 503, see note (5) in
Section 7.1 of this docunent.

8. Security Considerations

Detail ed security considerations for SIP and XMPP are given in
[ RFC3261] and [ RFC6120], respectively.

To protect information sent between SIP and XMPP systens, depl oyed
gat eways SHOULD use Transport Layer Security (TLS) [ RFC5246] when
communi cating over TCP and Dat agram Transport Layer Security (DTLS)
[ RFC6347] when communi cating over UDP

As specified in Section 26.4.4 of [RFC3261] and updated by [ RFC5630],
a To header or a Request-URI containing a Session Initiation Protoco
Secure (SIPS) URI is used to indicate that all hops in a

communi cati on path need to be protected using TLS. Because XWPP

|l acks a way to signal that all hops need to be protected, if the To
header or Request-URI of a SIP nessage is a SIPS URl then the SIP-to-
XMPP gat eway MJUST NOT translate the SIP nessage into an XMPP stanza
and MUST NOT route it to the destination XMPP server (there might be
exceptions to such a policy, such as explicit agreenent anmong two
operators to enforce per-hop security, but currently they are quite
rare).

A gateway between SIP and XMPP (in either direction) effectively acts
as a SI P back-to-back user agent ("B2BUA'). The anplification

vul nerability described in [RFC5393] can manifest itself with B2BUAs
(see al so [ B2BUA- LOOP- DETECT] ), and a gateway SHOULD inpl ement the

| oop-detection nethods defined in that specification to help nmitigate
the possibility of anplification attacks. Note that although it
woul d be possible to signal the Max-Forwards and Max-Breadth SIP
headers over XMPP using the Stanza Headers and | nternet Metadata
(SH'M extension [ XEP-0131], that extension is not wdely

i mpl ement ed; therefore, defenses agai nst excessive | ooping and
anplification attacks when nessages pass back and forth through SIP
and XMPP networks are out of scope for this docunent. However, it
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9.

9.

ought to be addressed in the future, and inplenentations are strongly
encouraged to incorporate appropriate countermeasures wherever
possi bl e.

The ability to use a wide range of Unicode characters [UN CODE] can

|l ead to security issues, especially the possibility of user confusion
over identifiers containing visually similar characters (also called
"confusabl e characters" or "confusables"). The PRECI S franmework
specification [ PRECI S] describes sone of these security issues, and
addi ti onal gui dance can be found in [UTS39].
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