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PREFACE

ARPA's Committee on Conputer-Aided Human Conmruni cat i on
(CAHCOV) wi shes to pronul gate an official standard for the format
of ARPA Network mail headers which will adequately neet the needs
of the various nessage service subsystens on the Network today.
The authors of this RFC constitute the CAHCOM subconmittee
charged with the task of developing this new standard; this
docunent presents our current thoughts on the matter and a
speci fic proposal

Thi s docunent is organized as follows: First, we present a
history, of the devel opment of what has beconme known as the ARPA
Network "mail" or "message" service, and the issues which we fee
are nost pressing -- problems for which solutions are |acking
today, inhibiting the further devel opnent of nessage subsystens.
W then present the specification for the new ARPA Network
Message Header standard. This is followed by a References
section.

Essentially, we propose a revision to Request for Coments
(RFC) 561, "Standardizing Network Mil Headers", and RFC 680,

"Message Transmi ssion Protocol". This revision renoves and
conpacts portions of the previous syntax and adds severa

features to network address specification. In particular, we
focus on people and not nailboxes as recipients and allow
reference to stored address lists. We expect this syntax to

provide sufficient capabilities to mneet nost users’ inmediate
needs and, therefore, give devel opers enough breathing room to
produce a new nail transm ssion protocol "properly". W believe
that there is enough of a consensus in the Network comunity in
favor of such a standard syntax to nmake possible its adoption at
this tinme.

W would Iike to make clear the status of this proposed
standard: The CAHCOM Steering Committee has replaced the Message
Service Commttee as the ARPANET standards-setting organization

in the area of nmessage services. It is expected that the
proposal of this CAHCOM subcommittee, when in its final form
will be adopted as an ARPANET standard by CAHCOM In the

interests of making this standard the best possible one, we are
distributing this proposal as an RFC

Pl ease send any comments and criticisns to any of the
authors of this RFC by 15 June 1977. It is planned that the
standard will be officially adopted by 1 Septenber 1977, wth
hosts expected to accept its syntax by 1 January 1978.
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|.  PROBLEMS W TH ARPANET MESSAGE STANDARDS

A.  BACKGROUND AND HI STORY

Today’ s ARPA Network "nmail" or "nessage" service uses, for
its delivery mechanism two special comrands of the File Transfer
Protocol. Viewed fromwithin the structure of FTP, the entire

message, both header and text, is data for the FTP MAIL and MFL
commands. This facility was added to the File Transfer Protoco

as an afterthought; it was an interimsolution to be used only
until a separate nail transnission protocol was specified.
Several versions of such a protocol have been proposed, but none
has yet received general acceptance. Meanwhil e, attenpts have

been made to inprove upon the original interimfacility.

As nessage service subsystens on various host systens
(especially TENEX) developed to the point where rudinmentary
parsi ng of inconmi ng nessages was being done, it became cl ear that
it would be desirable to standardize the format and content of
the headers of messages transm tted between hosts using these FTP

commands. To this end, an ad hoc comittee wote RFC 561, which
suggested a standard nessage header fornat. The committee was
unofficial, so it could not legislate a standard, it could only

recomrend. However, the standard it suggested adequately nmet an
urgent need, and was general |y adopted.

Several salient points should be noted:

1. RFC 561 defined the concept of a nessage header, and
specified the syntax which delinmted it fromthe actua
text of a message;

2. It proposed a standard format for the nost obvious and
nmost urgently-needed header itens: "From", "Date:", and
"Subj ect:";

3. It proposed that a general standard syntax be wused for
al | other header itens;

4. RFC 561 is still, today, an unofficial standard, adhered
to by most because of its utility;

5. Its syntax was designed to allow humans to read the text
easily, wthout the aid of special nmessage processing
systens.
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As nessage services grew in sophistication, the need for
specific header itens in RFC 561's "mi scel | aneous"” category grew.
"To:" and "cc:", especially, were generated and recognized by
several different message services. However, there was no
specific standard for the syntax of the contents of these itens.
The nessage service subsystens on TENEX devel oped a particul ar
format for these itens; since nore messages originated from the
TENEX hosts on the Network than fromany other type of host
system the TENEX format for these fields soon becane a de facto
st andar d. Message service subsystens on TENEX began to parse
these fields, expecting themto be in the TENEX-generated format.
Message service subsystens on other hosts -- Miltics, for example
-- began to dabble with other formats for these fields, since
there was no standard for them only to receive conplaints from
users of TENEX nessage service subsystens that their "non-
standard" nessage headers could not be parsed according to the
(de facto) "standard" syntax.

Recogni zing that the tine had come to nmke an attenpt to
standardi ze the additional header fields that had cone into use
since RFC 561 was published, ARPA's Message Service Committee
chartered a small group in 1975 to develop a revised version of
RFC 561 which woul d define the syntax of these additional nessage
header fields. Several things should be noted about this snal
group of people: first, they were TENEX-oriented; when the
functionality of the nessage header itenms they desired was
mat ched by the functionality of an already-existing nessage
header item of the TENEX nessage subsystens, they adopted the
syntax used by the TENEX nessage subsystens. Second, they based
additional header items not already found on TENEX nessage
subsystens on the deliberations of the Message Service Committee.
Third, they were not familiar with the procedure for publication
of a docunment as a Network RFC

The docurent which this group produced, |abelled RFC 680,
"Message Transm ssi on Pr ot ocol ", recei ved only limted
distribution. Matters were further confused because its title
was msleading, since it was not a protocol for the transm ssion
of nmessages between ARPA Network hosts, but rather a standard for
the format of nmessages transmitted via the standard File Transfer
Pr ot ocol . Sone, including the Message Service Conmittee,
bel i eved that RFC 680 became a Network Standard. This was not
strictly true, because it never received proper distribution, and
it had never been "officially blessed" by anyone, to turn it from
a request for coments into an accepted official ARPA Network
standard docunent. Reflecting this confusion over the status of
the document are the facts that the docunent DCES currently
reside in the "official™ ARPANET Protocol Handbook, and nost
users and nessage systeminplenentors remain unaware that this is
SO.
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For all its shortcom ngs, RFC 680 has performed a needed
service, just as did RFC 561 before it. It defined additiona
nmessage header itens at atine when this needed to be done.
Unfortunately, since the group had not sought ideas and i nput
fromothers, the specification did not adequately respond to a

sufficient set of community needs. |In addition, the manner in
whi ch the docunent was pronul gated -- or not pronulgated -- left
a great deal to be desired. Inplenentators of nessage-processing

subsystens who had not received RFC 680 proceeded to go their own
ways, feeling justified in doing so, while those who accepted RFC
680 as a standard felt justified in conplaining to -- and about
-- those whom they considered to be maverick inplenmentors of
i di osyncratic nmessage service subsystens.

Per haps because of the ad-hoc nature of the interim nail
facility, wusers have not, until recently, attenpted to push the
systemto the limts of their inmagination. Presently, however,
several different sites are using the "interint mail facility for
more than it was designed and in ways which are inconpatible both
with each other and with the original intent of the facility.
Mai | subsystem inplenentors are increasingly being asked to
provide for the handling of nmail fromidiosyncratic hosts. Al so,
it has beconme clear that there are a few very specific features,
too useful to ignore, which cannot reasonably be specified within
the syntax of RFC 680.

B. | SSUES AND CONCLUSI ONS

At first glance, it would seemthat a resolution of today's
somewhat chaotic situation could best be obtained by i mediately
junking the existing "interinl nail facility, and adopting a true
mai |l transmission protocol. W strongly believe that this would
be ill-advised at this tine, for we feel that there is no genera
understanding within the Network community today of howto
specify and inplenent a full and adequate nmil transm ssion
pr ot ocol . However, we are convinced that there is, finally, a
strong commtment within the Network comunity to attack this
problem (which there was not at the tinme the "interim nmai
transm ssion facility was specified and devel oped).

The frontal attacks on the mail protocol problem have, so
far, resulted in at |least two suggestions for a mail transni ssion
protocol. Wy should not one of these protocols be adopted
i medi atel y? We feel that, in general, there has been a tendency
for experinental Network software to be prematurely treated as
though it were adequately designed and fully oper ati onal
Typically, the systemor protocol proposed is so much better than
what was previously available that its experinental nature is
di sregarded, and it is pressed into service before it has had a
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chance to properly devel op and mat ure. W are very concerned
that this phenonmenon not afflict the Network mail system any nore
than it already has.

Wiile it is true that there are several sites in the ARPA
Conmunity which have nmail systenms that understand the syntax
specified in RFC s 561 and 680, in addition to some of the "non-
standard" syntax provided by the nail generating prograns at
several other sites, nost nmail systens do not parse nuch of the

contents of received nmessages. A consi deration of the syntax
specified here is that messages which are sent to people should
be easily read by people. Parsers which can turn an ugly,

syntactically expedient forminto something which is easy to read
are the exception, rather than the rule, in today s nessage
systens. Also, the nodifications to the existing "non-standard"
syntax should be kept to a mininum enhancing the probability
that the requirenent of small perturbations to existing software
wi |l be accepted.

Wth this syntax, we introduce nechanisns so that:

1. Users of mail systens can have nultiple nuil boxes, either
on one machine or nultiple machines, all of which are
treated identically; the default mailbox for a wuser is
not necessarily associated (directly) wth his login
narne.

2. Mail for a person can be sent to other than a single,
defaul t mail box.

3. Naned groups may consist of both individuals and
(possibly) other named groups (i.e., nesting wthin
groups is permtted).

4. Address lists nmay contain references to other, stored,
lists. The conplete path with which one can retrieve the
stored list may be specified in order to allow either
manual or automatic retrieval of the stored |ist.

5. Address lists nay contain references to addresses which
are not accessible through the standard ARPANET nessage
system For exanple, U 'S. Postal system addresses can
be specified. Such addresses are, of course, expected to
be ignored by the ARPANET system although individua
sites may provide services for wusing the infornmation
(e.g., automatically sending a copy of the nessage to a
line printer, in preparation for transm ssion through the
Postal system.

6. Parenthetical remarks, or comments, can be included and
syntactically recognized as such wthin sonme header
i tens.
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7. Received nessages are capable of being read by humans
without a programhaving to parse the nessage (or parts
of it) before presenting the nessage to the user; however
there is sufficient formal syntax to enable a parsing
programto nodify the appearance and content of nateria
presented to users. Al t hough message-di spl ay software
may exerci se consi der abl e control over message
appearance, the degree to which a nessage’s actual format
is PLEASANT for humans to read is entirely the
responsibility of the nessage creation program

No mechani sm for authentication is provided, since the Network
provides no nmechanisnms for enforcing mail security. The syntax

does provide for one aspect of "correctness": a distinction is
made between an address which is claimed to be a valid network
address and one which is sinmply free text, included for the

conveni ence of the human partici pants.

C. MESSAGE PARTS

Sone confusion has existed over the roles played by
different message parts. Einar Stefferud has suggested using the
perspective of envelope, letter head, and |letter content. The
presence of structured portions in nessages additionally requires
reference to "headers".

In computer-based nmessage systens, human wusers do not
generally encounter "envelopes”, which are often constructed
automatically, to be used by the participating systenm(s) to
deliver the nessage. For exanple on TENEX, the envel ope is the
nane of the file containing a nessage awaiting transm ssion. For
FTP servers, it is the data portion of the MAIL or MLFL conmand
line. Some systens attach "envelope-like" information to the
message header, such as time-stanp and origi nati ng host nane.

I n paper-based comuni cations, headers occur both before
(e.g., "To:" and "From" and after (e.g., "cc:" and "encl osure:")
the body of the message. Wthin this standard, all headers occur
before the body of the nmessage, although |ocal message displ ay
prograns may choose to alter that ordering

Wayne Hat haway has poi nted out that ARPANET nessage fornmat
does not support specification of |etterheads, since these are a
type of organi zati onal public rel ations symnbol . Sone
i di osyncrasi es are supported, however, by way of choosing specia
field nanes.

In general, it is inportant to realize that the header
portion of a nessage plays several roles during the life of a
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message, variously participating in each of the three functions
suggested by Stefferud.

D. ADOPTI ON OF THE STANDARD

During the early phases of specifying this standard, a great
deal of concern was expressed over the problenms which nmay be
experienced during the transition fromthe current standard to
this new one. W feel that the true problemis the |ack of
realization that THERE I S NO CURRENT OFFI Cl AL STANDARD. Enough
systens have enough overlapping behaviors to allow the current
mai | environnent to function, but this in no way constitutes a
st andar d.

In fact, we strongly believe that the new requirenents
i nposed by the proposed standard involve | ess conplexity than the
anbiguities resulting from the current variations in system
behavi ors.
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I'1. STANDARD FOR THE FORMAT
OF ARPA NETWORK MESSAGES

Thi s standard supercedes the infornmal standards specified in
ARPANET Request for Conmments nunbers 561, "Standardizi ng Network
Mai | Headers", and 680, "Message Transmi ssion Protocol”. 1In this
docunent, a general framework is described. The formal syntax is
then specified, followed by a discussion of the semantics.
Finally, a nunber of exanples are given

This specification is intended strictly as a definition of
what is to be passed between hosts on the ARPANET. I't is NOT
intended to dictate either features which systens on the Network
are expected to support, or user interfaces to message creating
or readi ng prograns.

A distinction should be nade between what the specification
requires and what it allows. Certain equival ences are defined,
such as between a space character <space> and an end-of-line
character <crlf>, which both facilitate the formal specification
and indicate what the OFFICIAL semantics are for nessages.
Particul ar i npl ement ati ons may wi sh to preserve further
di stinctions which the specification does not require.

A.  FRAMEWCORK

Since there are many message systens which exi st outside the
ARPANET environment, as well as those within it, it may be useful
to consider the general framework, and resulting capabilities and
limtations, of this standard.

Messages are expected to consist of lines of text. No
speci al provisions are made, at this time, for encodi ng draw ngs,
facimle, speech, or structured text.

No significant consideration has been given to questions of

data  conpression or transm ssion/ storage efficiency. The
standard, in fact, tends to be very free with the nunber of bits
consurmned. For exanple, field names are specified as free text,

rat her than special terse codes.

A general "neno" framework is used. That is, a nessage
consists of some information, in arigid format, followed by the
main part of the nessage, which is text and whose format is not
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specified in this document. The syntax of several fields of the

rigidly-formated ("header") section is defi ned in this
specification; sone of the header fields nmust be included in al
messages. |In addition to the fields specified in this docunent,

it is expected that other fields will gain comon use. User-
defined header fields allow systens to extend their functionality
while nmaintaining a uniformframework. Qur approach is simlar
to that of the TELNET protocol, in that we are defining a basic
standard whi ch includes a nmechanism for (optionally) extending
itself. The authors of this document wll regulate the
publ i shing of specifications for these extensions.

Such a framework severely constrains docunent "tone" and
appearance and is primarily useful for nost intra-organization

communi cations and relatively structured i nter-organi zati on
conmuni cati on. A nmore robust environnent night allow for nulti-
font, multi-color, mnulti-dinmension encoding of information. A

|l ess robust environment, as is present in nost single-machine
message systems, would nore severely constrain the ability to add
fields and the decision to include specific fields. Relative to
paper - based comuni cation, it is interesting to note that the
RECEI VER of a nessage can exercise an extraordi nary anount of
control over the nessage’s appearance. The anount of actua
control available to nessage receivers is contingent upon the
capabilties of their individual nessage systens.
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B. SYNTAX

This syntax is given in four parts. The first part
describes a base-level |exical analyzer which feeds the higher-
| evel parser described in the succeeding sections. The second
part gives a general syntax for nessages and standard header
fields. The third part specifies the syntax of addresses. A
final section specifies sone general syntax which supports the
ot her sections.

1. LEXICAL ANALYSI S OF MESSAGES

a. General Description

A nessage consists of headers and, optionally, a body (i.e.

the <nessage-text>). The <nessage-text> part is just a
sequence of ASCII characters; it is separated from the
headers by a null line (i.e., a line with nothing preceding

the <crlf>).

1) Fol di ng and unfol di ng of headers

Each header itemcan be viewed as a single, logical, 1ong
I'ine of ASCI | characters. For convenience, this
conceptual entity can be split into a nultiple-line
representation (i.e., "folded"). The general rule is that

wherever there can be <linear-white-space> characters, you
can instead insert a <crlf> imediately followed by AT
LEAST one <linear-white-space> character. Thus, the
single line

To: "Joe Dokes & J. Harvey" <ddd at Host>, JJV at BBN
can be represented as

To: "Joe Dokes & J. Harvey" <ddd at Host >,
JJV at BBN

and
To: "Joe Dokes & J. Harvey"

<ddd at Host >,
JJV at BBN
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2)

3)

and

To: "Joe Dokes
& J. Harvey" <ddd at Host>, JJV at BBN

The process of noving from this folded nultiple-Iline
representation of a header field to its single line
representation will be called "unfol ding". Unfolding is
acconpl i shed by regarding <crlf> imediately followed by a
<l i near-white-space-char> as equivalent to the <linear-
whi t e- space- char >.

Structure of header fields

Once header fields have been unfol ded, they nay be viewed
as being conposed of a <field-nanme> followed by a ":"
(colon), followed by a <field-body>. The <fi el d-nane>
must be conposed of printable ASCI|I characters (i.e.
characters which have deci nmal val ues between 33 and 126)
and <linear-white-space> characters. The <fiel d-body> may
composed of any ASCI| characters (other than <cr> and
<l f>, whi ch have been renoved by unfol ding).

Certain header fields may be interpreted according to an
internal syntax which sone systens nmay w sh to parse.
These fields will be referred to as structured fields.
Exanpl es include fields containing dates and addresses.
O her fields, such as the subject field, are regarded
simply as a single line of text.

Fi el d names

To aid in the creation and reading of <field-nane>s, the
free insertion of <linear-white-space> characters is
all owed in reasonabl e places. Rather than obscuring the
syntax specification for <field-name> with the explicit
syntax for these <linear-white-space> characters, the
exi stence of a sinple "lexical" analyzer is assuned. The
anal yzer reinterprets the unfolded text which conprises
the <field-name> as a sequence of <atoms> separated by
<l i near-white-space> characters. The field name my be
conveniently represented by the sequence of these atons,
separated by a single ASCI| space character
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4) Field bodies

To aid in the creation and reading of structured fields,
the free insertion of <linear-white-space> characters is
all owed in reasonabl e places. Rather than obscuring the
syntax specifications for these structured fields wth
explicit syntax for these <linear-white-space> characters,
the existence of another sinple "lexical" analyzer is
assuned. It provides an interpretation of the unfol ded
text conprising the body of the field as a sequence of
| exi cal synbols. These include

- individual special characters
- quoted strings

- comments

- atons

The first three synbols are self-delimting. Atons are
not; they therefore are delimted by the self-delinting
synbol s and by <linear-white-space>.

So, for exanple, the folded body of an address field

":sysmail " @ Sone- Host ,
Muhamed(l amthe greatest)Ali at WBA

is analyzed into the follow ng | exical synbols and types:

":sysmail " quoted string
@ speci al

Some- Host atom

, speci al
Muhamred atom

(I amthe greatest) comment

Al at om

at atom

VBA atom

Formal Definition

<field>
<fi el d- nane>

<field-nane> ":" <field-body>
<at o
| <atomp <fi el d-nane>

<fi el d- body>

<fi el d- body- cont ent s>
| <field-body-contents> <crlf>
<l i near - whi t e- space- char >
<fiel d- body>
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<fi el d- body-contents> ::

<at one L=

<quot ed-stri ng>

<text-line> -

<nmessage-t ext> L=

<del i net er s> =

<speci al s> 1=

<commrent > L=

<l i near-white-space>:: =

<l i near-whi t e-space-char>:: =

<space>
<t ab>
<Cr>

<l f>
<crl| f>

of Messages /[ 12

= <the TELNET ASCI| characters naking
up the <field-body> as defined in
the follow ng sections, and
consi sting of conbinations of
<atomp, <quoted-string>, <text-line>
and <speci al s> t okens>
<a sequence of one or nore TELNET
ASCI | al pha-nuneric or graphics
characters, excluding all contro
characters (those characters with
a decimal value |less than 33 or
equal to 127) and <delineters> >

<doubl e quote mark ("), deci mal 34>
<a sequence of one or nore TELNET
ASCI | characters, where two
adj acent quotes are treated as a
single quote and part of the
string> <">

<a sequence of one or nore TELNET
ASCI | characters excluding <cr>
and <l f> >

<a sequence of zero of nore TELNET
ASCI | characters>

<speci al s> | <coment >

<l i near-white-space> | <crlf>

IS A A

@ || """ | "]t <>

"(" <TELNET ASCI| characters, except
<crlf>>")"

<l i near - whi t e- space- char >
<l i near - whi t e- space- char >
<l i near-whi t e-space>
<space> | <horizontal -tab>
<TELNET ASCI| space (deci nal
<TELNET ASCI| tab (deci mal
<TELNET ASCI| carriage return
(deci mal 13)>
<TELNET ASCII| line feed (decinmal 10)>
<TELNET ASCI| carriage return/line
feed (decimal 13, followed by
deci nal 10)>

32) >
9)>
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Clarifications

1)

2)

3)

Comment s

Conments may appear only Wit hin <fi el d- body>s of
structured fields. A coment is any set of TELNET ASC |
characters, which is not within a quoted string, and which
is enclosed in matching parentheses; parentheses nest, so
that if a left paren occurs in a conment string, there
nmust al so be a matching right paren.

Comments are NOT passed to the FTP server, as part of a
MAIL or MFL command, since comments are not part of the
"formal " address.

"Wite space"

Remenber that in structured fields, MILTIPLE LI NEAR WH TE
SPACE TELNET ASCI | CHARACTERS (nanely <tab>s and <space>s)
ARE TREATED AS SI NGLE SPACES AND MAY FREELY SURROUND ANY
SYMBOL. In all header fields, at |east one <space> is
REQUI RED only at the begi nning of folded |lines.

Witers of mail-sending (i.e. header generating) prograns
shoul d realize that there is no Network-w de definition of
the effect of <tab> TELNET ASCI|I characters on the
appearance of text at another Network host; therefore, the
use of <tab>s in nessage headers, though permtted, is
di scour aged.

Note that the contents of nessages are required to conform
with TELNET NVT conventions (e.g. <cr> nust be foll owed
by either <If> making a <crlf> or <null> if the <cr>is
to stand al one).

Quoted strings

Were permitted (i.e., in structured fields) quot ed
strings are treated as a single synmbol (i.e. equivalent
to an <atome syntactically). However, if quoted strings
are to be "folded" onto nultiple lines, then the syntax
for folding nust be adhered to (See itens I1.B.1.a.1,
above, and 11.B.1.c.6, below) Note that the officia
semantics do not encounter <crlf>s in quoted strings,
al though particular parsing prograns may Ww sh to note
their presence.
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4)

5)

6)

7)

Bracketing characters
There are two types of brackets which nust be well nested:
- Parentheses are used to indicate coments.

- Angl e brackets "<" and ">" are used
where there is a question of the presence
of machi ne-usabl e code (e.g. delimnating
mai | boxes).

Case i ndependence of certain specials <atonps

It should be assunmed by all mail reading prograns that
certain <atonmps can be represented in any conbination of
upper and | ower case. These are:

- <field-nanme>s,

- "File", in a <path>,

- "at", in an <at-indicator>,
- <host - nane>s,

- <day- of - week>s,

- <string-nonth>s, and

- <tine-zone>s

For exanple, the <field-nane>s "Front', "FROM', "from', and
even "FroM' should all be treated identically. Note that,
at the level of this specification, case IS relevant to
ot her <wor d>s and <text-line>s. Also see Section
I1.C 1. a.4, bel ow

Fol ding long |ines

Each header item (field of the nessage) may be represented

on exactly one line consisting of the nane of the field
and its body, and this is what the parser sees. For
readability, it 1is recomended that the <field-body>

portion of long header itens be "folded" onto nultiple
l'ines of the actual header

Backspace characters

Backspace TELNET ASCI| characters (ASCII BS, deciml 8)
may be included in <text-line> and <quoted-string>to
ef fect overstriking; however, any use of backspaces which
effects an overstrike to the left of the beginning of the
<text-line> or <quoted-string> is prohibited.
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GENERAL SYNTAX OF MESSAGES

NOTE: The syntax indicates that items in <required-headers>
must be in a specific order and precede all other header
items. Header fields, in fact, are NOT required to occur in
any particular order. Required header items nust be uni que
(occur exactly once). This specification pernmts nmultiple
occurrences of nost opti onal fields. However, the
interpretation of such nultiple occurrences is not specified
her e.

<message> 1= <header s>
| <headers> <crlf> <nessage-text>

<header s> = <r equi r ed- header s>

| <required-headers> <optional - header s>
<requi red- headers> ::= <date-field> <originator>
<ori gi nat or > 1= <mach-fromfiel d>

| <mach-fromlist> <sender-field>

| <mach-fromfield> <reply-to-field>

| <any-fromfield> <sender-field>
<reply-to-field>

<date-fiel d> 1= " Dat e" ":" <date-tine>
<mach-fromfield> ::= " Front ":" <mach-addr-itenp
<mach-fromlist> = " Front ":" <mach-addr-1|ist>
<any-fromfiel d> =  "Fron ":" <address-list>
<sender-fiel d> = " Sender " ":" <host-phrase>
<reply-to-field> = "Reply-To" ":" <mach-addr-list>

<opti onal - header s>:: <optional - header-fi el d>
| <optional - header s>

<optional - header-fi el d>

<optional -header-fiel d> ::= <addressee-fiel d>
| <extension-field>

<addressee-field> ::= "To" ":" <address-list>
| "cc" ":" <address-list>
| "bcc" ":" <address-list>
| "Fcc" ":" <path-list>
<extension-field> ::= "In-Reply-To" ":" <reference-list>
" Keywor ds" ":" <phrase-list>
"Message-1d" ":" <mach-host-phrase>

" Ref er ences" <reference-1list>
" Subj ect” "t o<text-line>
"Coment s" ":" <text-line>
<user-defined-fiel d>
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N

<user-defined-field> ::= <A <field> which has a <fiel d- nane>
not defined in this specification>

The foll owi ng syntax for the bodies of various fields should be
thought of as describing each field body as a single long string
(or line). The section on Lexical Analysis (section 11.B.1)
i ndicated how such long strings can be represented on nore than
one line in the actual transmtted nessage.

3. SYNTAX OF GENERAL ADDRESSEE | TEMS

<mach- addr-itene

<mach- addr-1i st>

| <mach-addr-itens "," <address-list>
<address-list> = <nul | >

| <address-itenp

| <address-iten» "," <address-list>
<address-itemnpr D= <mach- addr-itenp

<address-list> ";

| <group-name>
| <any-name>
| <pat h>

<mai | box>
| <phrase> "<" <mmil box-list> ">"

<mach- addr-itene

<gr oup- name>
<any- nane>

<phr ase>
<quot ed-stri ng>

<mai | box-1ist> = <mai | box>

| <mail box> "," <mail box-1ist>
<mai | box> =  <host - phrase>
<pat h> e i "File" ":" <path-name>

<pat h- nane> <pat h-itenp

| "<" <path-list> ">"
<path-itenp

| <path-items "," <path-list>

<pat h-itenp = <host - phr ase>

<path-list>
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SUPPORTI NG SYNTAX

<reference-1list>

<reference-itenp

<mach- host - phr ase>:

<host - phr ase>
<host -i ndi cat or >
<at -i ndi cat or >
<host - nanme>

<date-tine>
<day>

<day- of - week>

<dat e>
<string-dat e>
<sl| ash- dat e>

<nuneri c- nont h>
<day- of - mont h>
<stri ng-nmont h>

<4-digit-year>
<2-digit-year>
<tine>

<24- hour-tine>
<hour >

<m nut e>

of Messages

<nul | >
<reference-itenr
<reference-itenp ","
<phr ase>
<mach- host - phr ase>

"<" <host - phrase> ">"
<phrase> <host -i ndi cat or >
<at - i ndi cat or > <host - nane>

m at m | m @
<at onp
<deci mal host address>

<day> <date> <tinme>

<nul | >
<day- of - week> " "

" Monday" | "Mon"
"Tuesday" | "Tue"
"Wednesday" | "Wed"
"Thursday" | "Thu"
"Friday" | "Fri"
"Saturday" | "Sat"
" Sunday" | "Sun"

<string-dat e>
<sl ash- dat e>
<day- of - mont h> <stri ng- nont h>
<4-digit-year>
<numeric-nmonth> "/"
Il/ll

<one or two decinmal digits>
<one or two decimal digits>
"January" | "Jan"
"February" | "Feb"

" Mar ch" | “Mar"

"April" | "Apr"

" May"

"June" | "Jun"

"Jul y" | "Jul"

" August " | "Aug"

" Sept enber”| " Sep"
"Cctober" | "Cct"
"Novenber" | "Nov"
"Decenber" | "Dec"

<four decinmal digits>

<two decimal digits>

<24-hour-ti me> <ti ne-zone>
<hour > <m nut e>
<two decimal digits>

<two decimal digits>

<dat e- of - nont h>
<2-digit-year>

17

<reference-1list>
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<ti me-zone> =

<phr ase> sz

<phrase-list> =

<wor d> Tz

of Messages

vt | "zt | "CcDoT"

"AST" | " ADT"

"EST" | "EDT" | "CST" | "CDT"
"MBT" | "MDT" | " PST" " PDT"
"YST" | "YDT" | "HST" | "HDT"
<wor d>

<wor d> <phr ase>

<nul | >

<phr ase>

<phrase> "," <phrase-list>
<at o

<quot ed-stri ng>

18
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1. Address Fields

SEMANTI CS

ADDRESS FI ELDS
Cener a

1) <path>s are used to refer to a location, on the ARPANET,

containing a stored address |list. The <phrase> shoul d
contain text which the referenced host can resolve to a
file. This standard is not a protocol and so does not

prescribe HOWdata is to be retrieved from the file.
However, the follow ng requirenents are nade:

- the file must be accessible through the | oca
operating system interface (if it exists), given
adequat e user access rights; and

- if a host has an FTP server and a wuser is able to
retrieve any files fromthe host using that server,
then the file nust be accessible through FTP, using
DEFAULT transfer settings, given adequate user access
rights.

It is intended that this mechanismwll allow prograns to
retrieve such lists automatically.

The interpretation of a <path> follows. This is not
intended to inply any particular inplenentation schenme, but
is included to aid in understanding the notion of <path>s:

- The contents of the file indicated by a <path-name> is
treated as an <address-list> and is inserted as an
<address-itenr in the position of the <path-nane> item
in the syntax. That is, the TELNET ASCI| character
string of the <path-nane> or, if present, the <path-
list> containing it, is replaced by the contents of
the file to which the <path-name> refers. Therefore,
the contents of the file indicated by a <path-name>
must be syntactically self-contained and nust adhere
to the full syntax prescribed herein for <address-
Iist>.

- <Path-itenps of a <path-list> are alternates and the
contents of ONLY ONE of themis to be included in the
resul tant address |ist.

2) The <phrase> part of a <mailbox> is wunderstood to be

whatever the receiving FTP Server allows (for exanple,
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TENEX systens do not now understand addresses of the form
"P. D. Q Bach", but another system night).

Note that a <mailbox> is a conceptual entity which does not
necessarily pertain to file storage. For exanple, sone
sites may choose to print mail on their Iine printer and
deliver the output to the addressee’s desk

A user may have several nmilboxes. The use of the second
alternative of <mach-addr-item> (<phrase> "<" <nail box-
list> ">") indicates that a copy of the nmessage is to be
sent to EACH nmi | box named.

3) <any-nanme> mmy contain any sequence of "words". This
sequence of words, used as an <address-itenr, is used to
facilitate reference to non-standard (e.g. non-Network)
addr esses. Such an address might be one which is
acceptable to the U S. Postal Service.

4) The <host-name> in a <host-phrase> nust be THE official
name of a Network host, or else a decimal nunber indicating
the Network address for that host. The USE CF NUMBERS IS
STRONGLY DI SCOURAGED and is permitted only due to the
occasi onal necessity of bypassing |ocal host-nane tables.

The <phrase> in a <host-phrase> is intended to be
meani ngful only to the indicated host. To all other hosts,
the <phrase> is treated as a literal string. No case
transformati ons should be (automatically) performed on the
<phrase>. The <phrase> is passed to the local host’s nmai
sendi ng progr am it is the responsibility of the
destination host’s mail receiving (distribution) programto
perform case mapping on this <phrase> if required, to
deliver the mail

b. Oiginator Fields

WARNI NG The standard allows only a subset of the
conbi nati ons possible with the From
Sender , and Reply-to fields. The
limtation is intentional; the permtted
alternatives have been carefully chosen
and are adequate for the purposes of this
st andar d.
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1)

2)

3)

From

This field contains the identity of the person(s) who
wi shed this message to be sent. The nessage-creation
process should default this field to be a single machine
address, indicating the user entering the message; if and
only if this is done, the "Sender:" field need not be
present.

Sender :

This field contains the identity of the person who sends
the nessage. It need not be present in the header of the
message if it is the SAME as the "From" field.

The <sender-fiel d-body> includes a <phrase> which nust
correspond to a wuser, rather than a standard <address-
item>, to indicate the expectation that the field wll
refer to the PERSON responsible for sending the nmail and
not sinply include the nane of a mailbox, from which the
mail was sent. For exanple in the case of a shared |ogin
nane, the nane, by itself, would not be adequate. The
<phrase> (user) is a system entity, not a generalized
person reference.

Repl y-to:

This field provides a general nechanismfor indicating any
mai | box(es) to which responses are to be sent. Three
different uses for this feature can be distinguished. In
the first case, the author(s) may not have regul ar
machi ne-based nmuail boxes and therefore wish to indicate an
al ternate nmachine address. |In the second case, an author
may w sh additional persons to be made aware of, or
responsi bl e for, responses; responders should send their
replies to the "Reply-to:" nailbox(es). Mre interesting
is a case such as text-nmessage tel econferencing in which an
automatic distribution facility is provided and a user
submitting an "entry" for distribution only needs to send
their nessage to the nmail box(es) indicated in the "Reply-
to:" field.

If there is no <reply-to-field> then the <fromfield> MJST
contain AT LEAST ONE nmachine address. |In all cases when
used and even if a <sender> field is present, the Reply-to
field nust contain at |east one nachi ne address.

NOTE: For systens which automatically generate address lists
for replies to nmessages, the followi ng requirenents are nade
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Semanti cs
Addr ess Fields
- The receiver, when replying to a nessage, nust NEVER
automatically include the <sender-field-body> in the
reply’s address |ist
- If the <reply-to-field> exists, then the reply should
go ONLY to the <reply-to-fiel d-body> addressees.
(Extensive exanples are provided in Section 11.D.) This

recommendation is intended only for <originator-field>s and in
no way is intended to reflect that replies should not be sent,
also, to the other recipients of this message. It is up to
the respective mail handling programs as to what additiona
facilities will be provided.

Recei ver Fields
1) To:

This field contains the identity of the primary recipients
of the nessage.

2) cc:

This field contains the identity of the secondary
reci pients of the nmessage.

3) Bcc:

This field contains the identity of additional recipients
of the nessage who are to remain hidden fromthe primary
and secondary recipients. Sone systens nay choose to
i ncl ude the text of the "Bcc:" field only in the
author(s)’s copy, while others may include it in the text
sent to all those indicated in the "Bcc:" |ist.

4) Fcc:

This field contains the identity of any message files in
which copies of this nessage are being placed by the
originator. Note that the presence of this field does NOT
guarantee long-term availability of the message in any of
the indicated files.
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REFERENCE SPECI FI CATI ON FI ELDS

Message- | d:

This field contains a unique identifier (the <phrase>) to
refer to this version of this message. The uni queness of the
message identifier is guaranteed by each host . Thi s
identifier is intended to be machine readable, and not
necessarily meani ngful to humans. A nessage-id pertains to
exactly one instantiation of a particular nessage; subsequent
revisions to the nessage shoul d receive new nessage-id’s.

I n- Repl y- To:

The contents of this field identify previous correspondence
which this nessage answers. |f message identifiers are used
inthis field, they should be enclosed in angle brackets (<>).
Ref er ences:

The contents of this field identify other correspondence which
this message references. If nessage identifiers are used,
they shoul d be enclosed in angle brackets (<>).

Keywor ds:

This field contains keywords or phrases, separated by conmas.

OTHER FI ELDS AND SYNTACTI C | TEMS

Subj ect :

The "subject:" field is intended to provide as much
informati on as necessary to adequately summarize or indicate
the nature of the nessage

Comment s:

Permits adding text coments onto the nmessage wi t hout
di sturbing the contents of the message’s body.
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DATES

It is reconmended that, because of differing internationa
interpretations, the <string-day> option be used instead of
the <slash-day> option in the specification of a <day>.

If included, <day-of-week> nust be the day inplied by the
<dat e> specification

<Ti me- zones> all ow reference to Greenwich and to each of the
zones in the United States. The zone references beginning
with "A" are for Atlantic time which are one hour faster than
the corresponding Eastern tines. "Y" indicates Yukon tine in
Al aska, which is one hour slower than the corresponding
Pacific tines, and "H' indicates Hawaiian tines, which are two
hours sl ower.
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EXAMPLES

ADDRESSES

Al fred E. Newman <Newman at BBN- TENEXA>

Newran @BN- TENEXA

These two "Alfred E. Newran" exanpl es have i dentica
semantics, as far as the operation of the |ocal host’s nmailer
and the renote host’'s FTP server are concerned. |In the first

exanple, the "Alfred EE Newrman" is ignored by the nmailer, as
"Newman at BBN- TENEXA" conpletely specifies the recipient.
The second exanple contains no superfluous informtion, and,
agai n, "Newman@BN TENEXA" is the intended recipient.

Al Newman at BBN- TENEXA

This is identical with "Al Newnan<Al Newman at BBN TENEXA>."
That is, the full <phrase> "Al Newman", is passed to the FTP
server. Note that not all FTP servers accept nulti-word
identifiers; and sonme that do accept themw | treat each word
as a different addressee (in this case, attenpting to send a
copy of the nessage to "Al" and a copy to "Newnan").

"CGeorge Lovell, Ted Hackl e" <Shared-Milbox at Ofice-1>

This formm ght be used to indicate that a single milbox is
shared by several users. The quoted string is ignored by the
originating host’s mailer, as "Shared-Milbox at Ofice-1"
conmpl etely specifies the destination mail box.

WIt (the Stilt) Chanberlain at NBA

The "(the Stilt)" is a comrent, which is NOT included in the
destination nmail box address handed to the originating systenis
mailer. The address is the string "WIt Chanberlain", wth
exactly one space between the first and second words. (The
quot ati on marks are not included.)
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ADDRESS LI STS

CGournets: Pompous Person <WhoZi What Zit at Cordon-Bl eu>,
Cooks: Childs at WEBH, Gall opi ng Gournet at
ANT (Australian National Tel evision);
Wne Lovers: Drunk at Discount-Liquors,
Port at Portugal;;,
Jones at SEA

This group list example points out the use of conments, the
nesting of groups, and the mixing of addresses and groups.
Note that the two consecutive sem -colons preceding "Jones at
SEA" mean that Jones is NOT a nenber of the Gournets group.

ORI G NATOR | TEMS

George Jones logs into his Host as "Jones". He sends mail
hi nsel f.

From Jones at Host
or
From George Jones <Jones at Host>

George Jones logs in as Jones on his Host. His secretary, who
logs in as Secy on her Host (SHost) sends nail for him
Replies to the nmail should go to George, of course.

From George Jones <Jones at Host>
Sender: Secy at SHost

George Jones logs in as Group at Host. He sends nmil hinself;
replies should go to the G oup mail box.

From George Jones <G oup at Host>

George Jones’ secretary sends mail for George in his capacity
as a nenber of Group while logged in as Secy at Host. Replies
should go to G oup.

From George Jones<G oup at Host>
Sender: Secy at Host

Note that there need not be a space between "Jones" and the
"<",  but adding a space enhances readability (as is the case
i n other exanples).

George Jones asks his secretary (Secy at Host) to send a
message for him in his capacity as Goup. He wants his
secretary to handle all replies.
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From CGeorge Jones <G oup at Host>
Sender : Secy at Host
Reply-to: Secy at Host

A non- ARPANET user friend of GCeorge’'s, Sarah, is visting.
George’'s secretary sends sone mmil to a friend of Sarah in
conputer-land. Replies should go to George, whose nmailbox is
Jones at Host.

From Sarah Friendly
Sender : Secy at Host
Repl y-to: Jones at Host

George is a nenber of a committee. He wi shes to have any
replies to his nessage go to all comittee nenbers.

From George Jones

Sender : Jones at Host

Repl y-To: Big-committee: Jones at Host,
Smith at O her-Host,
Doe at Sonewhere-El se;

Note that if George had not included hinself in t he
enuneration of Big-committee, he would not have gotten a
reply; the presence of the "Reply-to:" field SUPERSEDES the
sending of a reply to the person naned in the "From" field.

(Exanpl e of | NCORRECT USE)

George desires areply to go to his secretary; therefore his
secretary leaves his nmailbox address off the "From" field,
| eaving only his name, which is not, itself, a nmailbox
addr ess.

From George Jones
Sender: Secy at SHost

THIS IS NOT PERM TTED. Replies are NEVER inplicitly sent to
the "Sender:"; George's secretary should have used the
"Reply-to:" field, or the mail creating program she was using
shoul d have forced her to.

George’s secretary sends out a nessage which was authored
jointly by all the nenbers of the "Big-commttee".

From Bi g-committee: Jones at Host,
Smith at O her- Host,
Doe at Somewhere-El se;
Sender: Secy at SHost
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COWPLETE HEADERS
M ni mum r equi r ed:

Date: 26 August 1976 1429-EDT
From Jones at Host

Usi ng sone of the additional fields:

Date 26 August 1976 1430- EDT
From George Jones<G oup at Host>
Sender: Secy at SHOST
To: Al Newman at Mad- Host,

Sam Irving at O her- Host
Message-id: sone string at SHOST

About as conplex as you' re going to get:

Dat e: 27 Aug 1976 0932- PDT

From Ken Davis <KDavis at O her-Host>
Sender : KSecy at O her - Host

Repl y-to: Sam I rving at O her- Host

Subj ect : Re: The Syntax in the RFC

To: George Jones <G oup at Host >,

Al Newman at Mad- Host

cc: Tom Sof t wood <Bal sa at Anot her - Host >,

Sam I rving at O her- Host,
Standard Distribution:
File:

</ mai n/ davi s/ peopl e/ standard at O her
"<Jones>st andard. di st. 3" at Tops-20- Host >

I n-Reply-to: <some string at SHOST>
Message- | D 4231. 629. XYzi - What at O her - Host

28

Host ,

Conment : Samis away on business. He asked nme to handl e

his mil for him today. He' Il
provide a nore accurate explanation

when he returns.

be able to
t onor r ow
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APPENDI X

A.  ALPHABETI CAL LI STI NG OF SYNTAX RULES

<2-digit-year>
<4-digit-year>
<24-hour-time>

<addr essee-fiel d> :

<address-itenp

<addr ess-|ist>

<any-fromfiel d>
<any- nane>
<at -indi cator>

<at one

<comrent >

<Cr>
<crl| f>

<dat e>
<date-fiel d>
<date-ti me>
<day>
<day- of - mont h>
<day- of - week>

<two decimal digits>
<four decinal digits>
<hour > <m nut e>

"To" ":" <address-list>
"cc" ":" <address-list>
"bcc" ":" <address-list>
"Fcc" ":" <path-list>

<mach- addr-itenp
<gr oup- nane> ":"
<any- nane>

<address-list> ";

<pat h>

<nul | > | <address-itenp
<address-itenr "," <address-|ist>
" Front' ":" <address-list>

<quot ed-stri ng>

tat” | '@
<a sequence of one or nore TELNET ASCI |
al pha- nureri ¢ or graphics characters,
excluding all control characters
(those characters with a deci nal
| ess than 33 or equal to 127) and
<delineters> >

val ue

"(" <TELNET ASC |
<crlf>>")"

characters, except

<TELNET ASCI |
<TELNET ASCI |
(deci mal 13,

carriage return (deci nal
carriage return/line feed
foll owed by deci mal 10)>

13) >

<string-date> | <slash-date>
" Dat e" ":" <date-time>
<day> <date> <tinme>

<nul | > | <day- of -week> ",
<one or two decimal digits>
"Monday" | "Mon"
"Tuesday" | "Tue"
"Wednesday" | "Wed"
"Thursday" | "Thu"
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| "Friday" | "“Fri"
| "Saturday" | "Sat"
| "Sunday" | "Sun"

<del i met er > <speci al s> | <coment >

| <l'inear-white-space> | <crlf>

<field>
<fi el d- body>

<field-nane> ":" <field-body>

<fi el d- body- cont ent s>
| <field-body-contents> <crlf>

<l i near - whi t e- space- CHAR> <fi el d- body>

<fiel d-body-contents> ::= <the TELNET ASCI| characters maki ng up
the field body, as defined in the
foll owi ng sections and consi sting of
conbi nations of <atonp, <quoted-
string> <text-line> and <special s>

t okens>
<fiel d- name> ;1= <atonp | <atonme <field-nanme>
<gr oup- nanme> ;.=  <phrase>

<header s> <r equi r ed- header s>

| <required-headers> <optional - header s>

<at -i ndi cat or > <host - nane>
<atonr | <decinal host address>
<phrase> <host -i ndi cat or >

<host -i ndi cat or >
<host - nane>
<host - phr ase>

<hour > = <two deci mal digits>
<l f> 1= <TELNET ASCI| line feed (decinal 10)>
<l i near-white-space>:: = <l|inear-white-space-char>
| <l'inear-white-space-char>
<l i near - whi t e- space>
<l i near-white-space-char>::= <space> | <horizontal-tab>

<mach- addr-itene
<mach- addr-1i st>

<mai | box> | <phrase> "<" <mmil box-list> ">"
<mach- addr-itenp

| <mach-addr-itens "," <address-list>
<mach-fromfield> ::= " Front' ":" <mach-addr-itenp
<mach-fromli st> = " Fr ont' ":" <mach-addr-1ist>

<mach- host - phr ase>: : "<" <host - phrase> ">"
<mai | box>

<host - phrase>
<mai | box-1ist> wow

<mai | box> | <mail box> "," <mail box-1ist>

<header s>
| <headers> <crlf> <nmessage-text>

<message>



Appendi x / 32
Al phabetical Listing of Syntax Rul es

<message-t ext > 1= <a sequence of zero of nore TELNET ASCI |
characters>

<m nut e> 1= <two decimal digits>

<nurmeri c- nont h> <one or two decimal digits>

<opti onal - header s>:: <optional - header-fi el d>
<opti onal - header s> <opti onal - header-fiel d>

<optional - header-field> ::= <addressee-field> | <extension-field>

<ori gi nat or > 1= <mach-fromfiel d>
| <mach-fromlist> <sender-field>
| <mach-fromfield> <reply-to-field>
| <any-fromfield> <sender-field>
<reply-to-field>

<pat h> = ":" "File" ":" <path-nanme>

<pat h-itenp = <host - phr ase>

<path-1list> = <path-itenr | <path-itenr "," <path-list>
<pat h- name> = <path-itemr | "<" <path-list> ">"

<phr ase>
<phrase-list>

<word> | <word> <phrase>
<nul | > | <phrase>

| <phrase> "," <phrase-list>

<reference-itenp
<reference-1list>

<phrase> | <nmach- host - phrase>
<null> | <reference-itenr

| <reference-itenr "," <reference-list>

<quot ed-stri ng> <doubl e quote mark ("), deci mal 34>
<a sequence of one or nore TELNET
ASCI | characters, where two adj acent
quotes are treated as a single quote

and part of the string> <">

<reply-to-field> ::= "Repl y- To" ":" <mach-addr-|ist>
<requi red- headers> ::= <date-field> <originator>
<sender-fiel d> = " Sender " ":" <host-phrase>
<sl ash- dat e> = <nuneric-nmonth> "/" <dat e- of - ront h>

"I" <2-digit-year>
<space> ::=  <TELNET ASCI| space (decinal 32)>
<speci al s> S G D B B S B

L@ )<

<string-dat e>
<stri ng-nmont h>

<day- of - nont h> <stri ng- nont h>
"January" | "Jan" | "February" | "Feb"
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<t ab>

<text-line>

<tine>
<ti me-zone>

Li sting of

<user-defined-field> :

<wor d>

Synt ax Rul es

" Mar ch" |
" May"
"Jul y"
" Sept enber " |
"November" |

<TELNET ASCI |

" Mar "
"Jul "
n Sepll
" Nov"

tab

"April"
"June"
" August "
"Cct ober™
" Decenber

(deci nal

| " Apr
| "Jun"
| "Aug"
| "Oct"
| "Dec"

9) >

<a sequence of one or nore TELNET ASCI |
characters excluding <cr> and <l f> >

<24-hour-ti me>

" aGMr A

"EST" | "EDT"
"MST" | " MDTY
"YsT' | "YDT"

<A <field> which has

<aton® |

" pPST"
n |_|STII

<ti ne-zone>
| "aor
| "CsT"
I
I

| "AST"
| "CDT"
| " PDT"
| "HDT"

| "ADT

a <fiel d- name> not
defined in this specification>

<quot ed-stri ng>






