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| evel protocol for distributed, collaborative, hypertext information
systens. This docunent defines HTTP/ 1.1 conditional requests,

i ncludi ng netadata header fields for indicating state changes,
request header fields for making preconditions on such state, and
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one or nore preconditions evaluate to fal se.
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1.

1.

1.

I nt roducti on

Condi tional requests are HITP requests [RFC7231] that include one or
nmore header fields indicating a precondition to be tested before
appl ying the nmethod senantics to the target resource. This docunent
defines the HTTP/ 1.1 conditional request mechanisns in terms of the
architecture, syntax notation, and conformance criteria defined in

[ RFC7230] .

Condi tional GET requests are the nost efficient mechanismfor HITP
cache updates [ RFC7234]. Conditionals can also be applied to

st at e- changi ng nmet hods, such as PUT and DELETE, to prevent the "Il ost
update" problem one client accidentally overwiting the work of
anot her client that has been acting in parallel

Condi tional request preconditions are based on the state of the
target resource as a whole (its current value set) or the state as
observed in a previously obtained representation (one value in that
set). A resource mght have multiple current representations, each
with its own observable state. The conditional request nechani sns
assune that the mapping of requests to a "sel ected representation”
(Section 3 of [RFC7231]) will be consistent over tine if the server
intends to take advantage of conditionals. Regardless, if the
mapping i s inconsistent and the server is unable to select the
appropriate representation, then no harmw |l result when the
precondition evaluates to fal se.

The conditional request preconditions defined by this specification
(Section 3) are eval uated when applicable to the recipient
(Section 5) according to their order of precedence (Section 6).

1. Conformance and Error Handling

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Conformance criteria and considerations regarding error handling are
defined in Section 2.5 of [RFC7230].

2. Syntax Notation

Thi s specification uses the Augnmented Backus- Naur Form ( ABNF)
notation of [ RFC5234] with a list extension, defined in Section 7 of
[ RFC7230], that allows for compact definition of comma-separated
lists using a '# operator (simlar to howthe '*' operator indicates
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repetition). Appendix B describes rules inmported from ot her
docunents. Appendi x C shows the collected granmmar with all 1ist
operators expanded to standard ABNF notation

2. Validators

Thi s specification defines two fornms of netadata that are comonly
used to observe resource state and test for preconditions:

nmodi fication dates (Section 2.2) and opaque entity tags

(Section 2.3). Additional netadata that reflects resource state has
been defined by various extensions of HITP, such as Wb Distributed
Aut hori ng and Versioning (WbDAV, [RFC4918]), that are beyond the
scope of this specification. A resource netadata value is referred
to as a "validator” when it is used within a precondition

2.1. \Weak versus Strong

Validators cone in two flavors: strong or weak. Wak validators are
easy to generate but are far |less useful for conparisons. Strong
validators are ideal for conparisons but can be very difficult (and
occasionally inpossible) to generate efficiently. Rather than inpose
that all forns of resource adhere to the same strength of validator
HTTP exposes the type of validator in use and inposes restrictions on
when weak validators can be used as preconditions.

A "strong validator" is representation netadata that changes val ue
whenever a change occurs to the representati on data that woul d be
observabl e in the payl oad body of a 200 (OK) response to CET.

A strong validator night change for reasons other than a change to
the representation data, such as when a senantically significant part
of the representation netadata is changed (e.g., Content-Type), but
it isin the best interests of the origin server to only change the
val ue when it is necessary to invalidate the stored responses held by
renote caches and authoring tools.

Cache entries might persist for arbitrarily |ong periods, regardl ess
of expiration times. Thus, a cache might attenpt to validate an
entry using a validator that it obtained in the distant past. A
strong validator is unique across all versions of all representations
associated with a particular resource over tine. However, there is
no inplication of uniqueness across representations of different
resources (i.e., the sanme strong validator m ght be in use for
representations of rmultiple resources at the same time and does not
inmply that those representations are equival ent).
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There are a variety of strong validators used in practice. The best
are based on strict revision control, wherein each change to a
representation always results in a uni que node nane and revision
identifier being assigned before the representation is nmade
accessible to GET. A collision-resistant hash function applied to
the representation data is also sufficient if the data is available
prior to the response header fields being sent and the di gest does
not need to be recalculated every tine a validation request is
received. However, if a resource has distinct representations that
differ only in their metadata, such as might occur with content
negoti ati on over nedia types that happen to share the sane data
format, then the origin server needs to incorporate additiona
information in the validator to distinguish those representations.

In contrast, a "weak validator” is representation netadata that m ght
not change for every change to the representation data. This
weakness mght be due to limtations in how the value is cal cul ated,
such as clock resolution, an inability to ensure uni queness for al
possi bl e representations of the resource, or a desire of the resource
owner to group representations by some self-determ ned set of
equi val ency rather than uni que sequences of data. An origin server
SHOULD change a weak entity-tag whenever it considers prior
representations to be unacceptable as a substitute for the current
representation. In other words, a weak entity-tag ought to change
whenever the origin server wants caches to invalidate old responses.

For exanple, the representation of a weather report that changes in
content every second, based on dynam c neasurenents, m ght be grouped
into sets of equivalent representations (fromthe origin server’s
perspective) with the same weak validator in order to allow cached
representations to be valid for a reasonabl e period of tine (perhaps
adj usted dynami cally based on server |oad or weather quality).

Li kewi se, a representation’s nodification tine, if defined with only
one-second resolution, mght be a weak validator if it is possible
for the representation to be nodified twice during a single second
and retrieved between those nodifications.

Li kewi se, a validator is weak if it is shared by two or nore
representations of a given resource at the sanme time, unless those
representations have identical representation data. For exanple, if
the origin server sends the same validator for a representation with
a gzip content coding applied as it does for a representation with no
content coding, then that validator is weak. However, two

si mul t aneous representations mght share the same strong validator if
they differ only in the representati on netadata, such as when two
different nedia types are available for the same representation data.
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Strong validators are usable for all conditional requests, including
cache validation, partial content ranges, and "l ost update”

avoi dance. Weak validators are only usable when the client does not
require exact equality with previously obtained representation data,
such as when validating a cache entry or limting a web traversal to
recent changes.

2. 2. Last - Modi fi ed

The "Last-Modified" header field in a response provides a tinestanp
indicating the date and tinme at which the origin server believes the
sel ected representation was | ast nodified, as determi ned at the
concl usi on of handling the request.

Last-Mdified = HITP-date
An exanple of its use is
Last-Modified: Tue, 15 Nov 1994 12:45:26 GMVI
2.2.1. GCeneration

An origin server SHOULD send Last-Mdified for any sel ected
representation for which a last nodification date can be reasonably
and consistently determ ned, since its use in conditional requests
and eval uating cache freshness ([ RFC7234]) results in a substantia
reduction of HITP traffic on the Internet and can be a significant
factor in inproving service scalability and reliability.

A representation is typically the sumof many parts behind the
resource interface. The last-nodified tine would usually be the nost
recent time that any of those parts were changed. How that value is
determ ned for any given resource is an inplenentation detail beyond
the scope of this specification. Wat matters to HITP is how

reci pients of the Last-Mdified header field can use its value to
make conditional requests and test the validity of locally cached
responses.

An origin server SHOULD obtain the Last-Mdified value of the
representation as close as possible to the tinme that it generates the
Date field value for its response. This allows a recipient to nmake
an accurate assessnment of the representation’s nodification ting,
especially if the representati on changes near the tinme that the
response i s generat ed.

An origin server with a clock MJST NOT send a Last-Modified date that

is later than the server’s tinme of nessage origination (Date). |If
the last nodification time is derived frominpl ementation-specific
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met adata that evaluates to sonme tinme in the future, according to the
origin server’s clock, then the origin server MJST repl ace that val ue
with the message origination date. This prevents a future
nodi fi cation date from having an adverse inpact on cache validation

An origin server without a clock MJST NOT assign Last-Mdified val ues
to a response unl ess these values were associated with the resource
by sonme other systemor user with a reliable clock

2.2.2. Conparison
A Last-Mdified tinme, when used as a validator in a request, is
implicitly weak unless it is possible to deduce that it is strong,

using the follow ng rules:

o0 The validator is being conpared by an origin server to the actua
current validator for the representation and,

o That origin server reliably knows that the associated
representation did not change tw ce during the second covered by
the presented vali dator

or

o0 The validator is about to be used by a client in an
I f-Mdified-Since, If-Unnodified-Since, or |If-Range header field,
because the client has a cache entry for the associated
representation, and

0 That cache entry includes a Date val ue, which gives the tine when
the origin server sent the original response, and

0 The presented Last-Mddified time is at | east 60 seconds before the
Dat e val ue.

or

o The validator is being compared by an internedi ate cache to the
validator stored in its cache entry for the representation, and

o0 That cache entry includes a Date val ue, which gives the tine when
the origin server sent the original response, and

0 The presented Last-Modified time is at | east 60 seconds before the
Dat e val ue.
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This nmethod relies on the fact that if two different responses were
sent by the origin server during the same second, but both had the
same Last-Mddified time, then at | east one of those responses woul d
have a Date value equal to its Last-Mddified time. The arbitrary
60-second Iimt guards against the possibility that the Date and
Last- Modified values are generated fromdifferent clocks or at
somewhat different times during the preparation of the response. An
i mpl ement ati on MAY use a val ue larger than 60 seconds, if it is
bel i eved that 60 seconds is too short.

2.3. ETag

The "ETag" header field in a response provides the current entity-tag
for the selected representation, as determned at the concl usion of
handling the request. An entity-tag is an opaque validator for
differentiating between nultiple representations of the sane
resource, regardl ess of whether those nultiple representations are
due to resource state changes over tinme, content negotiation
resulting in multiple representations being valid at the sane tine,
or both. An entity-tag consists of an opaque quoted string, possibly
prefixed by a weakness i ndicat or

ETag = entity-tag

entity-tag = [ weak ] opaque-tag

weak = &57.2F ; "W", case-sensitive
opaque-tag = DQUOTE *et agc DQUOTE

et agc = %21 /| 9%23-7E / obs-text

; VCHAR except doubl e quotes, plus obs-text

Not e: Previously, opaque-tag was defined to be a quoted-string

([ RFC2616], Section 3.11); thus, sonme recipients night perform
backsl ash unescapi ng. Servers therefore ought to avoid backsl ash
characters in entity tags.

An entity-tag can be nore reliable for validation than a nodification
date in situations where it is inconvenient to store nodification
dates, where the one-second resol ution of HITP date val ues i s not
sufficient, or where nodification dates are not consistently

mai nt ai ned.

Exanpl es:
ETag: "xyzzy"
ETag: W"xyzzy"
ETag: ""
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An entity-tag can be either a weak or strong validator, with strong
being the default. |If an origin server provides an entity-tag for a
representation and the generation of that entity-tag does not satisfy
all of the characteristics of a strong validator (Section 2.1), then
the origin server MIST mark the entity-tag as weak by prefixing its
opaque value with "W" (case-sensitive).

2.3.1. Generation

The principle behind entity-tags is that only the service author
knows the inplenentation of a resource well enough to select the nobst
accurate and efficient validation nechanismfor that resource, and
that any such mechani sm can be mapped to a sinple sequence of octets
for easy conparison. Since the value is opaque, there is no need for
the client to be aware of how each entity-tag is constructed.

For exanple, a resource that has inplenentation-specific versioning
applied to all changes might use an internal revision nunber, perhaps
conmbined with a variance identifier for content negotiation, to
accurately differentiate between representations. O her

i mpl ement ati ons m ght use a collision-resistant hash of
representation content, a conbination of various file attributes, or
a nodification tinestanp that has sub-second resol ution

An origin server SHOULD send an ETag for any sel ected representation
for which detection of changes can be reasonably and consistently
determ ned, since the entity-tag’s use in conditional requests and
eval uati ng cache freshness ([RFC7234]) can result in a substanti al
reduction of HITP network traffic and can be a significant factor in
i nproving service scalability and reliability.

2.3.2. Conparison

There are two entity-tag conparison functions, dependi ng on whet her
or not the conparison context allows the use of weak validators

0 Strong conparison: two entity-tags are equivalent if both are not
weak and their opaque-tags match character-by-character.

o Weak conparison: two entity-tags are equivalent if their

opaque-tags match character-by-character, regardl ess of either or
bot h being tagged as "weak".
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The exanpl e bel ow shows the results for a set of entity-tag pairs and
both the weak and strong conpari son function results:

S SRR S SRR o e e e e oo o e e e e oo +
| ETag 1 | ETag 2 | Strong Conparison | Wak Conparison |
T T o e e oo s o e e oo +
| w"1" | wW"1" | no match | match |
| w"1" | W"2" | no match | no match |
| w*1* | "1" | no match | match |
| "1 | "1 | match | match |
T T o e e o s o e e e oo +

2.3.3. Exanple: Entity-Tags Varying on Content-Negotiated Resources

Consi der a resource that is subject to content negotiation (Section

3.4 of [RFC7231]), and where the representations sent in response to
a CET request vary based on the Accept-Encodi ng request header field
(Section 5.3.4 of [RFC7231]):

>> Request:

GET /index HTTP/ 1.1
Host: www. exanpl e. com
Accept - Encodi ng: gzip

In this case, the response mght or m ght not use the gzip content
coding. If it does not, the response m ght |ook like:

>> Response:

HTTP/ 1.1 200 XK

Date: Fri, 26 Mar 2010 00: 05: 00 GwMr
ETag: "123-a"

Content-Length: 70

Vary: Accept-Encodi ng

Cont ent - Type: text/plain

Hel l o Worl d!
Hell o Worl d!
Hell o Worl d!
Hel | o Worl d!
Hel | o Worl d!
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alternative representation that does use gzip content codi ng would

Response:

HTTP/ 1.1 200 K

Date: Fri, 26 Mar 2010 00: 05: 00 GMI
ETag: "123-b"

Content - Lengt h: 43

Vary: Accept-Encodi ng

Content - Type: text/plain

Cont ent - Encodi ng: gzip

...binary data..

Note: Content codings are a property of the representation data,
so a strong entity-tag for a content-encoded representation has to
be distinct fromthe entity tag of an unencoded representation to
prevent potential conflicts during cache updates and range
requests. |In contrast, transfer codings (Section 4 of [RFC7230])
apply only during nmessage transfer and do not result in distinct
entity-tags.

When to Use Entity-Tags and Last-Modified Dates
200 (OK) responses to GET or HEAD, an origin server:

SHOULD send an entity-tag validator unless it is not feasible to
generate one.

MAY send a weak entity-tag instead of a strong entity-tag, if
performance consi derations support the use of weak entity-tags, or
if it is unfeasible to send a strong entity-tag.

SHOULD send a Last-Mdified value if it is feasible to send one.
ot her words, the preferred behavior for an origin server is to

nd both a strong entity-tag and a Last-Modified value in successfu
sponses to a retrieval request.
client:

MUST send that entity-tag in any cache validation request (using

If-Match or If-None-Match) if an entity-tag has been provi ded by
the origin server.
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3.

3.

0 SHOULD send the Last-Modified value in non-subrange cache
val idation requests (using If-Mdified-Since) if only a
Last - Mbdi fi ed val ue has been provided by the origin server.

o MAY send the Last-Modified value in subrange cache validation
requests (using If-Unnodified-Since) if only a Last-Mdified val ue
has been provided by an HTTP/ 1.0 origin server. The user agent
SHOULD provide a way to disable this, in case of difficulty.

0 SHOULD send both validators in cache validation requests if both
an entity-tag and a Last-Modified val ue have been provi ded by the
origin server. This allows both HTTP/1.0 and HTTP/ 1.1 caches to
respond appropriately.

Precondi ti on Header Fi el ds

This section defines the syntax and semantics of HTTP/ 1.1 header
fields for applying preconditions on requests. Section 5 defines
when the preconditions are applied. Section 6 defines the order of
eval uati on when nore than one precondition is present.

1. |If-Match

The "1 f-Match" header field nmakes the request method conditional on
the recipient origin server either having at |east one current
representation of the target resource, when the field-value is "*",
or having a current representation of the target resource that has an
entity-tag matching a nenber of the list of entity-tags provided in
the field-val ue.

An origin server MJST use the strong conparison function when
comparing entity-tags for If-Match (Section 2.3.2), since the client
intends this precondition to prevent the nethod frombeing applied if
there have been any changes to the representation data.

If-Match = "*" [ 1#entity-tag
Exanpl es:
| f-Match: "xyzzy"
I f-Match: "xyzzy", "r2d2xxxx", "c3piozzzz"
| f-Match: *
If-Match is nost often used with state-changi ng nmethods (e.g., POST,

PUT, DELETE) to prevent accidental overwites when multiple user
agents mght be acting in parallel on the sane resource (i.e., to
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prevent the "l ost update" problem)j. It can also be used with safe
met hods to abort a request if the selected representati on does not
mat ch one already stored (or partially stored) froma prior request.

An origin server that receives an |f-Match header field MIST eval uate

the condition prior to perform ng the nmethod (Section 5). |If the
field-value is "*", the condition is false if the origin server does
not have a current representation for the target resource. If the

field-value is a list of entity-tags, the condition is false if none
of the listed tags match the entity-tag of the sel ected
representation.

An origin server MJST NOT performthe requested nethod if a received
If-Match condition evaluates to false; instead, the origin server
MJST respond with either a) the 412 (Precondition Fail ed) status code
or b) one of the 2xx (Successful) status codes if the origin server
has verified that a state change is being requested and the fina
state is already reflected in the current state of the target
resource (i.e., the change requested by the user agent has already
succeeded, but the user agent nmight not be aware of it, perhaps
because the prior response was | ost or a conpatibl e change was nade
by some other user agent). In the latter case, the origin server
MUST NOT send a validator header field in the response unless it can
verify that the request is a duplicate of an i mediately prior change
made by the same user agent.

The 1f-Match header field can be ignored by caches and internediaries
because it is not applicable to a stored response.

3.2. |f-None-Match

The "1f-None-Mtch" header field makes the request nethod conditiona
on a recipient cache or origin server either not having any current
representation of the target resource, when the field-value is "*",
or having a selected representation with an entity-tag that does not
mat ch any of those listed in the field-val ue.

A recipient MIJST use the weak conparison function when conparing
entity-tags for If-None-Match (Section 2.3.2), since weak entity-tags
can be used for cache validation even if there have been changes to
the representation data.

I f-None-Match = "*" |/ 1#entity-tag
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Exanpl es:

I f-None- Match: "xyzzy"

| f-None-Match: W"xyzzy"

| f-None-Match: "xyzzy", "r2d2xxxx", "c3piozzzz"

| f-None-Match: W"xyzzy", W"r2d2xxxx", W"c3piozzzz"
| f- None- Match: *

I f-None-Match is primarily used in conditional GET requests to enable
efficient updates of cached information with a mni num anount of
transacti on overhead. Wien a client desires to update one or nore
stored responses that have entity-tags, the client SHOULD generate an
I f-None-Match header field containing a list of those entity-tags
when making a GET request; this allows recipient servers to send a
304 (Not Mbodified) response to indicate when one of those stored
responses natches the sel ected representation

| f-None-Match can al so be used with a value of "*" to prevent an
unsafe request nethod (e.g., PUT) frominadvertently nodifying an
exi sting representation of the target resource when the client
bel i eves that the resource does not have a current representation
(Section 4.2.1 of [RFC7231]). This is a variation on the "l ost
update" problemthat might arise if nore than one client attenpts to
create an initial representation for the target resource.

An origin server that receives an |If-None-Match header field MJST
eval uate the condition prior to performing the nmethod (Section 5).

If the field-value is "*", the conditionis false if the origin
server has a current representation for the target resource. If the
field-value is a list of entity-tags, the condition is false if one
of the listed tags match the entity-tag of the selected
representation.

An origin server MJST NOT performthe requested nethod if the
condition evaluates to false; instead, the origin server MJST respond
with either a) the 304 (Not Modified) status code if the request

met hod is GET or HEAD or b) the 412 (Precondition Failed) status code
for all other request methods.

Requi renments on cache handling of a received |If-None-Match header
field are defined in Section 4.3.2 of [RFC7234].
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3.3. [|f-Mdified-Since

The "1f-Modified-Since" header field makes a GET or HEAD request

met hod conditional on the selected representation’s nodification date
bei ng nore recent than the date provided in the field-val ue.

Transfer of the selected representation’s data is avoided if that
data has not changed.

I f-Mdified-Since = HTTP-date
An exanple of the field is:
| f-Mdified-Since: Sat, 29 Cct 1994 19:43:31 GV

A recipient MIST ignore If-Mdified-Since if the request contains an
| f-None- Mat ch header field; the condition in If-None-Match is
considered to be a nore accurate replacenent for the condition in

| f-Modified-Since, and the two are only conbined for the sake of
interoperating with older internediaries that m ght not inplenent

| f - None- Mat ch.

A recipient MIUST ignore the If-Mdified-Since header field if the
received field-value is not a valid HITP-date, or if the request
met hod is neither GET nor HEAD.

A recipient MIST interpret an |If-Mdified-Since field-value's
timestanp in terns of the origin server’s clock.

If-Mdified-Since is typically used for two distinct purposes: 1) to
allow efficient updates of a cached representation that does not have
an entity-tag and 2) to limt the scope of a web traversal to
resources that have recently changed.

When used for cache updates, a cache will typically use the val ue of
the cached nessage’s Last-Mddified field to generate the field val ue
of If-Mdified-Since. This behavior is nost interoperable for cases
where cl ocks are poorly synchronized or when the server has chosen to
only honor exact tinestanp matches (due to a problemwth

Last- Modified dates that appear to go "back in tinme" when the origin
server’'s clock is corrected or a representation is restored froman
archived backup). However, caches occasionally generate the field
val ue based on other data, such as the Date header field of the
cached nmessage or the local clock tinme that the nessage was received,
particul arly when the cached nmessage does not contain a Last-Modified
field.
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When used for limiting the scope of retrieval to a recent tine

wi ndow, a user agent will generate an If-Mdified-Since field value
based on either its own |local clock or a Date header field received
fromthe server in a prior response. Oigin servers that choose an
exact tinmestanp match based on the sel ected representation’s
Last-Modified field will not be able to help the user agent limt its
data transfers to only those changed during the specified w ndow.

An origin server that receives an |If-Mdified-Since header field
SHOULD eval uate the condition prior to performng the nethod
(Section 5). The origin server SHOULD NOT performthe requested
method if the selected representation’s last nodification date is
earlier than or equal to the date provided in the field-val ue;
instead, the origin server SHOULD generate a 304 (Not Mbdified)
response, including only those netadata that are useful for
identifying or updating a previously cached response.

Requi rements on cache handling of a received |f-Mdified-Since header
field are defined in Section 4.3.2 of [RFC7234].

3. 4. | f - Unnodi fi ed- Si nce

The "I f-Unnodifi ed-Si nce" header field nakes the request nethod
conditional on the selected representation’s |last nodification date
being earlier than or equal to the date provided in the field-val ue.
This field acconmplishes the sane purpose as |If-Match for cases where
the user agent does not have an entity-tag for the representation.

| f-Unnodified-Since = HTTP-dat e
An exanple of the field is:
I f-Unnodified-Since: Sat, 29 Oct 1994 19:43:31 GVI

A recipient MJST ignore If-Unnodified-Since if the request contains
an |f-Match header field; the condition in If-Match is considered to
be a nore accurate replacenent for the condition in

I f-Unnodified-Since, and the two are only conbi ned for the sake of
interoperating with ol der intermediaries that m ght not inplenent

| f-Match.

A recipient MIST ignore the If-Unnodified-Since header field if the
received field-value is not a valid HTTP-date.

A recipient MIST interpret an If-Unnodified-Since field-value's
timestanp in terns of the origin server’s clock.
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I f-Unnodified-Since is nost often used with state-changi ng nmet hods
(e.g., POST, PUT, DELETE) to prevent accidental overwites when

mul tiple user agents mght be acting in parallel on a resource that
does not supply entity-tags with its representations (i.e., to
prevent the "l ost update" problem. It can also be used with safe
met hods to abort a request if the selected representation does not
mat ch one already stored (or partially stored) froma prior request.

An origin server that receives an |If-Unnodified-Since header field
MUST eval uate the condition prior to performng the nethod

(Section 5). The origin server MJST NOT performthe requested nethod
if the selected representation’s |ast nodification date is nore
recent than the date provided in the field-value; instead the origin
server MJST respond with either a) the 412 (Precondition Fail ed)
status code or b) one of the 2xx (Successful) status codes if the
origin server has verified that a state change is being requested and
the final state is already reflected in the current state of the
target resource (i.e., the change requested by the user agent has

al ready succeeded, but the user agent night not be aware of that
because the prior response nmessage was | ost or a conpatibl e change
was made by sonme ot her user agent). In the latter case, the origin
server MJST NOT send a validator header field in the response unless
it can verify that the request is a duplicate of an i mediately prior
change nmade by the same user agent.

The 1f-Unnodified-Since header field can be ignored by caches and
intermedi ari es because it is not applicable to a stored response.

3.5. If-Range

4.

4.

The "I1f-Range" header field provides a special conditional request
mechanismthat is simlar to the If-Match and If-Unnodified-Since
header fields but that instructs the recipient to ignore the Range
header field if the validator doesn't match, resulting in transfer of
the new sel ected representation instead of a 412 (Precondition

Fail ed) response. |If-Range is defined in Section 3.2 of [RFC7233].

St at us Code Definitions
1. 304 Not Modified

The 304 (Not Modified) status code indicates that a conditional GET
or HEAD request has been received and woul d have resulted in a 200
(OK) response if it were not for the fact that the condition
evaluated to false. |In other words, there is no need for the server
to transfer a representation of the target resource because the
request indicates that the client, which nade the request
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conditional, already has a valid representation; the server is
therefore redirecting the client to make use of that stored
representation as if it were the payload of a 200 (OK) response.

The server generating a 304 response MJST generate any of the

foll owi ng header fields that would have been sent in a 200 (OK)
response to the same request: Cache-Control, Content-Location, Date,
ETag, Expires, and Vary.

Since the goal of a 304 response is to mnimze information transfer
when the recipient already has one or nore cached representations, a
sender SHOULD NOT generate representation nmetadata other than the
above listed fields unless said netadata exists for the purpose of
gui di ng cache updates (e.g., Last-Modified m ght be useful if the
response does not have an ETag field).

Requi renments on a cache that receives a 304 response are defined in
Section 4.3.4 of [RFC7234]. |If the conditional request originated
with an outbound client, such as a user agent with its own cache
sending a conditional GET to a shared proxy, then the proxy SHOULD
forward the 304 response to that client.

A 304 response cannot contain a nessage-body; it is always term nated
by the first enpty line after the header fields.

4.2. 412 Precondition Fail ed

The 412 (Precondition Failed) status code indicates that one or nore
conditions given in the request header fields evaluated to fal se when
tested on the server. This response code allows the client to place
preconditions on the current resource state (its current
representati ons and netadata) and, thus, prevent the request nethod
frombeing applied if the target resource is in an unexpected state.

5. Eval uation

Except when excl uded bel ow, a recipient cache or origin server MJST
eval uate received request preconditions after it has successfully
performed its normal request checks and just before it would perform
the action associated with the request nethod. A server MJST ignore
all received preconditions if its response to the sanme request

wi t hout those conditions would have been a status code other than a
2xx (Successful) or 412 (Precondition Failed). In other words,
redirects and failures take precedence over the eval uation of
preconditions in conditional requests.
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A server that is not the origin server for the target resource and
cannot act as a cache for requests on the target resource MJST NOT
eval uate the conditional request header fields defined by this
specification, and it MJUST forward themif the request is forwarded,
since the generating client intends that they be evaluated by a
server that can provide a current representation. Likew se, a server
MJUST ignore the conditional request header fields defined by this
speci fication when received with a request nethod that does not

i nvol ve the selection or nodification of a selected representation,
such as CONNECT, OPTIONS, or TRACE

Condi tional request header fields that are defined by extensions to
HTTP might place conditions on all recipients, on the state of the
target resource in general, or on a group of resources. For
instance, the "If" header field in WbDAV can nake a request
conditional on various aspects of nmultiple resources, such as |ocks,
if the recipient understands and i nplenents that field ([ RFC4918],
Section 10.4).

Al t hough conditional request header fields are defined as being
usable with the HEAD nmet hod (to keep HEAD s senantics consistent with
those of GET), there is no point in sending a conditional HEAD
because a successful response is around the sane size as a 304 (Not
Modi fi ed) response and nore useful than a 412 (Precondition Fail ed)
response.

6. Pr ecedence

When nore than one conditional request header field is present in a
request, the order in which the fields are eval uated becones
inmportant. In practice, the fields defined in this docunent are
consistently inplemented in a single, logical order, since "lost
updat e" preconditions have nore strict requirenents than cache
validation, a validated cache is nore efficient than a partia
response, and entity tags are presuned to be nore accurate than date
val i dators

A recipient cache or origin server MIST eval uate the request
preconditions defined by this specification in the follow ng order

1. Wien recipient is the origin server and If-Match is present,
evaluate the If-Match precondition

* if true, continue to step 3
* if false, respond 412 (Precondition Failed) unless it can be

determ ned that the state-changing request has al ready
succeeded (see Section 3.1)
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2. Wen recipient is the origin server, If-Match is not present, and
I f-Unnodified-Since is present, evaluate the If-Unnodified-Since
precondition:

* if true, continue to step 3

* if false, respond 412 (Precondition Failed) unless it can be
determ ned that the state-changing request has al ready
succeeded (see Section 3.4)

3. Wen If-None-Match is present, evaluate the |f-None-Match
precondi tion:

* if true, continue to step 5

* if false for CGET/HEAD, respond 304 (Not Mbdified)

* if false for other nethods, respond 412 (Precondition Fail ed)
4. \Wen the method is GET or HEAD, |f-None-Match is not present, and

If-Mdified-Since is present, evaluate the If-Mdified-Since

precondi tion:

* if true, continue to step 5

* if false, respond 304 (Not Modified)

5. Wien the nmethod is GET and both Range and |f-Range are present,
eval uate the |f-Range precondition:

* if the validator matches and the Range specification is
applicable to the selected representation, respond 206
(Partial Content) [RFC7233]

6. Oherw se,

* all conditions are met, so performthe requested action and
respond according to its success or failure.

Any extension to HTTP/ 1.1 that defines additional conditional request
header fields ought to define its own expectations regarding the
order for evaluating such fields in relation to those defined in this
docunent and ot her conditionals that might be found in practice.
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7. | ANA Consi derations
7.1. Status Code Registration
The "Hypertext Transfer Protocol (HTTP) Status Code Registry" |ocated

at <http://ww. i ana. org/assi gnnent s/ http-status-codes> has been
updated with the registrations bel ow

R, o e e e e e oo - S +
| Value | Description | Reference |
Fomooo- o e e oo oo R +
| 304 | Not Modified | Section 4.1 |
| 412 | Precondition Failed | Section 4.2 |
N Tt o m e e e oo - +

7.2. Header Field Registration

HTTP header fields are registered within the "Message Headers"
regi stry maintained at
<http://ww. i ana. or g/ assi gnment s/ nessage- header s/ >.

Thi s docunent defines the follow ng HTTP header fields, so their
associated registry entries have been updated according to the
per manent registrations bel ow (see [ BCP90]):

Tt Fomm oo - Fomm oo - o m e e e oo - +
| Header Field Nanme | Protocol | Status | Reference |
o e e e e m oo oo TS TS S +
| ETag | http | standard | Section 2.3 |
| If-Match | http | standard | Section 3.1 |
| If-Mdified-Since | http | standard | Section 3.3 |
| If-None-Match | http | standard | Section 3.2 |
| I'f-Unnodified-Since | http | standard | Section 3.4 |
| Last-Modified | http | standard | Section 2.2 |
oo R S S +
The change controller is: "IETF (iesg@etf.org) - Internet

Engi neeri ng Task Force".
8. Security Considerations

This section is meant to inform devel opers, information providers,
and users of known security concerns specific to the HTTP conditional
request mechani snms. More general security considerations are
addressed in HITP "Message Syntax and Routing" [RFC7230] and
"Semantics and Content" [RFC7231].
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The validators defined by this specification are not intended to
ensure the validity of a representation, guard against malicious
changes, or detect man-in-the-mddle attacks. At best, they enable
nore efficient cache updates and optim stic concurrent wites when
all participants are behaving nicely. At worst, the conditions wll
fail and the client will receive a response that is no nore harnful
than an HTTP exchange wi t hout conditional requests.

An entity-tag can be abused in ways that create privacy risks. For
exanple, a site mght deliberately construct a semantically invalid
entity-tag that is unique to the user or user agent, send it in a
cacheabl e response with a long freshness tine, and then read that
entity-tag in later conditional requests as a nmeans of re-identifying
that user or user agent. Such an identifying tag would becone a
persistent identifier for as long as the user agent retained the
original cache entry. User agents that cache representations ought
to ensure that the cache is cleared or replaced whenever the user
performs privacy-nmaintaining actions, such as clearing stored cookies
or changing to a private browsing node

9. Acknow edgnents

See Section 10 of [RFC7230].
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Appendi x A.  Changes from RFC 2616

The definition of validator weakness has been expanded and clarifi ed.
(Section 2.1)

Weak entity-tags are now allowed in all requests except range
requests. (Sections 2.1 and 3. 2)

The ETag header field ABNF has been changed to not use quoted-string,
thus avoi di ng escaping issues. (Section 2.3)

ETag is defined to provide an entity tag for the selected
representation, thereby clarifying what it applies to in various
situations (such as a PUT response). (Section 2.3)

The precedence for evaluation of conditional requests has been
defined. (Section 6)

Appendi x B. I nported ABNF

The following core rules are included by reference, as defined in
Appendi x B.1 of [RFC5234]: ALPHA (letters), CR (carriage return),
CRLF (CR LF), CTL (controls), DIAT (decinmal 0-9), DQOTE (doubl e
quote), HEXDI G (hexadecimal 0-9/A-F/a-f), LF (line feed), OCTET (any
8-bit sequence of data), SP (space), and VCHAR (any visible US-ASClI
character).

The rul es bel ow are defined in [ RFC7230]:

ONB
obs-t ext

<OWB, see [RFC7230], Section 3.2.3>
<obs-text, see [ RFC7230], Section 3.2.6>

The rul es bel ow are defined in other parts:

HTTP- dat e = <HTTP-date, see [RFC7231], Section 7.1.1.1>
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Appendi x C. Col |l ected ABNF

In the collected ABNF below, list rules are expanded as per Section
1.2 of [RFC7230].

ETag = entity-tag
HTTP-date = <HTTP-date, see [RFC7231], Section 7.1.1.1>

If-Match = "*" [ (. *( "," OM5 ) entity-tag *( O "," [ ONB
entity-tag ] ) )

I f-Modified-Since = HTTP-date

| f-None-Match = "*" [ ( *( "," ON5) entity-tag *( OB "," [ OAB
entity-tag ] ) )

I f-Unnodified-Since = HTTP-dat e

Last-Modified = HITP-date

ON5 = <ONB, see [RFC7230], Section 3.2.3>

entity-tag = [ weak ] opaque-tag

etagc = "!I" | W23-7TE ; '# -~

| obs-text

obs-text = <obs-text, see [RFC7230], Section 3.2.6>
opaque-tag = DQUOTE *et agc DQUOTE

weak = 9%57.2F ; W
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| ndex

3

304 Not Modified (status code) 19
412 Precondition Failed (status code)
ETag header field 9

G ammar
entity-tag 9
ETag 9
etagc 9
If-Match 13
| f-Mdified-Since 15
| f-None-Match 14
| f-Unnodi fied-Since 17
Last-Modified 7
opaque-tag 9
weak 9

f-Match header field 13
f-Mdified-Since header field 16

f - None- Mat ch header field 14
f-Unnodi fi ed-Si nce header field 17

Last - Mbdi fi ed header field 7
netadata 5
sel ected representation 4

validator 5
strong 5
weak 5
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