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Abstract

The Internet Protocol Suite is increasingly used on small devices
with severe constraints on power, nenory, and processing resources,
creating constrai ned-node networks. This docunent provides a nunber
of basic terns that have been useful in the standardization work for
constrai ned- node networks.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
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1.

I nt roducti on

Smal| devices with limted CPU, nenory, and power resources, SoO-

call ed "constrai ned devices" (often used as sensors/actuators, snart
obj ects, or smart devices) can forma network, becom ng "constrained
nodes" in that network. Such a network may itself exhibit
constraints, e.g., with unreliable or |ossy channels, linted and
unpr edi ct abl e bandwi dth, and a hi ghly dynam c topol ogy.

Constrai ned devices mght be in charge of gathering information in
di verse settings, including natural ecosystens, buildings, and
factories, and sending the information to one or nore server
stations. They might also act on information, by perfornm ng sone
physi cal action, including displaying it. Constrained devices may
wor k under severe resource constraints such as limted battery and
conputing power, little nenory, and insufficient wreless bandw dth
and ability to conmuni cate; these constraints often exacerbate each
other. Oher entities on the network, e.g., a base station or
controlling server, mght have nore conputational and conmuni cation
resources and could support the interaction between the constrained
devi ces and applications in nmore traditional networks.

Today, diverse sizes of constrained devices with different resources
and capabilities are beconing connected. Mbobile personal gadgets,

bui | di ng- aut omati on devi ces, cellul ar phones, nachine-to-machi ne
(M2M devices, and other devices benefit frominteracting with other
"things" nearby or somewhere in the Internet. Wth this, the
Internet of Things (10oT) becones a reality, built up out of uniquely
i dentifiable and addressabl e objects (things). Over the next decade,
this could grow to |large nunbers [FIFTY-BILLION] of Internet-
connect ed constrai ned devices, greatly increasing the Internet’s size
and scope.

The present docunent provides a nunber of basic terns that have been
useful in the standardization work for constrained environments. The
intention is not to exhaustively cover the field but to make sure a
few core terns are used consistently between different groups
cooperating in this space.

In this docunment, the term"byte" is used in its now customary sense
as a synonymfor "octet". \Were sizes of seniconductor nenory are
given, the prefix "kibi" (1024) is conbined with "byte" to

"Kki bi byte", abbreviated "Ki B", for 1024 bytes [ISQ 13].
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In computing, the term"power"” is often used for the concept of

"conputing power" or "processing power", as in CPU performance. In
this document, the termstands for electrical power unless explicitly
stated otherwi se. "Mins-powered” is used as a shorthand for being

permanently connected to a stable electrical power grid.
2. Core Term nol ogy

There are two inmportant aspects to _scaling_ within the Internet of
Thi ngs:

0 scaling up Internet technologies to a |arge nunber [FIFTY-BILLI ON|
of inexpensive nodes, while

o scaling down the characteristics of each of these nodes and of the
networ ks being built out of them to nake this scaling up
econom cal ly and physically viable.

The need for scaling down the characteristics of nodes leads to
"constrai ned nodes".

2.1. Constrai ned Nodes

The term "constrai ned node" is best defined by contrasting the
characteristics of a constrained node with certain widely held
expectations on nore famliar Internet nodes:

Constrai ned Node: A node where sone of the characteristics that are
otherw se pretty nuch taken for granted for Internet nodes at the
time of witing are not attainable, often due to cost constraints
and/ or physical constraints on characteristics such as size,
wei ght, and avail abl e power and energy. The tight linmts on
power, nenory, and processing resources |lead to hard upper bounds
on state, code space, and processing cycles, nmaking optim zation
of energy and network bandw dth usage a dom nating consideration
in all design requirenments. Al so, sone |ayer-2 services such as
full connectivity and broadcast/multicast may be | acki ng.

VWhile this is not a rigorous definition, it is grounded in the state
of the art and clearly sets apart constrai ned nodes from server
systens, desktop or | aptop conmputers, powerful nobile devices such as
smart phones, etc. There nmay be nany design considerations that |ead
to these constraints, including cost, size, weight, and other scaling
factors.
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(An alternative term when the properties as a network node are not
in focus, is "constrained device".)

There are nultiple facets to the constraints on nodes, often applying
in conbination, for exanple:

0 constraints on the nmaxi num code conpl exity (ROM Fl ash),
0 constraints on the size of state and buffers (RAM,

0 constraints on the anmount of conputation feasible in a period of
time ("processing power"),

0 constraints on the avail able power, and

0 constraints on user interface and accessibility in depl oynent
(ability to set keys, update software, etc.).

Section 3 defines a small nunmber of interesting classes ("class-N'
for N=0, 1, 2) of constrained nodes focusing on rel evant

combi nations of the first two constraints. Wth respect to avail able
power, [ RFC6606] distinguishes "power-affluent" nodes (nmins-powered
or regularly recharged) from "power-constrai ned nodes" that draw
their power fromprinmary batteries or by using energy harvesting;
nmore detailed power ternminology is given in Section 4.

The use of constrai ned nodes in networks often also leads to
constraints on the networks thensel ves. However, there may al so be
constraints on networks that are largely independent fromthose of
the nodes. W therefore distinguish "constrained networks" from
"constrai ned- node networks".

2.2. Constrained Networks

We define "constrained network” in a simlar way:

Constrai ned Network: A network where sonme of the characteristics
pretty nuch taken for granted with link layers in comon use in
the Internet at the time of witing are not attai nable.

Constraints may include:

o low achievable bitrate/throughput (including limts on duty
cycle),

o high packet |oss and high variability of packet |oss (delivery
rate),
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o highly asymmetric link characteristics,

0 severe penalties for using |arger packets (e.g., high packet |oss
due to link-layer fragnentation),

0o limts on reachability over time (a substantial nunber of devices
may power off at any point in time but periodically "wake up" and
can communi cate for brief periods of tinme), and

o lack of (or severe constraints on) advanced services such as IP
mul ti cast.

More generally, we speak of constrai ned networks whenever at |east
sonme of the nodes involved in the network exhibit these
characteristics.

Again, there may be several reasons for this:

0 cost constraints on the network,

0 constraints posed by the nodes (for constrai ned-node networks),

o physical constraints (e.g., power constraints, environnental
constraints, nmedia constraints such as underwater operation,
limted spectrumfor very high density, electromagnetic
compatibility),

0 regulatory constraints, such as very limted spectrumavailability
(including limts on effective radi ated power and duty cycle) or
expl osi on safety, and

o technology constraints, such as ol der and | ower-speed technol ogi es
that are still operational and may need to stay in use for sone
nore tine.

2.2.1. Challenged Networks

A constrained network is not necessarily a "chall enged network"
[ FALL] :

Chal | enged Network: A network that has serious trouble nmaintaining
what an application would today expect of the end-to-end |P nodel,

e.g., by:
* not being able to offer end-to-end I P connectivity at all,

* exhibiting serious interruptions in end-to-end | P connectivity,
or
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* exhibiting delay well beyond the Maxi mum Segnent Lifetime (MSL)
defined by TCP [ RFC0793].

Al'l chal l enged networks are constrai ned networks in sone sense, but
not all constrained networks are chall enged networks. There is no
wel | -defined boundary between the two, though. Del ay-Tol erant
Net wor ki ng (DTN) has been designed to cope with chall enged networks
[ RFC4838] .

2.3. Constrai ned- Node Networks

Constrai ned- Node Network: A network whose characteristics are
i nfl uenced by bei ng conposed of a significant portion of
constrai ned nodes.

A constrai ned-node network always is a constrai ned network because of
the network constraints stenming fromthe node constraints, but it
may al so have ot her constraints that already make it a constrained
net wor k.

The rest of this subsection introduces two additional terns that are
in active use in the area of constrai ned- node networks, w thout an
intent to define them LLN and (6)LoWPAN

2.3.1. LLN

A related termthat has been used to describe the focus of the | ETF
ROLL working group is "Low Power and Lossy Network (LLN)". The ROLL
(Routing Over Low Power and Lossy) term nol ogy docunent [RFC7102]
defines LLNs as foll ows:

LLN: Low Power and Lossy Network. Typically conposed of nany
enbedded devices with limted power, nmenory, and processing
resources interconnected by a variety of |inks, such as | EEE
802.15.4 or lowpower W-Fi. There is a wi de scope of application
areas for LLNs, including industrial monitoring, building
automati on (heating, ventilation, and air conditioning (HVAC),
l'ighting, access control, fire), connected home, health care,

envi ronmental nonitoring, urban sensor networks, energy
managenent, assets tracking, and refrigeration

Beyond that, LLNs often exhibit considerable | oss at the physica
layer, with significant variability of the delivery rate, and some
short-termunreliability, coupled with some mediumtermstability
that makes it worthwhile to both construct directed acyclic graphs
that are mediumtermstable for routing and do neasurenents on the
edges such as Expected Transm ssion Count (ETX) [ RFC6551]. Not al
LLNs conprise | ow power nodes [ RPL-DEPLOYMENT] .
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LLNs typically are conmposed of constrained nodes; this leads to the
desi gn of operation nodes such as the "non-storing node" defined by
RPL (the I Pv6 Routing Protocol for Low Power and Lossy Networks

[ RFC6550]). So, in the term nology of the present docunment, an LLN
is a constrai ned-node network with certain network characteristics,
whi ch include constraints on the network as well.

2.3.2. LoWPAN, 6LOWPAN

One interesting class of a constrained network often used as a
constrai ned-node network is "LoWPAN' [ RFC4919], a terminspired from
the nane of an | EEE 802. 15.4 working group (lowrate wirel ess
personal area networks (LR-WPANs)). The expansi on of the LoWPAN
acronym "Low Power Wreless Personal Area Network", contains a hard-
to-justify "Personal"” that is due to the history of task group nam ng
in | EEE 802 nore than due to an orientation of LoWPANs around a
single person. Actually, LOWPANs have been suggested for urban
nmonitoring, control of large buildings, and industrial control
applications, so the "Personal" can only be considered a vestige.
Qccasionally, the termis read as "Low Power Wrel ess Area Networks"
[WEI]. Oiginally focused on | EEE 802. 15.4, "LoWPAN' (or when used
for 1Pv6, "6LOWPAN') also refers to networks built fromsinilarly
constrained |Iink-layer technol ogi es [V6-BTLE] [V6-DECT- ULE]

[ V6- 39959] .

3. O asses of Constrained Devices

Despite the overwhel ming variety of Internet-connected devices that
can be envisioned, it nay be worthwhile to have sone succinct

term nology for different classes of constrained devices. 1In this
docunent, the class designations in Table 1 may be used as rough

i ndi cations of device capabilities:

DT data size (e.g.. RAM | code size (e.g.. Flash) |
Come o @ ke T ek T )
ICIassl, C1I~10KiB I~100KiB I
I Class 2, C2 | ~ 50 KiB I ~ 250 KiB I
Fommm e e e aaa T I T Ry o e e e e e meeeeaaaaa +

Table 1: C asses of Constrained Devices (KiB = 1024 bytes)
As of the witing of this docunment, these characteristics correspond

to distinguishable clusters of commercially avail able chips and
design cores for constrained devices. Wiile it is expected that the
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boundari es of these classes will nove over tinme, More's law tends to
be less effective in the enbedded space than in personal conputing
devi ces: gains made avail abl e by increases in transistor count and
density are nore likely to be invested in reductions of cost and
power requirenments than into continual increases in conputing power.

Class 0 devices are very constrained sensor-like notes. They are so
severely constrained in nenory and processing capabilities that npst
likely they will not have the resources required to conmunicate
directly with the Internet in a secure manner (rare heroic, narrowy
targeted inplenentation efforts notwithstanding). C ass 0 devices
will participate in Internet communications with the help of |arger
devi ces acting as proxies, gateways, or servers. Cass 0 devices
general |y cannot be secured or managed conprehensively in the
traditional sense. They will npost |ikely be preconfigured (and wll
be reconfigured rarely, if at all) with a very small data set. For
managenent purposes, they coul d answer keepalive signals and send on/
of f or basic health indications.

Class 1 devices are quite constrained in code space and processing
capabilities, such that they cannot easily talk to other Internet
nodes enploying a full protocol stack such as using HITP, Transport
Layer Security (TLS), and related security protocols and XM.-based
data representations. However, they are capabl e enough to use a
protocol stack specifically designed for constrai ned nodes (such as
the Constrained Application Protocol (CoAP) over UDP [ COAP]) and
participate in neani ngful conversations w thout the help of a gateway
node. In particular, they can provide support for the security
functions required on a |arge network. Therefore, they can be
integrated as fully devel oped peers into an IP network, but they need
to be parsinonious with state menory, code space, and often power
expenditure for protocol and application usage.

Class 2 devices are | ess constrained and fundanental |y capabl e of
supporting nost of the sane protocol stacks as used on not ebooks or
servers. However, even these devices can benefit fromlightweight
and energy-efficient protocols and from consum ng | ess bandw dt h.

Furt hernmore, using fewer resources for networking | eaves nore
resources available to applications. Thus, using the protocol stacks
defined for nore constrai ned devices on Cass 2 devices m ght reduce
devel opment costs and increase the interoperability.

Constrai ned devices with capabilities significantly beyond O ass 2
devices exist. They are | ess demanding froma standards devel opnent
poi nt of view as they can largely use existing protocols unchanged.
The present docunent therefore does not nmake any attenpt to define
cl asses beyond Class 2. These devices can still be constrained by a
limted energy supply.
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4.

1.

Wth respect to exanining the capabilities of constrained nodes,
particularly for Class 1 devices, it is inportant to understand what
type of applications they are able to run and which protoco
mechani snme woul d be npbst suitable. Because of nenory and ot her
limtations, each specific Cass 1 device nmight be able to support
only a few selected functions needed for its intended operation. In
ot her words, the set of functions that can actually be supported is
not static per device type: devices with simlar constraints m ght
choose to support different functions. Even though C ass 2 devices
have sone nore functionality available and nay be able to provide a
nmore conpl ete set of functions, they still need to be assessed for
the type of applications they will be running and the protoco
functions they would need. To be able to derive any requirenents,
the use cases and the invol venent of the devices in the application
and the operational scenario need to be analyzed. Use cases nmay
conbi ne constrai ned devices of multiple classes as well as nore
traditional Internet nodes.

Power Ter m nol ogy

Devices not only differ in their conputing capabilities but also in
avai | abl e power and/or energy. Wile it is harder to find

recogni zabl e clusters in this space, it is still useful to introduce
sone common term nol ogy.

Scal ing Properties

The power and/or energy available to a device may vastly differ, from
kilowatts to microwatts, fromessentially unlimted to hundreds of
m cr oj oul es.

I nstead of defining classes or clusters, we sinply state, using the
International Systemof Units (SI units), an approxi mate val ue for
one or both of the quantities listed in Table 2

Fomm o - o m e e e e e e e e e e e e e e e e e e e eeee e S +
| Nane | Definition | SI Unit |
Fom e e - - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o B +
| Ps | Sustainabl e average power available for the | W |
| | device over the tine it is functioning | (Watt) |
I I I I
| Et | Total electrical energy avail able before the | J |
| | energy source is exhausted | (Joule) |
Fom e e - - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o B +

Table 2: Quantities Relevant to Power and Energy
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The value of Et may need to be interpreted in conjunction with an
i ndi cation over which period of time the value is given; see
Section 4. 2.

Sone devices enter a "l ow power" node before the energy available in
a period is exhausted or even have nultiple such steps on the way to
exhaustion. For these devices, Ps would need to be given for each of
t he nodes/ st eps.

4.2. O asses of Energy Limtation

As di scussed above, some devices are limted in avail able energy as
opposed to (or in addition to) being linmted in avail able power.
VWhere no relevant limtations exist with respect to energy, the
device is classified as E9. The energy limtation may be in total
energy available in the usable lifetine of the device (e.g., a device
that is discarded when its non-repl aceable prinmary battery is
exhausted), classified as E2. Were the relevant linmtation is for a
specific period, the device is classified as El, e.g., a solar-
powered device with a linmted amount of energy available for the
night, a device that is manually connected to a charger and has a
period of tinme between recharges, or a device with a periodic
(primary) battery replacenent interval. Finally, there may be a
limted amount of energy available for a specific event, e.g., for a
button press in an energy-harvesting light switch; such devices are
classified as EO. Note that, in a sense, many El1 devices are al so
E2, as the rechargeable battery has a |limted nunber of usefu
rechar gi ng cycl es.

Table 3 provides a summary of the classifications described above.
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S o L +
| Name | Type of energy limtation | Exanpl e Power Source |
R o e e e e e e e e e o o e e e e e e e e m o +
| EO | Event energy-limted | Event-based harvesting |
I I I I
| E1 | Period energy-limted | Battery that is |
| | | periodically recharged or |
| | | repl aced |
| | | |
| E2 | Lifetine energy-limted | Non-replaceable primary |
| | | battery |
I I I I
| E9 | No direct quantitative | Mains-powered |
| | limtations to avail able | |
| | energy | |
+o-m - - o e e e e e e e e e oo e e e e e e e e oo - - +

Tabl e 3: C asses of Energy Limitation
4.3. Strategies for Using Power for Comunication

Especially when wireless transm ssion is used, the radio often
consunes a big portion of the total energy consuned by the device.
Desi gn paraneters, such as the avail able spectrum the desired range,
and the bitrate ained for, influence the power consunmed during
transm ssion and reception; the duration of transm ssion and
reception (including potential reception) influence the total energy
consunpti on.

Different strategies for power usage and network attachment nmay be
used, based on the type of the energy source (e.g., battery or nmins-
powered) and the frequency with which a device needs to comuni cate.

The general strategies for power usage can be described as follows:

Al ways-on: This strategy is nost applicable if there is no reason
for extreme nmeasures for power saving. The device can stay on in
the usual manner all the tinme. 1t may be useful to enpl oy power-
friendly hardware or limt the nunber of w reless transm ssions,
CPU speeds, and other aspects for general power-saving and cooling
needs, but the device can be connected to the network all the
tinme.

Normal | y-of f: Under this strategy, the device sl eeps such |ong

periods at a tine that once it wakes up, it makes sense for it to
not pretend that it has been connected to the network during
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sl eep: the device reattaches to the network as it is woken up
The main optimzation goal is to mnimze the effort during the
reattachment process and any resulting application comunications.

If the device sleeps for long periods of tinme and needs to
communi cate infrequently, the relative increase in energy
expenditure during reattachnent may be acceptabl e.

Lowpower: This strategy is nost applicable to devices that need to
operate on a very snmall anmount of power but still need to be able
to comunicate on a relatively frequent basis. This inplies that
extremely | ow power solutions need to be used for the hardware,
chosen |ink-1layer nechanisns, and so on. Typically, given the
smal | amount of time between transm ssions, despite their sleep
state, these devices retain sone formof attachment to the
networ k. Techni ques used for mnimzing power usage for the
net wor k conmuni cati ons include ninimzing any work fromre-
establ i shing communi cati ons after waking up and tuning the
frequency of conmunications (including "duty cycling”, where
components are switched on and off in a regular cycle) and ot her
par aneters appropriately.

Table 4 provides a sumary of the strategi es described above.

S o e e o - o m e e e e e e e e e e e e e e e e e e e e aa oo +
| Name | Strategy | Ability to comunicate |
R o e e - oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| PO | Normally-off | Reattach when required |
I I I I
| P1 | Low power | Appears connected, perhaps with high |
| | | latency |
I I I I
| P9 | Al ways-on | Al ways connected |

Table 4. Strategi es of Using Power for Comrunication

Note that the discussion above is at the device level; simlar
consi derations can apply at the comunications-interface level. This
docunent does not define term nology for the latter

A termoften used to describe power-saving approaches is "duty-
cycling”. This describes all forns of periodically swtching off
some function, leaving it on only for a certain percentage of tine
(the "duty cycle").
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[ RFC7102] only distinguishes two | evels, defining a Non-Sl eepy Node
as a node that always remains in a fully powered-on state (always
awake) where it has the capability to perform conmunication (P9) and
a Sl eepy Node as a node that may sonetinmes go into a sleep node (a

| ow- power state to conserve power) and tenporarily suspend protoco
conmmuni cation (PO); there is no explicit mention of Pl.

5. Security Considerations

Thi s docunent introduces common terni nol ogy that does not raise any
new security issues. Security considerations arising fromthe
constraints discussed in this docunent need to be discussed in the
context of specific protocols. For instance, Section 11.6 of [COAP],
"Constrai ned node considerations”, discusses inplications of specific
constraints on the security mechani snms enpl oyed. [ROLL- SEC- THREATS]
provides a security threat analysis for the RPL routing protocol

I npl enent ati on consi derations for security protocols on constrained
nodes are discussed in [I KEV2-M NI MAL] and [TLS-M NI MAL]. A wider

vi ew of security in constrained-node networks is provided in
[1OT-SECURITY] .
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