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Gui delines for Creating New DHCPv6 Options
Abst r act

Thi s docunent provi des guidance to prospective DHCPv6 option

devel opers to help themcreate option formats that are easily

adopt abl e by existing DHCPv6 software. It also provides guidelines
for expert reviewers to evaluate new registrations. This docunent
updat es RFC 3315.

Status of This Meno
Thi s neno docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/infol/rfc7227.
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Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Most protocol devel opers ask themselves if a protocol will work, or
work efficiently. These are inportant questions, but another |ess
frequently considered question is whether the proposed protoco

presents itself needless barriers to adopti on by depl oyed software.

DHCPv6 [ RFC3315] software inplenentors are not nerely faced with the
task of handling a given option’s format on the wire. The option
must fit into every stage of the systenis process, starting with the
user interface used to enter the configuration up to the nachine
interfaces where configuration is ultimtely consuned.

Anot her frequently overl ooked aspect of rapid adoption is whether the
option requires operators to be intimately famliar with the option’s
internal format in order to use it. Mbst DHCPv6 software provides a
facility for handling unknown options at the tine of publication

The handl i ng of such options usually needs to be manually confi gured
by the operator. But, if doing so requires extensive reading (nore
than can be covered in a sinple FAQ for exanple), it inhibits
adopt i on.

So, although a given solution would work, and m ght even be space,
time, or aesthetically optinal, a given option is presented with a
series of ever-worsening challenges to be adopted:

o If it doesn't fit neatly into existing configuration files.

o If it requires source code changes to be adopted and, hence,
upgr ades of depl oyed software.

o If it does not share its deploynment fate in a general manner with
ot her options, standing alone in requiring code changes or
reworking configuration file syntaxes.

o If the option would work well in the particul ar depl oynent
envi ronment the proponents currently envision, but it has equally
valid uses in sone other environnment where the proposed option
format would fail or would produce inconsistent results.

There are many things DHCPv6 option creators can do to avoid the
pitfalls in this list entirely, or failing that, to nake software
i mpl ementors’ lives easier and inprove its chances for w despread
adopt i on.

Thi s docunent is envisaged as a help for protocol devel opers that
define new options and for expert reviewers that review subnitted
proposal s.

Hanki ns, et al. Best Current Practice [ Page 4]



RFC 7227 DHCPv6 Option Cuidelines May 2014

2

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

When to Use DHCPv6

Principally, DHCPv6 carries configuration paraneters for its clients.
Any knob, dial, slider, or checkbox on the client system such as "ny
domai n nane servers", "my hostnane", or even "ny shutdown
tenperature", are candi dates for being configured by DHCPv6.

The presence of such a knob isn’'t enough, because DHCPv6 al so
presents the extension of an adnministrative domain -- the operator of
the network to which the client is currently attached. Soneone runs
not only the | ocal switching network infrastructure to which the
client is directly (or wirelessly) attached but the various nethods
of accessing the external Internet via |ocal assist services that the
networ k rmust al so provide (such as domai n nanme servers or routers).
This means that, even if a configuration paraneter can be potentially
delivered by DHCPv6, it is necessary to evaluate whether it is
reasonabl e for this paraneter to be under the control of the

adm ni strator of whatever network a client is attached to at any
given tine.

Note that the client is not required to configure any of these val ues
received via DHCPv6 (e.g., due to having these values locally
configured by its own admnistrator). But, it needs to be noted that
overridi ng DHCPv6- provi ded val ues nay cause the client to be denied
certain services in the network to which it has attached. The
possibility of having a higher Ievel of control over client node
configuration is one of the reasons that DHCPv6 is preferred in
enterprise networks.

General Principles

The primary guiding principle to follow in order to enhance an
option’s adoptability is reuse. The option should be created in such
a way that does not require any new or special case software to
support. If old software that is currently deployed and in the field
can adopt the option through supplied configuration facilities, then
it'’s fairly certain that new software can formally adopt it easily.

There are at |east two classes of DHCPv6 options: sinple options,
which are provided explicitly to carry data fromone side of the
DHCPv6 exchange to the other (such as nane servers, donmain nanes, or
time servers), and a protocol class of options, which require special
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processing on the part of the DHCPv6 software or are used during
speci al processing (such as the Fully Qualified Dormai n Name (FQDN)
option [RFCA704]), and so forth; these options carry data that is the
result of a routine in some DHCPv6 software.

The guidelines |aid out here should be applied in a rel axed manner
for the protocol class of options. Wherever a special case code is
al ready required to adopt the DHCPv6 option, it is substantially nore
reasonable to format the option in a |less generic fashion, if there
are neasurabl e benefits to doing so.

5. Reusing Other Option Formats

The easi est approach to manufacturing trivially depl oyabl e DHCPv6
options is to assenble the option out of whatever comon fragnents
fit, possibly allowing a group of data elenents to repeat to fill the
remai ni ng space (if present) and thus provide nultiple values. Place
all fixed-size values at the start of the option and any variable
-/indeterm nate-sized values at the tail end of the option

This means that inplenmentations will likely be able to reuse code
pat hs designed to support the other options.

There is a trade-off between the adoptability of previously defined
option formats and the advantages that new or specialized formats can
provide. 1In general, it is usually preferable to reuse previously
used option formats.

However, it isn't very practical to consider the bul k of DHCPv6
options already allocated and to consider which of those solve a
simlar problem So, the following list of common option format data
el ements is provided as shorthand. Please note that it is not
complete in terms of exanpling every option format ever devised

If nmore conplex options are needed, those basic formats nenti oned
here nay be considered as prinmtives (or 'fragment types’) that can
be used to build nore conplex formats. It should be noted that it is
often easier to inplement two options with trivial formats than one
option with a nore conplex format. That is not an unconditiona

requi renent though. |In some cases, splitting one conplex option into
two or nore sinple options introduces inter-option dependencies that
shoul d be avoided. |In such a case, it is usually better to keep one

conpl ex option.
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5.1. Option with | Pv6 Addresses

This option format is used to carry one or many | Pv6 addresses. In
sone cases, the nunber of allowed addresses is limted (e.g., to
one):

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| opti on-code | option-len |
R T e i e i i S L S s il o T SR R R S

i pv6- address

i S i S T T S S e it S S S S S S S
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Figure 1: Option with | Pv6 Addresses

Exampl es of use:

0 DHCPv6 Server Unicast Address [RFC3315] (a single address only)

0 Session Initiation Protocol (SIP) Servers |Pv6 Address List
[ RFC3319]

0 DNS Recursive Nane Servers [ RFC3646]
0 Network Information Service (NI'S) Servers [ RFC3898]
o Sinple Network Time Protocol (SNTP) Servers [RFCA075]

0 Broadcast and Multicast Service Controller |1Pv6 Address Option for
DHCPv6 [ RFC4280]

o Mbile IPv6 (MPv6) Hone Agent Address [RFC6610] (a single address
onl y)

0 Network Tinme Protocol (NTP) Server Address [RFC5908] (a single
address only)

Hanki ns, et al. Best Current Practice [ Page 7]



RFC 7227 DHCPv6 Option Cuidelines May 2014

0 NTP Multicast Address [RFC5908] (a single address only)
5.2. Option with Single Flag (Bool ean)

Sonetinmes, it is useful to convey a single flag that can take either
on or off values. Instead of specifying an option with 1 bit of
usabl e data and 7 bits of padding, it is better to define an option
wi thout any content. It is the presence or absence of the option
that conveys the value. This approach has the additional benefit of
the absent option designating the default; that is, the adm nistrator
has to take explicit actions to deploy the opposite of the default
val ue.

The absence of the option represents the default value, and the
presence of the option represents the other value, but that does not
necessarily nean that absence is "off" (or "false") and presence is
"on" (or "true"). That is, if it's desired that the default val ue
for a bistable option is "true"/"on", then the presence of that
option would turn it off (nake it false). |If the option presence
signifies an off/fal se state, that should be reflected in the option
name, e.g., OPTION_DI SABLE FQO.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| opti on-code | option-Ilen |
B i s T T i i o S o T Ji I

Figure 2: Option for Conveying Bool ean
Exanpl es of use:

0 DHCPv6 Rapid Commit [RFC3315]
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5.3. Option with I Pv6 Prefix

Sonetinmes, there is a need to convey an I Pv6 prefix. The information
to be carried by such an option includes the 128-bit |IPv6 prefix
together with a length of this prefix taking values fromO0 to 128.
Usi ng the sinplest approach, the option could convey this data in two
fixed-length fields: one carrying the prefix |ength and another
carrying the prefix. However, in many cases, /64 or shorter prefixes
are used. This inplies that the large part of the prefix data
carried by the option would have its bits set to 0 and woul d be
unused. In order to avoid carrying unused data, it is recomended to
store the prefix in the variable-length data field. The appropriate
option format is defined as follows:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| opti on-code | option-length |
i e e R e s o e e e e h ol o o S S S T
| prefix6len | i pv6-prefix |
S R R e et Sl S (variabl e | ength) |

e e e e e e e e e e e e e e e e e e e e b e e e e e e e e e e e 4
Figure 3: Option with I Pv6 Prefix
option-length is set to 1 + length of the IPv6 prefix.

prefix6len is 1 octet long and specifies the length in bits of the
I Pv6 prefix. Typically allowed values are 0 to 128.

The ipv6e-prefix field is a variable-length field that specifies the
I Pv6 prefix. The length is (prefix6len + 7) / 8. This fieldis
padded with O bits up to the nearest octet boundary when prefix6l en
is not divisible by 8.

Exanpl es of use:

0 Default Mpping Rule [ MAP]

For exanple, the prefix 2001: db8::/60 woul d be encoded with an
option-length of 9, prefix6-len would be set to 60, and the

i pv6-prefix would be 8 octets and woul d contain octets 20 01 0d b8 00
00 00 00.

It should be noted that the | APREFI X option defined by [ RFC3633] uses

a full-length 16-octet prefix field. The concern about option |length
was not well understood at the tinme of its publication.
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5.4. Option with 32-bit Integer Value

This option format can be used to carry a 32-bit signed or unsigned
i nt eger val ue:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| opti on-code | option-len |
el i I e i it T e e e e i i T o S e e S e T R R
| 32-bit-integer |
BT T o e S e i i S T e e i s TTE P S S S

Figure 4: Option with 32-bit Integer Val ue
Exampl es of use:
o Information Refresh Time [ RFC4242]
5.5. Option with 16-bit Integer Val ue

This option format can be used to carry 16-bit signed or unsigned
i nt eger val ues:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| opti on-code | option-len |
i i i T i I S i e s o o i i
| 16-bit-integer |
s T i T s sl T S i R S R T

Figure 5: Option with 16-bit Integer Val ue
Exanpl es of use:

o FEl apsed Tinme [ RFC3315]

Hanki ns, et al. Best Current Practice [ Page 10]



RFC 7227 DHCPv6 Option Cuidelines May 2014

5.6. Option with 8-bit Integer Value
This option format can be used to carry 8-bit integer val ues:

0 1 2 3
01234567890123456789012345678901
T o e i e s S S R b Tk ok T NI S R
opti on-code | option-len |
B e S i o S S S i T S S i S i e
-bit-integer |
-+

+-
I
+-
I
+- B g

+ 0 +

Figure 6: Option with 8-bit Integer Value
Exampl es of use:
0 DHCPv6 Preference [ RFC3315]
5.7. Option with UR

A Uni form Resource ldentifier (URI) [RFC3986] is a conpact sequence
of characters that identifies an abstract or physical resource. The
term "Uni form Resource Locator"” (URL) refers to the subset of URIs
that, in addition to identifying a resource, provide a neans of

| ocating the resource by describing its primary access nmechani sm
(e.g., its network "location"). This option format can be used to
carry a single UR:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| opti on-code | option-Ilen |
B i s T T i i o S o T Ji I
. URI (variable | ength) .
I : I

T T S S e e i S S U S S AR Tk ok e

Figure 7: Option with URI
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Exanpl es of use:
0 Boot File URL [ RFC5970]

An alternate encoding to support nmultiple URIs is available. An
option must be defined to use either the single URl format above or
the multiple URI format bel ow depending on whether a single URI is
al ways sufficient or if multiple URIs are possible.

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| opti on-code | option-Ilen |
i T s i o S i i S R I S I S S S M
uri-data
.+- R e e e o i ol i i .+- .+- .+- T T i R e T i i s i +-.+

Figure 8 Option with Miltiple URI s

Each instance of the uri-data is formatted as fol | ows:

R L i e T e S  c I TP R SR SN S
| uri-len | UR |
B il aT T e e o S O S S S I R T et a i T Y SR S Y S S

The uri-len is 2 octets long and specifies the length of the UR
data. Although the URI format in theory supports up to 64 KB of
data, in practice, |large chunks of data nay be problematic. See
Section 15 for details.

5.8. Option with Text String

A text string is a sequence of characters that have no semantics

The encoding of the text string MJST be specified. Unless otherw se
specified, all text strings in newy defined options are expected to
be Uni code strings that are encoded using UTF-8 [RFC3629] in Net-

Uni code form [ RFC5198]. Please note that all strings containing only
7-bit ASCI| characters are also valid UTF-8 Net-Uni code strings.

If a data format has semantics other than just being text, it is not
a string; e.g., an F@DN is not a string, and a URI is also not a
string because they have different semantics. A string nust not
include any term nator (such as a null byte). The null byte is
treated as any other character and does not have any speci al neaning.
This option format can be used to carry a text string:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| opti on-code | option-len |
i i i T i I S i e s o o i i
. String .
| o |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 9: Option with Text String

Exanpl es of use:
o Timezone Options for DHCPv6 [ RFC4833]
An alternate encoding to support nultiple text strings is avail able.
An option nmust be defined to use either the single text string format
above or the multiple text string format bel ow, dependi ng on whet her
a single text string is always sufficient or if nultiple text strings
are possible.

0 1 2 3
01234567890123456789012345678901

R et e s i o e s i i

| opti on-code | option-Ilen |

B i s T T i i o S o T Ji I

text -data

.+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-.+-.+-.+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-.+

Figure 10: Option with Multiple Text Strings

Each instance of the text-data is fornmatted as fol | ows:

e e L o o o e i ol IR B SR SR S S
| text-len | String |
B i e T T i i o S e S T i

The text-len is 2 octets long and specifies the | ength of the string.
5.9. Option with Variabl e-Length Data

This option can be used to carry variable-length data of any kind.

Internal representation of carried data is option specific. Wenever

this format is used by the new option being defined, the data
encodi ng shoul d be docunent ed.
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This option format provides a lot of flexibility to pass data of

al most any kind. Though, whenever possible, it is highly recommended
to use nore specialized options, with field types better matching
carried data types

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| opti on-code | option-len |
el i I e i it T e e e e i i T o S e e S e T R R

vari abl e-1 ength data
.+- S S I i ST S il w T o sl S SN SR U Y S U S S +-.+
Figure 11: Option with Variabl e-Length Data
Exanpl es of use:
o dient ldentifier [RFC3315]
0 Server ldentifier [RFC3315]
5.10. Option with DNS Wre Format Domai n Name Li st
This option is used to carry 'domain search’ lists or any host or
domai n nane. It uses the same format as described in Section 5.9 but
with the special data encoding, as described in Section 8 of
[ RFC3315]. This data encodi ng supports carrying nultiple instances
of hosts or domain nanmes in a single option by term nating each
instance with the byte value of O.
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| opti on-code | option-length |
R et e s i o e s i i
| DNS Wre Format Donmai n Name Li st |
| c. |
B T S i T s i i e e SEI S
Figure 12: Option with DNS Wre Fornat Domai n Nane Li st
Exanpl es of use:
o0 SIP Servers Donmain Nane List [RFC3319] (nany domai ns)

0 NS Donain Nanme [ RFC3898] (nany domai ns)
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0 Location-to-Service Translation (LoST) Server Donain Name
[ RFC5223]

0 Location Information Server (LI'S) Donmai n Name [ RFC5986]

0 Dual-Stack Lite (DS-Lite) Address Family Transition Router (AFTR)
Location [RFC6334] (a single FQDN)

0 Home Network ldentifier [RFC6610] (a single FQDN)
0 Honme Agent FQDN [ RFC6610] (a single FQDN)
6. Avoid Conditional Formatting

Placing an octet at the start of the option that informs the software
how to process the remaining octets of the option may appear sinple
to the casual observer. But, the only conditional formatting methods
that are in w despread use today are 'protocol’ class options.
Therefore, conditional formatting requires new code to be witten and
complicates future interoperability should new conditional formats be
added; existing code has to ignore conditional formats that it does
not support.

7. Avoid Aliasing

Options are said to be aliases of each other if they provide input to
the sanme configuration paraneter. A comonly proposed exanple is to
configure the |ocation of some new service ("ny foo server") using a
binary | P address, a donain nane field, and a URL. This kind of
aliasing is undesirable and is not recomended.

In this case, where three different formats are supposed, it nore
than triples the work of the software involved, requiring support for
not nerely one format but support to produce and digest all three.
Furt hernore, code devel opnent and testing nust cover all possible
conbi nations of defined formats. Since clients cannot predict what
val ues the server will provide, they nust request all formats. So,
in the case where the server is configured with all formats, DHCPv6
message bandwi dth is wasted on option contents that are redundant.

Al so, the DHCPv6 option nunber space is wasted, as three new option
codes are required rather than one.

It al so beconmes uncl ear which types of values are nmandatory and how
configuring sone of the options may influence the others. For
exanple, if an operator configures the URL only, should the server
synt hesi ze a donmmi n nane and an | P address?
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A single configuration value on a host is probably presented to the
operator (or other software on the nachine) in a single field or
channel. If that channel has a natural format, then any alternative
formats nerely nmake nore work for intervening software in providing
conver si ons.

So, the best advice is to choose the one nethod that best fulfills
the requirenents for sinplicity (such as with an | P address and a
port pair), late binding (such as with DNS), or conpl eteness (such as
with a URL).

8. Choosing between an FQDN and an Address

Sone paraneters may be specified as an FQDN or an address. |n nost
cases, one or the other should be used. This section discusses pros
and cons of each approach and is intended to help make an inforned
decision in that regard. It is strongly discouraged to define both
option types at the sane tine (see Section 7), unless there is
sufficient nmotivation to do so.

There is no single recommendation that works for every case. It very
much depends on the nature of the paraneter being configured. For
paraneters that are network specific or represent certain aspects of

network infrastructure, like available nmobility services, in nost
cases addresses are a nore usable choice. For paraneters that can be
consi dered an application-specific configuration, like SIP servers,

it is usually better to use an FCQDN

Applications are often better suited to deal with FQDN failures than
with address failures. Mst operating systens provide a way to retry
an FQDN resolution if the previous attenpt fails. That type of error
recovery is supported by a great number of applications. On the
other hand, there is typically no APl available for applications to
reconfigure over DHCP to get a new address value if the one received
is no longer appropriate. This problem may be usually addressed by
providing a |ist of addresses rather than just a single one. That,
on the other hand, requires a defined procedure on how multiple

addr esses shoul d be used (all at once, round robin, try first and
fail over to the next if it fails, etc.).

An FQDN provides a higher level of indirection and anbiguity. In
many cases, that may be considered a benefit, but it can be
considered a flaw in others. For exanple, one operator suggested
that the sane nane be resolved to different addresses, depending on
the point of attachnent of the host doing the resolution. This is
one way to provide |ocalized addressing. However, in order to do
this, it is necessary to violate the DNS convention that a query on a
particul ar name should always return the sane answer (aside fromthe
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ordering of |IP addresses in the response, which is supposed to be
varied by the nane server). This sanme locality of reference for
configuration information can be achi eved directly using DHCP, since
the DHCP server nust know the network topology in order to provide IP
address or prefix configuration.

The other type of anbiguity is related to multiple provisioning
domai ns (see Section 12). The stub resolver on the DHCP client

cannot at present be assunmed to nake the DNS query for a DHCP-
supplied FQDN on the sane interface on which it received its DHCP
configuration and may, therefore, get a different answer fromthe DNS
t han was intended.

This is particularly a probl em when the nornmal expected use of the
option makes sense with a private DNS zone(s), as mght be the case
on an enterprise network. It nay also be the case that the client
has an explicit DNS server configured and nay, therefore, never query
the enterprise network’s internal DNS server.

An FQDN does require a resolution into an actual address. This
inmplies the question as to when the FQDN resol uti on shoul d be
conducted. There are a coupl e of possible answers: a) by the server,
when it is started, b) by the server, when it is about to send an
option, c¢) by the client, inmmediately after receiving an option, and
d) by the client, when the content of the option is actually
consunmed. For a), b), and possibly c), the option should really
convey an address, not an FQDN. The only real incentive to use an
FQDN is case d). It is the only case that all ows possible changes in
the DNS to be picked up by clients.

If the parameter is expected to be used by constrai ned devices (I ow
power, battery operated, and | ow capabilities) or in very |ossy
networks, it may be appealing to drop the requirenent of performng
the DNS resolution and use addresses. Another exanple of a
constrai ned device is a network-booted device, where despite the fact
that the node itself is very capable once it's booted, the boot prom
is quite constrained.

Anot her aspect that should be considered is tinme required for the
clients to notice any configuration changes. Consider a case where a
server configures service A using an address and service B using an
FQDN.  When an admini strator decides to update the configuration, he
or she can update the DHCP server configuration to change both
services. |If the clients do not support reconfigure (which is an
optional feature of RFC 3315 but in sone environnents, e.g., cable
nodens, is mandatory), the configuration will be updated on the
clients after the Tl tinmer el apses. Depending on the nature of the
change (is it a new server added to a cluster of already operating
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servers or a new server that replaces the only avail abl e server that

crashed?), this may be an issue. On the other hand, updating service
B may be achieved with a DNS record update. That information may be

cached by caching DNS servers for up to Tinme to Live (TTL).

Dependi ng on the values of Tl and TTL, one update may be faster than

anot her. Furthernore, depending on the nature of the change (pl anned
nmodi fi cation or unexpected failure), Tl or TTL may be | owered before

the change to speed up new configuration adoption

Si nply speaki ng, protocol designers don't know what the TTL or the T1
time will be, so they can’'t nmake assunptions about whether a DHCP
option will be refreshed nore quickly based on Tl or TTL.

Addr esses have the benefit of being easier to inplenment and handl e by
the DHCP software. An address option is sinpler to use, has
validation that is trivial (rmultiple of 16 constitutes a valid

option), is explicit, and does not allow any anbiguity. It is faster
(does not require extra round-trip tinme), so it is nore efficient,
whi ch can be especially inportant for energy-restricted devices. It

al so does not require that the client inplenents a DNS resol ution.

An FCQDN i nposes a nunber of additional failure nbdes and issues that
shoul d be dealt with:

1. The client nust have know edge about avail abl e DNS servers. That
typically means that option DNS_SERVERS [ RFC3646] is mandatory.
Thi s should be mentioned in the docunment that defines the new
option. It is possible that the server will return the FQDN
option but not the DNS server’s option. There should be a brief
di scussi on about it;

2. The DNS may not be reachabl e;

3. The DNS may be avail able but may not have appropriate information
(e.g., no AAAA records for the specified FQDN);

4. The address family must be specified (A AAAA, or any); the
i nformati on being configured may require a specific address
famly (e.g., 1Pv6), but there may be a DNS record only of
anot her type (e.g., Aonly with an I Pv4 address).

5. Wiat should the client do if there are multiple records avail able
(use only the first one, use all, use one and switch to the
second if the first fails for whatever reason, etc.). This my
be an issue if there is an expectation that the paraneter being
configured will need exactly one address;
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6. Miltihomed devices may be connected to different administrative
domai ns with each domain providing different information in the
DNS (e.g., an enterprise network exposing private domains). The
client may send DNS queries to a different DNS server; and

7. It should be nentioned if Internationalized Donmain Nanes are
allowed. |If they are, DNS option encodi ng should be specifi ed.

Address options that are used with overly long Tl (renew tiner)
val ues have some characteristics of hard-coded values. That is
strongly di scouraged. See [RFC4085] for an in-depth discussion. |If
the option nmay appear in Information-request, its lifetime should be
controlled using the information refresh time option [ RFC4242].

One specific case that nmakes the choice between an address and an
FQDN not obvious is a DNS Security (DNSSEC) bootstrap scenario.
DNSSEC val i dati on i nposes a requirenent for clock sync (to the
accuracy reasonably required to consider signature inception and
expiry tines). This often inplies usage of NTP configuration

However, if NTP is provided as an FQDN, there is no way to validate
its DNSSEC signature. This is a sonewhat weak argunent though, as
providing an NTP server as an address is also not verifiable using
DNSSEC. |If the trustworthiness of the configuration provided by the
DHCP server is in question, DHCPv6 of fers mechani sns that all ow
server authentication.

9. Encapsul ated Options in DHCPv6

Most options are conveyed in a DHCPv6 nessage directly. Al though
there is no codified normative | anguage for such options, they are
often referred to as top-level options. Many options may include
other options. Such inner options are often referred to as

encapsul ated or nested options. Those options are sonetines called
sub-options, but this termactually nmeans sonet hing el se and,
therefore, should never be used to describe encapsul ated options. It
is reconmended to use the term "encapsul ated" as this terninology is
used in [RFC3315]. The difference between encapsul ated and sub-
options is that the former uses normal DHCPv6 option nunbers, while
the latter uses option nunber space specific to a given parent
option. It should be noted that, contrary to DHCPv4, there is no
shortage of option nunbers; therefore, alnost all options share a
comon option space. For exanple, option type 1 nmeant different
things in DHCPv4, depending if it was located in the top |level or
inside of the Relay Agent Information option. There is no such
anbiguity in DHCPv6 (with the exception of [ RFC5908], which SHOULD
NOT be used as a tenplate for future DHCP option definitions).
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Fromthe inplementation perspective, it is easier to inplenent
encapsul ated options rather than sub-options, as the inplenmentors do
not have to deal with separate option spaces and can use the same
buffer parser in several places throughout the code.

Such encapsulation is not linited to one level. There is at |east
one defined option that is encapsulated twice: ldentity Association
for Prefix Delegation (A PD), as defined in Section 9 of [RFC3633],
conveys the ldentity Association (IA) Prefix (1APREFIX), as defined
in Section 10 of [RFC3633]. Such a delegated prefix may contain an
excluded prefix range that is represented by the PD EXCLUDE option
that is conveyed as encapsul ated inside | APREFI X (PD_EXCLUDE is
defined in [RFC6603]). It seens awkward to refer to such options as
sub- sub-option or doubly encapsul ated option; therefore, the
"encapsul ated option" termis typically used, regardl ess of the
nesting |evel.

When defining a DHCP- based configuration nmechanismfor a protoco
that requires sonething nore conplex than a single option, it may be
tenpting to group configuration values using sub-options. That
shoul d preferably be avoided, as it increases conplexity of the
parser. It is nuch easier, faster, and less error prone to parse a
| arge nunber of options on a single (top-level) scope than to parse
options on several scopes. The use of sub-options should be avoi ded
as much as possible, but it is better to use sub-options rather than
conditional formatting.

It should be noted that currently there is no clear way defined for
requesting sub-options. Mst known inplenentations are sinply using
the top-level Option Request Option (ORO) for requesting both top-

| evel and encapsul ated opti ons.

Addi tional States Considered Harnfu

DHCP i s designed for provisioning clients. Less experienced protoco
designers often assunme that it is easy to define an option that wll
convey a different parameter for each client in a network. Such
probl ems arose during designs of the Mapping of Address and Port
(MAP) [ MAP] and | Pv4 Residual Deploynent (4rd) [SOLUTION-4rd]. While
it would be easier for provisioned clients to get ready to use per-
client option values, such a requirenment puts exceedingly |arge |oads
on the server side. The new extensions may introduce new

i npl ementation conplexity and additi onal database state on the
server. Alternatives should be considered, if possible. As an
exanpl e, [MAP] was designed in a way that all clients are provisioned
with the sane set of MAP options, and each provisioned client uses
its unique address and del egated prefix to generate client-specific
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12.

information. Such a solution does not introduce any additional state
for the server and, therefore, scales better.

It also should be noted that contrary to DHCPv4, DHCPv6 keeps severa
timers for renewals. Each I A NA (addresses) and | A PD (prefixes)
contains T1 and T2 tinmers that designate tine after which the client
will initiate renewal. Those tiners apply only to their associated

| A containers. Refreshing other parameters should be initiated after
atime specified in the information refresh time option (defined in

[ RFC4242]), carried in the Reply nessage, and returned in response to
the Informati on-request nessage. Introducing additional tinmers nmake
depl oynent unnecessarily conpl ex and SHOULD be avoi ded.

Configuration Changes Cccur at Fixed Tines

In general, DHCPv6 clients only refresh configuration data fromthe
DHCP server when the T1 tiner expires. Although there is a
Reconfigure nechanismthat allows a DHCP server to request that
clients initiate reconfiguration, support for this nechanismis
optional and cannot be relied upon

Even when DHCP clients refresh their configuration infornmation, not
all consuners of DHCP-sourced configuration data notice these
changes. For instance, if a server is started using paraneters
received in an early DHCP transaction, but does not check for updates
fromDHCP, it may well continue to use the sane paraneter
indefinitely. There are a few operating systens that take care of
reconfiguring services when the client noves to a new network (e.g.,
based on nechanisns |ike [ RFC4436], [RFC4957], or [RFC6059]), but
it’s worth bearing in mind that a renew may not always result in the
client taking up new configuration information that it receives.

In light of the above, when designing an option you should take into
consideration the fact that your option may hold stale data that wll
only be updated at an arbitrary tinme in the future.

Mul ti pl e Provisioning Donains

In sone cases, there could be nore than one DHCPv6 server on a |ink,
with each providing a different set of parameters. One notable
exanpl e of such a case is a hone network with a connection to two

i ndependent | SPs.

The DHCPv6 specification does not provide clear advice on howto
handl e mul ti pl e provisioning sources. Although [RFC3315] states that
a client that receives nore than one Advertise nessage may respond to
one or nore of them such capability has not been observed in
existing inplenentations. Existing clients will pick one server and
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wi Il continue the configuration process with that server, ignoring
all other servers.

In addition, a node that acts as a DHCPv6 client may be connected to
nmore than one physical network. In nbst cases, it will operate a
separate DHCP client state nmachine on each interface and acquire
different, possibly conflicting, information through each. This
information will not be acquired in any synchroni zed way.

Exi sting nodes cannot be assunmed to systematically segregate
configuration information on the basis of its source; as a result, it
is quite possible that a node may receive an FQDN on one network
interface but do the DNS resolution on a different network interface,
using different DNS servers. As a consequence, DNS resol ution done
by the DHCP server is nore likely to behave predictably than DNS
resolution done on a multi-interface or multihonmed client.

This is a generic DHCP i ssue and should not be dealt within each
option separately. This issue is better dealt with using a protocol -
| evel solution, and fixing this problem should not be attenpted on a
per-option basis. Wrk is ongoing in the IETF to provide a
systematic solution to this problem

Chartering Requirenments and Advice for Responsible Area Directors

Adding a sinple DHCP option is straightforward and general ly
somet hi ng that any working group (W5 can do, perhaps with sone help
from desi gnated DHCP experts. However, when new fragnent types need
to be devised, this requires the attention of DHCP experts and shoul d
not be done in a WG that doesn’t have a quorum of such experts. This
is true whether the new fragnent type has the sane structure as an
existing fragment type but with different semantics, or the new
format has a new structure.

Responsi ble Area Directors for Wes that wish to add a work itemto a
WG charter to define a new DHCP option should get clarity fromthe W5
as to whether the new option will require a new fragnent type or new
semantics, or whether it is a sinple DHCP option that fits existing
definitions.

If a W6 needs a new fragnment type, it is preferable to see if another
WG exi sts whose nenbers al ready have sufficient expertise to evaluate
the new work. |If such a working group is available, the work should
be chartered in that working group instead. |If there is no other W5
with DHCP expertise that can define the new fragnent type, the
responsi bl e AD shoul d seek hel p from known DHCP experts within the

| ETF to provide advice and frequent early review as the original W5
defines the new fragment type.
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In either case, the new option should be defined in a separate
docunent, and the work should focus on defining a new format that
general i zes well and can be reused, rather than a single-use fragnent
type. The WG that needs the new fragnent type can define their new
option referencing the new fragnent type docunent, and the work can
generally be done in parallel, avoiding unnecessary delays. Having
the definition in its own document will foster reuse of the new
fragment type

The responsi ble AD should work with all relevant WG Chairs and DHCP
experts to ensure that the new fragnent type docunment has in fact
been carefully reviewed by the experts and appears satisfactory.

Responsi ble Area Directors for Wss that are considering defining
options that actually update DHCP, as opposed to sinple options,
shoul d go through a process sinilar to that descri bed above when
trying to determne where to do the work. Under no circunstances
should a WG be given a charter deliverable to define a new DHCP
option, and then on the basis of that charter item actually make
updates to DHCP

Consi derations for Creating New Formats

When defini ng new options, one specific consideration to evaluate is
whet her or not options of a simlar format woul d need to have
multiple or single values encoded (whatever differs fromthe current
option) and how that m ght be acconplished in a simlar format.

When defining a new option, it is best to synthesize the option
format using fragment types already in use. However, in sonme cases,
there may be no fragnment type that acconplishes the intended purpose.

The matter of size considerations and option order are further
di scussed in Sections 15 and 17.

Option Size

DHCPv6 [ RFC3315] all ows for packet sizes up to 64 KB. First, through
its use of link-local addresses, it avoids nmany of the depl oynent
probl ens that plague DHCPv4 and is actually a UDP over the |Pv6-based
protocol (conpared to DHCPv4, which is nostly UDP over |Pv4 but with
| ayer-2 hacks). Second, RFC 3315 explicitly refers readers to
Section 5 of [RFC2460], which describes an MIU of 1280 octets and a
m ni mum fragnent reassenbly of 1500 octets. |It’'s feasible to suggest
that DHCPv6 is capable of having |arger options deployed over it, and
at | east no common upper limt is yet known to have been encoded by
its inmplenentors. It is not really possible to describe a fixed
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limt that cleanly divides workable option sizes fromthose that are
too big.

It is advantageous to prefer option formats that contain the desired
information in the smallest formfactor that satisfies the
requirenents. Common sense still applies here. It is better to
split distinct values into separate octets rather than propose overly
compl ex bit-shifting operations to save several bits (or even an
octet or two) that would be padded to the next octet boundary anyway.

DHCPv6 does allow for nmultiple instances of a given option, and they
are treated as distinct values follow ng the defined format; however,
this feature is generally preferred to be restricted to protoco
class features (such as the 1A * series of options). In such cases,
it is better to define an option as an array if it is possible. It
is reconmended to clarify (with normative | anguage) whether a given
DHCPv6 option nmay appear once or multiple tines. The default
assunption is only once.

In general, if a lot of data needs to be configured (for exanple,
some option lengths are quite large), DHCPv6 may not be the best
choice to deliver such configuration information and SHOULD sinply be
used to deliver a URI that specifies where to obtain the actua
configuration information.

Si ngl et on Opti ons

Al t hough [ RFC3315] states that each option type MAY appear nore than
once, the original idea was that nultiple instances are reserved for
stateful options, like A NA or A PD. For nost other options, it is
usual |y expected that they will appear once at nmpbst. Such options
are called singleton options. Sadly, RFCs have often failed to
clearly specify whether or not a given option can appear nore than
once.

Docunent s that define new options SHOULD state whether or not these
options are singletons. Unless otherw se specified, newy defined
options are considered to be singletons. |If multiple instances are
al | oned, the docunent MJUST explain howto use them Care should be
taken not to assunme that they will be processed in the order they
appear in the nessage. See Section 17 for nore details.

When deci di ng whether single or multiple option instances are all owed
in a message, take into consideration how the content of the option
will be used. Depending on the service being configured, it may or
may not nmeke sense to have nmultiple values configured. |If nultiple
val ues nake sense, it is better to explicitly allow that by using an
option format that allows multiple values within one option instance.
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Allowing nultiple option instances often | eads to confusion

Consi der the follow ng exanmple. Basic DS-Lite architecture assunes
that the B4 el ement (DHCPv6 client) will receive the AFTR option and
establish a single tunnel to the configured tunnel term nation point
(AFTR). During the standardi zation process of [RFC6334], there was a
di scussi on whether multiple instances of the DS-Lite tunnel option
shoul d be allowed. This created an unfounded expectation that the
clients receiving multiple instances of the option will sonmehow know
when one tunnel endpoint goes offline and do sone sort of failover
bet ween ot her val ues provided in other instances of the AFTR option
O hers assuned that if there are nultiple options, the client wll
sonmehow do | oad bal anci ng between the provided tunnel endpoints.
Nei t her fail over nor |oad bal ancing was defined for the DS-Lite
architecture, so it caused confusion. It was eventually decided to
all ow only one instance of the AFTR option

Option Order

Option order, either the order anong rmany DHCPv6 options or the order
of multiple instances of the same option, SHOULD NOT be significant.
New docunents MJST NOT assume any specific option processing order

As there is no explicit order for nmultiple instances of the sane
option, an option definition SHOULD i nstead restrict ordering by
using a single option that contains ordered fields.

As [ RFC3315] does not inmpose option order, sone inplenentations use
hash tables to store received options (which is a confornant

behavi or). Depending on the hash inplenmentation, the processing
order is alnmost always different then the order in which the options
appeared in the packet on the wre.

Rel ay Options

In DHCPv4, all relay options are organi zed as sub-options within the
DHCP Rel ay Agent Information option [ RFC3046]. And, an independent
nunber space called "DHCP Rel ay Agent Sub-options" is nmaintained by
IANA. Different from DHCPv4, in DHCPv6, relay options are defined in
the sanme way as client/server options, and they al so use the sane
option nunber space as client/server options. Future DHCPv6 rel ay
options MJUST be allocated fromthis single DHCPv6 option nunber
space.

For exanple, the Rel ay-Supplied Options option [ RFC6422] may al so
contain some DHCPv6 options as permitted, such as the Extensible
Aut hentication Protocol (EAP) Re-authentication Protocol (ERP) Loca
Domai n Nane DHCPv6 Option [ RFC6440].
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Cients Request Their Options

The DHCPv6 Option Request Option (OPTION_ORO [RFC3315] is an option
that serves two purposes -- to informthe server what options the
client supports and what options the client is willing to consune.

For some options, such as the options required for the functioning of
DHCPv6 itself, it doesn’t nake sense to require that they be
explicitly requested using the Option Request Option. |In all other
cases, it is prudent to assunme that any new option nust be present on
the relevant option request list if the client desires to receive it.

It is tenpting to add text that requires the client to include a new
option in the Option Request Option list, simlar to this text:
"Clients MIST place the foo option code on the Option Request Option
list, clients MAY include option foo in their packets as hints for
the server as values the desire, and servers MJST include option foo
when the client requests it (and the server has been so configured)".
Such text is discouraged as there are several issues with it. First,
it assunes that client inplenentation that supports a given option
will always want to use it. This is not true. The second and nore
important reason is that such text essentially duplicates the
mechani sm al ready defined in [RFC3315]. It is better to sinply refer
to the existing mechanismrather than define it again. See

Section 21 for proposed exanples on how to do that.

Creators of DHCPv6 options cannot assune special ordering of options
either as they appear in the Option Request Option or as they appear
within the packet. Although it is reasonable to expect that options
will be processed in the order they appear in ORO server software is
not required to sort DHCPv6 options into the sane order in Reply
messages.

It should al so be noted that options values are not required to be
aligned within the DHCP packet; even the option code and option
| ength nay appear on odd-byte boundari es.

Transiti on Technol ogi es

The transition fromIPv4 to IPv6 is progressing. Mny transition
technol ogi es are proposed to speed it up. As a natural consequence,
there are al so DHCP options proposed to provision those proposals.
The inevitable question is whether the required paranmeters should be
delivered over DHCPv4 or DHCPv6. Authors often don’t give mnuch

t hought about it and sinply pick DHCPv6 wi thout realizing the
consequences. |Pv6 is expected to stay with us for nmany decades, and
so is DHCPv6. There is no nechanismavail able to deprecate an option
in DHCPv6, so any options defined will stay with us as long as the
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DHCPv6 protocol itself lasts. It seens likely that such options
defined to transition fromIPv4 will outlive |IPv4d by many decades.
Fromthat perspective, it is better to inplenent provisioning of the
transition technol ogies in DHCPv4, which will be obsol eted together
with | Pv4.

When the network infrastructure becomes I Pv6 only, the support for

I Pv4d-only nodes may still be needed. |In such a scenario, a nechani sm
for providing |IPv4d configuration information over |Pv6-only networks
may be needed. See [IPv4-CONFIG for further details.

Recomrended Sections in the New Docunent

There are three major entities in DHCPv6: server, relay agent, and
client. It is very helpful for inplenentors to include separate
sections that describe operation for those three major entities.

Even when a given entity does not participate, it is useful to have a
very short section stating that it nust not send a given option and
must ignore it when received.

There is also a separate entity called the "requestor”, which is a
special client-like type that participates in the | easequery protoco
[ RFC5007] [ RFC5460]. A sinmilar section for the requestor is not
required, unless the new option has anything to do with the requestor
(or it is likely that the reader may think that is has). It should
be noted that while in the majority of deploynments the requestor is
co-located with the relay agent, those are two separate entities from
the protocol perspective, and they may be used separately. There are
st and- al one requestor inplenentations avail abl e.

The foll owi ng sections include proposed text for such sections. That
text is not required to appear, but it is appropriate in nost cases.
Addi tional or nodified text specific to a given option is often
required.

Al 't hough the requestor is a somewhat unconmon functionality, its

exi stence should be noted, especially when allow ng or disallow ng
options to appear in certain nmessages or to be sent by certain
entities. Additional nessage types may appear in the future, besides
types defined in [RFC3315]. Therefore, authors are encouraged to
famliarize thenselves with a list of currently defined DHCPv6
messages avail abl e on the | ANA website [ ANA].

Typically, new options are requested by clients and assigned by the
server, so there is no specific relay behavior. Nevertheless, it is
good to include a section for relay agent behavior and sinply state
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that there are no additional requirenments for relays. The sane
applies for client behavior if the options are to be exchanged
between the relay and server

Sections that contain option definitions MJUST include a fornal
verification procedure. Oten it is very sinple, e.g., an option
that conveys an | Pv6 address nust be exactly 16-bytes |ong, but
sometines the rules are nore complex. It is recomrended to refer to
exi sting docunents (e.g., Section 8 of RFC 3315 for dommi n nane
encoding) rather than trying to repeat such rul es.

1. DHCPv6 C i ent Behavi or Text

Clients MAY request option foo, as defined in [ RFC3315], Sections
17.1.1, 18.1.1, 18.1.3, 18.1.4, 18.1.5, and 22.7. As a conveni ence
to the reader, we nention here that the client includes requested
option codes in the Option Request Option

Optional text (if the client’s hints nmake sense): The client also MAY
include option foo inits Solicit, Request, Renew, Rebind, and

I nf ormati on-request nmessages as a hint for the server regarding
preferred option val ues.

Optional text (if the option contains an FQDN): |f the client
requests an option that conveys an FQDN, it is expected that the
contents of that option will be resolved using DNS. Hence, the
followi ng text may be useful: Cients that request option foo SHOULD
al so request option OPTI ON DNS SERVERS as specified in [ RFC3646].

Clients MJST discard option foo if it is invalid (i.e., it did not
pass the validation steps defined in Section X.Y)

Optional text (if option foo in expected to be exchanged between
rel ays and servers): Option foo is exchanged between rel ays and
servers only. Clients are not aware of the usage of option foo.
Clients MJST ignore received option foo.

2. DHCPv6 Server Behavi or Text

Sections 17.2.2 and 18.2 of [RFC3315] govern server operation in
regards to option assignnent. As a convenience to the reader, we
mention here that the server will send option foo only if configured
with specific values for foo and if the client requested it.

Optional text: Option foo is a singleton. Servers MJUST NOT send nore
than one instance of the foo option
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21.

22.

23.

Optional text (if the server is never supposed to receive option
foo): Servers MJST ignhore the incom ng foo option

3. DHCPv6 Rel ay Agent Behavi or Text

It’s never appropriate for a relay agent to add options to a nessage
heading toward the client, and relay agents don’t actually construct
Rel ay-reply messages anyway.

Optional text (if the foo option is exchanged between the clients and
server or between requestors and servers): there are no additiona
requi renents for rel ays

Optional text (if relays are expected to insert or consume option
foo): Relay agents MAY include option foo in a Relay-forward nessage
when forwardi ng packets fromclients to the servers

Shoul d the New Docunent Update Existing RFCs?

Aut hors often ask thensel ves whet her their proposal updates existing
RFCs, especially RFC 3315. In April 2013, there were about 80
options defined. Had all docunents that defined them al so updated
RFC 3315, conprehensi on of such a docunment set would be extrenely
difficult. 1t should be noted that "extends" and "updates" are two
very different verbs. |If a new document defines a new option that
clients request and servers provide, it nerely extends current
standards, so "updates RFC 3315" is not required in the new docunent
header. On the other hand, if a new docunent replaces or nodifies
exi sting behavior and includes clarifications or other corrections,
it should be noted that it updates the other docunent. For exanpl e,
[ RFC6644] clearly updates [ RFC3315] as it replaces existing text with
new t ext.

If in doubt, authors should try to deterni ne whether an inpl enentor
readi ng the base RFC al one (without reading the new docunent) woul d
be able to properly inplenent the software. |f the base RFCis
sufficient, then the new docunment probably does not update the base
RFC. On the other hand, if readi ng your new docunent is necessary to
properly inplenment the base RFC, then the new docunment nost |ikely
updat es the base RFC

Security Considerations

DHCPv6 does have an aut hentication mechani sm [ RFC3315] that nakes it
possi bl e for DHCPv6 software to discrimnate between authentic
endpoints and man-in-the-mddle. Oher authentication nmechani sns nmay
optionally be deployed. Sadly, as of 2014, the authentication in
DHCPv6 is rarely used, and support for it is not comopn in existing
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i npl ementations. Sone specific deploynent types nmake it mandatory

(or parts thereof, e.g., DOCSIS3.0-conpatible cable nodens require

reconfigure-key support), so in certain cases, specific

aut hentication aspects can be relied upon. That is not true in the
generic case, though.

So, while creating a new option, it is prudent to assune that the
DHCPv6 packet contents are always transmtted in the clear, and
actual production use of the software will probably be vul nerable at
| east to man-in-the-mddle attacks fromw thin the network, even
where the network itself is protected fromexternal attacks by
firewalls. |In particular, sone DHCPv6 nessage exchanges are
transmitted to rmulticast addresses that are likely broadcast anyway.

If an option is of a specific fixed length, it is useful to rem nd
the inplementor of the option data’s full length. This is easily
done by declaring the specific value of the "length’ tag of the
option. This helps to gently rem nd inplenmentors to validate the
option I ength before digesting theminto |ikew se fixed-Iength
regions of memory or stack

If an option nay be of variable size (such as having indeterm nate

Il ength fields, such as domain nanmes or text strings), it is advisable
to explicitly rem nd the inplementor to be aware of the potential for
Il ong options. Either define a reasonable upper linmt (and suggest
validating it) or explicitly remind the inplenentor that an option
may be exceptionally long (to be prepared to handle errors rather
than truncate val ues)

For some option contents, out-of-bound values may be used to breach
security. An IP address field nmight be nade to carry a | oopback
address or local nulticast address, and dependi ng on the protocol,
this my |lead to undesirable results. A domain nane field may be
filled with contrived contents that exceed the limtations placed
upon donain nane fornmatting; as this value is possibly delivered to
"internal configuration" records of the system it may be inplicitly
trusted without being validated.

Aut hors of docunents defining new DHCP options are, therefore,
strongly advised to explicitly define validation neasures that

reci pients of such options are required to do before processing such
options. However, validation neasures already defined by RFC 3315 or
ot her specifications referenced by the new opti on docunment are
redundant and can introduce errors, so authors are equally strongly
advised to refer to the base specification for any such validation

| anguage rather than copying it into the new specification

See al so Section 24.
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24.

25.

26.

26.

Privacy Considerations

As discussed in Section 23, the DHCPv6 packets are typically
transmitted in the clear, so they are susceptible to eavesdropping.
Thi s shoul d be consi dered when defining options that nay convey
personally identifying information (PlIl) or any other type of
sensitive data.

If the transm ssion of sensitive or confidential content is required,
it is still possible to secure communi cation between relay agents and
servers. Relay agents and servers conmmunicating with relay agents
must support the use of |Psec Encapsul ating Security Payl oad (ESP)
with encryption in transport node, according to Section 3.1.1 of

[ RFC4303] and Section 21.1 of [RFC3315]. Sadly, this requirement is
al most universally ignored in real deployments. Even if the

conmmuni cati on path between the relay agents and server is secured,
the path between the clients and relay agents or server is not.

Unl ess underlying transm ssion technol ogy provides a secure
transm ssi on channel, the DHCPv6 options SHOULD NOT include PIl or
other sensitive information. |If there are special circunstances that
warrant sendi ng such information over unsecured DHCPv6, the dangers
MUST be clearly discussed in the security considerations.
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