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Requirenents for Advanced Multipath in MPLS Networks

Abst ract

Thi s docunent provides a set of requirements for Advanced Miultipath
in MPLS networ ks

Advanced Multipath is a formalization of multipath techni ques
currently in use in IP and MPLS networks and a set of extensions to
exi sting nultipath techni ques.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7226
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1. Introduction

There is often a need to provide | arge aggregates of bandw dth that
are best provided using parallel Iinks between routers or carrying
traffic over nmultiple MPLS Label Switched Paths (LSPs). In core
networks, there is often no alternative since the aggregate
capacities of core networks today far exceed the capacity of a single
physical link or a single packet-processing el enment.

The presence of parallel links, with each link potentially conprised
of multiple layers, has resulted in additional requirenments. Certain
services nmay benefit frombeing restricted to a subset of the
component links or a specific conponent |ink, where conponent I|ink
characteristics, such as latency, differ. Certain services require
that an LSP be treated as atom c and avoid reordering. O her
services will continue to require only that reordering not occur
within a flow as is current practice.

Nurerous forns of nultipath exist today, including MPLS Link Bundling
[ RFC4201], Ethernet Link Aggregation [I|EEE-802.1AX], and various
forns of Equal Cost Multipath (ECMP) such as for OSPF ECMP, IS 1S
ECMP, and BGP ECMP. Refer to the appendices in [USE-CASES] for a
description of existing techniques and a set of references.

The purpose of this docunent is to clearly enunerate a set of
requirenents related to the protocols and mechani sms that provide
MPLS- based Advanced Miultipath. The intent is to first provide a set
of functional requirenents, in Section 3, that are as independent as
possi bl e of protocol specifications. A set of general protoco

requi renents are defined in Section 4. A set of network managenent
requirenents are defined in Section 5

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Any statement that requires the solution to support some new
functionality through use of [RFC2119] keywords shoul d be interpreted
as follows. The inplenentation either MJST or SHOULD support the new
functionality, depending on the use of either MJST or SHOULD in the
requirenents statement. The inplenmentation SHOULD, in nost or al
cases, allow any new functionality to be individually enabled or

di sabl ed t hrough configuration. A service provider or other

depl oynent MAY enabl e or disable any feature in their network,

subject to inplenentation limtations on sets of features that can be
di sabl ed.
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2. Definitions

Mul tipath
The term "nul tipath" includes all techniques in which

1. Traffic can take nore than one path fromone node to a
destinati on.

2. Individual packets take one path only. Packets are not
subdi vi ded and reassenbl ed at the receiving end.

3. Packets are not resequenced at the receiving end.
4. The paths nmay be:
a. parallel links between two nodes,
b. specific paths across a network to a destination node, or

c. links or paths to an internediate node used to reach a
conmon desti nation.

The paths need not have equal capacity. The paths nay or may not
have equal cost in a routing protocol

Advanced Ml tipath
Advanced Multipath is a formalization of multipath techni ques
that neets the requirements defined in this docunent. A key
capability of Advanced Multipath is the support of non-
honogeneous conponent |i nks.

Advanced Multipath G oup (AM3
An AMG is a collection of conmponent |inks where Advanced
Mul tipath techni ques are appli ed.

Conposite Link
The term "conposite |ink" had been a registered tradenark of
Avici Systens, but it was abandoned in 2007. The term "conposite
link" is now defined by the ITUT in [ITUT.G800]. The ITUT
definition includes nmultipath as defined here, plus inverse
mul tiplexing, which is explicitly excluded fromthe definition of
mul ti pat h.
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I nverse Multiplexing
Inverse nultiplexing is another method of sending traffic over
multiple links. Inverse nultiplexing either transmts whole
packets and resequences the packets at the receiving end or
subdi vi des packets and reassenbl es the packets at the receiving
end. Inverse nultiplexing requires that all packets be handl ed
by a conmon egress packet processing element and is, therefore,
not useful for very high-bandw dth applications.

Conponent Link
The I TU-T definition of conposite link in [ITUT.G 800] and the
| ETF definition of link bundling in [RFC4201] both refer to an
individual link in the conposite link or link bundle as a
component link. The term "conmponent link" is applicable to al
fornms of multipath. The |IEEE uses the term "nenber"” rather than
"conponent |ink" in Ethernet Link Aggregation [I|EEE-802. 1AX].

Client Layer
A client layer is the layer inmredi ately above a server | ayer

Server Layer
A server layer is the layer immediately below a client |ayer.

H gher Layers
Rel ative to a particular layer, a client |layer and any | ayer
above that is considered a higher layer. Upper |ayer is
synonynous with higher |ayer

Lower Layers
Rel ative to a particular |ayer, a server |layer and any | ayer
bel ow that is considered a | oner |ayer.

Client LSP
A client LSP is an LSP that has been set up over one or nore
| ower layers. 1In the context of this discussion, one type of

client LSP is an LSP that has been set up over an AMG
Fl ow

A sequence of packets that should be transferred in order on one
conponent link of a multipath.
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Fl ow I dentification
The | abel stack and other information that uniquely identifies a
flow Oher information in flow identification may include an IP
header, pseudowire (PW control word, Ethernet Mdia Access
Control (MAC) address, etc. Note that a client LSP may contain
one or nmore flows, or a client LSP may be equivalent to a flow
Flow identification is used to locally select a conponent |ink or
a path through the network toward the destination

Load Bal ance
Load split, load balance, or load distribution refers to
subdividing traffic over a set of conmponent |inks such that |oad
is fairly evenly distributed over the set of conponent Iinks and
certain packet ordering requirements are net. Sonme existing
techni ques better achieve these objectives than others.

Per f ormance Obj ective
Nureri cal values for perfornmance measures: principally
availability, latency, and delay variation. Performance
objectives may be related to Service Level Agreenents (SLAs) as
defined in [ RFC2475] or may be strictly internal. Performance
obj ectives may span |inks fromedge to edge or fromend to end.
Per f ormance obj ectives nay span one provider or nultiple
provi ders.

A component |ink may be a point-to-point physical link (where a
"physical 1ink" includes one or nore link |layers, plus a physica

|l ayer) or a logical link that preserves ordering in the steady state.
A conponent |ink may have transi ent out-of-order events, but such
events must not exceed the network’s perfornance objectives. For
exanpl e, a conponent link rmay be conprised of any supportable

combi nation of link |ayers over a physical layer or over |ogical sub-
| ayers -- including those providing physical-layer enulation -- or
over MPLS server-|layer LSP

The ingress and egress of a multipath nmay be m dpoint LSRs with
respect to a given client LSP. A midpoint LSR does not participate
in the signaling of any clients of the client LSP. Therefore, in
general, nultipath endpoi nts cannot determ ne requirenents of clients
of a client LSP through participation in the signaling of the clients
of the client LSP

Thi s docunent nakes no statenment on whether Advanced Miultipath is
itself a layer or whether an instance of AMGis itself a layer. This
is to avoid engaging in long and pointl ess di scussi ons about what
constitutes a proper |ayer
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The term "Advanced Miultipath" is intended to be used within the
context described in this docunent and rel ated docunents, for
exanpl e, [USE-CASES] and [ FRAMEWORK]. O her Advanced Ml tipath

techniques nay arise in the future. |If the capabilities defined in
this docunment beconme comonpl ace, they would no | onger be consi dered
"advanced". Use of the term "advanced mnultipath" outside this

docunent, if referring to the termas defined here, should indicate
Advanced Multipath as defined by this docunent, citing the current
docunent nane. |If using another definition of "advanced multipath”,
docunents nmay optionally clarify that they are not using the term
"advanced nul tipath" as defined by this docunent if clarification is
deemed hel pful .

3. Functional Requirenents

The functional requirenents in this section are grouped in
subsections, starting with the highest priority.

3.1. Availability, Stability, and Transi ent Response

In addition to maintaining stability, limting the period of
unavai lability in response to failures or transient events is
extrenely inportant.

FR#1 The transient period between sone service disrupting event and
the convergence of the routing and/or signaling protocols MJST
occur within a tine frame specified by performance objective
val ues.

FR#2 An AMG MAY be announced in conjunction with detail ed paraneters
about its conponent |inks, such as bandwi dth and | atency. The
AMG SHALL behave as a single | GP adjacency.

FR#3 The solution SHALL provide a neans to sumari ze sone routing
adverti senents regarding the characteristics of an AMG such
that the updated protocol nechanisns naintain convergence tines
within the tine frane needed to neet or not significantly
exceed existing perfornmance objectives for convergence on the
same network or convergence on a network with a simlar
t opol ogy.

FR#4 The solution SHALL ensure that restoration operations happen
within the tine frane needed to neet existing perfornmance
obj ectives for restoration time on the same network or
restoration time on a network with a simlar topol ogy.
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FR#5 The solution shall provide a mechanismto select a set of paths
for an LSP across a network in such a way that flows within the
LSP are distributed across the set of paths, while neeting al
of the other requirenments stated above. The sol ution SHOULD
work in a manner simlar to existing nultipath techniques,
except as necessary to accommodate Advanced Mul tipath
requirenents.

FR#6 |f extensions to existing protocols are specified and/or new
protocols are defined, then the solution SHOULD provi de a neans
for a network operator to mgrate an existing deploynent in a
m nimal Iy disruptive manner.

FR#7 Any | oad- bal anci ng sol utions MJST NOT oscillate. Some change
in path MAY occur. The solution MJST ensure that path
stability and traffic reordering continue to neet perfornmance
obj ectives on the same network or on a network with a simlar
topol ogy. Since oscillation nmay cause reordering, there MJST
be neans to control the frequency of changi ng the conponent
l'ink over which a flow is placed.

FR#8 Managenent and di agnostic protocols MJST be able to operate
over AMSs.

Exi sting scaling techniques used in MPLS networks apply to MPLS
networ ks that support Advanced Multipath. Scalability and stability
are covered in nmore detail in [ FRAVEWORK] .

3.2. Component Links Provided by Lower-Layer Networks

A component link may be supported by a | ower-|ayer network. For
exanple, the lower |layer may be a circuit-sw tched network or another
MPLS network (e.g., MPLS Transport Profile (MPLS-TP)). The | ower-

| ayer network may change the latency (and/or other performance
paraneters) seen by the client layer. Currently, there is no
protocol for the |ower-layer network to informthe higher-1|ayer
network of a change in a performance paraneter. Conmmruni cation of the
| at ency performance paranmeter is a very inportant requirenent.

Conmuni cati on of other performance paranmeters (e.g., delay variation)
i s desirable.

FR#9 The solution SHALL specify a protocol neans to allow a server-

| ayer network to comunicate latency to the client-I|ayer
net wor k.
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FR#10 The precision of latency reporting SHOULD be configurable. A
reasonabl e default SHOULD be provided. |nplenmentations SHOULD
support precision of at |east 10% of the one-way | atencies for
| atency of 1 nsec or nore.

The intent is to neasure the predom nant | atency in uncongested

servi ce-provi der networks, where geographi c delay dominates and is on
the order of mlliseconds or nore. The argunent for including
queuing delay is that it reflects the del ay experienced by
applications. The argunent against including queuing delay is that
if used in routing decisions, it can result in routing instability.
This trade-off is discussed in detail in [ FRAVEWORK] .

3.3. Component Links with Different Characteristics

As one neans to provide high availability, network operators deploy a
topol ogy in the MPLS network using | ower-layer networks that have a
certain degree of diversity at the |ower layer(s). Many techniques
have been devel oped to bal ance the distribution of flows across
component 1inks that connect the sane pair of nodes or ultimately

|l ead to a conmon desti nation.

FR#11 In the requirenents that followin this docunent, the word
"indicate" is used where infornmation may be provided by either
the combi nation of link state | GP advertisenment and MPLS LSP
signaling or via managenment plane protocols. 1In later
docunents, providing framework and protocol definitions, both
signaling and managenent plane nechani sns, MJST be defi ned.

FR#12 The sol ution SHALL provide a neans for the client layer to
indicate a requirenment that a client LSP will traverse a
component link with the mnimumlatency value. This will
provi de a neans by which m ni mum | atency performance objectives
of flows within the client LSP can be support ed.

FR#13 The solution SHALL provide a neans for the client layer to
indicate a requirement that a client LSP will traverse a
component link with a maxi mum acceptabl e | atency val ue as
specified by protocol. This will provide a means by which
bounded | at ency performance objectives of flows within the
client LSP can be supported.

FR#14 The solution SHALL provide a neans for the client layer to
indicate a requirenent that a client LSP will traverse a
component link with a maxi mum acceptabl e delay vari ation val ue
as specified by protocol
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The above set of requirenents applies to conponent links with
different characteristics, regardl ess of whether those component
l'inks are provided by parallel physical |inks between nodes or by
sets of paths across a network provided by a server-layer LSP

Allowing nultipath to contain conponent |inks with different
characteristics can inmprove the overall |oad bal ance and can be
acconpl i shed while still accomodating the nore strict requirements
of a subset of client LSP

3.4. Considerations for Bidirectional Cient LSP

Sone client LSPs MAY require a path bound to a specific set of
component links. This case is nost likely to occur in a
bidirectional client LSP where tine synchronization protocols such as
the Precision Tine Protocol (PTP) or the Network Tinme Protocol (NTP)
are carried or in any other case where symretric delay is highly
desirable. There may be other uses of this capability.

O her client LSPs may only require that the LSP serve the same set of
nodes in both directions. This is necessary if protocols are carried
that nake use of the reverse direction of the LSP as a back channe

in cases such Qperations, Adninistration, and Mi ntenance (OQAM
protocols using IPv4 Time to Live (TTL) or IPv4 Hop Linit to nonitor
or diagnose the underlying path. There may be other uses of this
capability.

FR#15 The sol ution SHALL provide a neans for the client layer to
indicate a requirenment that a client LSP be bound to a
particul ar conmponent link within an AMG If this option is not
exercised, then a client LSP that is carried over an AMG nmay be
bound to any conponent |ink or set of conmponent |inks natching
all other signaled requirenents, and different directions of a
bidirectional client LSP can be bound to different conponent
I'i nks.

FR#16 The sol ution MJST support a neans for the client layer to
indicate a requirement that for a specific co-routed
bidirectional client LSP, both directions of the co-routed
bidirectional client LSP MUST be bound to the same set of
nodes.

FR#17 A client LSP that is bound to a specific conponent |ink SHOULD
NOT exceed the capacity of a single conmponent link. This is
i nherent in the assunption that a network SHOULD NOT operate in
a congested state if congestion is avoidable.
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For some large bidirectional client LSPs, it may not be necessary (or
possible due to the client LSP capacity) to bind the LSP to a conmon
set of conponent links, but it nmay be necessary or desirable to
constrain the path taken by the LSP to the sane set of nodes in both
directions. Wthout an entirely new and hi ghly dynam c protocol, it
is not feasible to constrain such a bidirectional client LSP from
taking multiple paths and coordi nating | oad bal ance on each side in
order to keep both directions of flows within such an LSP on conmon
pat hs.

3.5. Miltipath Load-Bal anci ng Dynanics

Mul tipath | oad bal ancing attenpts to keep traffic | evels on all
component |inks bel ow congestion levels if possible and preferably
wel | bal anced. Load balancing is mnimally disruptive (see the

di scussion below this section’s list of requirenents). The
sensitivity to these mnimal disruptions of traffic flows within a
specific client LSP needs to be consi dered.

FR#18 The sol ution SHALL provide a means for the client layer to
indicate a requirement that a specific client LSP MUST NOT be
split across multiple conponent I|inks.

FR#19 The sol ution SHALL provide a neans local to a node that
automatically distributes flows across the conmponent links in
the AMG such that perfornmance objectives are net, as described
in the prior requirenents in Section 3.3.

FR#20 The sol ution SHALL neasure traffic flows or groups of traffic
flows and dynamically select the conmponent |ink on which to
place this traffic in order to balance the |oad so that no
component link in the AMG between a pair of nodes is
over | oaded.

FR#21 When a traffic flow is noved from one conponent |ink to another
in the same AMG between a set of nodes, it MJST be done so in a
m nimal Iy disruptive manner.

FR#22 Load bal anci ng MAY be used during sustained |lowtraffic periods

to reduce the nunber of active conponent |inks for the purpose
of power reduction.
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FR#23 The solution SHALL provide a neans for the client layer to
indicate a requirement that a specific client LSP contains
traffic whose frequency of conponent |ink change due to | oad
bal anci ng needs to be bounded by a specific value. The
solution MUST provide a neans to bound the frequency of a
conmponent |ink change due to | oad bal ancing for subsets of
traffic fl ow on AMGs.

FR#24 The sol ution SHALL provide a means to distribute traffic flows
froma single client LSP across nultiple conponent links to
handl e at | east the case where the traffic carried in a client
LSP exceeds that of any conponent link in the AMG

FR#25 The sol uti on SHOULD support the use case where an AMs itself is
a conponent link for a higher order AMG For exanple, an AMG
conprised of MPLS-TP bidirectional tunnels viewed as | ogica
links could then be used as a conmponent link in yet another AMG
that connects MPLS routers.

FR#26 I1f the total demand offered by traffic fl ows exceeds the
capacity of the AM5 the solution SHOULD define a neans to
cause sonme client LSPs to nove to an alternate set of paths
that are not congested. These "preenpted LSPs" may not be
restored if there is no uncongested path in the network.

A mnimally disruptive change inplies that as little disruption as is
practical occurs. Such a change can be achieved with zero packet

|l oss. A delay discontinuity may occur, which is considered to be a
mnimally disruptive event for nost services if this type of event is
sufficiently rare. A delay discontinuity is an exanple of a

m nimal |y di sruptive behavior corresponding to current techniques.

A delay discontinuity is an isolated event that may greatly exceed
the nornmal delay variation (jitter). A delay discontinuity has the
following effect. Wen a flowis noved froma current link to a
target link with | ower latency, reordering can occur. Wen a flowis
moved froma current link to a target link with a higher latency, a
time gap can occur. Sonme flows (e.g., timng distribution and PW
circuit enulation) are quite sensitive to these effects. A delay
di scontinuity can also cause a jitter buffer underrun or overrun,

af fecting user experience in real-tinme voice services (causing an
audi ble click). These sensitivities may be specified in a
performance objective.

As wi th any | oad-bal anci ng change, a change initiated for the purpose
of power reduction may be mninmally disruptive. Typically, the
disruptionis limted to a change in delay characteristics and the
potential for a very brief period with traffic reordering. Wen
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configuring a network for power reduction, the network operator
shoul d wei gh the benefit of power reduction against the di sadvant age
of a mnimal disruption.

4. General Requirenents for Protocol Sol utions

This section defines requirements for protocol specifications used to
meet the functional requirenments specified in Section 3.

GR#1 The sol ution SHOULD extend existing protocols wherever
possi bl e, devel opi ng a new protocol only where doing so adds a
significant set of capabilities.

GR#2 A solution SHOULD extend LDP capabilities to neet functiona
requirenents. This MJST be acconplished w thout defining LDP
Traffic Engineering (TE) nethods as decided in [ RFC3468].

GR#3 Coexi stence of LDP- and RSVP-TE-si gnal ed LSPs MJST be supported
on an AMG  Function requirenments SHOULD, where possible, be
acconmodated in a manner that supports LDP-signaled LSP, RSVP-
signal ed LSP, and LSP setup using managenent pl ane nechani sns.

GR#4 \Wen the nodes connected via an AMG are in the same routing
domai n, the solution MAY define extensions to the | GP

GR#5 When the nodes are connected via an AMG are in different MPLS
net wor k t opol ogi es, the solution SHALL NOT rely on extensions
to the | GP.

GR#6 The sol ution SHOULD support AMG | GP advertisenent that results
in convergence tinme better than that of advertising the
i ndi vi dual component links. The solution SHALL be designed so
that it represents the range of capabilities of the individua
conponent |inks such that functional requirenents are net, and
it also minimzes the frequency of advertisenent updates that
may cause | GP convergence to occur

Exanpl es of adverti senent-update-triggering events to be
considered include: client LSP establishnent/rel ease, changes
in conponent-link characteristics (e.g., l|atency and up/down
state), and/or bandwi dth utilization
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When a worst-case failure scenario occurs, the nunber of
RSVP-TE client LSPs to be resignaled will cause a period of
unavail ability as perceived by users. The resignaling tine of
the sol uti on MUST support protocol mechani sns neeting existing
provi der perfornmance objectives for the duration of

unavail ability wi thout significantly relaxing those existing
performance objectives for the sane network or for networks
with simlar topology. For exanple, the processing |oad due to
| GP readvertisenent MJST NOT increase significantly, and the
resignaling time of the solution MJUST NOT increase
significantly as conpared with current mnethods.

5.  Managenent Requirenents

MR#1

VR#2

VR#3

VR#4

VRS

VR#6

MVRET

VR#8

MR#9

The Management Pl ane MJUST support polling of the status and
configuration of an AMG and its individual conponent |inks and
support notification of status change.

The Managenent Pl ane MJST be able to activate or deactivate any
component link in an AMsin order to facilitate operation

mai nt enance tasks. The routers at each end of an AMG MUST
redistribute traffic to move traffic froma deactivated link to
ot her conponent |inks based on the traffic flow TE criteria.

The Managenent Pl ane MJST be able to configure a client LSP
over an AMS and be able to select a conponent link for the
client LSP.

The Managenent Pl ane MJUST be able to trace which conponent |ink
a client LSP is assigned to and nonitor individual conponent
I'ink and AMG per f or mance.

The Management Pl ane MJUST be able to verify connectivity over
each individual conponent link within an AMG

Conponent link fault notification MJST be sent to the
managemnent pl ane.

AMG fault notification MIST be sent to the managenent plane and
MUST be distributed via a |link state message in the IGP

The Managenent Pl ane SHOULD provi de the neans for an operator
to initiate an optinization process.

An operator-initiated optim zation MJST be perfornmed in a
m nimally disruptive manner, as described in Section 3.5.
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Security Considerations

The security considerations for MPLS/ GWLS and for MPLS-TP are
docunented in [ RFC5920] and [ RFC6941]. This document does not inpact
the security of MPLS, GWLS, or MPLS-TP

The additional information that this docunment requires does not
provi de significant additional value to an attacker beyond the
information already typically available fromattacking a routing or

signaling protocol. |If the requirenents of this docunent are met by
extendi ng an existing routing or signaling protocol, the security
consi derations of the protocol being extended apply. If the

requirenents of this docunent are net by specifying a new protocol
the security considerations of that new protocol should include an
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eval uati on of what |evel of protection is required by the additional
informati on specified in this document, such as data origin
aut henti cati on.
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