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1.

I nt roducti on

This meno specifies SEND SAVI, a mechanismto provide source address
validation for I Pv6 networks using the SEND protocol [RFC3971]. The
proposed nechani sm conpl enents ingress filtering techniques to
provide a finer granularity on the control of the source addresses
used.

SEND SAVI uses the DAD NSOL (Duplicate Address Detection Nei ghbor
SCLicitation) and the DAD NADV (DAD Nei ghbor ADVerti senent) nessages
defined in [ RFC4862] and the NUD NSOL (Nei ghbor Unreachability

Det ecti on Nei ghbor SCLicitation) and NUD NADV ( NUD Nei ghbor

ADVerti senent) nessages defined in [ RFC4861] to validate the address
ownership claimof a node. Using the information contained in these
messages, host | Pv6 addresses are associated to switch ports, so that
data packets will be validated by checking for consistency in this
bi ndi ng, as described in [RFC7039]. |In addition, SEND SAVI prevents
hosts from generating packets containing off-l1ink | Pv6 source

addr esses.

Scalability of a distributed SAVI system conprising multiple SEND
SAVI devices is preserved by neans of a deploynent scenario in which
SEND SAVI devices forma "protection perineter". |n this deploynent
scenario, the distributed SAVI systemonly validates the packets when
they ingress to the protection perinmeter, not in every SEND SAV

devi ce traversed

The SEND SAVI specification, as defined in this docunent, is limted
to links and prefixes in which every | Pv6 host and every |Pv6 router
uses the SEND protocol [RFC3971] to protect the exchange of Nei ghbor
Di scovery information. |If the SEND protocol is not used, we can
depl oy other SAVI solutions relying on nonitoring different address
configuration nechani sns to prove address ownership. For exanpl e,
FCFS (First-Cone, First-Served) SAVI [RFC6620] can be used by nodes
|l ocally configuring | Pv6 addresses by neans of the Statel ess Address
Aut oconfi gurati on mechani sm [ RFC4862] .

SEND SAVI is designed to be deployed in SEND networks with as few
changes to the depl oyed inplenentati ons as possible. 1In particular,
SEND SAVI does not require any changes in the nodes whose source
address is to be verified. This is because verification solely
relies in the usage of already available protocols. Therefore, SEND
SAVI neither defines a new protocol nor defines any new nessage on
exi sting protocols, nor does it require that a host or router use an
exi sting protocol message in a different way.

An overvi ew of the general framework about Source Address Validation
I mprovenment is presented in [ RFC7039].
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Background on SEND SAV
2.1. Address Validation Scope

The application scenario of SEND SAVI is limted to the local link
This means that the goal of SEND SAVI is to verify that the source
addresses of the packets generated by the nodes attached to the loca
I'ink have not been spoofed and that only legitimte routers generate
packets with off-link I Pv6 source addresses.

In alink, there usually are hosts and routers attached. Hosts
generate packets with their own addresses as the source address.

This is called "local traffic". Routers may send packets containing
a source address other than their own, since they can forward packets
generated by other hosts (usually located in a different link). This
is the so-called transit traffic

SEND SAVI allows the validation of the source address of the |oca
traffic, i.e., it allows verification that the source addresses of
the packets generated by the nodes attached to the local |ink have
not been spoofed. SEND SAVI al so provides neans to prevent hosts
fromgenerating packets with source addresses derived fromoff-1link
prefixes. However, SEND SAVI does not provide the neans to verify if
a given router is actually authorized to forward packets containing a
particular off-link source address. Oher techniques, like ingress
filtering [ RFC2827], are reconmmended to validate transit traffic.

2.2. Binding Creation for SEND SAVI

SEND SAVI devices filter packets according to bindings between a

| ayer-2 anchor (the binding anchor) and an | Pv6 address. These

bi ndi ngs should allow |l egiti mate nodes to use the bounded | Pv6
address as source address and prevent illegitimte nodes from doi ng
so.

Any SAVI solution is not stronger than the binding anchor it uses.

If the binding anchor is easily spoofable (e.g., a Media Access
Control (MAC) address), then the resulting solution will be weak

The treatnent of non-conpliant packets needs to be tuned accordingly.
In particular, if the binding anchor is easily spoofable and the SEND
SAVI device is configured to drop non-conpliant packets, then the
usage of SEND SAVI may open a new vector of Denial -of-Service (DoS)
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attacks, based on spoofed binding anchors. For that reason,

i mpl ementations of this specification use switch ports as their

bi ndi ng anchors. Oher forms of binding anchors are out of the scope
of this specification, and proper analysis of the inplications of
usi ng them shoul d be perfornmed before their usage.

SEND [ RFC3971] provides tools to assure that a Nei ghbor Di scovery
(ND) message containing a Cryptographically Generated Address (CGA)
[ RFC3972] option and signed by an RSA option has been generated by
the legitimte owner of the CGA | Pv6 address.

SEND SAVI uses SEND-val i dated nessages to create bindings between the
CGA and the port of the SEND SAVI device fromwhich it is reasonable
to receive packets with the CGA as the source address. The events
that trigger the binding creation process in a SEND SAVI device are:

0 The reception of a DAD NSOL nessage, indicating the attenpt of a
node to configure an address. This may occur when a node
configures an address for the first tine or after being idle for
some time or when the node has changed the physical attachnent
point to the layer-2 infrastructure.

0 The reception of any other packet (including data packets) with a
source address for which no binding exists. This may occur if
DAD NSOL nessages were | ost, a node has changed the physica
attachnent point to the layer-2 infrastructure wthout issuing a
DAD NSOL nessage, a SAVI device |loses a binding (for exanple, due
to arestart), or the Iink topol ogy changed.

When the binding creation process is triggered, the SEND SAVI device
has to assure that the node for which the binding is to be created is
the legitimte owner of the address. For the case in which the

bi nding creation process is initiated by a DAD NSOL exchange, the
SEND SAVI device waits for the reception of a validated DAD NADV
message, indicating that the other node has configured the address
before, or validated DAD NSCL nessages arriving fromother |ocations,
i ndi cating that another node is trying to configure the sanme address
at the sane tine. For the case in which packets other than a

DAD NSOL initiate the creation of the binding, the SEND SAVI device
explicitly requires the node sending those packets to prove address
ownership by issuing a secured NUD NSOL, which has to be answered
with a secured NUD NADV by the probed node.

SEND SAVI devi ces issue secured NUD NSOL nessages periodically in

order to refresh bindings, which have to be answered with a valid
NUD_NADV nessage by the node for which the binding exists.
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SEND SAVI devices only forward packets with off-1ink source addresses
if they are received froma port nmanually configured to connect to a
router.

SEND SAVI needs to be protected against replay attacks, i.e., attacks
in which a secured SEND nessage is replayed by another node. As

di scussed before, the SEND SAVI specification uses SEND nessages to
create a binding between the address contained in the nmessage (that
must be signed by a node possessing the private key associated to the
address) and the port through which the nessage is received. I|f an
attacker nanages to obtain such a nmessage from anot her node, for
exanpl e, because the nessage was sent to the all-nodes multicast
address or because the attacker has subscribed to the Solicited Node
mul ti cast address associated to a renote node, it could replay it
preserving the original signature. This may create an illegitimte
binding in the SEND SAVI device or could be used to abort address
configuration at the other node. While SEND provi des sone neans to
limt the inmpact of the replay of ND nessages, the enphasis for SEND
anti-replay protection is to linmt to a short period of tine the
validity of the ND information transmitted in the nessage, for
exanple, the relationship between an | Pv6 address and a | ayer-2
address. Note that the period nust be |ong enough to assure that the
informati on sent by the legitimte sender is considered valid despite
the possible differences in clock synchroni zati on between the sender
and receiver(s). For exanple, with the val ues reconmended by

[ RFC3971] for TIMESTAMP_FUZZ and TI MESTAMP_DRI FT, a node receiving a
DAD NSOL nessage woul d not discard replays of this nmessage being
received within a period of approximtely 2 seconds (nore precisely,
2/ 0.99 seconds). The underlying assunption for SEND security is that
even if the nmessage is replayed by another node during this period of
time, the information disseninated by NDis still the sane. However,
allowing a node to replay a SEND nessage does have an inpact on the
SEND SAVI operation, regardless of the tine elapsed since it was
generated, since the node can create a new binding in a SEND SAVI
device for the port to which an illegitinate node attaches. As can
be concluded, the protection provided by SEND i s not enough in all
cases for SEND SAVI.

SEND SAVI increases the protection against the replay attacks
conpared to SEND. First, each node is required to connect to the
SEND SAVI topol ogy through a different port to prevent eavesdropping
before entering the SAVI protection perinmeter. Then, SEND SAVI

bi ndi ngs are updated only according to nmessages whose di ssem nation
can be restricted in the SEND SAVI topology without interfering with
the normal SEND operation. The nessages used by SEND SAVI to create
bi ndi ngs are DAD NSCL nessages, for which SEND SAVI |imts its
propagation to the ports through which a previous binding for the
sanme | Pv6 address existed (see Section 3.3.2), and NUD NADV nessages
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in response to a secured NUD _NSOL sent by the SEND SAVI device only
through the tested port. Finally, SEND SAVI filtering rules prevent
nodes from repl ayi ng messages generated by the SEND SAVI devices
thensel ves. Section 5.1 discusses in nore detail the protection
provi ded by SEND SAVI agai nst replay attacks.

2.3. SEND SAVI Protection Perineter

In order to reduce conputing and state requirenments in SEND SAVI

devi ces, SEND SAVI devices can be deployed to forma "protection
perineter" [RFC7039]. Wth this deploynment strategy, SEND SAVI

devi ces perform source-address validation only when packets enter in
the protected real mdefined through the protection perineter. The
perineter is defined by appropriate configuration of the roles of
each port, which can be ’Validating or ’Trusted

0 Validating ports (VPs) are ports in which SEND SAVI filtering and
bi ndi ng creation are perforned.

o0 Trusted ports (TPs) are ports in which limted processing is
performed. Only SEND nessages related with certificates, prefix
i nformati on, and DAD operation are processed in order to update
the state of the SEND SAVI device or the state related with any of
the Validating ports of the switch
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Figure 1 shows a typical topol ogy involving trusted and untrusted
infrastructure

+- -+ +- -+ +- -+ +- -+

| HL| | H2| | H3| | RL|

+- -+ +- -+ +- -+ +- -+

I I I I
R SEND SAVI PROTECTI ON PERI METER- ---------- +
I I I I I I
| +1----- 2-+ +-1----- 2-+ |
| | SEND | |  SEND- | |
| | SAVI1 | |  SAVI2 | |
| +-3--4----+ +--3--4---+
| e + | |
I B | [EERRREEE + |
| | | SWTCH A | | |
| e | | | |
|1 S AR + | |
| +-1--2----+ +----- 1---+ |
| | SEND | | SEND- | |
| | SAVI3 | |  SAVI4 | |
| +-3----- 4- + t---f--- -+
I I I I I
R SEND SAVI PROTECTI ON PERI METER----------- +
I I I

+- -+ +- -+ +- -+

| R2| | H4| | H5|

+- -+ +- -+ +- -+

Figure 1: SAVI Protection Perinmeter

Trusted ports are used for connections with trusted infrastructures,
such as routers and other SEND SAVI devices. Port 2 of SEND SAVI2
and port 3 of SEND SAVI3 are Validating ports because they connect to
routers. Port 3 of SEND SAVI1 and port 1 of SEND-SAVI3 as well as
port 4 of SEND-SAVI2 and port 1 of SEND- SAVI4 are trusted because
they connect two SAVI devices. Finally, port 4 of SEND SAVI1, port 3
of SEND- SAVI 2, and port 2 of SEND- SAVI3 are trusted because they
connect to SWTCH A to which only trusted nodes are connected

Validating ports are used for connection with non-trusted
infrastructures; therefore, hosts connect normally to Validating
ports. So, in Figure 1 above, ports 1 and 2 of SEND- SAVI1, port 1 of
SEND- SAVI 2, and port 4 of SEND-SAVI3 are Validating ports because
they connect to hosts. Port 4 of SEND SAVI4 is also a Validating
port because it is connected to host H5.
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For a nore detail ed discussion on this, see Section 3.4.
2.4. Special Cases

Mul ti-subnet links: 1In sone cases, a given subnet may have severa
prefixes. This is supported by SEND SAVI as any port can support
mul tiple prefixes.

Mul ti homed hosts: A nultihoned host is a host with nultiple
interfaces. The interaction between SEND SAVI and nul ti honed
hosts is as follows. |If the different interfaces of the host are
assigned different | P addresses and packets sent from each
interface and always carry the address assigned to that interface
as the source address, then fromthe perspective of a SEND SAV
device, this is equivalent to two hosts with a single interface,
each with an | P address. SEND SAVI supports this without
addi tional considerations. |f the different interfaces share the
sane | P address or if the interfaces have different addresses but
the host sends packets using the address of one of the interfaces
through any of the interfaces, then SEND SAVI does not directly
support it. It would require either connecting at |east one
interface of the nultihonmed host to a Trusted port or nanually
configuring the SEND SAVI bindings to allow binding the address of
the mul ti homed host to nultiple anchors simultaneously.

Virtual switches: A hypervisor or a host operating system may
perform bridgi ng functions between virtual hosts running on the
sanme nmachine. The hypervisor or host OS may in turn connect to a
SEND SAVI system This scenario is depicted in Figure 2, with two
virtual nmachi nes, VML and VM2, connected through a virtual swtch,
VS1, to SEND SAVI device SEND-SAVI1. The attachnment points of VS1
to VML and VM2 are configured as Validating.
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Host 1
oo +
| +---+ +---+ |
| [vMm|  |vwe|] |
| +---+ -+ |
(. I I
| +1----- 2--+ |
| | VSl (.
R +
I I I
R I +
I
I
SR [ 2- -+
| SEND- |
| SAVI 1 |

FoeBe bt
I I

Figure 2: Virtual Switches Connected to the SEND SAVI Device

In order to provide proper security against replay attacks,
performng SEND SAVI filtering as close to untrusted hosts as

possi ble (see Sections 3.4 and 5.1) is recomended. |In this
scenario, this objective can be achi eved by enabling SEND SAV
validation in VS1. ldeally, VS1 could be integrated into the SEND
SAVI protection perineter if the hypervisor or host OS at Host1l can
be trusted (even though VML and VM2 could not be trusted). To do so,
both the attachnent to SEND-SAVI1 at VS1, and port 1 at SEND SAVI 1,
are configured as Trusted.

If the administrator of the network does not trust VS1, port 1 of
SEND- SAVI 1 is configured as Validating, so that every address being
used at Hostl is validated at SEND-SAVI1 by SEND SAVI. The
attachnent point to the physical network at VSl should be configured
as Trusted if the host administrator knows that it is connected to a
SEND SAVI device; in this case, VSl relies on the infrastructure
conmprised by the physical SEND SAVI devices but not vice versa.
Packets egressing fromVML are validated twice: first at VS1 and then
at SEND- SAVI1. Packets going in the reverse direction (from an
external host to VML) are validated once: when they first reach a
SEND SAVI device. |If the adnministrator of VS1 does not trust the
physical switch to which it attaches, it can configure the attachnent
to SEND-SAVI1 as Validating. |In Figure 2 above, this means that a
packet going from another host to VML would be validated tw ce: once
when entering the SEND SAVI perineter formed by the physical devices
and agai n when entering at VSI1.
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3.

3.

Untrusted routers: One can envision scenarios where routers are
dynanically attached to a SEND SAVI network. A typical exanple woul d
be a nobil e phone connecting to a SEND SAVI switch where the nobile
phone is acting as a router for other personal devices that are
accessing the network through it. Regarding the validation of the
source address perfornmed in a SEND SAVI device, such an untrusted
router does not seemto directly fall in the category of trusted
infrastructure (if this was the case, it is likely that all devices
woul d be trusted); hence, it cannot be connected to a Trusted port,
and if it is connected to a Validating port, the SEND SAVI switch
woul d discard all the packets containing an off-1ink source address
coming fromthat device. Al though the SEND SAVI device to which this
router attaches could be configured to pernmit the transit of packets
with source addresses belonging to the set of prefixes reachable
through the untrusted router, such a nechanismis out of the scope of
this docunent. As a result, the default nechani sm described in this
specification cannot be applied in such a scenari o.

SEND SAVI Specification
1. SEND SAVI Data Structures

The following three data structures are defined for SEND SAVI
operati ons.

SEND SAVI Dat abase: The SEND SAVI function relies on state

i nformati on binding the source | Pv6 address used in data packets to
the port through which the legitinmate node connects. Such
information is stored in the SEND SAVI Database. The SEND SAV

Dat abase is populated with the contents of validated SEND nessages.
Each entry contains the follow ng infornmation:

o |Pv6 source address
0 Binding anchor: the port through which the packet was received
o Lifetine

o Status: TENTATI VE_DAD, TENTATI VE_NUD, VALI D, TESTI NG VP,
TESTI NG_VP

o0 Alternative binding anchor: the port fromwhich a DAD NSOL nessage
or any data packet has been received while a different port was
stored in the binding anchor for the address.

0 Creation tine: the value of the local clock when the entry was
first created
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SEND SAVI Prefix List: SEND SAVI devices need to know whi ch ones are
the link prefixes in order to identify local and off-link traffic. A
SEND SAVI devi ce MUST support discovering this information fromthe
Prefix Information option [ RFC4861] with the L bit set of Router
Advertisenment (RADV) nessages coning from Trusted ports, as described
in Section 3.3.2. The list of prefixes MAY al so be configured

manual ly. This information is not specific to a given port. The
SEND SAVI Prefix List contains one entry per prefix in use, as
fol | ows:

o0 Prefix: the prefix included in a Prefix Infornmation option.

o Prefix lifetinme: tine in seconds that the prefix is valid.
Initially set to the Valid Lifetime value of the Prefix
Information option of a valid RADV nmessage or set to a val ue of
all 1 bits (Oxffffffff), which represents infinity, if configured
manual | y.

When the SEND SAVI device boots, it MJST send a Router Solicitation
(RSOL) nessage, which does not need to be secured if the unspecified
address is used (see [RFC3971], Sections 5.1.1 and 5.2.1). The SAVI
devi ce SHOULD i ssue a RSOL nessage in case the prefix entry is about
to expire.

3.2. SEND SAVI Device Configuration

In order to performthe SEND SAVI operation, sone basic paraneters of
the SEND SAVI device have to be configured. Since a SEND SAVI device
operates as a SEND node to generate NUD NSOL, RSOL, or Certification

Path Solicitation (CPS) nmessages:

0 The SEND SAVI device MIST be configured with a valid CGA address.
VWhen the SEND SAVI device configures this address, it MJST behave
as a regular SEND node, i.e., using secured NSOL nessages to
perform DAD, etc., in addition to fulfilling the requirenents
stated for regular |Pv6 nodes [ RFC6434].

o0 The SEND SAVI device MAY be configured with at |east one trust
anchor if it is configured to validate RADV nessages (see
Section 3.3.2). In this case, the SEND SAVI device MAY be
configured with certification paths. The alternative is obtaining
them by means of issuing Certification Path Solicitation nessages,
as detailed in the SEND specification [ RFC3971].

In addition, the port role for each port of the SEND SAVI device MJST

be configured. The guidelines for this configuration are specified
in Section 3.4.
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3.3. Traffic Processing

In this section, we describe how packets are processed by a SEND SAV
device. Behavior varies depending on if the packet belongs to |oca
or transit traffic. This is determined by checking if the prefix of
the source address is included in the SEND SAVI Prefix List or in the
unspeci fied address (local traffic) or not included in the SEND SAV
Prefix List (transit traffic).

3.3.1. Transit Traffic Processing
Transit traffic processing occurs as foll ows:

o |If the SEND SAVI device receives a transit traffic packet through
a Trusted port, it forwards it w thout any SAVI processing.

o |If the SEND SAVI device receives a transit traffic packet through
a Validating port, it discards the packet.

3.3.2. Local Traffic Processing

If the verification of the source address of a packet shows that it
bel ongs to local traffic, this packet is processed using the state
machi ne described in this section.

For the rest of the section, the follow ng assunptions hol d:

0 Wien it is stated that a secured NUD NSOL nessage is issued by a
SEND SAVI device through a port P, it neans that the SEND SAVI
devi ce generates a NUD NSOL nmessage, according to the Nei ghbor
Unreachability Detection procedure described in [ RFC4861],
addressed to the I Pv6 target address, which is the source address
of the packet triggering the procedure. This nessage is secured
by SEND as defined in [RFC3971]. The source address used for
i ssuing the NUD NSOL nessage is the source address of the SEND
SAVI device. The nessage is sent only through port P

0o Wien it is stated that a validated NUD NADV nessage is received by
a SEND SAVI device, it means that a SEND secured NUD NADV nessage
has been received by the sane port P through which the
correspondi ng NUD _NSOL nessage was issued, and the NUD NADV
message has been validated according to [ RFC3971] to prove
ownership for the I Pv6 address under consideration and to prove
that it is a response for the previous NUD NSO. nessage issued by
the SEND SAVI device (containing the same nonce val ue as the
NUD_NSCL nessage to which it answers)
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We use VP to refer to a Validating port and TP to refer to a Trusted
port.

The state machine is defined for a binding of a given source |Pv6
address in a given SEND SAVI device. In the transitions considered,
packets described as inputs refer to the | Paddr | Pv6 address

associ ated to the state machi ne.

The possible states for a given | Paddr are NO Bl ND, TENTATI VE_DAD,
TENTATI VE_NUD, VALI D, TESTING VP, and TESTING VP'. The NO BIND state
represents that no binding exists for IPaddr; this is the state for
all addresses unless a binding is explicitly created.

The states can be classified into 'forwarding’ states, i.e., states
in which packets received fromthe port associated to the |IPv6
address are forwarded, and 'non-forwarding’ states, i.e., states in

whi ch packets different to the ones used for signaling are not
forwarded. VALID, TENTATIVE DAD, TESTING VP, and TESTING VP are
forwardi ng states, and NO_BI ND and TENTATI VE_NUD ar e non-forwardi ng
st at es.

The SEND SAVI device MJUST join the Solicited Node Miulticast group for
all the addresses whose state is other than NO BIND. This is needed
to nmake sure that the SEND SAVI device receives DAD NSOL nessages

i ssued for those addresses. Note that it may not be enough to relay
on the Multicast Listener Discovery (MD) nessages being sent by the
node attached to a Validating port for which a binding for the
correspondi ng address exists, since the node may nove and packets
sent to that particular Solicited Node Milticast group may no | onger
be forwarded to the SEND SAVI devi ce.

In order to deternine which traffic is on-link and off-1ink, the SEND
SAVI devi ce MUST support discovery of this information fromthe
Prefix Information option with the L bit set of RADV nessages. In
this case, at |east one router SHOULD be configured to advertise RADV
messages containing a Prefix Information option with the prefixes
that the untrusted nodes can use as source addresses, and the bit L
set. An alternative to this is to nmanually configure the SEND SAV
Prefix List or restrict the use of |ink-Iocal addresses.

SEND SAVI devi ces MJST di scard RADV nessages received from Validating
ports. RADV nmessages are only accepted and processed when received
through Trusted ports.

SEND SAVI devi ces SHOULD NOT val i date RADV nessages to update the
SEND SAVI Prefix List and forward themto other nodes. These
nmessages can only be received from Trusted ports, and we assune that
routers are trusted. Validating RADV nessages would be required in
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any SEND SAVI device the node is traversing. Besides, hosts wll
validate this nmessage before using the information it contains.

In case SEND SAVI devices are configured to validate RADV nessages,
SEND SAVI devi ces SHOULD support the processing of validated
Certification Path Advertisenent (CPA) nessages, sent in reply to CPS
messages, to acquire certificates used to validate router nmessages;
alternatively, it SHOULD be configured with a certification path.

The state nmachine defined for the SEND SAVI operation adheres to the
fol |l owi ng desi gn gui delines

o The only events that trigger state changes from forwarding to non-
forwardi ng states, and vice versa, are the reception of DAD NSCL,
DAD _NADV, and NUD NADV or the expiration of a timer. The other
possible input to consider is 'any other packet’, which could
generate changes to states belonging to the sane forwarding or
non-forwarding class as the original state. |In other words, when
"any ot her packet’ is received, the state cannot nove from
forwardi ng to non-forwardi ng, and vice versa. The reduced set of
messages being able to trigger a change sinmplifies the processing
at SEND SAVI devi ces.

o DAD NADV and NUD NADV are only processed when they are a response
to a DAD _NSOL or a NUD_NSOL nessage.

0 SEND SAVI devices MIST only use ND nessages received through
Validating ports if they are valid; otherw se, they discard them
SEND SAVI devi ces SHOULD assune that such nessages received from
Trusted ports have been validated by other SEND SAVI devices, or
come froma trusted device such a router, so they SHOULD NOT
attenpt to validate themin order to reduce the processing |oad at
the SEND SAVI devi ce.

o0 The only nmessages the SEND SAVI device is required to generate
specifically per each source |P address are M.D and NUD_ NSCL
messages. This al so keeps the state machi ne sinple.

o Well-behaved nodes are expected to initiate communication by
sendi ng secured DAD NSOL nmessages. The SEND SAVI state machine is
tailored to efficiently process these events. The reception of
ot her packet types without receiving previously validated DAD NSOL
messages i s assunmed to be a consequence of bad-behavi ng nodes or
i nfrequent events (such as packet | oss, a change in the topol ogy
connecting the switches, etc.). Wile a binding will ultimately
be created for nodes affected by such events, sinplicity of the
state machine is prioritized over any possible optimzation for
t hese cases.
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o |If a node has a configured address, and it can prove that it owns
this address, the binding is preserved regardl ess of any
indication that a binding for the sane source address coul d be
configured in other SEND SAVI devices. Bindings for the sane
source address in two or nore SEND SAVI devices nay occur due to
several reasons, for exanple, when a host nobves (the two bindings
exi st just for a short period of tine) or when many nodes generate
the sane address and the DAD procedure has failed. |In these
i nfrequent cases, SEND SAVI preserves connectivity for the
resul ting bindings.

Next, we describe how different inputs are processed, depending on
the state of the binding of the IP address 'IPaddr’. Note that every
ND nmessage i s assuned to be validated according to the SEND

speci fication.

To facilitate the reader’s understandi ng of the nost rel evant
transitions of the SEND SAVI state machine, a sinplified version,
whi ch does not contain every possible transition, is depicted in
Fi gure 3:
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Figure 3: Sinplified SEND SAVI State Machi ne
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Each state transition is characterized by any of the events that nay
trigger the change and the message(s) generated as a result of this
change. The neaning of some terns are referred next:

0o VP_DAD NSOL as a triggering event nmeans that a validated DAD NSCL
message has been received fromthe current Bl NDI NG ANCHOR port VP.

o VP* means any packet (data packet) received fromthe current
Bl NDI NG_ANCHOR port VP.

o0 TP_DAD NSOL as a triggering event neans that a DAD NSOL nessage
was received froma Trusted port.

0 - means that no nessage is sent. VP=VP neans that the
Bl NDI NG_ANCHOR is set to VP

The notation
Ti meout, TP_DAD NSOL/ VP_NUD_NSOL

means that the transition is triggered by either a timeout expiration
or the reception of a DAD NSOL nessage froma Trusted port, and in
addition to the transition, a NUD NSOL nessage is sent through port
VP.

For the rest of the description, we assunme the foll ow ng:

0 When a validated nmessage is required (i.e., a 'validated
DAD NSQL'), nessages are check for validity in the considered
switch according to [ RFC3971], and nessages not fulfilling these
conditions are discarded.

o \When any SEND nessage is received froma validated port, the SEND
SAVI SHOULD assune that the nessage has been validated by the SEND
SAVI devi ce through which the nessage accessed the SEND SAV
protection perineter (unless the SEND SAVI perineter has been
breached), or the device generating it is trusted. 1In this case,
the SAVI device does not performany further validation
Perform ng validation for SEND nessages received through a Trusted
port may affect performance negatively.
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NO_BI ND

When the node is in this state, there are no unresol ved NUD NSOL
messages generated by SEND SAVI or DAD NSOL propagated to any
Validating port, so the only relevant inputs are DAD NSOL nessages
comng either froma Validating port (VP) or Trusted port (TP), or
any packet other than DAD NSOL coning froma VP or TP. There are no
timers configured for this state.

Messages received froma Validating port:

o |If a validated DAD NSOL nessage is received froma Validating port
VP, the SEND SAVI device forwards this nessage to all appropriate
Trusted ports (the subset of Trusted ports that belong to the
forwarding | ayer-2 topology, with the restrictions inposed by the
M.D snoopi ng nechanism if applied). DAD NSOL nessages are not
sent through any of the ports configured as Validating ports. The
SEND SAVI device sets the LIFETIME to TENT LT, stores all the
information required for future validation of the corresponding
DAD NADV nessage (such as the nonce of the nessage), creates a new
entry in the SEND SAVI Database for |Paddr, sets BI NDI NG ANCHOR to
VP, and changes the state to TENTATIVE DAD. Creation tinme is set
to the current value of the |ocal clock

Note that in this case, it is not possible to check address

owner shi p by sending a NUD _NSCL because while the node is waiting
for a possible DAD NADV, its address is in tentative state and the
node cannot respond to NSOL nessages [ RFC4862].

o |If any packet other than a DAD _NSCL is received through a
Val idating port VP, the SEND SAVI device issues a secured NUD _NSOL
through port VP. The SEND SAVI device sets the LIFETIME to
TENT_LT. The SEND SAVI device creates a new entry in the SEND
SAVI Dat abase for |Paddr, sets Bl NDING ANCHOR to VP, and the state
is changed to TENTATIVE NUD. Creation tine is set to the current
val ue of the local clock. The SAVI device MAY discard the packet
whil e the NUD procedure is being executed or MAY store it in order
to send it if the next transitions are (strictly) TENTATI VE _NUD
and then VALI D

Messages received froma Trusted port:
o |If a DAD_NSOL nessage containing | Paddr as the target address is
received through a Trusted port, it MJUST NOT be forwarded through

any of the Validating ports: it is sent through the proper Trusted
ports. The state is not changed.
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0 Any packet other than a DAD NSCL received froma Trusted port is
forwarded to its destination. This packet is assuned to come from
a SEND SAVI device that has securely validated the binding,
according to the SEND SAVI rules (unless the SEND SAVI perineter
has been breached). The state is not changed.

TENTATI VE_DAD

To arrive at this state, the SEND SAVI device has received a

val i dat ed DAD NSOL comi ng fromthe BI NDI NG ANCHOR port, and it has
forwarded it to the appropriate TPs. The rel evant events occurring
inthis state are the reception of a DAD NADV nessage froma TP, a
DAD NSOL nessage from the BI NDI NG ANCHOR port, other Validating port
or TP, a data packet fromthe BI NDI NG ANCHOR port, and the expiration
of the LIFETIME tiner initiated when the DAD NSOL was received at the
Bl NDI NG_ANCHOR port.

Messages received froma Trusted port:

o0 The reception of a valid DAD NADV nmessage froma Trusted port
i ndi cates that the binding cannot be configured for the
Bl NDI NG ANCHOR port. The state is changed to NO BIND, and the
LI FETI ME i s cl eared.

0 The reception of a valid DAD NSCL froma Trusted port indicates
that a node connected to another SEND SAVI device nmay be trying to
configure the same address at the same time. The DAD NSOL nessage
is forwarded to the BI NDI NG ANCHOR port, so that the node at this
port will not configure the address, as stated in [RFC4862]. The
DAD NSOL nessage is also forwarded to all appropriate Trusted
ports. Then, the LIFETIME is cleared, and the state is changed to
NO_BI ND.

0 Any packet other than a validated DAD NSOL or DAD NADV received
froma Trusted port is forwarded to its destination. This packet
is assuned to come froma SEND SAVI device that has securely
val i dated the binding, according to the SEND SAVI rul es (unless
the SEND SAVI perimeter has been breached). The state is not
changed.
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Messages received froma Validating port different fromthe
Bl NDI NG_ANCHOR:

o0 A validated DAD NSCL is received froma Validating port VP
different fromthe BINDI NG ANCHOR port. The reception of a valid
DAD NSOL from port VP indicates that a node connected to VP nmay
be trying to configure the sanme address at the sane tine. The
DAD NSOL nessage is forwarded to the BI NDI NG ANCHOR port, so that
the node at this port will not configure the address, as stated in
[ RFC4862]. The DAD NSCOL nessage is also forwarded to all
appropriate Trusted ports. Then, the BI NDING ANCHOR is set to VP
(through which the DAD NSOL nessage was received), the LIFETIME is
set to TENT_LT, and the state remains in TENTATI VE_DAD.

0 Any packet other than a validated DAD NSOL received froma
Validating port VP different fromthe BI NDI NG ANCHOR port is
di scarded. The state is not changed.

Messages received from the Bl NDI NG_ANCHOR port:

o If a validated DAD NSCL is received fromthe Bl NDI NG ANCHOR port,
the LIFETIME is set to TENT LT, and the state remamins in
TENTATI VE_DAD.

o |If any packet other than a DAD_NSCL is received fromthe
Bl NDI NG_ANCHOR port, it is assuned that the node has configured
its address, although it has done it in less time than expected by
the SEND SAVI device (less than TENT LT). Since the node proved
address ownership by neans of the validated DAD NSOL nessage, the
LIFETIME is set to DEFAULT LT, and the state is changed to VALID.

LI FETI ME expires:

o |If LIFETIME expires, it is assunmed that no other node has
configured this address. Therefore, the Validating port VP
(currently stored in the Bl NDI NG ANCHOR) could be bound to this
| Pv6 address. The LIFETIME is set to DEFAULT LT, and the state is
changed to VALID.

VALI D

To arrive at this state, the SEND SAVI device has successfully

val i dat ed address ownership and has created a binding for |Paddr.

Rel evant transitions for this state are triggered by the reception of
DAD NSOL from the BI NDI NG ANCHOR port, other Validating port or a TP,
and any packet other than DAD NSOL froma Validating port other than
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the BI NDI NG_ANCHCOR or a TP. The expiration of LIFETIME is also
rel evant to trigger a check for address ownership for the node at the
Bl NDI NG_ANCHOR port.

Messages received fromthe Bl NDI NG ANCHOR port:

o |If a validated DAD NSOL with | Paddr as a source address is
recei ved through the BI NDI NG ANCHOR port, it is forwarded to the
appropriate Trusted ports. The LIFETIME is set to TENT_LT, and
the state is changed to TENTATI VE_DAD.

0 Any packet other than a DAD NSCL containing | Paddr as a source
address arriving fromthe BI NDI NG ANCHOR port is forwarded
appropriately. The state is not changed.

Messages received froma Trusted port:

o If a DAD NSOL with | Paddr as a source address is received through
a Trusted port, the nmessage is forwarded to VP. The LIFETIME is
set to TENT_LT, a secured NUD NSOL nessage is sent to |Paddr
through VP, and the state is changed to TESTI NG VP.

o |f any packet other than a DAD NSOL with | Paddr as a source
address is received through a Trusted port, the packet is
forwarded to VP and to other appropriate Trusted ports. A secured
NUD _NSOL is sent to the BI NDI NG ANCHOR port, the LIFETIME is set
to TENT_LT, and the state is changed to TESTI NG _VP.

Messages received froma Validating port different fromthe
Bl NDI NG_ANCHOR:

o |If a validated DAD NSOL packet with |Paddr as a source address is
recei ved through a Validating port VP (a VP different fromthe
current BI NDING ANCHOR), the nessage is forwarded to the
Bl NDI NG ANCHOR port. In addition, a secured NUD NSCOL is sent to
t he BI NDI NG ANCHOR port, the ALTERNATI VE BI NDI NG ANCHOR i s set to
port VP (for future use if the node at VP is finally selected),
the LIFETIME is set to TENT_LT, and the state is changed to
TESTI NG_VP' .

o |f any packet other than a DAD NSOL with | Paddr as a source
address is received froma Validating port VP, different fromthe
current BINDI NG_ANCHOR for this binding, VP, the packet is
di scarded. The SEND SAVI device MAY issue a secured NUD NSCL
through the BI NDI NG ANCHOR port, store VP in the ALTERNATI VE
Bl NDI NG ANCHOR for possible future use, set the LIFETIME to
TENT_LT, and change the state to TESTING VP . An alternative to
this behavior is that the SEND SAVI device MAY not do anything (in
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this case, the state would eventually change after a naxi mum
DEFAULT LT tine; if the node at VP does not respond to a NUD _NSOL
at TESTING VP, the state is moved to NO BIND). Then, a packet
arriving fromVP would trigger a process that may end up with

bi nding for the node connecting to VP .

LI FETI ME expires:

o |If LIFETIME expires, a secured NUD NSOL nessage is sent through
t he BI NDI NG ANCHOR port to | Paddr, the LIFETIME is set to TENT LT,
and the state is changed to TESTING VP. 1In the TESTING VP state,
packets are still being forwarded until the tiner expires without
recei ving a NUD_NADV.

TESTI NG_VP

When the SEND SAVI device enters the TESTING VP state, the current
Validating port is under check through a secured NUD NSOL nessage
generated by the SEND SAVI device. While testing, packets fromthe
current Validating port are forwarded. Packets com ng from Trusted
ports are also forwarded. The relevant events for this state are the
reception of a NUD NADV nessage from VP, the reception of a DAD NSCL
message from VP, VP, or TP; the reception of any packet other than
the previous cases fromVP, VP, or TP, and the expiration of the
timer associated to the reception of NUD_NADV.

Messages received fromthe Bl NDI NG ANCHOR port:

o |If a validated NUD NADV is received fromVP, the LIFETIME is
changed to DEFAULT LT, and the state is changed to VALID. The
message is not forwarded to any other port.

o If a validated DAD NSOL nessage is received fromVP, it is
forwarded to the appropriate Trusted ports, the LIFETIME is set to
DEFAULT LT, and the state is changed to TENTATI VE_DAD.

0 Any packet other than DAD _NSOL or NUD _NADV containing | Paddr as a
source address arriving fromthe Bl NDI NG ANCHOR port is forwarded.
Nei t her the LIFETIME nor the state are changed.

Messages received froma Trusted port:

o |If a DAD _NSOL packet is received froma Trusted port, the nmessage
is forwarded to VP and the appropriate Trusted ports. Neither the
LI FETI ME nor the state are changed. The node at the
Bl NDI NG_ ANCHOR port is under check; if it still is at this port,
it should answer with a NUD NADV and also with a DAD NADV. If it
is not there, neither the NUD NADV nor the DAD _NADV will be
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received, the timer will expire, and the local state will nove to
NO_BI ND.

o |If a packet other than a DAD NSCL arrives froma Trusted port, the
packet is forwarded. Neither the LIFETIME nor the state are
changed.

Messages received froma Validating port different fromthe
Bl NDI NG_ANCHOR:

o If avalid DAD NSOL is received froma Validating port VP other
than the current BI NDI NG ANCHOR port, the nessage is forwarded to
t he BI NDI NG_ANCHOR port and to the appropriate Trusted ports. In
addition, a secured NUD NSCOL is sent to the BI NDI NG_ANCHOR port,
the ALTERNATI VE BI NDI NG ANCHOCR is set to VP (for future use if
the node at VP is finally selected), the LIFETIME is set to
TENT_LT, and the state is changed to TESTI NG VP .

0 Any other packet received froma Validating port VP other than
the BI NDI NG_ANCHOR port is discarded. This may occur because the
node has noved but has not issued a DAD NSOL or the DAD NSCL
message has been lost. The state will eventually nove to NO BI ND,
and then the packets sent fromVP wll trigger the creation of
the binding for VP .

LI FETI ME expires:

o If the LIFETIME expires, the LIFETIME is cleared and the state is
changed to NO _BI ND.

TESTI NG_VP

To arrive at this state, the SEND SAVI device has received an
indication that a node at VP different fromthe Bl NDI NG ANCHOR port
wants to send data with | Paddr as a source address and has occurred
while a binding existed for VP. The port VP that triggered the
change of the state to TESTING VP was stored at the

ALTERNATI VE_BI NDI NG ANCHOR, so that it can be retrieved if the node
at VP is determned as the legitimte owner of |Paddr. The SEND
SAVI device has issued a NUD NSOL to | Paddr through the

Bl NDI NG_ ANCHOR port. The relevant events that nay occur in this case
are the reception of a NUD_NADV from port VP (the BI NDI NG_ANCHOR
port); the reception of a DAD NSCL from VP, VP, TP, and VP" (VP"
different fromVP and VP'); the reception of any other packet from
VP, VP, TP, or VP"; and the expiration of the tinmer.
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Messages received from the Bl NDI NG ANCHOR port:

(o]

A validated NUD NADV is received fromthe Bl NDI NG ANCHOR port.

The reception of a valid NUD NADV indicates that the node at VP is
defending its address. The BINDING ANCHOR in use is kept, the
LIFETIME is set to DEFAULT LT, and the state is changed to VALID.

If a valid DAD NSCL is received fromthe Bl NDI NG ANCHOR port, it
is forwarded to VP (the port stored in the

ALTERNATI VE_BI NDI NG_ANCHOR) .  The BI NDI NG_ANCHOR in use is kept,
the LIFETIME is set to TENT_LT, and the state is changed to
TENTATI VE_DAD. When the DAD _NSOL nessage is received by the node
at VP, the address will not be configured.

Any packet other than a validated DAD NSO., or a validated
NUD_NADV com ng from the BI NDI NG ANCHOR port, is forwarded, and
the state i s not changed.

Messages received fromthe ALTERNATI VE_BI NDI NG_ANCHCR Val i dati ng
port:

(0]

If a valid DAD NSCL is received fromthe port stored in the
ALTERNATI VE_BI NDI NG_ANCHOR, it is forwarded to the BI NDI NG_ANCHOR
port. The BI NDI NG_ANCHOR and t he ALTERNATI VE BI NDI NG ANCHOR ar e
kept, the LIFETIME is set to DEFAULT_LT, and the state is not
changed.

Any packet other than a validated DAD NSOL coning fromthe
ALTERNATI VE_BI NDI NG_ANCHOR port is discarded, and the state is not
changed.

Messages received froma Validating port different fromthe
Bl NDI NG_ANCHOR and t he ALTERNATI VE_BI NDI NG_ANCHOR port s:

(o]

If a validated DAD NSOL is received fromport VP', different from
Bl NDI NG_ANCHOR and the ALTERNATI VE_BI NDI NG ANCHOR ports, it is
forwarded to the BI NDI NG ANCHOR and the ALTERNATI VE_BI NDI NG_ANCHOR
ports. The node at the ALTERNATI VE BI NDI NG ANCHOR port is
expected to unconfigure its address if the nessage triggering the
transition to this state was a DAD NSOL nessage received fromthe
ALTERNATI VE_BI NDI NG_ANCHOR port (and not any other packet). The
state remains in TESTING VP, although VP'" is stored in the
ALTERNATI VE_BI NDI NG_ANCHOR for future use if the node at VP' is
finally selected. The LIFETIME is not changed.

Any packet other than a validated DAD NSOL received from port VP'
i s discarded and does not affect the state.
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Messages received froma Trusted port:

o If a DAD NSOL is received froma Trusted port, the nessage is
forwarded to the BI NDI NG_ANCHOR, ALTERNATI VE_BI NDI NG_ANCHCR ports,
and other appropriate Trusted ports. The LIFETIME is |eft
unchanged, and the state is changed to TESTING VP. The node at
t he ALTERNATI VE_BI NDI NG_ANCHCR port is expected to unconfigure its
address if the packet triggering the transition to this state was
a DAD _NSCL nessage received fromthe ALTERNATI VE_BI NDI NG_ANCHOR
port.

0 Any packet other than a DAD NSO.L coning froma Trusted port is
forwarded appropriately, but the state is not changed.

LI FETI ME expires:

o |If LIFETIME expires, it is assuned that the node for which the
bi ndi ng existed is no | onger connected through the Bl NDI NG ANCHOR
port. Therefore, the BINDING ANCHOR is set to the
ALTERNATI VE_BI NDI NG_ANCHOR port value. The LIFETIME is set to
DEFAULT_LT, and the state is changed to VALID.

TENTATI VE_NUD

To arrive at this state, a data packet has been received through the
Bl NDI NG_ANCHOR port without any existing binding in the SEND SAV
device. The SEND SAVI device has sent a NUD NSCL nessage to the

Bl NDI NG ANCHOR port. The relevant events for this case are the
reception of a NUD NADV from the BI NDI NG ANCHOR port; the reception
of a DAD NSOL from the BI NDI NG ANCHOR port, other VP different from
t he BI NDI NG_ANCHOR port, or a TP, and the reception of any packet
other than a DAD NSOL and a NUD NADV from the BI NDI NG ANCHOR port and
a DAD NSCL for other VP different fromthe Bl NDI NG ANCHOR port, or

TP. In addition, the LIFETIME nay expire.

Messages received from the Bl NDI NG_ANCHOR port:

o |If a validated NUD NADV nessage is received through the
Bl NDI NG_ANCHOR port, the LIFETIME is set to TENT_LT, and the state
is changed to VALID. The nmessage is not forwarded to any port.

o |If a validated DAD NSOL nessage is received through the
Bl NDI NG_ANCHOR port, it is forwarded to the appropriate Trusted
ports, the LIFETIME is set to TENT_LT, and the state is changed to
TENTATI VE_DAD.

0 Any packet other than NUD _NADV or DAD NSOL received through the
Bl NDI NG_ANCHOR port is discarded.
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Messages received froma Validating port different fromthe
Bl NDI NG_ANCHOR:

o]

If a validated DAD NSOL nessage is received through port VP
different fromthe BINDI NG ANCHOR port, it is forwarded to the
appropriate Trusted ports, the LIFETIME is set to TENT LT, the
Bl NDI NG_ANCHOR is set to VP, and the state is changed to
TENTATI VE_DAD.

Any packet other than validated DAD NSCL received through port VP
MUST NOT be forwarded unless the next state for the binding is
VALI D. The packets received MAY be discarded or MAY be stored to
be sent if the state changes later to VALID. The state is |eft
unchanged.

Messages received froma Trusted port:

(o]

If a DAD NSOL nessage is received through a Trusted port, it is
forwarded to the BI NDI NG ANCHOR port, and the state is |eft
unchanged.

Any ot her packet received froma Trusted port is forwarded
appropriately. This packet may conme froma SEND SAVI device that
has securely validated the attachnent of the node to its
Validating port, according to SEND SAVI rules. The state is |eft
unchanged.

LI FETI ME expires:

(o]

3. 4.

If LIFETIME expires, the LIFETIME is cleared and the state is
changed to NO_BI ND.

SEND SAVI Port Configuration Cuidelines

The detailed guidelines for port configuration in SEND SAVI devices
are:

0

Ports connected to another SEND SAVI devi ce MUST be configured as
Trusted ports. Not doing so will prevent off-link traffic from
bei ng forwarded, along with the follow ng effects for on-Ilink
traffic: significantly increase the CPU tine, nenory consunption
and signaling traffic due to SEND SAVI validation, in both the
SEND SAVI devi ces and the node whose address is being validated.

Ports connected to hosts SHOULD be configured as Validating ports.
Not doing so will allow the host connected to that port to send
packets with a spoofed source address.
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3.

3.

5

6

o No nore than one host SHOULD be connected to each port.
Connecting nore than one host to a port will allow hosts to
generate packets with the same source address as the other hosts
connected to the sane port, and will allow replaying attacks to be
performed as described in Section 5.1

0 Ports connected to routers MJUST be configured as Trusted ports.
Not doing so results in SEND SAVI devices discarding off-1link
traffic. Note that this means that since routers are connected
through Trusted ports, they can generate traffic with any source
address, even those belonging to the link.

o Ports connected to a chain of one or nore | egacy switches that
have ot her SEND SAVI devi ces but have no routers or hosts attached
to them SHOULD be configured as Trusted ports. Not doing so wll
significantly increase the nenory consunption in the SEND SAV
devices and increase the signaling traffic due to SEND SAVI
val i dati on.

VLAN Support

In the case where the SEND SAVI device is a switch that supports
custoner VLANs [ EEE. 802-1Q 2005], the SEND SAVI specification MJST
behave as if there was one SEND SAVI process per custoner VLAN. The
SEND SAVI process of each custoner VLAN will store the binding

i nformati on corresponding to the nodes attached to that particul ar
cust omer VLAN.

Protocol Constants

TENT_LT is 500 milliseconds.

DEFAULT LT is 5 mnutes.
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4.

4.

4.

Prot ocol Wal k- Thr ough

In this section, we include two cases that illustrate the behavior of
SEND SAVI, the change of the attachnent port of a host, and the
attack of a malicious host. W use the topol ogy depicted in

Fi gure 4.

+-- -+
| HI
+-- -+

I

I
+-1----- 2-+ +-1----- 2-+
I I I I
| SAVI1 | |  SAVI2 |
I I I I
+ + + +

Figure 4: Reference SEND SAVI Topol ogy for Protocol Wl k-Through
1. Change of the Attachment Point of a Host

There are two cases, depending on whether the host H noves to a
different port on the same switch or to a different switch.

1.1. Mwving to a Port of the Same Switch

Host His connected to port 1 of SAVI1 and noves to port 2 of the
same switch. Before noving, the SEND SAVI state associated to | PH,
the I P address of H, is:

SAVI 1=VALI D, BI NDI NG_ANCHOR=1 / SAVI 2=NO_BI ND

In the general case, Hissues a DAD NSCL nessage for IPH when it is
connected to a different port. Wen SAVI1 receives this nessage, it
validates it and changes its state to:

SAVI 1=TESTI NG_VP' , BI NDI NG_ANCHOR=1, ALTERNATI VE_BI NDI NG_ANCHCR=2,
TI MER=TENT_LT / SAVI 2=NO_BI ND

The DAD NSOL nessage is propagated to port 1, because it is the
current BI NDI NG ANCHOR, and the Trusted port 3; it is not propagated
to Validating port 4. SAVI1 configures a timer for TENT_LT seconds.
In addition, SAVI1 generates a NUD NSOL and sends it through port 1.
When SAVI 2 receives this nmessage through its Trusted port, it
discards it and remains in the NO BIND state.
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SAVI1 waits for a NUD _NADV nessage to be received fromport 1. Since
there is no node attached to 1, there is no response for either of
these nessages. Wen TENT_LT expires at SAVI1, the state changes to:

SAVI 1=VALI D, BI NDI NG_ANCHOR=2 / SAVI 2=NO_BI ND

If the node noving does not issue a DAD NSOL when it attaches to port
2, then SAVI1 will receive a data packet through this port. The data
packet is discarded, SAVI1 issues a secured NUD NSCL through port 1,
and the state changes to TESTI NG VP .

SAVI 1=TESTI NG_VP', BI NDI NG_ANCHOR=1, ALTERNATI VE_BI NDI NG_ANCHOR=2
TI MER=TENT_LT / SAVI 2=NO_BI ND

SAVI1 waits for a NUD NADV nessage to be received fromport 1. Since
there is no node attached to 1, there is no response for neither of
these nessages. Wen TENT_ LT expires at SAVI1, the state changes to:

SAVI 1=VALI D, BI NDI NG_ANCHOR=2 / SAVI 2=NO_BI ND

An alternative behavior allowed by the specification for the case in
whi ch the host does not issue a DAD NSOL is that SAVI1 does not hi ng.
In this case, after sone tinme (bounded by DEFAULT LT), the switch
will change the state for IPH to TESTING VP, check if His still at
port 1 (which it is not), and nove the state to NOBIND. Then, a
packet arriving fromport 2 would trigger a process that finishes
with a VALID stated with Bl NDI NG_ANCHOR=2.

4.1.2. Mving to a Port of a Different Switch
Host H, connected to port 1 of SAVI1, noves to port 4 of SAVI2.
Bef ore nmoving, the SEND SAVI state associated to IPH, the |IP address
of H is:

SAVI 1=VALI D, BI NDI NG_ANCHOR=1 / SAVI 2=NO_BI ND

If Hissues a DAD NSCOL nessage for | PH when it connects to port 4 of
SAVI 2, the state is changed to:

SAVI 1=VALI D, BI NDI NG_ANCHOR=1 / SAVI 2=TENTATI VE_DAD,
Bl NDI NG_ANCHOR=4, TI MER=TENT_LT

The DAD NSOL nessage is propagated only through the Trusted port of
SAVI 2. Then, SAVI1 changes its state as foll ows:

SAVI 1=TESTI NG_VP, BI NDI NG_ANCHOR=1, TI MER=TENT_LT /
SAVI 2=TENTATI VE_DAD, BI NDI NG_ANCHOR=4, Tl MER=TENT_LT
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SAVI 1 propagates the DAD NSCL nessage to port 1. Since the only node
that can answer with a secured DAD NUD has noved, the tinmer at SAVI2
expires, and SAVI2 changes its state to VALID:

SAVI 1=TESTI NG VP, BI NDI NG ANCHOR=1, TI MER=TENT LT / SAVI 2=VALI D,
Bl NDI NG_ANCHOR=4

Just a very short time after, the timer at SAVI1 expires, and the
state changes to NO _BI ND:

SAVI 1=NO_BI ND / SAVI 2=VALI D, BI NDI NG_ANCHOR=4

If host H does not send a DAD NSOL when it noves to SAVI2 but instead
sends a data packet, SAVI2 changes its state to TENTATI VE_NUD:

SAVI 1=VALI D, BI NDI NG_ANCHOR=1 / SAVI 2=TENTATI VE_NUD,
Bl NDI NG_ANCHOR=4, TI MER=TENT_LT

SAVI 2 issues a secured NUD NSCOL through port 4. His assumed to have
the address configured (otherw se, it should not have generated a
data packet), so it can respond with a NUD NADV. When SAVI1 receives
the NUD NADV and validates it, the state is changed to VALID:

SAVI 1=VALI D, BI NDI NG ANCHOR=1 / SAVI 2=VALI D, BI NDI NG_ANCHOR=4

After sone tinme (bounded by DEFAULT LT), the state in SAVI1 will
expire, and SAVI1 will performa check for host H

SAVI 1=TESTI NG_VP, BI NDI NG ANCHOR=1, TI MER=TENT LT / SAVI 2=VALI D,
Bl NDI NG_ANCHOR=4

SAVI 1 issues a NUD NSOL through port 1 for IPH No response is
received in this case, so SAVI1 changes its state to NO Bl ND:

SAVI 1=NO BI ND / SAVI 2=VALI D, BI NDI NG_ANCHOR=4

4.2. Attack of a Mlicious Host
Host His attached to the SEND SAVI infrastructure through port 1 of
SAVI 1. We consider that host Mstarts sending data packets using |PH
(the I P address of H) as the source address, w thout issuing a
DAD NSOL (a sinilar analysis can be done for this case).

4.2.1. MAttaches to the Same Switch as the Victims Switch

The initial state before the attack of Mis:

SAVI 1=VALI D, BI NDI NG_ANCHOR=1 / SAVI 2=NO_BI ND
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M attaches to port 2 of SAVI1 and starts sendi ng data packets. When
SAVI 1 receives the data packet, the packet is discarded. SEND SAV
may issue a secured NUD _NSOL through port 1 and changes the state to:

SAVI 1=TESTI NG_VP', BI NDI NG_ANCHOR=1, ALTERNATI VE_BI NDI NG_ANCHOR=2,
TI MER=TENT_LT / SAVI 2=NO_BI ND

Host His still attached to port 1, so it receives the NUD NSOL and
responds with a secured NUD NADV. SAVI1 receives this message,
validates it, and changes its state again to:

SAVI 1=VALI D, BI NDI NG_ANCHOR=1 / SAVI 2=NO_BI ND

To prevent the drain of CPU resources in SAVI1, the processing of
further packets received fromport 2 may be rate-limted, as
di scussed in Section 5. 2.

An alternative to the previous behavior is that SAVI1 does nothing
when node M starts sending packets fromport 2. |In this case, when
the tinmer to renew the state triggers (this tinme it’s bounded by
DEFAULT_LT), SAVI1 nmoves the state to TESTING VP, sends a NUD_NSCL
through port 1, host H responds, and the state remains in VALID for
Bl NDI NG ANCHOR=1. In this way, conmunication of host His also

def ended.

4.2.2. M Attaches to a Different Switch to the Victinis Switch
The initial state before the attack of Mis:
SAVI 1=VALI D, BI NDI NG ANCHOR=1 / SAVI 2=NO _BI ND

M attaches to port 2 of SAVI2 and starts sendi ng data packets. Wen
SAVI 2 receives the data packet, it changes the state to:

SAVI 1=VALI D, BI NDI NG_ANCHOR=1 / SAVI 2=TENTATI VE_DAD,
Bl NDI NG_ANCHOR=2, TI MER=TENT_LT

SAVI 2 issues a secured NUD NSCOL through port 2. Since M does not own
the 1PH C&A, it cannot respond to the message. Wen the timer
expires, the state is noved back to:

SAVI 1=VALI D, BI NDI NG ANCHOR=1 / SAVI 2=NO _BI ND

To prevent the drain of CPU resources in SAVI2, the processing of

further packets received fromport 2 may be rate-limted, as
di scussed in Section 5. 2.
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5

5.

Security Considerations

SEND SAVI operates only with validated SEND nessages to create

bi ndings. Note that |Pv6 packets generated by non- SEND nodes will be
di scarded by the first SEND SAVI device receiving it. Therefore,
attackers cannot obtain any benefit by not using SEND. In order to
perform address validation in a nixed scenario conprising SEND and
non- SEND devi ces, a different solution is required, which should be
addressed i n anot her docunent.

Nodes MJST NOT assune that all SEND nessages received froma SEND
SAVI device are validated, since these devices only validate the
messages strictly required for SEND SAVI operation. Anpng the number
of messages that are not validated by SEND SAVI, we can nane NUD_NSCOL
messages generated by other nodes and its correspondi ng NUD_NADV
responses, or RSOL nessages.

SEND SAVI inproves protection conpared to conventional SAVI as a
result of the increased ability of SEND nodes to prove address
owner shi p.

A critical security consideration regarding SEND SAVI deals with the
need of proper configuration of the roles of the ports in a SEND SAVI
depl oynent scenario. Regarding security, the nain requirenment is
that ports defining the protected perinmeter SHOULD be configured as
Validating ports. Not doing so will allow an attacker to send
packets using any source address, regardl ess of the bindings
established in other SEND SAVI devices.

1. Protection against Replay Attacks

One possi bl e concern about SEND SAVI is its behavior when an attacker
tries to forge the identity of a legitimte node by repl ayi ng SEND
messages used by the SEND SAVI specification. An attacker could
replay any of these nessages to interfere with the SEND SAV
operation. For exanple, it could replay a DAD NSO.L nessage to abort
the configuration of an address for a legitimte node and to gain the
right to use the address for DEFAULT_LT seconds.

We can anal yze two different cases when considering SEND SAVI replay
att acks:

0 When the SEND nessage replayed is used to create or update binding
informati on for SEND SAVI, since the port through which this
message is received is key to the SEND SAVI operation. SEND SAV
creates and maintains bindings as a result of the reception of
DAD NSOL nessages and of the exchange of NUD NSOL/ NUD_NADV
nmessages.
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0 \When the SEND nessage repl ayed does not result in the update of
bi nding i nformati on for SEND SAVI and, thus, is not related to the
specific port through which it was received. Such situations are
the reception of CPA nessages containing certificates, and the
processi ng of an RADV nessage coming froma Trusted port, which
can be used in SEND SAVI to populate the SEND SAVI Prefix List.
In these two cases, the security risks are equivalent to those of
the SEND operation, i.e., we can consider that the information
wi Il not be changed by its legitimate sender for the tine during
whi ch the SEND specification allows replaying (which depends on
t he val ues of TI MESTAMP_FUZZ and TI MESTAMP_DRI FT [ RFC3971]).

For replay of messages belonging to the second case, i.e., messages
that do not result in changes in the SEND SAVI binding informtion,
the security provided by SEND is sufficient. For the replay of
messages belonging to the first case, DAD NSOL and NUD NSOL/ NUD_NADV
nmessages, protection results fromthe behavior of SEND SAVI, as
specified in Section 3.3.2, which restricts the ports to which the
messages involved in SEND SAVI bi ndi ng updates are di sseninated.
SEND SAVI devices only forward these nessages to ports for which a
binding to the address being tested by the DAD NSOL nmessage exi sted.
Therefore, it is not enough for an attacker to subscribe to a
Solicited Node address to recei ve DAD NSCOL nessages sent to that
address, but the attacker needs to generate a valid DAD NSCL nessage
associated to the address for which the binding is being tested,

whi ch is deemed unfeasible [ RFC3971].

5.2. Protection against Denial -of-Service Attacks

The attacks agai nst the SEND SAVI device basically consist of naking
the SEND SAVI device consume its resources until it runs out of them
For instance, a possible attack would be to send packets with
different source addresses, making the SEND SAVI device create state
for each of the addresses and waste nenory. At sone point, the SEND
SAVI device runs out of nmenory and needs to decide howto react. The
result is that sone form of garbage collection is needed to prune the
entries. Wen the SEND SAVI device runs out of the nmenory allocated
for the SEND SAVI Database, it is RECOMVENDED that it creates new
entries by deleting the entries with a higher Creation tinme. This
inplies that older entries are preserved and newer entries overwite
each other. In an attack scenario where the attacker sends a batch
of data packets with different source addresses, each new source
address is likely to rewite another source address created by the
attack itself. It should be noted that entries are al so garbage
col l ected using the DEFAULT_LT, which is updated by NUD NSOL/ NUD_NADV
exchanges. The result is that in order for an attacker to actually
fill the SEND SAVI Database with fal se source addresses, it needs to
continuously answer to NUD_NSCL for all the different source
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addresses, so that the entries grow old and conpete with the
legitimate entries. The result is that the cost of the attack is
hi ghly increased for the attacker

In addition, it is al so RECOWENDED t hat a SEND SAVI device reserves
a m ni mum anount of menory for each available port (in the case where
the port is used as part of the L2 anchor). The REQU RED ninimmis
the menory needed to store four bindings associated to the port,

al though it SHOULD be raised if the ratio between the maxi mum nunber
of bindings allowed in the device and the nunber of ports is high
The notivation for setting a m ni mum nunber of bindings per port is
as follows. An attacker attached to a given port of a SEND SAVI
device may attenpt to |aunch a DoS attack towards the SEND SAVI
device by creating many bindings for different addresses. It can do
so by sending DAD NSOL for different addresses. The result is that
the attack will consune all the nenory available in the SEND SAVI

devi ce. The above recomrendation ains to reserve a mni mum anount of
menory per port, so that nodes located in different ports can nake
use of the reserved nenory for their port even if a DoS attack is
occurring in a different port.

The SEND SAVI device may store data packets while the address is
being verified, for exanple, when a DAD NSOL is |ost before arriving
to the SEND SAVI device to which the host attaches; when the host
sends data packets, these data packets may be stored until the SEND
SAVI device verifies the binding by neans of a NUD packet exchange.
In this case, the nenory for data packet storage may al so be a target
of DoS attacks. A SEND SAVI device MJUST limt the amount of nenory
used to store data packets, allow ng the other functions (such as
bei ng able to store new bindings) to have avail abl e nmenory even in
the case of an attack, such as those described above.

It is worth noting that the potential of DoS attacks agai nst the SEND
SAVI network is increased due to the use of costly cryptographic
operations in order to validate the address of the nodes. An
attacker coul d generate packets using new source addresses in order
to nake the cl osest SEND SAVI device spend CPU tinme to validate

DAD NSOL nmessages or to generate a secure NUD NSOL. This attack can
be used to drain CPU resources of SEND SAVI devices with a very | ow
cost for the attacker. In order to solve this problem rate-limting
the processing of packets that trigger SEND SAVI events SHOULD be
enforced on a per-port basis.
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5.3. Considerations on the Depl oyment Model for Trust Anchors

The SEND specification [RFC3971] proposes two depl oynment nodel s for
trust anchors: either a centralized nodel relaying on a globally
rooted public key infrastructure or a nore |local, decentralized

depl oynent nodel in which end hosts are configured with a collection
of public keys that are trusted only on a domain

The appeal of a centralized nmodel is the possibility for hosts to use
SEND to validate routers as they nove through |inks belonging to

di fferent organi zations without additional configuration. However,

wi thout any further protection, it also enables routers authorized
with a certificate path rooted on a global trust anchor to appear as
legitimate routers in a link in which they were not intended to act
as such. This threat already existed for SEND depl oynents, for which
links configured to accept centralized trust anchors may send
outgoing traffic and use prefix information fromalien routers. 1In a
SEND SAVI depl oynent, such routers may be able to deliver off-link
traffic to any node of the link

In order to cope with this threat, SEND SAVI specifies that nodes are
only allowed to behave as routers if they connect through Trusted
ports. In particular, RADV nessages and traffic with off-1ink source
addresses are discarded when recei ved through Validating ports, which
are the ports intended for non-trusted infrastructure, as noving
nodes. The protection provided by filtering RADV nessages prevents
SEND nodes fromidentifying alien routers as legitimte routers, even
though the trust anchor of these routers is valid.

Besides, it is worth to say that SEND SAVI supports a decentralized
depl oynent nodel .

5. 4. Resi dual Threats

SEND SAVI assunes that a host will be able to defend its address when
the DAD procedure is executed for its addresses, and that it wll
answer to a NUD NSOL with a NUD _NADV when required. This is needed,
anong ot her things, to support mobility within alink (i.e., to allow
a host to detach and reconnect to a different l|ayer-2 anchor of the
same | P subnetwork, wi thout changing its IP address). |f the SEND
SAVI device does not see the DAD NADV or the NUD NADV, it may grant
the binding to a different binding anchor. This neans that if an
attacker nanages to prevent a host from defending its source address,
it will be able to destroy the existing binding and create a new one,
with a different binding anchor. An attacker may do so, for exanple,
by launching a DoS attack to the host that will prevent it to issue
proper replies.
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5.

7.

7.

5. Privacy Considerations

A SEND SAVI device MIST del ete binding anchor information as soon as
possible (i.e., as soon as the state for a given address is back to
NO BI ND), except where there is an identified reason why that
information is likely to be involved in the detection, prevention, or
traci ng of actual source address spoofing. Information about the
majority of hosts that never spoof SHOULD NOT be | ogged.
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