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Abstract

The MPLS Generic Associ ated Channel (G ACh) provides an auxiliary

| ogi cal data channel associated with a Label Switched Path (LSP), a
pseudowi re, or a section (link) over which a variety of protocols may
flow These protocols are commonly used to provide Operations,

Admi ni stration, and M ntenance (QAM mechani sms associated with the
primary data channel. This docunment specifies sinple procedures by
whi ch an endpoint of an LSP, pseudowire, or section may informthe
other endpoints of its capabilities and configuration paraneters, or
ot her application-specific information. This information nmay then be
used by the receiver to validate or adjust its |local configuration,
and by the network operator for diagnostic purposes.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7212
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

I nt roducti on

The MPLS Generic Associ ated Channel (G ACh) is defined and descri bed
in [RFC5586]. It provides an auxiliary |logical data channel over
which a variety of protocols may flow. Each such data channel is
associated with an MPLS Label Switched Path (LSP), a pseudowire, or a
section (link). An inportant use of the G ACh and the protocols it
supports is to provide Qperations, Adm nistration, and M ntenance
(OAM [RFC6291] capabilities for the associated LSP, pseudow re, or
section. Exanples of such capabilities include Pseudowire Virtua
Circuit Connectivity Verification (VCCV) [ RFC5085]; Bidirectiona
Forwardi ng Detection (BFD) for MPLS [ RFC5884]; and MPLS packet | oss,
del ay, and throughput neasurerment [RFC6374]; as well as OAM functions
devel oped for the MPLS Transport Profile (MPLS-TP) [RFC5921].

Thi s docunent specifies procedures for an MPLS Label Swi tching Router
(LSR) to advertise its capabilities and configuration paraneters, or
ot her application-specific information, to its peers over LSPs,
pseudowi res, and sections. Receivers can then nmake use of this
information to validate or adjust their own configurations, and
networ k operators can make use of it to diagnose faults and
configuration inconsistencies between endpoints. Note that in this
docunent the term"application" refers to an application that uses
the protocol defined herein (and hence operates over the G ACh), and
it should not be confused with an end-user application

The main principle guiding the design of the MPLS G ACh Adverti senent
Protocol (GAP) is sinplicity. The protocol provides a one-way nethod
of distributing information about the sender. How this infornation
is used by a given receiver is a local matter. The data el enments
distributed by the GAP are application specific and, except for those
associated with the GAP itself, are outside the scope of this
docunent. An | ANA registry has been created to all ow GAP
applications to be defined as needed.

The assignnent of application identifiers and associated GAP
paraneters for protocols other than the GAP itself is outside the
scope of this docunment. Such assignments can be made in subsequent
docunents according to the | ANA consi derations specified here.

1. Mdtivation

It is frequently useful in a network for a node to have genera

i nformati on about its adjacent nodes, i.e., those nodes to which it
has links. At a mininum this allows a human operator or managenent
application with access to the node to deterni ne which adjacent nodes
this node can see; this is hel pful when troubl eshooting connectivity
problems. A typical exanple of an "adjacency awareness protocol" is
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the Link Layer Discovery Protocol [LLDP], which can provide various
pi eces of information about adjacent nodes in Ethernet networks, such
as system nanme, basic functional capabilities, |ink speed/duplex
settings, and maxi mum supported frane size. Such data is useful both
for human di agnostics and for automated detection of configuration

i nconsi st enci es.

In MPLS networks, the G ACh provides a convenient |ink-Iayer-agnostic
means for communication between LSRs that are adjacent at the link

| ayer. The G ACh advertisenment protocol presented in this docunent
thus allows LSRs to exchange information of a sinmlar sort to that
supported by LLDP for Ethernet links. The GAP, however, does not
depend on the specific link-layer protocol in use, and it can be used
to advertise information on behalf of any MPLS applicati on.

In networks based on the MPLS Transport Profile (MPLS-TP) [RFC5921]
that do not al so support |IP, the normal protocols used to determ ne
the Ethernet address of an adjacent MPLS node, such as the Address
Resol uti on Protocol [RFC0826] and I P version 6 Nei ghbor Di scovery

[ RFC4861], are not avail able. One possible use of the G ACh

adverti senent protocol is to discover the Ethernet nedia access
control addresses of MPLS-TP nodes |acking IP capability [RFC7213].
However, where it is anticipated that the only data that needs to be
exchanged between LSRs over an Ethernet link are their Ethernet
addresses, then the operator may instead choose to use LLDP for that
pur pose.

The applicability of the G ACh advertisenent protocol is not limted
to link-layer adjacency, either in terns of nmessage distribution or
message content. The G ACh exists for any MPLS LSP or pseudowi re, so
GAP nessages can be exchanged with renote LSP or pseudow re
endpoints. The content of GAP nmessages is extensible in a sinple
manner and can include any kind of information that m ght be useful
to MPLS LSRs connected by links, LSPs, or pseudow res. For exanple,
in networks that rely on the G ACh for OAM functi ons, GAP nessages

m ght be used to inform adjacent LSRs of a node’s OAM capabilities
and configuration paraneters.

1.2. Term nol ogy

Term Definition

G ACh Ceneric Associ ated Channel

GAL G ACh Label

GAP G ACh Adverti senment Protocol

LSP Label Switched Path

OAM  (Qperations, Adm nistration, and Mi ntenance
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1.3. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

2. Overview

The G ACh Advertisenent Protocol has a sinple one-way node of
operation: a device configured to send information for a particul ar
data channel (MPLS LSP, pseudowi re, or section) transmits GAP
messages over the G ACh associated with the data channel. The

payl oad of a GAP nessage is a collection of Type-Length-Value (TLV)
obj ects, organized on a per-application basis. An |IANA registry has
been created to identify specific applications. Application TLV
objects primarily contain static data that the receiver is neant to
retain for a period of tine, but they nay al so represent netadata or
speci al processing instructions.

Each GAP nessage can contain data for several applications. A sender
may transmit a targeted update that refreshes the data for a subset
of applications without affecting the data of other applications sent
in a previous nessage. GAP nessages are processed in the order in
whi ch they are received.

For exanple, a GAP message mi ght be sent containing the foll ow ng
dat a:

Application A A-TLV4, A-TLV15, A-TLV9

Application B: B-TLV1, B-TLV3

Application C C TLV6,
where the TLVX refers to an exanple GAP TLV.
A second message mght then be sent contai ning:

Application B: B-TLV7, B-TLV3
Upon receiving the second nessage, the receiver retains B-TLV1 from
the first message and adds B-TLV7 to its B-database. How it handl es
the new B-TLV3 depends on the rules B has specified for this object
type; this object could replace the old one or be conbined with it in

some way. The second nessage has no effect on the databases
mai ntai ned by the receiver for Applications A and C
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The rate at which GAP nessages are transmitted is at the discretion
of the sender and may fluctuate over tinme as well as differ per
application. Each nessage contains, for each application it
describes, a lifetine that inforns the receiver how long to wait
before discarding the data for that application

The GAP itself provides no fragnentation and reassenbly nechani sns.
In the event that an application wishes to send |arger chunks of data
via GAP nessages than fall within the limts of packet size, it is
the responsibility of the application to fragnent its data
accordingly. It is the responsibility of the application and the
network operator to ensure that the use of the GAP does not congest
the link to the peer

The GAP is designed to run over a unidirectional channel. However,
where the channel is bidirectional, conmunication nmay be optimn zed
through the use of a nunber of nessages defined for transm ssion from
the receiver back to the sender. These are optim zations and are not
required for protocol operation

3. Message Format

An Associ ated Channel Header (ACH) Channel Type has been all ocated
for the GAP as foll ows:

Pr ot ocol Channel Type

G ACh Advertisement Protocol 0x0059

For this Channel Type, as noted in [RFC7026], the ACH SHALL NOT be
foll owed by the ACH TLV Header defined in [ RFC5586].

Fields in this document shown as Reserved or Resv are reserved for
future specification and MJST be set to zero. Al integer values for
fields defined in this docunment SHALL be encoded in network byte
order.

A GAP nessage consists of a fixed header followed by a GAP payl oad.
The payl oad of a GAP nessage is an Application Data Bl ock (ADB)
consisting of one or nore block el enents. Each bl ock el enent
contains an application identifier, alifetime, and a series of zero
or nore TLV objects for the application it describes.

Mal f ormed GAP nmessages MUST be di scarded by the receiver, although an
error MAY be logged. |If the error is logged renotely, a suitable
formof rate limting SHOULD be used to prevent excessive |ogging
nmessages being transmtted over the network.
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I mpl enent ati ons of this protocol version MIST set reserved fields in
the message formats that followto all zero bits when sending and
i gnore any val ue when recei vi ng nmessages.

3.1. GAP Message Format

The following figure shows the format of a G ACh Adverti senent
Prot ocol message, which follows the Associ ated Channel Header (ACH):

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Ver si on| Reserved | Message Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Message ldentifier |
B T S i T s i i e e SEI S
| Ti mest anp |
I

i e e R e o o e i ol S N B S
~ Application Data Bl ock (ADB) ~
B i s T T i i o S o T Ji I

Figure 1. GAP Message For mat
The nmeanings of the fields are:
Version (4 bits): Protocol version. This is set to zero.
Reserved (12 bits): MJST be sent as zero.

Message Length (16 bits): Size in octets of this nessage, i.e., of
the portion of the packet follow ng the Associ ated Channel Header.

Message ldentifier (M) (32 bits): Unique identifier of this
message. For disanbi guation, a sender MJST NOT reuse an M over a
gi ven channel until it is confident that all ADBs associated with
it have been expired by the receiver. The sole purpose of this
field is duplicate detection in the event of a nmessage burst
(Section 5.1).

Ti mestanp: 64-bit Network Time Protocol (NTP) transnmit tinestanp,
as specified in Section 6 of [RFC5905].
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3. 2.

An

Frost,

Applications Data Bl ock
ADB consi sts of one or nore elenents of the follow ng format:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Application ID | El ement Length |
B i s T T i i o S o T Ji I
| Lifetine | Reserved |
e L o i e e R th o i R S
~ TLV Obj ect ~
e e L o o T i i o SR NN R SR SR S S
~ TLV bj ect ~
B i s T T i i o S o T Ji I

Figure 2: Application Data Bl ock El enent

Application ID (16 bits): Identifies the application this el enent
describes; an | ANA registry has been created to track the val ues
for this field. Mre than one block elenent with the sane
Application ID may be present in the same ADB, and bl ock el ements
with different Application IDs may al so be present in the sane
ADB. The protocol rules for the mechani sm including what ADB

el ements are present and which TLVs are contained in an ADB

el ement, are to be defined in the docunent that specifies the
appl i cation-specific usage.

El ement Length (16 bits): Specifies the total length in octets of
this block elenment (including the Application |ID and El enent
Length fields).

Lifetime field (16 bits): Specifies how long, in seconds, the
receiver should retain the data in this message (i.e., it
specifies the lifetime of the static data carried in the TLV set

of this ADB). For TLVs not carrying static data, the Lifetime is
of no significance. The sender of a GAP nmessage indicates this by
setting the Lifetinme field to zero. |If the Lifetine is zero, TLVs
in this ADB are processed by the receiver, and the data associ ated
with these TLV types is imediately marked as expired. |f the ADB
contains no TLVs, the receiver expires all data associated with
TLVs previously sent to this application

et al. St andards Track [ Page 9]



RFC 7212 MPLS G ACh Advertisenment Protocol June 2014

The remai nder of the Application Data Bl ock el ement consists of a
sequence of zero or more TLV objects that use the fornmat defined in
Section 3. 3.

The scope of an ADB elenent is an application instance attached to a
speci fic channel between a specific source-destination pair, and the

Lifetime field specifies the lifetime of the ADB el enent data in that
speci fic context.

3.3. TLV nject Format
GAP TLV objects use the follow ng format:

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Reserved | Length |
I i I e i i S L i S M SR S
~ Val ue ~
B i s T T i i o S o T Ji I

Figure 3: TLV hject Format

Type (8 bits): ldentifies the TLV Cbject and is scoped to a
specific application; each application creates an | ANA registry to
track its Type val ues.

Reserved (8 bits): MJST be sent as zero.

Length (16 bits): The length in octets of the Value field. The
Val ue field need not be padded to provide alignnent.

GAP nessages do not contain a checksum |If validation of nessage
integrity is desired, the authentication procedures in Section 6
shoul d be used.

4. G ACh Advertisenment Protocol TLVs

The GAP supports several TLV objects related to its own operation via
the Application I D 0x0000. These objects represent netadata and
processing instructions rather than static data that is neant to be
retained. Wen an ADB element for the GAP is present in a GAP
message, it MUST precede other elements. This is particularly
important for the correct operation of the Flush nessage

(Section 4.3).
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Any application using the GAP inherits the ability to use facilities
provi ded by Application 0x0000.

Application 0x0000 GAP nessages MJST be processed in the order in
whi ch they are received.

4.1. Source Address TLV

The Source Address object identifies the sending device and possibly

the transmtting interface and the channel; it has the follow ng
format:
0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=0 | Reserved | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| Reserved (16 bits) | Address Family (16 bits) |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
~ Addr ess ~
B i s T T i i o S o T Ji I

Figure 4: Source Address TLV Format

The Address Family field indicates the type of the address; it SHALL
be set to one of the assigned values in the | ANA "Address Fanmily
Nunbers" registry.

In I P networks, a Source Address SHOULD be included in GAP nessages
and set to an | P address of the sending device; when the channel is a
link, this address SHOULD be an address of the transmitting
interface.

In non-1P MPLS-TP networks, a Source Address SHOULD be included in
GAP nessages and set to the endpoint identifier of the channel. The
formats of these channel identifiers SHALL be as given in Sections
3.5.1, 3.5.2, and 3.5.3 of [RFC6428] (excluding the initial Type and
Length fields shown in those sections). |ANA has allocated Address
Fam |y Nunbers for these identifiers; see Section 10. 2.

On mul tipoint channels, a Source Address TLV is REQUI RED.
4.2. GAP Request TLV
This object is a request by the sender for the receiver to transmt

an i nmmedi ate uni cast GAP update to the sender. |If the Length field
is zero, this signifies that an update for all applications is
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requested. O herw se, the Value field specifies the applications for
whi ch an update is requested, in the formof a sequence of
Application |Ds:

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type=1 | Reserved | Lengt h |
B i s T T i i o S o T Ji I
| Application ID 1 | Application ID 2 |

T T S e S A S i S SEp S S S S T S S R s

B i s T T i i o S o T Ji I
Application ID N1 | Application IDN
R e s T o T S R El ok i R e e S S e o o s

Fi gure 5: GAP Request TLV For mat

The intent of this TLV is to request the i mediate transm ssion of
data following a | ocal event such as a restart, rather than waiting
for a periodic update. Applications need to determ ne what
information is neaningful to send in response to such a request. The
inclusion of an Application ID in a Request TLV does not guarantee
that the response will provide information for that application. The
responder may al so include information for applications not included
in the request. A receiver SHOULD discard GAP Request nessages that
arrive at a rate in excess of that which is considered reasonable for
the application.

For an Application I D 0x0000 GAP Request, it is meaningful to respond
with the Source Address.

This TLV is considered to be part of the GAP and thus does not need
to be retained. The reception of the TLV nay however be recorded for
managenment pur poses.

4.3. GAP Flush TLV

This object is an instruction to the receiver to flush the GAP data
for all applications associated with this (sender, channel) pair. It
is anull object, i.e., its Length is set to zero.

The GAP Fl ush instruction does not apply to data contained in the
nmessage carrying the GAP Flush TLV object itself. Any application
data contained in the sane nessage SHALL be processed and retai ned by
the receiver as usual
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The Flush TLV type is 2

This TLV is considered to be part of the GAP and thus does not need
to be retained. The reception of the TLV may however be recorded for
management pur poses.

4.4. GAP Suppress TLV

This object is a request to the receiver to cease sendi ng GAP updates
to the transmtter over the current channel for the specified
duration. Duration is a 16-bit non-negative integer in units of
seconds. The receiver MAY accept and act on the request, MAY ignore
the request, or MAY resune transnissions at any tine according to

i mpl ement ati on or configuration choices, and dependi ng on | oca
pragmatics. The format of this object is as foll ows:

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type=3 | Reserved | Lengt h |
B i s T T i i o S o T Ji I
| Dur ati on | Application ID 1 |

T T S s SH S SEp S S S AR Tk S ey

B i s T T i i o S o T Ji I
Application ID N1 | Application IDN
R e s T o T S R El ok i R e e S S e o o s

Figure 6: GAP Suppress TLV For mat

If the Length is set to 2, i.e., if the list of Application IDs is
enpty, then suppression of all GAP nessages is requested; otherw se,
suppression of only those updates pertaining to the listed
applications is requested. A duration of zero cancels any existing
suppress requests for the listed applications.

Thi s object makes sense only for point-to-point channels or when the
sender i s receiving unicast GAP updates.
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4.5. GAP Aut hentication TLV

This object is used to provide authentication and integrity
validation for a GAP nessage. It has the followi ng format:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type=4 | Reserved | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Reserved | Key I D |

I S i o T s S S S e s s T
~ Aut henti cati on Data ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 7: GAP Authentication TLV For mat

The data and procedures associated with this object are explained in
Section 6.

5. Operation
5.1. Message Transm ssion

G ACh Advertisenent Protocol message transmi ssion SHALL operate on a
per - dat a- channel basis and be configurable by the operator
accordi ngly.

Because GAP nessage transm ssion may be active for many | ogica
channel s on the sanme physical interface, nmessage transm ssion tiners
SHOULD be random zed across the channel s supported by a given
interface so as to reduce the likelihood of |arge synchronized
message bursts.

The Message ldentifier (M) uniquely identifies this nessage and its
value is set at the sender’s discretion. It MJST NOT be assuned to
be a sequence nunber. The scope of an M is a channel between a
speci fic source-destination pair.

The Tinmestanp field SHALL be set to the tinme at which this nessage is
transm tted.

The Lifetime field of each Application Data Bl ock el enent SHALL be

set to the nunber of seconds the receiver is advised to retain the
data associated with this nmessage and application
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When the transmitter wi shes the data previously sent in an ADB

el ement to persist, then it must refresh the ADB el ement by sending
anot her update. Refresh tines SHOULD be set in such a way that at

| east three updates will be sent prior to Lifetime expiration. For
exanple, if the Lifetine is set to 210 seconds, then updates should
be sent at |east once every 60 seconds.

A sender may signal that previously sent data SHOULD be marked as
expired by setting the ADB elenent |lifetime to zero as previously
described in Section 3.

In sone cases, an application may desire additional reliability for
the delivery of some of its data. Wen this is the case, the
transmtter MAY send several (for exanple, three) instances of the
message i n succession, separated by a delay appropriate to, or
specified by, the application. For exanple, this procedure m ght be
i nvoked when sending a Flush instruction follow ng device reset. The
expectation is that the receiver will detect duplicate nessages using
the M.

5.2. Message Reception
G ACh Advertisenent Protocol nessage reception SHALL operate on a
per - dat a- channel basis and be configurable by the operator
accordingly.

Upon receiving a G ACh Advertisement Protocol nessage that contains
data for sone application X, the receiver determ nes whether it can

interpret X-data. |If it cannot, then the receiver MAY retain this
data for the nunmber of seconds specified by the Lifetinme field;

al though it cannot parse this data, it may still be of use to the
oper at or.

If the receiver can interpret X-data, then it processes the data
obj ects accordingly, retaining the data associated with those that
represent static data for the nunber of seconds specified by the

Lifetime field. |If the Lifetime is zero, such data is i mediately
mar ked as expired, and, if no TLVs are specified, all data associated
with previously received TLVs is marked as expired (Section 3). |If

one of the received TLV objects has the sanme Type as a previously
received TLV, then the data fromthe new object SHALL replace the
data associated with that Type unless the X specification dictates a
di fferent behavi or.

The received data is made available to | ocal applications that
require it and are locally authorized to viewit. The nethod for
doing this is local to the receiver and outside the scope of this
docunent .
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The recei ver MAY nake use of the application data contained in a GAP
message to performsome | evel of auto-configuration, for example, if
the application is an OAM protocol. The application SHOULD, however,
take care to prevent cases of oscillation resulting fromeach
endpoint attenpting to adjust its configuration to match the other.
Any such auto-configuration based on GAP informati on MUST be di sabl ed
by default.

The M may be used to detect and discard duplicate nmessages.
6. Message Authentication

The GAP provi des a neans of authenticating nessages and ensuring
their integrity. This is acconplished by attaching a GAP

Aut hentication TLV and including, in the Authentication Data field,
the out put of a cryptographic hash function (known as a Message

Aut hentication Code (MAC)), the input to which is the nessage
together with a secret key known only to the sender and receiver.
Upon recei pt of the nmessage, the receiver conputes the sane MAC and
compares the result with the MAC in the nessage; if the MACs are not
equal, the nessage is discarded. Use of GAP nessage authentication
i s RECOVIVENDED.

The renmai nder of this section gives the details of this procedure,
whi ch is based on the procedures for generic cryptographic

aut hentication for the Internmediate Systemto Internediate System
(I'S-1S) routing protocol as described in [ RFC5310].

6.1. Authentication Key lIdentifiers

An Aut hentication Key ldentifier (Key ID) is a 16-bit tag shared by
the sender and receiver that identifies a set of authentication
paraneters. These paraneters are not sent over the wire; they are
assuned to be associated, on each node, with the Key I D by external
means, such as via explicit operator configuration or a separate key-
exchange protocol. Miltiple Key IDs may be active on the sendi ng and
recei ving nodes sinultaneously, in which case the sender locally
selects a Key ID fromthis set to use in an outbound nessage. This
capability facilitates key mgration in the network.

The paraneters associated with a Key ID are:
0 Authentication Algorithm This signifies the authentication
algorithmto use to generate or interpret authentication data. At

present, the follow ng val ues MAY be supported: HMAC SHA-1, HVAC
SHA- 256. HVAC- SHA-1 MUST be support ed.
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0 Authentication Keystring: A secret octet string that forns the
basis for the cryptographic key used by the Authentication
Algorithm It SHOULD NOT be a human-nenorabl e string.

I npl enent ati ons MUST be able to use random binary val ues of the
appropriate length as a keystring.

I mpl enent ers SHOULD consi der the use of [RFC7210] for key nmanagenent.
If used, authenticated information sent over the GAP MJST only
considered valid if it was sent during the Keying and Authentication
for Routing Protocols (KARP) interval between SendLifetimeStart and
SendLi f eTi mneEnd. However, if the GAP TLV used to send it expires
before the KARP SendLifetinmeStart, then information is never used; if
it expires before KARP SendNot After, the key becones invalid on
expiry of the GAP TLV.

At the time of this witing, nechanisns for dynam c key nmanagenent in
the absence of | P are not avail able. Key nanagenent in such
environments therefore needs to take place via the equi pnent
managenment system or sone ot her out-of-band service. The MPLS | ayer
in anetwork is normally isolated fromdirect access by users and
thus is a relatively protected environment. Therefore, key turnover
is expected to be a relatively infrequent event.

6.2. Authentication Process

The aut hentication process for GAP nessages is straightforward.

First, a Key IDis associated on both the sending and receiving nodes
with a set of authentication paraneters. Followi ng this, when the
sender generates a GAP nessage, it sets the Key ID field of the GAP
Aut hentication TLV accordingly. (The length of the Authentication
Data field is also known at this point because it is a function of
the Authentication Algorithm) The sender then conputes a MAC for
the message as described in Section 6.3 and fills the Authentication
Data field of the GAP Authentication TLV with the MAC, overwiting
the zeros used in conputation. The nessage is then sent.

When the message is received, the receiver conputes a MAC for it as
descri bed bel ow, again setting the Authentication Data field of the
GAP Aut hentication TLV to all zeros before conputing the MAC. The
recei ver conpares its conmputed MAC to the MAC received in the

Aut hentication Data field. |If the two MACs are equal, authentication
of the message is considered to have succeeded; otherwise, it is
consi dered to have failed

This process suffices to ensure the authenticity and integrity of
messages but is still vulnerable to a replay attack, in which a third
party captures a nessage and sends it on to the receiver at sone
|later tinme. The GAP nessage header contains a Tinestanp field, which
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can be used to protect against replay attacks. To achieve this
protection, the receiver checks that the tine recorded in the
Timestanp field of a received and authenticated GAP nessage
corresponds to the current tinme, within a reasonable tol erance that
all ows for nessage propagation delay, and it accepts or rejects the
message accordingly. dock corrections SHOULD be nonotonic to avoid
replay attacks, unless operator intervention overrides the nonotonic
configuration setting to achieve a faster convergence with current
time.

If the clocks of the sender and receiver are not synchronized with
one another, then the receiver nust performthe replay check agai nst
its best estimate of the current time according to the sender’s
clock. The tinestanps that appear in GAP nmessages can be used to
infer the approxi mate clock offsets of senders, and, while this does
not yield high-precision clock synchronization, it suffices for

pur poses of the replay check with an appropriately chosen tol erance.

6.3. MAC Conputation
The HVAC procedure described in [ RFC2104] is used to conmpute the MAC.

The Authentication Data field of the GAP Authentication TLV is set to
all zeros. The MAC is then conputed over the entire GAP nessage as
shown in Figure 1.

VWhere there is less data than is needed for the MAC computation, a
val ue of zero MJUST be used.

The length of the Authentication Data field is always |ess than or
equal to the nmessage digest size of the specific hash function that
is being used. However, the inplementer needs to consider that

al t hough MAC truncati on decreases the size of the nmessage, it results
in a corresponding reduction in the strength of the assurance

provi ded.

MAC truncation is NOT RECOMVENDED
7. Link-Layer Considerations

When the GAP is used to support device discovery on a data |ink, GAP
messages nust be sent in such a way that they can be received by
other listeners on the link without the sender first know ng the
link-1ayer addresses of the listeners. |In short, they nust be

mul ticast. Considerations for multicast MPLS encapsul ation are

di scussed in [RFC5332]. For exanple, Section 8 of [RFC5332]

descri bes how destination Ethernet MAC addresses are sel ected for

mul ticast MPLS packets. Since a GAP packet transnitted over a data
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link contains just one label, the G ACh Label (GAL) with | abel val ue
13, the correct destination Ethernet address for franes carrying GAP
packets intended for device discovery, according to these selection
procedures, is 01-00-5e-380-00-0d.

8. Manageability Considerations

The data sent and received by this protocol MJST be made accessible
for inspection by network operators, and where |ocal configuration is
updated by the received information, it MJST be clear why the
configured val ue has been changed. This allows the operator to
determine the operational paraneters currently in use and to
under st and when | ocal configuration has been superseded by inbound
paraneters received fromits peer.

In the event of a systemrestart, any GAP application data and peer
state data that has been retained as a consequence of prior
advertisenents from GAP peers MJST be di scarded; this prevents

i ncorrect operation on the basis of stal e data.

Al'l GAP applications MIST be disabled by default and need to be
enabl ed by the operator if required.

9. Security Considerations

G ACh Advertisenent Protocol nmessages contain information about the
sendi ng device and its configuration, which is sent in cleartext over

the wire. |If an unauthorized third party gains access to the MPLS
data plane or the |l ower network | ayers between the sender and
receiver, it can observe this information. |n general, however, the

i nformati on contained in GAP nessages is no nore sensitive than that
contained in other protocol messages, such as routing updates, which
are commonly sent in cleartext. No attenpt is therefore nmade to
guarantee confidentiality of GAP nmessages. Therefore, the GAP MUST
NOT be used to send TLVs in cleartext where the value concerned
requires confidentiality, for exanple, GAP or application TLVs
containing 'bare’ cryptographic keying material. Applications that
require confidentiality will need to inplement a suitable
confidentiality method.

A nore significant potential threat is the transnission of GAP
messages by unaut hori zed sources, or the unauthorized nanipul ati on of
messages in transit; this can disrupt the information receivers hold
about legitimte senders. To protect against this threat, nessage
aut henti cati on procedures (specified in Section 6) enable receivers
to ensure the authenticity and integrity of GAP nmessages. These
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10.

10.

10.

10.

procedures include the neans to protect against replay attacks in
which a third party captures a legitimte nessage and "replays” it to
a receiver at sone |ater tine.

I ANA Consi derations
1. Associated Channel Type Allocation

| ANA has allocated an entry in the "MPLS Ceneralized Associ at ed
Channel (G ACh) Types (including Pseudow re Associ ated Channe
Types)" registry for the "G ACh Advertisenment Protocol"”, as follows:

Val ue Description Ref er ence

0x0059 G ACh Advertisenment Protocol This RFC

The reader should note that the "TLV Foll ows" colum in the registry
has been del eted [ RFC7026] .

2. Alocation of Address Fanmily Nunmbers

| ANA has allocated three entries fromthe Standards Track range in

the "Address Fam |y Nunbers" registry for MPLS-TP Section, LSP, and
Pseudowi re endpoint identifiers, per Section 4.1. The allocations

are:

Nunber Descri ption Ref er ence
26 MPLS- TP Section Endpoint ldentifier This RFC
27 MPLS- TP LSP Endpoi nt ldentifier This RFC
28 MPLS- TP Pseudowi re Endpoint Identifier This RFC

3. Creation of G ACh Advertisement Protocol Application Registry

| ANA has created a new registry, "G ACh Advertisenent Protoco
Application Registry" in the "Generic Associ ated Channel (G ACh)
Paraneters" registry, with fields and initial allocations as follows:

Application I D Description Ref er ence

0x0000 G ACh Advertisenent Protocol This RFC
The range of the Application ID field is 0x0000 - OxFFFF

The allocation policy for this registry is | ETF Review.
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10.

11.

12.

12.

4. Creation of G ACh Advertisenment Protocol TLV Registry

| ANA has created a new registry, "G ACh Advertisenent Protocol: GAP
TLV Objects (Application ID 0)" in the "Generic Associ ated Channel
(G ACh) Paraneters" registry, with fields and initial allocations as
fol | ows:

Type Name Type | D Ref erence
Sour ce Address 0 This RFC
GAP Request 1 This RFC
GAP Fl ush 2 This RFC
GAP Suppress 3 This RFC
GAP Aut hentication 4 This RFC

The range of the Type ID field is 0 - 255.
The allocation policy for this registry is | ETF Revi ew.
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