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Abst r act

This meno outlines high-level requirements for the integration of
flexi bl e Mandatory Access Control (MAC) functionality into the
Network File System (NFS) version 4.2 (NFSv4.2). It describes the

| evel of protections that should be provided over protocol conponents
and the basic structure of the proposed system The intent here is
not to present the protocol changes but to describe the environnent
in which they reside

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
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Thi s docunent is a product of the Internet Engineering Task Force
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recei ved public review and has been approved for publication by the
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approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741
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and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7204

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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to this docunent. Code Conponents extracted fromthis docunent nust
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the Trust Legal Provisions and are provided without warranty as
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1.

I nt roducti on

Mandat ory Access Control (MAC) systens (as defined in [ RFC4949]) have
been mai nstreaned in nodern operating systens such as Linux, FreeBSD
and Solaris. MAC systens bind security attributes to subjects
(processes) and objects within a system These attributes are used
with other information in the systemto nake access control

deci si ons.

Access control nodels such as Unix perm ssions or Access Contro

Lists (ACLs) are commonly referred to as Discretionary Access Contro
(DAC) nodels. These systens base their access decisions on user
identity and resource ownership. |In contrast, MAC nodels base their
access control decisions on the |abel on the subject (usually a
process) and the object it wishes to access. These |abels may
contain user identity information but usually contain additiona
information. |In DAC systens, users are free to specify the access
rules for resources that they owmn. MAC nodels base their security
deci sions on a systemw de policy established by an adninistrator or
organi zation that the users do not have the ability to override. DAC
systens offer some protection agai nst unauthorized users running
mal i ci ous software. However, even an authorized user can execute
mal i ci ous or flawed software with those prograns running with the
full perm ssions of the user executing it. |Inversely, MAC nodels can
confine malicious or flawed software and usually act at a finer
granularity than their DAC counterparts.

Besi des describing the requirenents, this docunment records the
functional requirenents for the client inposed by the preexisting
security nodels on the client. This docunent nay hel p those outside
the NFS comunity understand those issues.

Definitions

Foreign Label: a label in a format other than the format that a MAC
i mpl emrent ati on uses for encodi ng.

Label Format Specifier (LFS): an identifier used by the client to
establish the syntactic format of the security |abel and the
semanti ¢ neaning of its conmponents.

MAC- Aware: a server that can transnit and store object |abels.
MAC- Functional: a client or server that is Label ed NFS enabl ed.

Such a systemcan interpret |abels and apply policies based on the
security system
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Mul ti-Level Security (M.S): a traditional nodel where objects are
given a sensitivity level (Unclassified, Secret, Top Secret, etc.)
and a category set [RH MS].

oject: a passive resource within the systemthat we wish to
protect. Objects can be entities such as files, directories,
pi pes, sockets, and nany other systemresources relevant to the
protection of the system state.

Policy Identifier (Pl): an optional part of the definition of a
Label Format Specifier. The Pl allows clients and servers to
identify specific security policies.

Subject: an active entity, usually a process, that is requesting
access to an object.

2.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Requirenents

The following initial requirenents have been gathered fromusers and
devel opers, and from previ ous devel opnent efforts in this area such
as the Distributed Trusted Operating System [DIOS] and the NSA' s
experinmental NFSv3 enhancenents [ SENFSv3].

3.1. GCenera

A mechanismis required to provide security attribute information to
NFSv4 clients and servers. This mechani smhas the foll ow ng
requirenents:

(1) dients MIST be able to convey to the server the client’s
privileges, i.e., the subject, for making the access request.
The server may provide a nechanismto enforce MAC policy based
on the requesting client’s privil eges.

(2) Servers MJST be able to store and retrieve the security
attribute of exported files as requested by the client.

(3) Servers MJST provide a nechanismfor notifying clients of
attribute changes of files on the server.

(4) dients and Servers MJST be able to negotiate Label Formats and
provide a nechanismto translate between them as needed.
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3.2. Security Services

Label ed NFS or the underlying systemon which the Label ed NFS
operates MJST provide the follow ng security services for all NFSv4.2
messagi ng:

0 Authentication
0 Integrity
o Privacy

Mechani sns and al gorithns used in the provision of security services
MJUST be configurable so that appropriate |levels of protection may be
flexibly specified per mandatory security policy.

Strong nutual authentication is required between the server and the
client for Full Mde operation (Section 4.1).

MAC security | abels and any related security state MJST al ways be
protected by these security services when transferred over the
network, as MJUST the binding of |abels and state to associ ated
obj ects and subj ects.

Label ed NFS SHOULD support authentication on a context granularity so
that different contexts running on a client can use different
crypt ographic keys and facilities.

3.3. Label Encoding, Label Format Specifiers, and Label Checking
Aut horities

Encodi ng of MAC | abel s and attributes passed over the network MJIST be
specified in a conpl ete and unambi guous manner whil e maintaining the
flexibility of MAC inplenentations. To acconplish this, the |abels
MUST consi st of a fornmat-specific conponent bound with a Label Format
Specifier (LFS). The LFS conponent provides a nmechani sm for
identifying the structure and semantics of the opaque component.
Meanwhi | e, the opaque component is the security label that will be
interpreted by the MAC nodel s.

MAC nodel s base access decisions on security attribute privileges
bound to subjects and objects, respectively. Wth a given MAC nodel,
all systenms have semantically coherent labeling -- a security |abe
MUST al ways nmean exactly the sane thing on every system \Wile this
may not be necessary for sinple MAC nodels, it is reconmended that
nost Label Formats assigned an LFS incorporate senmantically coherent
| abeling into their Label Fornat.
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3. 4.

3. 4.

Hay

Label ed NFS SHOULD define an initial negotiation scheme with the
primary ainms of sinmplicity and conpleteness. This is to facilitate
practical depl oyment of systems w thout being wei ghed down by conpl ex
and overgeneralized gl obal schenes. Future extensibility SHOULD al so
be taken into consideration

Label ed NFS MUST provide a neans for servers and clients to identify
their LFSs for the purposes of authorization, security service
sel ection, and security |label interpretation.

Label ed NFS MUST provide a neans for servers and clients to identify
their node of operation (see Section 4).

A negotiation scheme SHOULD be provided, allow ng systens from
different Label Formats to agree on how they will interpret or
transl ate each other’s foreign labels. Miltiple concurrent
agreenents may be current between a server and a client.

Al security labels and related security state transferred across the
networ k MJST be tagged with a valid LFS

If the LFS supported on a system changes, the system SHOULD
renegoti ate agreenents to refl ect these changes.

If a systemreceives any security | abel or security state tagged with
an LFS it does not recognize or cannot interpret, it MJST reject that
| abel or state.

NFSv4. 2 includes features that nmay cause a client to cross an LFS
boundary when accessing what appears to be a single file system |If
LFS negotiation is supported by the client and the server, the server
SHOULD negoti ate a new, concurrent agreement with the client, acting
on behalf of the externally | ocated source of the files.

Label i ng

I mpl enent ati ons MJST val i date security |abels supplied over the
network to ensure that they are within a set of labels permtted from
a specific peer and, if not, reject them Note that a system may
permt a different set of |abels to be accepted from each peer

1. dient Labeling

At the client, labeling semantics for NFS nounted file systems MJUST
remain consistent with those for locally nounted file systens. In
particul ar, user-level |abeling operations local to the client MJST
be enacted locally via existing APls, to ensure conpatibility and
consi stency for applications and libraries.
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Note that this does not inply any specific mechani smfor conveying
| abel s over the network.

When an object is newy created by the client, it will calculate the
| abel for the object based on its policy. Once that is done, it wll
send the request to the server, which has the ability to deny the
creation of the object with that |abel based on the server’s policy.
In creating the file, the server MJST ensure that the |label is bound
to the object before the object beconmes visible to the rest of the
system This ensures that any access control or further |abeling
deci sions are correct for the object.

3.4.2. Server Labeling

The server MUST provide the capability for clients to retrieve
security labels on all exported file system objects where possi bl e.
This includes cases where only in-core and/or read-only security

| abel s are available at the server for any of its exported file
syst ens.

The server MJIST honor the ability for a client to specify the | abe
of an object on creation. |If the server is MAC enabled, it may
choose to reject the |abel specified by the client, due to
restrictions in the server policy. The server SHOULD NOT attenpt to
find a suitable | abel for an object in the event of different

| abeling rules on its end. The server is allowed to translate the

| abel but MJST NOT change the semantic meani ng of the | abel

3.5. Policy Enforcenent

The MAC- Functional client determines if a process request is sent to
the renote server. Upon a successful response fromthe server, it
must use its own policies on the object’s security labels to
determine if the process can be given access. The client SHOULD NOT
need to be cogni zant of whether the server is a Linmted Server or is
fully MAC- Functi onal

3.5.1. dient Enforcenent

The client MJST apply its own policy to renptely | ocated objects,
using security labels for the objects obtained fromthe server. It
MJST be possible to configure the naxi mumlength of tinme a client may
cache state regarding renote | abels before revalidating that state
with the server.
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If the server’s policy changes, the client MJST flush all object
state back to the server. The server MJST ensure that any flushed
state received is consistent with current policy before commtting it
to stable storage.

Any |l ocal security state associated with cached or del egated objects
MUST al so be flushed back to the server when any other state of the
objects is required to be flushed back

The inplication here is that if the client holds a del egation on an
object, then it enforces policy to | ocal changes based on the object
label it got fromthe server. Wen it tries to commt those changes
to the server, it SHOULD be prepared for the server to reject those
changes based on the policies of the server.

3.5.2. Server Enforcenent

A MAC- Functional server MJST enforce its security policy over al
exported objects, for operations that originate both |locally and
renotely.

Requests from authenticated clients MJIST be processed using security
| abel s and credentials supplied by the client as if they originated
| ocal ly.

As with | abeling, the system MIUST al so take into account any ot her
volatile client security state, such as a change in process security
context via dynamic transition. Access decisions SHOULD al so be nmade
based upon the current client security | abel accessing the object,
rather than the security |abel that opened it, if different.

The server SHOULD recall delegation of an object if the object’s
security | abel changes.

3.6. Nanespace Access
The server SHOULD provide a neans to authorize sel ective access to
the exported file system nanespace based upon client credentials and
according to security policy.
This is a common requirenent of M.S-enabl ed systens, which often need

to present selective views of nanespaces based upon the cl earances of
the subj ects.
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3.7. Upgradi ng Existing Server

Note that under the MAC nodel, all objects MJST have | abel s.
Therefore, if an existing server is upgraded to include Label ed NFS
support, then it is the responsibility of the security systemto
define the behavior for existing objects.

4. Modes of Operation

In a Labeled NFS client and server interaction, we can describe three
nodes of operation:

1. Ful |
2. Limted Server
3. Quest

These nodes arise fromthe | evel of MAC functionality in the clients
and servers. The clients can be non- MAC- Functional and

MAC- Functional. The servers can be non- MAC- Functional, MAC Awar e,
and MAGC- Functi onal .

A MAC- Functional client MJUST be able to deternmine the | evel of MAC
functionality in the server. Likewi se, a MAC Functional server MJST
be able to determ ne whether or not a client is MAC Functional. As
di scussed in Section 3.3, the protocol MJST provide for the client
and server to nake those determ nations.

4.1. Full Mode

The server and the client have nmutually recogni zed MAC functionality
enabl ed, and full Labeled NFS functionality is extended over the
net wor k between both client and server.

An exampl e of an operation in Full Mde is as follows. On the
initial |ookup, the client requests access to an object on the
server. It sends its process security context over to the server.
The server checks all relevant policies to determne if that process
context fromthat client is allowed to access the resource. Once
this has succeeded, the object, with its associated security
information, is released to the client. Once the client receives the
object, it deternmines if its policies allow the process running on
the client access to the object.
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On subsequent operations where the client already has a handle for
the file, the order of enforcement is reversed. Since the client

al ready has the security context, it may make an access deci sion
against its policy first. This enables the client to avoid sending
requests to the server that it knows will fail, regardl ess of the
server’s policy. |If the client passes its policy checks, then it
sends the request to the server, where the client’s process context
is used to determine if the server will release that resource to the
client. |If both checks pass, the client is given the resource and
everyt hi ng succeeds.

In the event that the client does not trust the server, it may opt to
use an alternate |abeling nmechanism regardl ess of the server’s
ability to return security information.

4.2. Limted Server Nbde

The server is MAC-Aware, and the clients are MAC-Functional. The
server can store and transnmt |abels. |t cannot enforce |abels. The
server MJST informclients when an object |abel changes for a file
the client has open

In this node, the server may not be aware of the fornmat of any of its
object labels. Indeed, it nmay service several different security
model s at the sanme time. A client MJST process foreign | abels as

di scussed in Section 3.3. As with the Guest Mde, this node' s |eve
of trust can be degraded if non- MAC Functional clients have access to
t he server.

4.3. Cuest Mde
Only one of the server or client is MAC Functional enabl ed.

In the case of the server only being MAC Functional, the server
enforces its policy and may sel ectively provide standard NFS services
to clients based on their authentication credentials and/or

associ ated network attributes (e.g., |IP address, network interface)
according to security policy. The level of trust and access extended
to aclient in this node is configuration-specific.

In the case of the client only being MAC Functional, the client MJST
operate as a standard NFSv4.2 (see [NFSv4_2]) client and SHOULD

sel ectively provide processes access to servers based upon the
security attributes of the |ocal process, and network attributes of
the server, according to policy. The client nay al so override
default labeling of the renote file system based upon these security
attributes or other |abeling nmethods such as nmount point | abeling.
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5.

5.

In other words, the Guest Mdde is standard NFSv4.2 over the wire,
with the MAC- Functional system mappi ng the non- MAC Functi ona
systeni s processes or objects to security |abels based on other
characteristics in order to preserve its MAC guar ant ees.

Use Cases

MAC | abeling is nmeant to allow NFSv4.2 to be deployed in site-
configurable security schemes. The LFS and opaque data schene all ows
for flexibility to neet these different inplenentations. In this
section, we provide sone exanples of how NFSv4.2 could be deployed to
meet existing needs. This is not an exhaustive listing.
1. Full MAC Labeling Support for Renotely Munted File Systens

In this case, we assune a |ocal networked environnent where the

servers and clients are under conmon administrative control. Al
systens in this network have the sane MAC i npl enentati on and
semantically identical MAC security |labels for objects (i.e., |abels

mean the same thing on different systens, even if the policies on
each systemmay differ to some extent). Clients will be able to
apply fine-grained MAC policy to objects accessed via NFS nounts and
thus inprove the overall consistency of MAC policy application within
this environnent.

An exanpl e of this case would be where user hone directories are
renotely nmounted, and fine-grained MAC policy is inplenented to
protect, for exanple, private user data from being read by malicious
web scripts running in the user’s browser. Wth Labeled NFS, fine-
grained MAC | abeling of the user's files will allow the MAC policy to
be i npl emented and provide the desired protection.

2. MAC Labeling of Virtual Machine Images Stored on the Network

Virtualization is now a comonly inplenented feature of nodern
operating systenms, and there is a need to ensure that MAC security
policy is able to protect virtualized resources. A comon

i mpl ement ati on scheme involves storing virtualized guest file systens
on a networked server; these file systens are then nounted renotely
by guests upon instantiation. 1In this case, there is a need to
ensure that the local guest kernel is able to access fine-grained MAC
| abel s on the renotely nounted file systemso that its MAC security
policy can be appli ed.
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5.3. Sinple Security Label Storage

In this case, a mxed and | oosely adm nistered network i s assuned,
where nodes nmay be running a variety of operating systens with
different security nechanisns and security policies. It is desired
that network file servers be sinply capable of storing and retrieving
MAC security labels for clients that use such | abels. The Label ed
NFS protocol would be inplemented here solely to enabl e transport of
MAC security | abels across the network. It should be noted that in
such an environnment, overall security cannot be as strongly enforced
as when the server is also enforcing and that this schene is ained at
all owi ng MAC-capable clients to function with its MAC security policy
enabl ed rather than perhaps disabling it entirely.

5. 4. Di skl ess Li nux

A nunber of popul ar operating systemdistributions depend on a
Mandat ory Access Control (MAC) nodel to inplenment a kernel-enforced
security policy. Typically, such nodels assign particular roles to
i ndi vi dual processes, which limt or permt performng certain
operations on a set of files, directories, sockets, or other objects.
Wi le the enforcing of the policy is typically a matter for the
diskless NFS client itself, the file systemobjects in such nodels
will typically carry MAC | abels that are used to define policy on
access. These policies may, for instance, describe privilege
transitions that cannot be replicated using standard NFS ACL- based
nmodel s.

For instance, on a SYSV-conpatible system (see [SYSV]), if the "init’
process spawns a process that attenpts to start the 'NetworkManager’
executable, there may be a policy that sets up a role transition if
the "init’ process and ' NetworkManager’ file | abels match a
particular rule. Wthout this role transition, the process may find
itself having insufficient privileges to performits primry job of
configuring network interfaces.

In setups of this type, a lot of the policy targets (such as sockets
or privileged systemcalls) are entirely local to the client. The
use of RPCSEC GSSv3 ([ RPC_SEC]) for enforcing conpliance at the
server level is therefore of limted value. The ability to
permanently | abel files and have those | abels read back by the client
is, however, crucial to the ability to enforce that policy.
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5.5. Milti-Level Security

In an MLS system objects are generally assigned a sensitivity |eve
and a set of conpartments. The sensitivity levels within the system
are given an order ranging fromlowest to highest classification

|l evel. Read access to an object is allowed when the sensitivity

| evel of the subject "dominates" the object it wants to access. This
means that the sensitivity level of the subject is higher than that
of the object it wishes to access and that its set of conpartnents is
a superset of the conpartnents on the object.

The rest of this section will just use sensitivity levels. In
general, the exanple is a client that wi shes to list the contents of
a directory. The systemdefines the sensitivity levels as

Uncl assified (U, Secret (S), and Top Secret (TS). The directory to
be searched is | abel ed Top Secret, which neans access to read the
directory will only be granted if the subject making the request is
al so | abel ed Top Secret.

5.5.1. Ful | Mbde - MAC- Functional Cient and Server

In the first part of this exanple, a process on the client is running
at the Secret |level. The process issues a readdir() systemcall,
which enters the kernel. Before translating the readdir() system
call into a request to the NFSv4.2 server, the host operating system
will consult the MAC nodule to see if the operation is allowed.

Since the process is operating at Secret and the directory to be
accessed is | abel ed Top Secret, the MAC nodule will deny the request
and an error code is returned to user space.

Consi der a second case where instead of running at Secret the process
is running at Top Secret. |In this case, the sensitivity of the
process is equal to or greater than that of the directory, so the MAC
module will allow the request. Now the readdir() is translated into
the necessary NFSv4.2 call to the server. For the renote procedure
call (RPC) request, the client is using the proper credential to
assert to the server that the process is running at Top Secret.

When the server receives the request, it extracts the security | abe
fromthe RPC session and retrieves the label on the directory. The
server then checks with its MAC nodule to see if a Top Secret process
is allowed to read the contents of the Top Secret directory. Since
this is allowed by the policy, then the server will return the
appropriate informati on back to the client.
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In this exanple, the policy on both the client and server is the
same. In the event that they were running different policies, a
translation of the |abels m ght be needed. |In this case, it could be
possi ble for a check to pass on the client and fail on the server

The server may consider additional information when nmaking its policy
deci sions. For exanple, the server could deternmine that a certain

subnet is only cleared for data up to Secret classification. |If that
constraint was in place for the exanple above, the client would stil
succeed, but the server would fail, since the client is asserting a

| abel that it is not able to use (Top Secret on a Secret network).
5.5.2. MAC Functional dient

In these scenarios, the server is either non- MAC- Aware or MAC Awar e.
The actions of the client will depend on whether it is configured to
treat the MAC-Aware server in the sane manner as the non- MAC- Awar e
one. That is, does it utilize the approach presented in Section 4.3,
or does it allow the MAC-Aware server to return | abel s?

Wth a client that is MAC Functional and using the exanple in the
previ ous section, the result should be the same. The one difference
is that all decisions are made on the client.

5.5.2. 1. MAC- Awar e Server

A process on the client | abeled Secret wi shes to access a directory
| abel ed Top Secret on the server. This is denied, since Secret does
not dom nate Top Secret. Note that there will be NFSv4.2 operations
i ssued that return an object |label for the client to process.

Note that in this scenario, all of the clients nust be
MAC- Functional. A single client that does not do its access contro
checks woul d viol ate the nodel

5.5.2.2. Non- MAC- Awar e Server

A process on the client |abeled Secret wi shes to access a directory
that the client’s policies | abel as Top Secret on the server. This
is denied, since Secret does not dominate Top Secret. Note that
there will not be NFSv4.2 operations issued. |If the process had a
Top Secret process |abel instead of Secret, the client would issue
NFSv4. 2 operations to access the directory on the server
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5.5. 3. MAC- Functi onal Server

6

6

6

Wth a MAC- Functional server and a client that is not, the client
behaves as if it were in a normal NFSv4.2 environment. Since the
process on the client does not provide a security attribute, the
server must define a mechanismfor labeling all requests froma
client. Assume that the server is using the sanme criteria used in
the first exanple. The server sees the request as coning froma
subnet that is a Secret network. The server determnes that all
clients on that subnet will have their requests |abeled with Secret.
Since the directory on the server is |abeled Top Secret and Secret
does not domi nate Top Secret, the server would fail the request with
NFS4ERR_ACCESS

Security Considerations
1. Trust Needed for a Comunity

Labeled NFS is a transport mechanismfor |abels, a storage
requirenent for labels, and a definition of howto interpret |abels.
It defines the responsibilities of the client and the server in the
various pernutations of being MAC Functional. It does not, however,
dictate in any manner whet her assunptions can be nade about ot her
entities in the relationship. For exanple, it does not define

whet her a MAC- Functional client can demand that a MAC Aware server
only accept requests fromother MAC Functional clients. That is a
policy based on a MAC nodel, and this docunment does not inpose
policies on systens.

As the requirenent is a policy, it can be net with the use of a MAC
model . Let L be an LFS that inplements the Limted Server node,
i.e., a MAC-Aware server connected to MAC-Functional clients. Then
a new LFS, L', can be created that has the additional policy that
the MAC- Aware server MJST NOT accept any requests froma

non- MAC- Functional client.

2. Quest Mode

VWhen either the client or server is operating in Guest Mde, it is
inmportant to realize that one side is not enforcing MAC protections.
Al ternate nmethods are being used to handle the |ack of MAC support,
and care should be taken to identify and mitigate threats from
possi bl e tanpering outside of these nethods.
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6.

7.

7.

7.

3. MAGC- Functional dient Configuration

We defined a MAC nodel as an access control decision made on a system
in which normal users do not have the ability to override policies
(see Section 1). |If the process |abels are created solely on the
client, then if a nmalicious user has sufficient access on that

client, the Label ed NFS nodel is conpromised. Note that this is no
different from

0 current inplenentations in which the server uses policies to
effectively deternine the object |abel for requests fromthe
client, or

o local decisions made on the client by the MAC security system

Ei ther the server nust explicitly trust the client (as in [ SENFSv3])
or the MAC nodel should enforce that users cannot override policies,
perhaps via an externally managed source.

Once the labels leave the client, they can be protected by the
transport mechani sm as described in Section 3. 2.
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