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Abst ract

The Real -tine Transport Protocol (RTP) is used in a |arge number of
different application domains and environments. This heterogeneity
inplies that different security nmechani snms are needed to provide
services such as confidentiality, integrity, and source

aut henti cation of RTP and RTP Control Protocol (RTCP) packets
suitable for the various environnments. The range of sol utions makes
it difficult for RTP-based application devel opers to pick the npst
sui tabl e nechanism This docunent provides an overvi ew of a nunber
of security solutions for RTP and gi ves gui dance for devel opers on
how to choose the appropriate security nechani sm

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7201
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1.

I nt roducti on

The Real -tinme Transport Protocol (RTP) [RFC3550] is widely used in a
| arge variety of nultinmedia applications, including Voice over |IP
(Vol P), centralized nultinedia conferencing, sensor data transport,
and Internet television (IPTV) services. These applications can
range from poi nt-to-point phone calls, through centralized group

tel econferences, to large-scale television distribution services.
The types of media can vary significantly, as can the signaling

met hods used to establish the RTP sessions.

So far, this multidinensional heterogeneity has prevented devel opnent
of a single security solution that neets the needs of the different
applications. Instead, a significant nunber of different solutions
have been devel oped to neet different sets of security goals. This
makes it difficult for application devel opers to know what sol utions
exi st and whether their properties are appropriate. This neno gives
an overview of the avail able RTP solutions and provi des gui dance on
their applicability for different application domains. It also
attenpts to provide an indication of actual and intended usage at the
time of witing as additional input to help with considerations such
as interoperability, availability of inplenentations, etc. The

gui dance provided is not exhaustive, and this neno does not provide
normati ve recommendati ons.

It is inportant that application devel opers consider the security
goal s and requirenents for their application. The IETF considers it
i mportant that protocols inplenent secure nodes of operation and
makes them avail able to users [ RFC3365]. Because of the

het erogeneity of RTP applications and use cases, however, a single

security solution cannot be mandated [ RFC7202]. Instead, application
devel opers need to sel ect mechani snms that provide appropriate
security for their environment. It is strongly encouraged that

common mechani sns be used by rel ated applications in comon
environments. The | ETF publishes guidelines for specific classes of
applications, so it is worth searching for such guidelines.

The remai nder of this docunment is structured as follows. Section 2
provi des additional background. Section 3 outlines the avail able
security nechanisns at the tine of this witing and lists their key
security properties and constraints. Section 4 provides guidelines
and inportant aspects to consider when securing an RTP application
Finally, in Section 5 we give sonme exanpl es of application domains
where gui delines for security exist.
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2. Background

RTP can be used in a wide variety of topologies due to its support
for point-to-point sessions, nulticast groups, and other topol ogies
built around different types of RTP m ddl eboxes. |In the follow ng,
we review the different topol ogies supported by RTP to understand
their inplications for the security properties and trust relations
that can exist in RTP sessions.

2.1. Point-to-Point Sessions

The nost basic use case is two directly connected endpoints, shown in
Figure 1, where A has established an RTP session with B. In this
case, the RTP security is primarily about ensuring that any third
party be unable to conmprom se the confidentiality and integrity of
the nmedia communication. This requires confidentiality protection of
the RTP session, integrity protection of the RTP/ RTCP packets, and
source authentication of all the packets to ensure no man-in-the-
mddle (MTM attack is taking place.

The source authentication can also be tied to a user or an endpoint’s
verifiable identity to ensure that the peer knows with whomthey are
conmuni cating. Here, the conbination of the security protoco
protecting the RTP session (and, hence, the RTP and RTCP traffic) and
the key nanagenent protocol becones inportant to determ ne what
security clainms can be made

oo+ oo+
| Af<eee- > B |
+---+ +---+

Figure 1: Point-to-Point Topol ogy
2.2. Sessions Using an RTP M xer

An RTP ni xer is an RTP session-|evel m ddlebox around which one can
build a multiparty RTP-based conference. The RTP nixer m ght
actually performnedia mxing, |like mxing audio or compositing video
i mges into a new nmedi a stream being sent fromthe m xer to a given
participant, or it mght provide a conceptual stream for exanple,
the video of the current active speaker. Froma security point of
view, the inportant features of an RTP mixer are that it generates a
new nedia stream has its own source identifier, and does not sinply
forward the original nedia.
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An RTP session using a mxer mght have a topology like that in
Figure 2. In this exanple, participants A through D each send

uni cast RTP traffic to the RTP m xer, and receive an RTP stream from
the m xer, conprising a mxture of the streans fromthe other

partici pants.

+---+ I + +---+

| Al<--->] |<---->| B|

+-- -+ | | +-- -+
| M xer |

+-- -+ | | +-- -+

| Cl<--->] |<----> D

+---+ I + +---+

Figure 2: Exanple RTP M xer Topol ogy

A consequence of an RTP mi xer having its own source identifier and
acting as an active participant towards the other endpoints is that
the RTP mixer needs to be a trusted device that has access to the
security context(s) established. The RTP mi xer can al so becone a
security-enforcing entity. For exanple, a comobn approach to secure
the topology in Figure 2 is to establish a security context between
the m xer and each partici pant independently and have the m xer
source aut henticate each peer. The nixer then ensures that one
partici pant cannot inpersonate another.

2.3. Sessions Using an RTP Transl at or

RTP transl ators are m ddl eboxes that provide various |evels of
in-network nmedia translation and transcoding. Their security
properties vary w dely, depending on which type of operations they
attenpt to perform W identify and discuss three different
categories of RTP translators: transport translators, gateways, and
medi a transcoders.

2.3.1. Transport Translator (Relay)

A transport translator [RFC5117] operates on a | evel bel ow RTP and
RTCP. It relays the RTP/RTCP traffic from one endpoint to one or
nore ot her addresses. This can be done based only on | P addresses
and transport protocol ports, and each receive port on the transl ator
can have a very basic list of where to forward traffic. Transport
translators also need to inplement ingress filtering to prevent
randomtraffic frombeing forwarded that isn’'t conming froma
participant in the conference.

Figure 3 shows an exanple transport translator, where traffic from
any one of the four participants will be forwarded to the other three
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partici pants unchanged. The resulting topology is very similar to an
Any Source Miulticast (ASM session (as discussed in Section 2.4) but
is inplemented at the application |ayer

+---+ dommm o + +---+

| Al<--->] |<----> B

+-- -+ | Rel ay | +---+
| Translator |

+-- -+ | | +-- -+

| Cl<--->| |<----> D|

+---+ dom e + +---+

Figure 3: RTP Relay Transl ator Topol ogy

A transport translator can often operate w thout needing access to
the security context, as long as the security nechani sm does not
provi de protection over the transport-layer infornation. A transport
transl at or does, however, nmake the group commrunication visible and,
thus, can conplicate keying and source authentication mechani sns.
This is further discussed in Section 2.4.

2.3.2. Gateway

Gat eways are depl oyed when the endpoints are not fully conpatible.
Figure 4 shows an exanpl e topol ogy. The functions a gateway provides
can be diverse and range fromtransport-|ayer rel ayi ng between two
domai ns not allowi ng direct conmunication, via transport or nedia
protocol function initiation or termnation, to protocol- or nedia-
encodi ng translation. The supported security protocol might even be
one of the reasons a gateway i s needed.

- -+ e e e + +-- -+
| Al<----> Gateway |[<---->| B|
+-- -+ Fomm e aa e o + -+

Figure 4: RTP Gateway Topol ogy

The choi ce of security protocol, and the details of the gateway
function, will determne if the gateway needs to be trusted with
access to the application security context. Many gateways need to be
trusted by all peers to performthe translation; in other cases, sone
or all peers might not be aware of the presence of the gateway. The
security protocols have different properties depending on the degree
of trust and visibility needed. Ensuring communication is possible
wi thout trusting the gateway can be a strong incentive for accepting
different security properties. Sone security solutions will be able
to detect the gateways as manipul ating the nmedia stream unless the
gateway is a trusted device
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2.3.3. Media Transcoder

2

2.5.

A nmedi a transcoder is a special type of gateway device that changes
the encoding of the nedia being transported by RTP. The discussion
in Section 2.3.2 applies. A nedia transcoder alters the nedia data
and, thus, needs to be trusted with access to the security context.

4. Any Source Milticast

Any Source Miulticast [RFCl1112] is the original nulticast nodel where
any nulticast group participant can send to the nulticast group and
get their packets delivered to all group nmenbers (see Figure 5).

This form of communication has interesting security properties due to
the many-to-many nature of the group. Source authentication is
important, but all participants with access to the group security
context will have the necessary secrets to decrypt and verify the
integrity of the traffic. Thus, use of any group security context
fails if the goal is to separate individual sources; alternate

sol utions are needed.

+---+ / \ +---+

| A|----/ \---] B |

+-- -+ / \' -+
+ Milticast +

+---+ \ Network [/ +---+

| C|----\ [---]1 D|

+---+ \ / +---+

Figure 5. Any Source Miulticast (ASM G oup

In addition, the potential |large size of nulticast groups creates
some considerations for the scalability of the solution and how the
key managenent is handl ed.

Sour ce- Specific Milticast

Sour ce-Specific Miulticast (SSM [RFC4607] allows only a specific
endpoint to send traffic to the nulticast group, irrespective of the
nunber of RTP nedia sources. The endpoint is known as the nedia

di stribution source. For the RTP session to function correctly with
RTCP over an SSM session, extensions have been defined in [ RFC5760] .
Figure 6 shows a sampl e SSM based RTP session where several nedia
sources, Msl...Msm all send nmedia to a distribution source, which
then forwards the nedia data to the SSM group for delivery to the
receivers, RL...Rn, and the feedback targets, FT1...FTn. RTCP
reception quality feedback is sent unicast fromeach receiver to one
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of the feedback targets. The feedback targets aggregate reception
quality feedback and forward it upstreamtowards the distribution
source. The distribution source forwards (possibly aggregated and
sunmari zed) reception feedback to the SSM group and back to the
original nedia sources. The feedback targets are al so nenbers of the
SSM group and receive the nmedia data, so they can send uni cast repair
data to the receivers in response to feedback if appropriate.

e + - + e +
| M1 | | Ms2 | | MSm |
e + - + e +

N N N
I I I
\% \% \%

R e +

| Di stribution Source |

S + |

| FT Agg | I

Foemee o R +

NN |

: I
o +

I

/I \

+o-o - - + / \ +----- +

| FT1 |<----+ +----- > FT2

+o-- - - - + / \ +--- - +

N N / \ N N
/ \
/ \
/ \
I\ I\
.\ /o
vV .V V. V
e S e S
| R | | R| ... |Rn-1] | Rn |
R T R R T R

Figure 6: Exanple SSM Based RTP Session with Two Feedback Targets

The use of SSM makes it nore difficult to inject traffic into the

mul ticast group, but not inpossible. Source authentication
requirenents apply for SSM sessions, too; an individual verification
of who sent the RTP and RTCP packets is needed. An RTP session using
SSMwi || have a group security context that includes the nedia
sources, distribution source, feedback targets, and the receivers
Each has a different role and will be trusted to performdifferent
actions. For exanple, the distribution source will need to
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aut henticate the media sources to prevent unwanted traffic from being
distributed via the SSM group. Simlarly, the receivers need to

aut henticate both the distribution source and their feedback target
to prevent injection attacks frommalicious devices claimng to be
feedback targets. An understanding of the trust rel ationships and
group security context is needed between all conponents of the
system

3. Security Options

Thi s section provides an overview of security requirenents and the
current RTP security mechani snms that inplenment those requirenents.
Thi s cannot be a conplete survey, since new security nechanisns are
defined regularly. The goal is to help applications designers by
reviewing the types of solutions that are available. This section
will use a nunber of different security-related terns, as described
in the Internet Security d ossary, Version 2 [RFC4949].

3. 1. Secure RTP

The Secure Real -time Transport Protocol (SRTP) [RFC3711] is one of
the nobst commonly used nmechani snms to provide confidentiality,
integrity protection, source authentication, and replay protection
for RTP. SRTP was devel oped with RTP header conpression and third-
party monitors in mind. Thus, the RTP header is not encrypted in RTP
data packets, and the first 8 bytes of the first RTCP packet header
in each conmpound RTCP packet are not encrypted. The entirety of RTP
packets and conpound RTCP packets are integrity protected. This

all ows RTP header conpression to work and lets third-party nonitors
determine what RTP traffic flows exist based on the synchronization
source (SSRC) fields, but it protects the sensitive content.

SRTP works with transforns where different conbinations of encryption
al gorithm authentication algorithm and pseudorandom functi on can be
used, and the authentication tag | ength can be set to any val ue.

SRTP can al so be easily extended with additional cryptographic
transforns. This gives flexibility but requires nore security

know edge by the application developer. To sinplify things, Session
Description Protocol (SDP) security descriptions (see Section 3.1.3)
and Dat agram Transport Layer Security Extension for SRTP (DTLS- SRTP)
(see Section 3.1.1) use predefined conbi nations of transforns, known
as SRTP crypto suites and SRTP protection profiles, that bundle
together transforms and other paraneters, naking them easier to use
but reducing flexibility. The Miultinedia Internet Keying (M KEY)
protocol (see Section 3.1.2) provides flexibility to negotiate the
full selection of transfornms. At the tine of this witing, the
followi ng transforms, SRTP crypto suites, and SRTP protection
profiles are defined or under definition:
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AES- CM and HVAC- SHA-1: AES Counter Mbde encryption with 128-bit keys
combi ned with 160-bit keyed HVAC-SHA-1 with an 80-bit
authentication tag. This is the default cryptographic transform
that needs to be supported. The transforns are defined in SRTP
[ RFC3711], with the corresponding SRTP crypto suite defined in
[ RFC4568] and SRTP protection profile defined in [ RFC5764].

AES-f8 and HVAC- SHA-1: AES f8-npde encryption using 128-bit keys
combi ned with keyed HVAC- SHA-1 using 80-bit authentication. The
transforns are defined in [ RFC3711], with the correspondi ng SRTP
crypto suite defined in [ RFC4568]. The correspondi ng SRTP
protection profile is not defined.

SEED: A Korean national standard cryptographic transformthat is
defined to be used with SRTP in [ RFC5669]. Three options are
defined: one using SHA-1 authentication, one using Counter Mde
wi th G pher Bl ock Chaining Message Aut hentication Code (CBC MACQ),
and one using Gal ois Counter Mbde.

ARl A: A Korean bl ock cipher [ AR A-SRTP] that supports 128-, 192-,
and 256-bit keys. It also defines three options: Counter Mde
where conbined with HVAC-SHA-1 with 80- or 32-bit authentication
tags, Counter Mdde with CBC-MAC, and Gal ois Counter Mbde. It also
defines a different key derivation function than the AES-based
systens.

AES- 192- CM and AES-256-CM  Cryptographic transforns for SRTP based
on AES-192 and AES-256 Counter Mode encryption and 160-bit keyed
HVAC- SHA-1 with 80- and 32-bit authentication tags. These provide
192- and 256-bit encryption keys, but otherw se match the default
128-bit AES-CMtransform The transforns are defined in [ RFC3711]
and [ RFC6188], and the SRTP crypto suites are defined in
[ RFC6188] .

AES- GCM and AES-CCM  AES Gal oi s Counter Mdde and AES Counter Mde
with CBC- MAC for AES-128 and AES-256. This authentication is
included in the cipher text, which becones expanded with the
I ength of the authentication tag instead of using the SRTP
authentication tag. This is defined in [ AES-GCM.

NULL: SRTP [RFC3711] al so provides a NULL ci pher that can be used
when no confidentiality for RTP/RTCP is requested. The
correspondi ng SRTP protection profile is defined in [ RFC5764].

The source authentication guarantees provided by SRTP depend on the
crypt ographi c transform and key managenent used. Sone transforns

gi ve strong source authentication even in multiparty sessions; others
gi ve weaker guarantees and can authenticate group nenbership but not
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sources. Tinmed Efficient Stream Loss-Tol erant Authentication (TESLA)
[ RFC4383] offers a conplenment to the regular synmetric keyed

aut hentication transforms, |ike HVAC SHA-1, and can provide
per-source authentication in some group conmunication scenarios. The
downside is the need for buffering the packets for a while before
authenticity can be verified.

[ RFC4771] defines a variant of the authentication tag that enables a
receiver to obtain the Roll over Counter for the RTP sequence nunber
that is part of the Initialization Vector (1V) for many cryptographic
transforns. This enabl es quicker and easier options for joining a

| ong-lived RTP group; for exanple, a broadcast session

RTP header extensions are normally carried in the clear and are only
integrity protected in SRTP. This can be problematic in sone cases,
so [ RFC6904] defines an extension to also encrypt sel ected header
ext ensi ons.

SRTP i s specified and deployed in a nunber of RTP usage contexts;
significant support is provided in SIP-established VolP clients,
including IP Multimedia Subsystens (IMS), and in the Real Tinme
Stream ng Protocol (RTSP) [RTSP] and RTP-based nedi a streaning.

Thus, SRTP in general is widely deployed. Wen it cones to
cryptographic transforns, the default (AES-CM and HMAC-SHA-1) is the
most conmonly used, but it might be expected that AES- GCM
AES-192-CM and AES-256-CM wi |l gain usage in future, especially due
to the AES- and GCMspecific instructions in new CPUs.

SRTP does not contain an integrated key managenent sol ution; instead,
it relies on an external key managenent protocol. There are severa
protocol s that can be used. The follow ng sections outline sone
popul ar schenes.

3.1.1. Key Managenent for SRTP: DTLS- SRTP

A Dat agram Transport Layer Security (DTLS) extension exists for

est abli shing SRTP keys [RFC5763] [ RFC5764]. Thi s extension provides
secure key exchange between two peers, enabling Perfect Forward
Secrecy (PFS) and binding strong identity verification to an
endpoint. PFS is a property of the key agreenent protocol that
ensures that a session key derived froma set of |ong-termkeys wll
not be conpromised if one of the |ong-termkeys is conpronised in the
future. The default key generation will generate a key that contains
material contributed by both peers. The key exchange happens in the
medi a plane directly between the peers. The comon key exchange
procedures will take two round trips assunming no | osses. Transport
Layer Security (TLS) resunption can be used when establishing
additional nedia streans with the sanme peer, and it reduces the setup
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time to one RTT for these streans (see [ RFC5764] for a di scussion of
TLS resunption in this context).

The actual security properties of an established SRTP session using
DTLS wi Il | depend on the cipher suites offered and used, as well as
the nmechani smfor identifying the endpoints of the handshake. For
exanpl e, sone cipher suites provide PFS, while others do not. When
usi ng DTLS, the application designer needs to select which cipher
suites DTLS-SRTP can offer and accept so that the desired security
properties are achieved. The next choice is howto verify the
identity of the peer endpoint. One choice can be to rely on the
certificates and use a PKI to verify themto nake an identity
assertion. However, this is not the nost common way; instead, self-
signed certificates are common to use to establish trust through
signaling or other third-party sol utions.

DTLS- SRTP key managenent can use the signaling protocol in four ways:
First, to agree on using DTLS-SRTP for nedia security. Second, to
determine the network | ocation (address and port) where each side is
running a DILS listener to let the parts performthe key managenent
handshakes that generate the keys used by SRTP. Third, to exchange
hashes of each side’'s certificates to bind these to the signaling and
ensure there is no MTM attack. This assunes that one can trust the
signaling solution to be resistant to nodification and not be in
collaboration with an attacker. Finally, to provide an asserted
identity, e.g., [RFC4474], that can be used to prevent nodification
of the signaling and the exchange of certificate hashes. That way,
it enabl es binding between the key exchange and the signaling.

This usage is well defined for SIP/SDP in [ RFC5763] and, in nost
cases, can be adopted for use with other bidirectional signaling
solutions. It is to be noted that there is work underway to revisit
the SIP Identity mechani sm [ RFC4474] in the | ETF STIR wor ki ng group

The main question regarding DTLS-SRTP's security properties is how
one verifies any peer identity or at |east prevents MTM attacks.
This does require trust in some DILS-SRTP external parties: either a
PKI, a signaling system or some identity provider.

DTLS- SRTP usage is clearly on the rise. It is nandatory to support
in Wb Real -Ti me Comuni cation (WbRTC). It has grow ng support
among SI P endpoints. DTLS-SRTP was devel oped in IETF prinmarily to
meet security requirements for RTP-based nedia established using SIP
The requirenents consi dered can be reviewed in "Requirenments and
Anal ysis of Media Security Management Protocol s" [RFC5479].
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3.1.2. Key Managenent for SRTP: M KEY

Mul tinmedia Internet Keying (MKEY) [RFC3830] is a keying protoco
that has several nobdes with different properties. MKEY can be used
in point-to-point applications using SIP and RTSP (e.g., Vol P calls)
but is also suitable for use in broadcast and multicast applications
and centralized group comuni cati ons.

M KEY can establish multiple security contexts or cryptographic
sessions with a single nmessage. It is usable in scenarios where one
entity generates the key and needs to distribute the key to a nunber
of participants. The different nbodes and the resulting properties
are highly dependent on the cryptographic nmethod used to establish
the session keys actually used by the security protocol, |ike SRTP.

M KEY has the follow ng nodes of operation

Pre-Shared Key: Uses a pre-shared secret for symmetric key crypto
used to secure a keying nmessage carrying the already-generated
session key. This systemis the nost efficient fromthe
perspective of having small nessages and processi ng demands. The
downside is scalability, where usually the effort for the
provi sioning of pre-shared keys is only manageable if the nunber
of endpoints is snall.

Public Key Encryption: Uses a public key crypto to secure a keying
message carrying the already-generated session key. This is nore
resource intensive but enables scal able systens. |t does require
a public key infrastructure to enable verification.

Diffie-Hell man: Uses Diffie-Hellmn key agreenent to generate the
session key, thus providing perfect forward secrecy. The downside
is high resource consunption in bandwi dth and processi ng during
the M KEY exchange. This nethod can’t be used to establish group
keys as each pair of peers perform ng the MKEY exchange wi ||
establish different keys.

HVAC- Aut henticated Diffie-Hellman: [RFC4650] defines a variant of
the Diffie-Hell man exchange that uses a pre-shared key in a keyed
Hashed Message Aut hentication Code (HVMAC) to verify authenticity
of the keying material instead of a digital signature as in the
previous nmethod. This nethod is still restricted to
poi nt -t o- poi nt usage.

RSA-R. MKEY-RSA in Reverse node [ RFC4738] is a variant of the
public key nethod, which doesn’t rely on the initiator of the key
exchange knowi ng the responder’s certificate. This nethod lets
both the initiator and the responder specify the session keying
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mat eri al dependi ng on the use case. Usage of this nobde requires
one round-trip tinmne.

TI CKET: Ticket Payload (TICKET) [RFC6043] is a MKEY extension using
a trusted centralized key nmanagenent service (KMS). The initiator
and responder do not share any credentials; instead, they trust a
third party, the KM5, with which they both have or can establish
shared credenti al s.

| BAKE: ldentity-Based Authenticated Key Exchange (IBAKE) [ RFC6267]
uses a KMs infrastructure but with | ower demand on the KWVMS. |t
clains to provide both perfect forward and backwards secrecy.

SAKKE: [ RFC6509] provides Sakai - Kasahara Key Encryption (SAKKE) in
M KEY. 1t is based on Identity-based Public Key Cryptography and
a KMs infrastructure to establish a shared secret val ue and
certificatel ess signhatures to provide source authentication. |Its
features include sinplex transm ssion, scalability, |owlatency
call setup, and support for secure deferred delivery.

M KEY messages have several different transports. [RFC4567] defines
how M KEY nessages can be enbedded in general SDP for usage with the
signaling protocols SIP, Session Announcenent Protocol (SAP), and
RTSP. There al so exists a usage of M KEY defined by the Third
Generation Partnership Project (3GPP) that sends M KEY nessages
directly over UDP [T3GPP. 33.246] to key the receivers of Miltinmedia
Broadcast and Multicast Service (MBMS) [ T3GPP. 26.346]. [RFC3830]
defines the application/mkey nedia type, allowing MKEY to be used
in, e.g., email and HTTP

Based on the nmany choices, it is inportant to consider the properties
needed in one’'s solution and based on that eval uate which nodes are
candi dates for use. Mre information on the applicability of the
different MKEY nodes can be found in [ RFC5197].

M KEY with pre-shared keys is used by 3GPP MBMS [ T3GPP. 33. 246], and

I M5 nmedi a security [T3GPP. 33.328] specifies the use of the TICKET
mode transported over SIP and HTTP. RTSP 2.0 [ RTSP] specifies use of
the RSA-R node. There are sone SIP endpoints that support M KEY.

The nodes they use are unknown to the authors.

3.1.3. Key Managenent for SRTP: Security Descriptions

[ RFC4568] provides a keying solution based on sending pl ai ntext keys
in SDP [ RFC4566]. It is primarily used with SIP and the SDP O fer/
Answer nodel and is well defined in point-to-point sessions where
each side declares its own unique key. Using security descriptions
to establish group keys is less well defined and can have security
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issues since it's difficult to guarantee unique SSRCs (as needed to
avoid a "two-time pad" attack -- see Section 9 of [RFC3711]).

Since keys are transported in plaintext in SDP, they can easily be

i ntercepted unless the SDP carrying protocol provides strong
end-to-end confidentiality and authentication guarantees. This is
not nornmally the case; instead, hop-by-hop security is provided

bet ween signaling nodes using TLS. This |eaves the keying nmateri al
sensitive to capture by the traversed signaling nodes. Thus, in nost
cases, the security properties of security descriptions are weak

The usage of security descriptions usually requires additiona
security neasures; for exanple, the signaling nodes are trusted and

protected by strict access control. Usage of security descriptions
requires careful design in order to ensure that the security goals
can be net.

Security descriptions are the nost commonly depl oyed keyi ng sol ution
for SIP-based endpoints, where al nost all endpoints that support SRTP
al so support security descriptions. It is also used for access
protection in I M5 Media Security [ T3GPP. 33. 328].

3.1.4. Key Managenent for SRTP: Encrypted Key Transport

Encrypted Key Transport (EKT) [EKT] is an SRTP extension that enables
group keying despite using a keying mechani smlike DTLS-SRTP that
doesn’t support group keys. It is designed for centralized
conferencing, but it can also be used in sessions where endpoints
connect to a conference bridge or a gateway and need to be

provi sioned with the keys each participant on the bridge or gateway
uses to avoid decryption and encryption cycles. This can enable

i nt erwor ki ng between DTLS- SRTP and ot her keyi ng systenms where either
party can set the key (e.g., interworking with security
descriptions).

The nechani smis based on establishing an additional EKT key, which
everyone uses to protect their actual session key. The actua
session key is sent in an expanded authentication tag to the other
session participants. This key is only sent occasionally or
periodi cal |y dependi ng on use cases and dependi ng on what
requirenents exist for tinely delivery or notification

The only known depl oyment of EKT so far is in some C sco video
conf erenci ng products.
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3.1.5. Key Managenent for SRTP: ZRTP and O her Sol utions

The ZRTP [ RFC6189] key managenent system for SRTP was proposed as an
alternative to DTILS-SRTP. ZRTP provides best effort encryption

i ndependent of the signaling protocol and utilizes key continuity,
Short Authentication Strings, or a PKI for authentication. ZRTP
wasn’'t adopted as an | ETF Standards Track protocol, but was instead
publi shed as an Informational RFC in the | ETF stream Comrercia

i mpl ement ati ons exi st.

Addi tional proprietary solutions are also known to exist.
3.2. RTP Legacy Confidentiality

Section 9 of the RTP standard [ RFC3550] defines a Data Encryption
Standard (DES) or 3DES-based encryption of RTP and RTCP packets.
Thi s mechanismis keyed using plaintext keys in SDP [ RFC4566] usi ng
the "k=" SDP field. This nethod can provide confidentiality but, as
di scussed in Section 9 of [RFC3550], it has extrenely weak security
properties and is not to be used.

3. 3. | Psec

| Psec [ RFC4301] can be used in either tunnel or transport node to
protect RTP and RTCP packets in transit fromone network interface to
another. This can be sufficient when the network interfaces have a
direct relation or in a secured environnment where it can be
controll ed who can read the packets fromthose interfaces.

The main concern with using IPsec to protect RTP traffic is that in
nmost cases, using a VPN approach that terninates the security

associ ation at sone node prior to the RTP endpoint |eaves the traffic
vul nerable to attack between the VPN term nation node and the
endpoint. Thus, usage of |Psec requires careful thought and design
of its usage so that it neets the security goals. An inportant
guestion is how one ensures the |Psec termnating peer and the
ultimate destination are the same. Applications can have issues
usi ng existing APlIs when determining if |Psec is being used or not
and when determ ning who the authenticated peer entity is when | Psec
i s used.

IPsec with RTP is nore compnly used as a security solution between
i nfrastructure nodes that exchange many RTP sessions and nedi a
streans. The establishnment of a secure tunnel between such nodes
m nimzes the key management over head.

West erl und & Perkins I nf or mat i onal [ Page 17]



RFC 7201 Options for Securing RTP Sessions April 2014

3. 4. RTP over TLS over TCP

Just as RTP can be sent over TCP [RFC4571], it can al so be sent over
TLS over TCP [ RFC4572], using TLS to provide point-to-point security
services. The security properties TLS provides are confidentiality,
integrity protection, and possible source authentication if the
client or server certificates are verified and provide a usable
identity. When used in nmultiparty scenarios using a central node for
medi a distribution, the security provided is only between the centra
node and the peers, so the security properties for the whole session
are dependent on what trust one can place in the central node.

RTSP 1.0 [RFC2326] and 2.0 [RTSP] specify the usage of RTP over the
same TLS/ TCP connection that the RTSP nessages are sent over. It
appears that RTP over TLS/TCP is al so used in sone proprietary
solutions that use TLS to bypass firewalls.

3.5. RTP over Datagram TLS (DTLS)

DTLS [ RFC6347] is based on TLS [ RFC5246] but designed to work over an
unrel i abl e datagramoriented transport rather than requiring reliable
byte stream semantics fromthe transport protocol. Accordingly, DTLS
can provide point-to-point security for RTP fl ows anal ogous to that
provided by TLS but over a datagramtransport such as UDP. The two
peers establish a DILS associ ati on between each other, including the
possibility to do certificate-based source authentication when
establishing the association. Al RTP and RTCP packets flowing wll
be protected by this DTLS association

Note that using DTLS for RTP flows is different from using DILS- SRTP
key managenent. DILS- SRTP uses the sane key managenent steps as
DTLS, but uses SRTP for the per-packet security operations. Using
DTLS for RTP fl ows uses the nornal datagram TLS data protection

wr appi ng conpl ete RTP packets. Wen using DTLS for RTP flows, the
RTP and RTCP packets are conpletely encrypted with no headers in the
cl ear; when using DTLS-SRTP, the RTP headers are in the clear and
only the payl oad data is encrypted.

DTLS can use simlar techniques to those avail able for DILS SRTP to
bind a signaling-side agreement to communicate to the certificates
used by the endpoi nt when doing the DTLS handshake. This enabl es use
wi t hout having a certificate-based trust chain to a trusted
certificate root.

There does not appear to be significant usage of DILS for RTP

West erl und & Perkins I nf or mat i onal [ Page 18]



RFC 7201 Options for Securing RTP Sessions April 2014

3.6. Media Content Security/Digital Ri ghts Managenent

Mechani sns have been defined that encrypt only the nmedia content
operating within the RTP payl oad data and | eaving the RTP headers and
RTCP unaffected. There are several reasons why this night be
appropriate, but a common rationale is to ensure that the content
stored by RTSP stream ng servers has the media content in a protected
format that cannot be read by the stream ng server (this is nostly
done in the context of Digital R ghts Managenment). These approaches
then use a key managenent sol ution between the rights provider and
the consumng client to deliver the key used to protect the content
and do not give the media server access to the security context.

Such met hods have several security weaknesses such as the fact that
the sane key is handed out to a potentially |large group of receiving
clients, increasing the risk of a |eak

Use of this type of solution can be of interest in environnments that
al l ow m ddl eboxes to rewite the RTP headers and sel ect which streans
are delivered to an endpoint (e.g., sone types of centralized video
conference systenms). The advantage of encrypting and possibly
integrity protecting the payl oad but not the headers is that the

m ddl ebox can’t eavesdrop on the nedia content, but it can stil
provi de stream switching functionality. The downside of such a
systemis that it likely needs two |evels of security: the payl oad-

| evel solution, to provide confidentiality and source authentication,
and a second layer with additional transport security ensuring source
aut hentication and integrity of the RTP headers associated with the
encrypted payloads. This can also result in the need to have two

di fferent key nmanagenment systens as the entity protecting the packets
and payl oads are different with a different set of keys.

The aspect of two tiers of security are present in | SMACryp (see
Section 3.6.1) and the deprecated 3GPP Packet-sw tched Streamn ng
Service solution; see Annex K of [T3GPP. 26. 234R8].

3.6.1. | SVA Encryption and Aut hentication

The Internet Stream ng Media Alliance (I SMA) has defined | SMA
Encryption and Authentication 2.0 [ISMACryp2]. This specification
defines how one encrypts and packetizes the encrypted application
data units (ADUs) in an RTP payl oad using the MPEG 4 generic payl oad
format [ RFC3640]. The ADU types that are allowed are those that can
be stored as elementary streanms in an | SO Media File format-based
file. |1SMACryp uses SRTP for packet-level integrity and source

aut hentication froma stream ng server to the receiver.
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Key managenent for an | SMACryp-based system can be achi eved t hrough
Open Mobile Alliance (OMA) Digital Rights Managenent 2.0 [ OMADRW/ 2],
for exanple.

4. Securing RTP Applications

In the followi ng, we provide guidelines for howto choose appropriate
security nechani sns for RTP applications.

4.1. Application Requirenents

Thi s section discusses a nunber of application requirenments that need
to be considered. An application designer choosing security
solutions requires a good understandi ng of what |evel of security is
needed and what behavi or they strive to achieve.

4.1.1. Confidentiality

When it comes to confidentiality of an RTP session, there are severa
aspects to consider:

Probability of conpronise: When using encryption to provide nedia
confidentiality, it is necessary to have sone rough understandi ng
of the security goal and how | ong one can expect the protected
content to remain confidential. National or other regul ations
m ght provide additional requirements on a particul ar usage of an
RTP. Fromthat, one can determ ne which encryption algorithns are
to be used fromthe set of avail able transforns.

Potential for other |eakage: RTP-based security in nost of its forns
simply waps RTP and RTCP packets into cryptographi c containers.
This commonly neans that the size of the original RTP payload is
visible to observers of the protected packet flow. This can
provide information to those observers. A well-docunented case is
the risk with variable bitrate speech codecs that produce
different sized packets based on the speech input [ RFC6562].
Potential threats such as these need to be considered and, if they
are significant, then restrictions will be needed on node choices
in the codec, or additional padding will need to be added to make
al | packets equal size and renove the informational |eakage.

Anot her case is RTP header extensions. |f SRTP is used, header
extensions are normally not protected by the security mechani sm
protecting the RTP payload. |f the header extension carries

information that is considered sensitive, then the application
needs to be nodified to ensure that nechani sns used to protect
agai nst such information | eakage are enpl oyed.
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Who has access: Wen considering the confidentiality properties of a
system it is important to consider where the nedia handled in the
clear. For example, if the systemis based on an RTP m xer that
needs the keys to decrypt the nedia, process it, and repacketize
it, then is the mixer providing the security guarantees expected
by the other parts of the systen? Furthernore, it is inportant to
consi der who has access to the keys. The policies for the
handl i ng of the keys, and who can access the keys, need to be
considered along with the confidentiality goals.

As can be seen, the actual confidentiality level has likely nore to
do with the application’s usage of centralized nodes, and the details
of the key managenent solution chosen, than with the actual choice of
encryption algorithm (although, of course, the encryption algorithm
needs to be chosen appropriately for the desired security |evel).

4.1.2. Integrity

Protecti on agai nst nodification of content by a third party, or due
to errors in the network, is another factor to consider. The first
aspect that one assesses is what resilience one has agai nst

nodi fications to the content. Sone nedia types are extrenely
sensitive to network bit errors, whereas others m ght be able to
tolerate sone degree of data corruption. Equally inportant is to
consider the sensitivity of the content, who is providing the
integrity assertion, what is the source of the integrity tag, and
what are the risks of nodifications happening prior to that point
where protection is applied. These issues affect what cryptographic
algorithmis used, the length of the integrity tags, and whether the
entire payload is protected.

RTP applications that rely on central nodes need to consider if

hop- by-hop integrity is acceptable or if true end-to-end integrity
protection is needed. 1Is it inportant to be able to tell if a

m ddl ebox has nodified the data? There are sone uses of RTP that
require trusted niddl eboxes that can nodify the data in a way that
doesn’t break integrity protection as seen by the receiver, for
exanpl e, local advertisenment insertion in |PTV systens. There are
al so uses where it is essential that such in-network nodification be
detectable. RTP can support both with appropriate choices of
security nechani sns.

Integrity of the data is commonly closely tied to the question of

source authentication. That is, it becones inportant to know who
makes an integrity assertion for the data.
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4.1.3. Source Authentication

Source authentication is about determ ning who sent a particular RTP
or RTCP packet. It is nornmally closely tied with integrity, since a
receiver generally also wants to ensure that the data received is
what the source really sent, so source authentication w thout
integrity is not particularly useful. Sinmilarly, integrity
protection w thout source authentication is also not particularly
useful; a claimthat a packet is unchanged that cannot itself be

val idated as fromthe source (or some from other known and trusted
party) is neaningl ess.

Source authentication can be asserted in several different ways:

Base | evel: Using cryptographic mechani snms that give authentication
with sone type of key managenent provide an inplicit nethod for
source authentication. Assumng that the nmechani smhas sufficient
strength not to be circunvented in the tine frame when you would
accept the packet as valid, it is possible to assert a source-
aut henticated statenent; this nessage is likely froma source that
has the cryptographic key(s) to this conmuni cation

What that assertion actually neans is highly dependent on the
application and how it handles the keys. |If only the two peers
have access to the keys, this can forma basis for a strong trust
relationship that traffic is authenticated comng fromone of the
peers. However, in a nultiparty scenari o where security contexts
are shared anobng partici pants, nost base-level authentication
solutions can't even assert that this packet is fromthe sane
source as the previous packet.

Bi nding the source and the signaling: A step up in the assertion
that can be done in base-level systens is to tie the signaling to
the key exchange. Here, the goal is to at | east be able to assert
that the source of the packets is the same entity with which the
receiver established the session. How feasible this is depends on
the properties of the key managenent system the ability to tie
the signaling to a particular source, and the degree of trust the
recei ver places on the different nodes invol ved.

For exanple, systens where the key exchange is done using the
signaling systenms, such as security descriptions [ RFC4568] enable
a direct binding between signaling and key exchange. In such
systens, the actual security depends on the trust one can place in
the signaling systemto correctly associate the peer’s identifier
with the key exchange.
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Using identifiers: |f the applications have access to a systemthat
can provide verifiable identifiers, then the source authentication
can be bound to that identifier. For exanple, in a point-to-point
conmuni cati on, even symetric key crypto, where the key nmanagenent
can assert that the key has only been exchanged with a particul ar
identifier, can provide a strong assertion about the source of the
traffic. SIP ldentity [RFC4474] provides one exanple of how this
can be done and could be used to bind DTLS-SRTP certificates used
by an endpoint to the identity provider’s public key to
aut henticate the source of a DTLS- SRTP fl ow.

Note that all levels of the systemneed to have nmatching
capability to assert identifiers. |If the signaling can assert
that only a given entity in a multiparty session has a key, then
the media | ayer m ght be able to provide guarantees about the
identifier used by the nedia sender. However, using a signaling
aut henti cation nmechanismbuilt on a group key can limt the nedia
| ayer to asserting only group nenbership.

4.1.4. ldentifiers and ldentity

There exi st many different types of systens providing identifiers
with different properties (e.g., SIP Identity [RFC4474]). 1In the
context of RTP applications, the npst inportant property is the
possibility to perform source authentication and verify such
assertions in relation to any clainmed identifiers. Wat an
identifier really represents can also vary but, in the context of
comruni cation, one of the npst obvious is the identifiers
representing the identity of the human user with which one

communi cates. However, the human user can al so have additiona
identifiers in a particular role. For exanple, the hunman (Alice) can
al so be a police officer, and in sone cases, an identifier for her
role as police officer will be nore relevant than one that asserts
that she is Alice. This is commpn in contact w th organi zati ons,
where it is inportant to prove the person’'s right to represent the
organi zation. Sone exanples of identifier/identity mechani sms that
can be used:

Certificate based: A certificate is used to assert the identifiers
used to claiman identity; by having access to the private part of
the certificate, one can performsigning to assert one's identity.
Any entity interested in verifying the assertion then needs the
public part of the certificate. By having the certificate, one
can verify the signature against the certificate. The next step
is to determine if one trusts the certificate s trust chain.
Conmonl y, by provisioning the verifier with the public part of a
root certificate, this enables the verifier to verify a trust
chain fromthe root certificate down to the identifier in the
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certificate. However, the trust is based on all steps in the
certificate chain being verifiable and trusted. Thus, the
provi sioning of root certificates and the ability to revoke
conprom sed certificates are aspects that will require
infrastructure

On

ine identity providers: An online identity provider (1dP) can
authenticate a user’s right to use an identifier and then perform
assertions on their behalf or provision the requester with short-
termcredentials to assert the identifiers. The verifier can then
contact the 1dP to request verification of a particular

identifier. Here, the trust is highly dependent on how nmuch one
trusts the 1dP. The system al so becones dependent on having
access to the relevant 1dP

In all of the above exanples, an inportant part of the security
properties is related to the nethod for authenticating the access to
the identity.

4.1.5. Privacy

RTP applications need to consider what privacy goals they have. As
RTP applications conmunicate directly between peers in nmany cases,
the | P addresses of any communi cation peer will be available. The
mai n privacy concern with I P addresses is related to geographica

| ocation and the possibility to track a user of an endpoint. The
mai n way to avoid such concerns is the introduction of relay (e.g., a
Traversal Using Relay NAT (TURN) server [RFC5766]) or centralized
medi a mxers or forwarders that hide the address of a peer from any
other peer. The security and trust placed in these rel ays obviously
needs to be carefully considered.

RTP itself can contribute to enabling a particular user to be tracked
bet ween conmuni cation sessions if the Canonical Nanme (CNAME) is
generated according to the RTP specification in the form of

user @ost. Such RTCP CNAMEsS are likely long-term stable over
mul ti ple sessions, allowi ng tracking of users. This can be desirable
for long-termfault tracking and diagnosis, but it clearly has
privacy inplications. Instead, cryptographically random ones could
be used as defined by "Guidelines for Choosing RTP Control Protoco
(RTCP) CNAMEs" [ RFC7022].

If privacy goals exist, they need to be considered and the system
designed with themin nmind. |In addition, certain RTP features m ght
have to be configured to safeguard privacy or have requirements on
how t he i npl enentation is done.
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4.2. Application Structure

VWhen it comes to RTP security, the npost appropriate solution is often
hi ghl y dependent on the topol ogy of the communi cati on session. The
signaling al so inpacts what information can be provided and if this
can be instance specific or conmon for a group. In the end, the key
managenment systemw |l highly affect the security properties achieved
by the application. At the sane time, the comunication structure of
the application limts what key nmanagement mnet hods are appli cabl e.

As different key managenent nethods have different requirenents on
underlying infrastructure, it is inportant to take that aspect into
consideration early in the design.

4.3. Automatic Key Managenent

The gui delines for Cryptographic Key Managenent [ RFC4107] provide an
overvi ew of why automati c key nanagenent is inportant. They also
provide a strong recommendati on on using automatic key nmanagenent.
Most of the security solutions reviewed in this docunent provide or
support automati c key nanagement, at |east to establish session keys.
In sone nore |ong-termuse cases, credentials mght need to be
manual |y depl oyed in certain cases.

For SRTP, an inportant aspect of automatic key nanagenment is to
ensure that two-tine pads do not occur, in particular by preventing
mul ti pl e endpoi nts using the sane session key and SSRC. In these
cases, automatic key managenent nethods can have strong dependencies
on signaling features to function correctly. |f those dependencies
can’t be fulfilled, additional constrains on usage, e.g., per-
endpoi nt session keys, mght be needed to avoid the issue.

When sel ecting security nechanisns for an RTP application, it is
important to consider the properties of the key managenent. Using
key managenent that is both automatic and integrated will provide
mnimal interruption for the user and is inportant to ensure that
security can, and will remain, to be on by default.

4.4. End-to-End Security vs. Tunnels

If the security mechani smonly provides a secured tunnel, for
exanpl e, |ike some comopn uses of |Psec (Section 3.3), it is
important to consider the full end-to-end properties of the system
How does one ensure that the path fromthe endpoint to the |oca
tunnel ingress/egress is secure and can be trusted (and simlarly for
the other end of the tunnel)? How does one handl e the source

aut hentication of the peer, as the security protocol identifies the
other end of the tunnel? These are sone of the issues that arise
when one considers a tunnel -based security protocol rather than an
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end-to-end one. Even with clear requirements and know edge that one
still can achieve the security properties using a tunnel-based
solution, one ought to prefer to use end-to-end nechani sns, as they
are nuch less likely to violate any assunptions nade about

depl oynent. These assunptions can also be difficult to automatically
verify.

4.5. Plaintext Keys

Key managenent sol utions that use plaintext keys, |ike SDP security
descriptions (Section 3.1.3), require care to ensure a secure
transport of the signaling nessages that contain the plaintext keys.
For plaintext keys, the security properties of the system depend on
how securely the plaintext keys are protected end-to-end between the
sender and receiver(s). Not only does one need to consider what
transport protection is provided for the signaling nessage, including
the keys, but also the degree to which any internmediaries in the
signaling are trusted. Untrusted internediaries can perform M TM
attacks on the comunication or can |log the keys, resulting in the
encryption being conprom sed significantly after the actua

communi cati on occurred.

4.6. Interoperability

Few RTP applications exist as independent applications that never
interoperate with anything el se. Rather, they enabl e comruni cation
with a potentially |arge nunber of other systenms. To mininmze the
nunber of security mechanisns that need to be inplenented, it is
inmportant to consider if one can use the sane security nmechani sns as
other applications. This can also reduce problens wth deternining
what security level is actually negotiated in a particular session

The desire to be interoperable can, in sonme cases, be in conflict
with the security requirenents of an application. To neet the
security goals, it mght be necessary to sacrifice interoperability.
Al ternatively, one can inplenent nultiple security mechani sns; this,
however, introduces the conplication of ensuring that the user

under stands what it neans to use a particular security system |In
addition, the application can then becone vul nerable to bid-down
attacks.

5. Exanpl es

In the foll owi ng, we describe a nunber of exanple security solutions
for applications using RTP services or franmeworks. These exanpl es
are provided to illustrate the choices available. They are not
nornmative recomendati ons for security.
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5.1. Media Security for SIP-Established Sessions Using DTLS- SRTP

In 2009, the | ETF eval uated nedi a security for RTP sessions

est abl i shed using point-to-point SIP sessions. A nunber of

requi renents were deternined, and based on those, the existing
solutions for nedia security and especially the keying nmethods were
anal yzed. The resulting requirenents and anal ysis were published in
[ RFC5479]. Based on this analysis and working group di scussion,
DTLS- SRTP was determ ned to be the best sol ution.

The security solution for SIP using DILS-SRTP is defined in
"Framework for Establishing a Secure Real -tinme Transport Protoco
(SRTP) Security Context Using Datagram Transport Layer Security
(DTLS)" [RFC5763]. On a high level, the framework uses SIP with SDP
of fer/ answer procedures to exchange the network addresses where the
server endpoint will have a DTLS- SRTP-enabl ed server running. The
SIP signaling is also used to exchange the fingerprints of the
certificate each endpoint will use in the DILS establishment process.
When the signaling is sufficiently conpleted, the DTLS-SRTP client
performs DTLS handshakes and establishes SRTP session keys. The
clients also verify the fingerprints of the certificates to verify
that no man in the niddle has inserted thenselves into the exchange.

DTLS has a nunber of good security properties. For exanple, to
enable a MTM soneone in the signaling path needs to perform an
active action and nodify both the signaling nmessage and the DILS
handshake. Solutions al so exist that enable the fingerprints to be
bound to identities. SIP ldentity provides an identity established
by the first proxy for each user [ RFC4474]. This reduces the nunber
of nodes the connecting User Agent has to trust to include just the
first-hop proxy rather than the full signaling path. The bi ggest
security weakness of this systemis its dependency on the signaling.
SI P signaling passes multiple nodes and there is usually no nmessage
security depl oyed, only hop-by-hop transport security, if any,

bet ween t he nodes.

5.2. Media Security for WbRTC Sessi ons

Web Real - Ti me Conmuni cation (WbRTC) [WeDbRTC] is a solution providing
JavaScript web applications with real-tine nedia directly between
browsers. Media is transported using RTP and protected using a
mandat ory application of SRTP [ RFC3711], with keyi ng done using DTLS-
SRTP [ RFC5764]. The security configuration is further defined in
"WebRTC Security Architecture" [WebRTC SEC] .

A hash of the peer’s certificate is provided to the JavaScript web

application, allowing that web application to verify identity of the
peer. There are several ways in which the certificate hashes can be
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verified. An approach identified in the WebRTC security architecture
[ WbRTC-SEC] is to use an identity provider. |In this solution, the
identity provider, which is a third party to the web application,
signs the DTLS- SRTP hash conbined with a statement on the validity of
the user identity that has been used to sign the hash. The receiver
of such an identity assertion can then independently verify the user
identity to ensure that it is the identity that the receiver intended
to comuni cate with, and that the cryptographic assertion holds; this
way, a user can be certain that the application also can't performa
M TM and acquire the keys to the nmedia comuni cation. Qher ways of
verifying the certificate hashes exist; for exanple, they could be
verified against a hash carried in sone out-of-band channel (e.g.,
conmpare with a hash printed on a business card) or using a verba
short authentication string (e.g., as in ZRTP [ RFC6189]) or using
hash continuity.

In the devel opnent of WebRTC, there has al so been attention given to
privacy considerations. The main RTP-rel ated concerns that have been
rai sed are:

Location disclosure: As Interactive Connectivity Establishment (ICE)
negoti ati on [ RFC5245] provides | P addresses and ports for the
browser, this leaks |ocation information in the signaling to the
peer. To prevent this, one can block the usage of any ICE
candidate that isn't a relay candidate, i.e., where the IP and
port provided belong to the service providers nedia traffic rel ay.

Prevent tracking between sessions: Static RTP CNAMES and DTLS- SRTP
certificates provide information that is reused between session
i nstances. Thus, to prevent tracking, such information ought not
be reused between sessions, or the information ought not be sent
in the clear. Note that generating new certificates each time
prevents continuity in authentication, however, as WbRTC users
are expected to use nultiple devices to access the sane
conmuni cati on service, such continuity can’t be expected anyway;
i nstead, the above-described identity nechanismhas to be relied
on.

Not e: The above cases are focused on providing privacy from other
parties, not on providing privacy fromthe web server that provides
the WebRTC JavaScri pt application.

5.3. IP Miltimedia Subsystem (I M5) Media Security
In IMS, the core network is controlled by a single operator or by
several operators with high trust in each other. Except for sone

types of accesses, the operator is in full control, and no packages
are routed over the Internet. Nodes in the core network offer
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servi ces such as voice mail, interworking with | egacy systenms (Public
Swi t ched Tel ephone Network (PSTN), d obal System for Mobile

Conmuni cations (GSM, and 3G, and transcoding. Endpoints are
authenticated during the SIP registration using either I M5 and

Aut henti cation and Key Agreenent (AKA) (using Subscriber ldentity
Module (SIM credentials) or SIP Digest (using a password).

In I M5 nmedia security [T3GPP. 33.328], end-to-end encryption is,
therefore, not seen as needed or desired as it would hinder, for
exanpl e, interworking and transcodi ng, nmaking calls between

i nconpatible terminals inpossible. Because of this, | M nedia
security nostly uses end-to-access-edge security where SRTP is
terminated in the first node in the core network. As the SIP
signaling is trusted and encrypted (with TLS or |Psec), security
descriptions [RFC4568] is considered to give good protection against
eavesdroppi ng over the accesses that are not already encrypted (GSM
3G, and Long Term Evolution (LTE)). Media source authentication is
based on know edge of the SRTP session key and trust in that the I M
network will only forward nedia fromthe correct endpoint.

For enterprises and governnent agencies, which m ght have weaker
trust in the IMS core network and can be assuned to have conpati bl e
termnals, end-to-end security can be achieved by depl oying their own
key managenent server

Wirk on interworking with WebRTC is currently ongoing; the security
will still be end-to-access-edge but using DILS-  SRTP [ RFC5763]
i nstead of security descriptions.

5.4. 3GPP Packet-Swi tched Stream ng Service (PSS)

The 3GPP Rel ease 11 PSS specification of the Packet-switched
Stream ng Service (PSS) [T3GPP.26.234R11] defines, in Annex R a set
of security mechani sns. These security nechani sns are concerned with
protecting the content frombeing copied, i.e., Digital Rights
Managenment (DRM). To neet these goals with the specified solution,
the client inplenentation and the application platformare trusted to
protect agai nst access and nodification by an attacker.

PSS is nedia controlled by RTSP 1.0 [ RFC2326] streaning over RTP
Thus, an RTSP client whose user wants to access a protected content
will request a session description (SDP [ RFC4566]) for the protected

content. This SDP will indicate that the media is protected by
| SMACryp 2.0 [I SMACryp2] encoding application units (AUs). The
key(s) used to protect the nmedia is provided in one of two ways. |If

a single key is used, then the client uses sonme DRM systemto
retrieve the key as indicated in the SDP. Comonly, OVA DRM v2
[ OVADRM/2] will be used to retrieve the key. |If nultiple keys are to
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be used, then an additional RTSP streamfor key updates in parallel
with the nmedia streans is established, where key updates are sent to
the client using Short Term Key Messages defined in the "Service and
Content Protection for Mdbile Broadcast Services" part [OVASCP] of
the OVA Mobil e Broadcast Services [ OVABCAST] .

Worth noting is that this solution doesn't provide any integrity
verification nmethod for the RTP header and payl oad header
information; only the encoded nedia AU is protected. 3GPP has not
defined any requirenent for supporting any solution that could
provide that service. Thus, replay or insertion attacks are

possi ble. Another property is that the nmedia content can be
protected by the ones providing the nedia, so that the operators of
the RTSP server have no access to unprotected content. |Instead, al
that want to access the nedia are supposed to contact the DRM keyi ng
server, and if the device is acceptable, they will be given the key
to decrypt the nedia.

To protect the signaling, RTSP 1.0 supports the usage of TLS. This
is, however, not explicitly discussed in the PSS specification

Usage of TLS can prevent both nodification of the session description
informati on and hel p mai ntain sone privacy of what content the user
is watching as all URLs would then be confidentiality protected.

5.5. RTSP 2.0

The Real -tinme Stream ng Protocol 2.0 [RTSP] offers an interesting
conparison to the PSS service (Section 5.4) that is based on RTSP 1.0
and service requirenents perceived by nobile operators. A mgjor
difference between RTSP 1.0 and RTSP 2.0 is that 2.0 is fully defined
under the requirenent to have a mandatory-to-inpl ement security
mechanism As it specifies one transport nmedia over RTP, it is also
defining security mechani snms for the RTP-transported nedia streans.

The security goal for RTP in RTSP 2.0 is to ensure that there is
confidentiality, integrity, and source authentication between the
RTSP server and the client. This to prevent eavesdroppi ng on what
the user is watching for privacy reasons and to prevent replay or
injection attacks on the nedia stream To reach these goals, the
signaling also has to be protected, requiring the use of TLS between
the client and server

Using TLS-protected signaling, the client and server agree on the
medi a transport met hod when doi ng the SETUP request and response.
The secured nedia transport is SRTP (SAVP/ RTP) normally over UDP
The key managenent for SRTP is MKEY using RSA-R node. The RSA-R
node is selected as it allows the RTSP server to sel ect the key
despite having the RTSP client initiate the MKEY exchange. It also
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enabl es the reuse of the RTSP server’s TLS certificate when creating
the M KEY nmessages, thus ensuring a binding between the RTSP server
and the key exchange. Assum ng the SETUP process works, this wll
establish a SRTP crypto context to be used between the RTSP server
and the client for the RTP-transported nedi a streans.

6. Security Considerations
This entire docunment is about security. Please read it.
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