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Abstract

Thi s docunent anal yzes conmon security threats of the Nei ghborhood
Di scovery Protocol (NHDP) and describes their potential inpacts on
Mobil e Ad Hoc Network (MANET) routing protocols using NHDP. This
docunent is not intended to propose solutions to the threats
descri bed.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7186

Yi, et al. I nf or mati onal [ Page 1]



RFC 7186

Security Threats for

Copyri ght Notice

NHDP

April 2014

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

Provisions Relating to | ETF Docunents

(http://trustee.ietf.org/license-info)
publication of this docunent.
carefully,
to this docunent.

is subject to BCP 78 and the | ETF Trust’s Lega

in effect on the date of

Pl ease revi ew t hese documents

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunment nust

include Sinplified BSD Li cense text as described in Section 4.e of

the Trust Legal

described in the Sinplified BSD License.

Tabl e of Contents

Yi,

bR

©CoNO

Provi sions and are provided without warranty as

I ntroduction 3
Term nol ogy . . . 4
NHDP Thr eat CNerV|em1 . 4
Det ai | ed Threat Descrlptlon . 5
4.1. Jamming . . 5
4.2. Denial -of - SerV|ce Attack . 5
4.3. Eavesdropping and Traffic AnaIyS|s 6
4.4. Incorrect HELLO Message Generation 7
4.4.1. ldentity Spoofing . . 7
4.4.2. Link Spoofing . 8
4.5. Replay Attack . . 9
4.6. Message Timng Attacks 9
4.6.1. Interval Tine Attack 10
4.6.2. Validity Time Attack 10
4.7. Indirect Channel Overloading . 10
4.8. Attack on Link Quality Update . . o1l
I npact of Inconsistent Information Bases on Protocols US|ng
NHDP . 12
5.1. NPR Calculatlon . . 12
5.1.1. Flooding Di sruptlon due to Identlty Spooflng 12
5.1.2. Flooding Disruption due to Link Spooflng 13
5.1.3. Broadcast Storm. . . 14
5.2. Routing Loops . 15
5.3. Invalid or hbneX|stent Paths to Destlnatlons 16
5.4. Data Sinkhole . 16
Future Work . . 16
Security CbnS|derat|ons . 17
Acknowl edgrents . 18
Ref er ences 18
9.1. Normative References 18
9.2. Informative References 18
et al. I nf or mat i onal [ Page 2]



RFC 7186 Security Threats for NHDP April 2014

1.

Yi,

I nt roducti on

The Nei ghbor hood Di scovery Protocol (NHDP) [RFC6130] allows routers
to acquire topological information up to two hops away from

t hensel ves, by way of periodic HELLO nessage exchanges. The
informati on acquired by NHDP is used by other protocols, such as the
Optimzed Link State Routing Protocol version 2 (OLSRv2) [RFC7181]
and Sinplified Miulticast Forwarding (SMF) [RFC6621]. The topol ogy

i nformation, acquired by way of NHDP, serves these routing protocols
by detecting and maintaining | ocal 1-hop and 2-hop nei ghbor hood

i nformation.

As NHDP is typically used in wireless environnents, it is potentially
exposed to different kinds of security threats, sone of which are of
particul ar significance as conpared to wired networks. As radio
signals can be received as well as transmtted by any conpatible

wi rel ess device within radio range, there is comonly no physica
protection as otherw se known for wired networks. NHDP does not
define any explicit security measures for protecting the integrity of
the information it acquires; however, it suggests that the integrity
protection be addressed in a fashion appropriate to the depl oynent of
t he network

Thi s docunent is based on the assunption that no additional security
mechani sm such as IPsec is used in the IP |ayer, as not all MANET
depl oynents may be able to accommpdate such common | P protection
mechani sms (e.g., because of linmted resources of MANET routers).
The docurent anal yzes possi bl e attacks on and nisconfigurations of
NHDP and outlines the consequences of such attacks/m sconfigurations
to the state maintained by NHDP in each router (and, thus, nade
avail able to protocols using this state).

Thi s docunent is not intended to propose solutions to the threats
described. [RFC7185] provides further information on how to enable
integrity protection to NHDP, which can help mtigating the threats
described related to identity spoofing.

It should be noted that many NHDP i npl enentati ons are confi gurabl e,
and so an attack on the configuration system (such as [RFC6779]) can
be used to adversely affect the operation of an NHDP i npl enentati on

The NHDP M B nodul e [ RFC6779] night help nonitoring some of the
security attacks nentioned in this docunment. [MGMI-SNAP] provides a
snapshot of OLSRv2-routed MANET managenent as currently depl oyed,
whil e [ MANET- MGMI] is intended to provide specific guidelines on
MANET net wor k managenent considering the various M B nodul es that
have been witten.
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Ter mi nol ogy

Thi s docunent uses the term nol ogy and notation defined in
"Generalized Mbile Ad Hoc Network (MANET) Packet/Message Fornmat"

[ RFC5444], "Mbobile Ad Hoc Network (MANET) Nei ghborhood Di scovery
Protocol (NHDP)" [RFC6130], and "Internet Security G ossary, Version
2" [ RFC4949].

Additionally, this docunment introduces the follow ng term nol ogy:
NHDP router: A MANET router, running NHDP as specified in [ RFC6130].

Attacker: A device that is present in the network and intentionally
seeks to conprom se the information bases in NHDP routers

Conprom sed NHDP router: An attacker that is present in the network
and generates syntactically correct NHDP control nessages.
Control nessages enitted by a conpronm sed NHDP router nay contain
additional information, or omt information, as conpared to a
control message generated by a non-conproni sed NHDP router |ocated
in the sane topol ogical position in the network.

Legitimate NHDP router: An NHDP router that is not a conpronised
NHDP rout er.

NHDP Threat Overvi ew

NHDP defines a HELLO nessages exchange, enabling each NHDP router to
acqui re topological information describing its 1-hop and 2-hop

nei ghbors, and specifies informati on bases for recording this

i nformati on.

An NHDP router periodically transmts HELLO nmessages using a |ink-

|l ocal multicast on each of its interfaces with a hop-limt of 1
(i.e., HELLOCs are never forwarded). |In these HELLO nessages, an NHDP
router announces the | P addresses as heard, symretric, or |ost

nei ghbor interface addresses.

An Attacker has several ways of harm ng this neighbor discovery
process: it can announce "wong" information about its identity,
postul at e nonexi stent |inks, and replay HELLO nessages. These
attacks are presented in detail in Section 4.

The different ways of attacking an NHDP depl oynent nay eventually

|l ead to inconsistent information bases, not accurately reflecting the
correct topology of the MANET. The consequence is that protocols
using NHDP will base their operation on incorrect information,
causing routing protocols to not be able to calculate correct (or
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any) paths, degrade the perfornmance of flooding operations based on
reduced relay sets, etc. These consequences to protocols using NHDP
are described in detail in Section 5

Detai |l ed Threat Description

For each threat, a description of the mechani smof the correspondi ng

attack is given, followed by a description of how the attack affects

NHDP. The inpacts fromeach attack on protocols using NHDP are given
in Section 5.

For sinplicity in the description, the exanpl es given assune that
NHDP routers have a single interface with a single I P address
configured. Al the attacks apply, however, for NHDP routers wth
multiple interfaces and nmultiple addresses as wel|.

Janmm ng

One vul nerability, common for all protocols operating a wirel ess ad
hoc network, is that of "jamm ng", i.e., that a device generates
massi ve amounts of interfering radio transm ssions, which wll

prevent legitimate traffic (e.g., control traffic as well as data
traffic) on part of a network. Jamming is a formof interference and
overload with the threat consequence of disruption [ RFC4593].

Dependi ng on | ower layers, this may not affect transmi ssions: HELLO
messages froman NHDP router with "jamed" interfaces nmay be received
by other NHDP routers. As NHDP identifies whether a link to a

nei ghbor is unidirectional or bidirectional, a routing protocol that
uses NHDP for nei ghborhood discovery nmay ignore a link froma jamred
NHDP router to a non-jamred NHDP router. The jamed router (a router
with jamed carrier) would appear sinply as "di sconnected" for the
unj amred part of the network, which is able to maintain accurate

t opol ogy maps.

If a considerabl e ambunt of HELLO nessages are | ost or corrupted due
to collisions caused by a jamm ng attack, nei ghbor NHDP routers are
not able to establish |links between themnmsel ves any nore. Thus, NHDP
will present enpty information bases to the protocols using it.

Deni al - of - Servi ce Attack

A deni al -of -service (DoS) attack can be a result of msconfiguration
of legitinate NHDP routers (e.g., very short HELLO transni ssion
interval) or malicious behavior of conpronm sed NHDP routers

[ ACCT2012], so-called Byzantine routers [RFC4593]. DoS is a form of
interference and overload with the threat consequence of disruption
[ RFC4593] .
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By transmtting a huge anount of HELLO nmessages in a short period of
time, NHDP routers can increase channel occupation as described in
Section 4.1. Furthernore, a conprom sed NHDP router can spoof a

| arge anpbunt of different | P addresses and send HELLGs to its

nei ghbors to fill their Link/Neighbor Sets. This may result in
menory overflow, and it makes the processing of legitimte HELLO
messages i npossible. A conprom sed NHDP router can also use link
spoofing in its HELLO nessages, generating huge 2-hop Sets in

adj acent NHDP routers and therefore potentially a nmenory overfl ow
Mor eover, protocols such as SM- and OLSRv2, using the 2-hop
information for nmultipoint relay (MPR) cal cul ati on, may exhaust the
avai l abl e conput ati onal resources of the router if the Neighbor Set
and 2-hop Sets have too many entries.

By exhausting the nenory, CPU, and/or channel resources of a router
in a DoS attack or a misconfiguration, NHDP routers nmay not be able
to acconplish their specified tasks of exchanging 1-hop and 2-hop
nei ghbor hood i nformati on, and thereby disturbing the operation of
routing protocols using NHDP

In sone MANETs, the routers are powered by battery. Another
consequence of a DoS attack in such networks is that the power will
be drained quickly by unnecessary processing, transmtting, and
recei ving of messages.

Eavesdr oppi ng and Traffic Anal ysis

Eavesdr oppi ng, sonetines referred to as sniffing, is a compbn and
easy passive attack in a wireless environnment. Once a packet is
transmtted, any adjacent NHDP router can potentially obtain a copy,
for imediate or |ater processing. Neither the source nor the

i ntended destination can detect this. A malicious NHDP router can
eavesdrop on the NHDP nessage exchange and thus |earn the |oca
topology. It may al so eavesdrop on data traffic to |learn source and
destination addresses of data packets, or other header infornmation,
as well as the packet payl oad.

Eavesdr oppi ng does not pose a direct threat to the network or to
NHDP, in as much as that it does not alter the information recorded
by NHDP in its infornmation bases and presented to other protocols.
However, eavesdroppi ng can provide network information required for
enabl ing other attacks, such as the identity of comunicati ng NHDP
routers, detection of link characteristics, and NHDP router
configuration. The conpromi sed NHDP routers may use the obtained
information to | aunch subsequent attacks, and they may al so share
NHDP routing information with other NHDP or non-NHDP entiti es.

[ RFC4593] woul d categorize the threat consequence as discl osure.
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Traffic analysis normally foll ows eavesdroppi ng, which is the process
of intercepting messages in order to deduce information from

communi cation patterns. 1t can be performed even when HELLO nessages
are encrypted (encryption is not a part of NHDP), for exanple:

o Triggered HELLO nessages: an attacker could figure out that
messages are triggered and determine that there was a change of
symretri c nei ghbors of an NHDP router sending the HELLO (as well
get the frequency).

0 Message size: the nessage grows exactly by x bytes per nei ghbor
Dependi ng on which cipher is used for the encryption, sone
i nformati on about the size could be inferred, and thus the nunber
of nei ghbors coul d be guessed.

[ RFC4593] woul d categorize the threat consequence as disclosure.
I ncorrect HELLO Message Generation

An NHDP router perforns two distinct tasks: it periodically generates
HELLO messages, and it processes incom ng HELLO nmessages from

nei ghbor NHDP routers. This section describes security attacks

i nvol ving the HELLO generation

1. ldentity Spoofing

ldentity spoofing inplies that a conprom sed NHDP router sends HELLO
nmessages, pretending to have the identity of another NHDP router, or
even a router that does not exist in the networks. A conpronised
NHDP rout er can acconplish this by using an | P address, which is not
its own, in an address block of a HELLO nessage, and associating this
address with a LOCAL | F Address Bl ock TLV [1JNSI A2010] .

An NHDP router receiving that HELLO nessage from a nei ghbor will
assune that it originated fromthe NHDP router with the spoofed
interface address. As a consequence, it will add a Link Tuple to
that nei ghbor with the spoofed address, and include it in its next
HELLO messages as a heard nei ghbor (and possibly as a symetric
nei ghbor after another HELLO exchange).

Identity spoofing is particularly harnful if a conprom sed NHDP
router spoofs the identity of another NHDP router that exists in the
same routing domain. Wth respect to NHDP, such a duplicated,

spoof ed address can lead to an inconsistent state up to two hops from
an NHDP router. [RFC4593] woul d categorize the threat consequences
as discl osure and deception
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Figure 1 depicts a sinple example. In that exanple, NHDP router Ais
in radio range of NHDP router C, but not of the conprom sed NHDP
router X. |If X spoofs the address of A, that can lead to conflicts
for a routing protocol that uses NHDP, and therefore for wong path
calculations as well as incorrect data traffic forwarding.

Figure 1

Fi gure 2 depicts another exanple. |In this exanple, NHDP router Ais

two hops away from NHDP router C, reachable through NHDP router B.

If the conprom sed NHDP router X spoofs the address of A, NHDP router
Dwll take A as its 1-hop neighbor, and C may think that A is indeed
reachabl e t hrough D.

Figure 2
4.4.2. Link Spoofing

Simlar to identity spoofing, link spoofing inplies that a

conprom sed NHDP router sends HELLO nessages, signaling an incorrect
set of neighbors. This is sonetinmes referred to as falsification

[ RFC4593], and in NHDP it may take either of two forns:

0 A conprom sed NHDP router can postul ate addresses of non-present
nei ghbor NHDP routers in an address bl ock of a HELLO, associ ated
wi th LI NK_STATUS TLVs.

0 A conpromi sed NHDP router can "ignore" otherw se existing
nei ghbors by not advertising themin its HELLO nessages.

The effect of |link spoofing with respect to NHDP are twofold,
dependi ng on the two cases nentioned above:

o |If the conpromi sed NHDP router ignores existing neighbors inits
advertisenents, links will be nissing in the information bases
mai nt ai ned by other routers, and there may not be any connectivity
for these NHDP routers to or fromother NHDP routers in the MANET.
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0 On the other hand, if the conprom sed NHDP router advertises
nonexi stent links, this will lead to inclusion of topol ogica
information in the information base, describing nonexistent |inks
in the network (which, then, nmay be used by other protocols using
NHDP in place of other, existing, |inks).

[ RFC4593] woul d categorize the threat consequences as usurpati on,
deception, and di sruption.

Repl ay Attack

A replay attack inplies that control traffic fromone region of the
network is recorded and replayed in a different region at (al nost)
the sane tine, or in the sane region at a different time. This may,
for exanple, happen when two conproni sed NHDP routers col |l aborate on
an attack, one recording traffic inits proximty and tunneling it to
the ot her conprom sed NHDP router, which replays the traffic. 1In a
protocol where links are discovered by testing reception, this wll
result in extraneous link creation (basically, a "virtual" link

bet ween the two conprom sed NHDP routers will appear in the

i nformati on bases of neighboring NHDP routers). [RFC4593] woul d
categorize this as a falsification and interference threat with
threat consequences of usurpation, deception, and disruption

While this situation may result froman attack, it may al so be

intentional: if data traffic is also relayed over the "virtual" |ink,
the link being detected is indeed valid for use. This is, for
instance, used in wireless repeaters. |If data traffic is not carried
over the virtual link, an inmaginary, useless |ink between the two

conprom sed NHDP routers has been advertised and is being recorded in
the informati on bases of their neighboring NHDP routers.

Conpared to incorrect HELLO nessage attacks described in Section 4.4,
the nessages used in replay attacks are legitinmte nessages sent out
by (non-nmalicious) NHDP routers and replayed at a later tinme or
different locality by nmalicious routers. This nakes this kind of
attack harder to be detect and to counteract; integrity checks cannot
help in this case, as the original nmessage’'s Integrity Check Val ue
(ICV) was correctly cal cul at ed.

Message Tim ng Attacks

In NHDP, each HELLO nmessage contains a "validity time" (the amount of
time that information in that control message shoul d be consi dered
valid before being discarded) and may contain an "interval tine"
field (the amount of time until the next control nessage of the sane
type shoul d be expected) [RFC5497].
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1. Interval Tinme Attack

A use of the expected interval between two successive HELLO nessages
is for determning the link quality in NHDP: if nmessages are not
received within the expected intervals (e.g., a certain fraction of
nmessages are mssing), then this nay be used to exclude a link from
bei ng considered as useful, even if (sone) bidirectiona

communi cati on has been verified. |If a comprom sed NHDP router X
spoofs the identity of an existing NHDP router A and sends HELLGs
indicating a lowinterval tine, an NHDP router B receiving this HELLO
will expect the following HELLOto arrive within the interval tine
indicated. |If that expectation is not nmet, the link quality for the
link A-B will be decreased. Thus, X may cause NHDP router B's
estimate of the link quality for the link A-B to fall below the

m ni mum consi dered useful, so the |ink would not be used

[ CPSCOWR011]. [ RFC4593] woul d categorize the threat consequence as
usur pati on.

2. Validity Tine Attack

A conmprom sed NHDP router X can spoof the identity of an NHDP router
A and send a HELLO using a low validity tine (e.g., 1 ms). A
receiving NHDP router B will discard the information upon expiration
of that interval, i.e., a link between NHDP router A and B will be
"torn down" by X. The sending of a lowvalidity time can be caused
by intended malicious behaviors or sinply msconfiguration in the
NHDP routers. [RFC4593] woul d categorize the threat consequence as
usur pati on.

I ndi rect Channel Overl oadi ng

I ndi rect Channel Overloading is when a conprom sed NHDP router X by
its actions causes other legitimte NHDP routers to generate

i nordi nate amounts of control traffic. This increases channe
occupation and the overhead in each receiving NHDP router that
processes this control traffic. Wth this traffic originating from
legitimate NHDP routers, the malicious device may remai n undetected
in the wider network. It is a formof interference and overload wth
the threat consequence of disruption [ RFC4593].

Figure 3 illustrates Indirect Channel Overloading with NHDP. A
conprom sed NHDP router X advertises a symretric spoofed link to the
nonexi stent NHDP router B (at time t0). Router A selects X as MPR
upon reception of the HELLO then triggers a HELLO at t1. COverhearing
this triggered HELLO the attacker sends another HELLO at t2,
advertising the link to B as lost; this causes NHDP router Ato
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desel ect the attacker as MPR, and to send another triggered nessage
at t3. The cycle may be repeated, where the link X-B is advertised
alternately as LOST and SYM

MPRs ( X) MPRs ()
I Al I Al I Al I Al
I I I
| SYMB) I | LOST(B) I
I I I I
| x| | x| | x| | x|
s s
to tl t2 t3

Fi gure 3

Attack on Link Quality Update
According to NHDP [ RFC6130]:

Link quality is a mechani sm whereby a router MAY take

consi derations other than nessage exchange into account for
determining when a link is and is not a candi date for being
consi dered as HEARD or SYMMETRIC. As such, it is a "link
adm ssi on" mechani sm

Section 14.4 of NHDP [RFC6130] then lists several exanples of which

i nformati on can be used to update link quality. One of the listed
exanpl es uses packet exchanges between nei ghbor routers (as described
in [RFC5444]), e.g., an NHDP router may update the link quality of a
nei ghbor based on recei pt or |oss of packets if they include a
sequenti al packet sequence nunber.

NHDP does not specify how to acquire link quality updates
normatively; however, attack vectors may be introduced if an

i mpl ement ati on chooses to calculate link quality based on packet
sequence nunbers. The consequences of such threats woul d depend on
specific inplenentations. For exanple, if the link quality update is
based on a sequential packet sequence nunber from nei ghbor routers, a
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conmprom sed NHDP router can spoof packets appearing to be from
another legitinmate NHDP router that skips some packet sequence
nunbers. The NHDP router receiving the spoofed packets may degrade
the link quality as it appears that several packets have been
dropped. Eventually, the router may renove the nei ghbor when the
link quality drops bel ow HYST_REJECT

5. Inpact of Inconsistent Information Bases on Protocols using NHDP

Thi s section describes the inpact on protocols that use NHDP when
NHDP fails to obtain and represent accurate information, possibly as
a consequence of the attacks described in Section 4. This
description enphasizes the inmpacts on the MANET protocols OLSRv2

[ RFC7181] and SMF [ RFC6621].

5.1. MPR Cal cul ation

MPR sel ection (as used in [ RFC7181] and [ RFC6621], for exanple) uses
i nformati on about a router’s 1-hop and 2-hop nei ghborhood, assumi ng
that (i) this information is accurate, and (ii) each 1-hop nei ghbor
is apt to act as MPR, depending on the willingness it reports. Thus,
a conprom sed NHDP router nay seek to nanipul ate the 1-hop and 2-hop
nei ghbor hood information in a router so as to cause the MPR sel ection
to fail, leading to a flooding disruption of traffic contro

messages. This can result in inconplete topol ogy adverti senent or
can degrade the optim zed flooding to classical flooding.

5.1.1. Flooding Disruption due to Identity Spoofing

A conprom sed NHDP router can spoof the identify of other routers in
order to disrupt the MPR selection, so as to prevent certain parts of
the network fromreceiving flooded traffic [IJNSI A2010].

In Figure 4, a conproni sed NHDP router X spoofs the identity of B
The link between X and Cis correctly detected and listed in X's
HELLOs. Router A will receive HELLGs indicating |inks from B: {B-E}
X A{X-C, X-BE}, and D:{D-E, D-C}, respectively. For router A, X and D
are equal candi dates for MPR selection. To make sure the X can be
sel ected as MPR for router A, X can set its willingness to the
maxi mum val ue.
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| E]----1 D]----] ©C

I I

| |
| Bl A X
T et

Figure 4

If Band X (i) accept MPR selection and (ii) forward flooded traffic
as if they were both B, identity spoofing by X is harm ess. However,
if X does not forward flooded traffic (i.e., does not accept MR

sel ection), its presence entails flooding disruption: selecting B
over D renders C unreachable by fl ooded traffic.

W)

spoofs E
Figure 5

In Figure 5, the conprom sed NHDP router X spoofs the identity of E,
i.e., routers A and C both receive HELLOs froma router identifying
itself as E. For router B, routers A and C present the sanme nei ghbor
sets and are equal candidates for MPR selection. |If router B selects
only router Aas WPR, Cwill not relay flooded traffic fromB or
transiting via B, and router X (and routers to the "right" of it)
will not receive flooded traffic.

2. Flooding Disruption due to Link Spoofing

A conprom sed NHDP router can al so spoof links to other NHDP routers,
thereby nmaking itself appear as the nost appealing candidate to be
MPR for its neighbors, possibly to the exclusion of other NHDP
routers in the neighborhood. (In particular, this can occur if the
conmprom sed NHDP router spoofs links to all other NHDP routers in the
nei ghbor hood, plus to one NHDP router outside the neighborhood.) By
thus excluding other legitinmate NHDP routers from being selected as
MPR, the conpromi sed NHDP router will receive and be expected to
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relay all flooded traffic (e.g., traffic control nessages in OLSRv2
or data traffic in SMF) that it can then drop or otherw se
mani pul at e.

In the network in Figure 6, the conprom sed NHDP router X spoofs
links to the existing router C, as well as to a fictitious W Router
A receives HELLGs from X and B, reporting XX {X-C, X-W, B: {B-C

Al'l el se being equal, X appears a better choice for MPR than B, as X
appears to cover all neighbors of B, plus W

L1 (n
O

Fi gure 6

As router A will not select Bas MPR, Bwll not relay fl ooded

nmessages received fromrouter AL The NHDP routers on the left of B
(starting with C) will, thus, not receive any fl ooded nessages from
router A or transiting router A (e.g., a nessage originating fromyS)

3. Br oadcast Storm

A conprom sed NHDP router may attack the network by attenpting to
degrade the performance of optinized flooding algorithns so as to be
equi valent to classic flooding. This can be achieved by forcing an
NHDP router into choosing all its 1-hop neighbors as MPRs. In
MANETs, a broadcast storm caused by classic flooding is a serious
probl em that can result in redundancy, contention, and collisions

[ MOBI COMRO] .

As shown in Figure 7, the conproni sed NHDP router X spoofs the
identity of NHDP router B and, spoofs a link to router Y {B-Y} (Y
does not have to exist). By doing so, the legitimte NHDP router A
has to select the legitimate NHDP router B as its MPRin order for it
to reach all its 2-hop neighbors. The conprom sed NHDP router Y can
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performthis identity-and-link spoofing for all of NHDP router A's
1- hop nei ghbors, thereby forcing NHDP router Ato select all its
nei ghbors as MPR and di sabling the optim zati on sought by the MPR

nmechani sm
| B

I

I

| Al XDy
" spoofs B

Figure 7

5.2. Routing Loops

I nconsi stent information bases, provided by NHDP to ot her protocols,
can al so cause routing loops. |In Figure 8, the conprom sed NHDP
router X spoofs the identity of NHDP router E. NHDP router D has
data traffic to send to NHDP router A The topology recorded in the
i nformati on base of router D indicates that the shortest path to
router Ais {D >E->A}, because of the link {A-E} reported by X
Therefore, the data traffic will be routed to NHDP router E. As the
link {A-E} does not exist in NHDP router E's information bases, it

will identify the next hop for data traffic to NHDP router A as being
NHDP router D. A |oop between the NHDP routers D and E is thus
creat ed.
e e e e S A T R
I
I
I x|
spoofs E
Fi gure 8
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5.3. Invalid or Nonexistent Paths to Destinations

By reporting inconsistent topology information in NHDP, the invalid
links and routers can be propagated as link state information with
traffic control nessages and results in route failure. As
illustrated in Figure 8, if NHDP router B tries to send data packets
to NHDP router E, it will choose router A as its next hop, based on
the informati on about the nonexistent link {A-E} reported by the
conmprom sed NHDP router X

5.4. Data Sinkhol e

Wth the ability to spoof nultiple identities of legitinate NHDP
routers (by eavesdropping, for exanple), the conprom sed NHDP router
can represent a "data sinkhole" for its 1-hop and 2-hop nei ghbors.
Dat a packets that cone across its neighbors may be forwarded to the
conprom sed NHDP router instead of to the real destination. The
packet can then be dropped, nanipul ated, duplicated, etc., by the
conmprom sed NHDP router. As shown in Figure 8, if the conprom sed
NHDP router X spoofs the identity of NHDP router E, all the data
packets to E that cross NHDP routers A and B will be sent to NHDP
router X, instead of to E

6. Future Work

Thi s docunent does not propose solutions to mitigate the security
threats described in Section 4. However, this section ains at
driving new work by suggesting which threats discussed in Section 4
coul d be addressed by depl oynments or applications.

0 Section 4.1: Jamming - If a single router or a snall area of the
MANET is jamred, protocols could be specified that increase |ink
metrics in NHDP for the jamred |inks. Wen a routing protoco
such as COLSRv2 uses NHDP for nei ghborhood di scovery, other paths
| eadi ng "around" the janmed area would be preferred, and therefore
would nitigate the threat to sone extent.

0 Section 4.2: DoS - A DoS attack using a nassive anmount of HELLO
messages can be mitigated by admitting only trusted routers to the
network. [RFC7185] specifies a nmechanismfor adding Integrity
Check Values (I Cvs) to HELLO nessages and therefore providing an
adm ttance mechani smfor NHDP routers to a MANET. (Note that
adding 1 CVs creates a new DoS attack vector, as ICV verification
requires CPU and nenory resources.) However, using | CVs does not
address the problem of conprom sed routers. Detecting conprom sed
routers could be addressed in new work. [RFC7185] nmndates
i npl ementation of a security nmechanismthat is based on shared
keys and makes excludi ng single conprom sed routers difficult;
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wor k could be done to facilitate revocati on mechanisms in certain
MANET use cases where routers have sufficient capabilities to
support asymetric keys.

0 Section 4.3: Eavesdropping - [RFC7185] adds |ICVs to HELLO nessages
but does not encrypt them Therefore, eavesdropping of contro
traffic is not nmitigated. Future work could provide encryption of
control traffic for sensitive MANET topol ogies. Note that, other
than using a single shared secret key, providing encryption of
traffic anong a set of neighbors (when that set is potentially
undetermined) is nontrivial, especially without nultiplying
overheads. Wth traffic analysis, attackers could still deduce
the network information |ike HELLO nessage triggering and HELLO
message size, even though the HELLO nessages are encrypted.

0 Section 4.4.2: Link spoofing - [RFC7185] provides certain
protection against |ink spoofing, but an NHDP router has to
"trust" the originator of a HELLO that the advertised |inks are
correct. For exanple, if a router Areports alink to B, routers
receiving HELLGs from A have to trust that Bis actually a
(symmetric) neighbor of A.  New protocol work could address
protection of links without overly increasing the space and tine
overheads. An i medi ate suggestion for deploynents is to protect
routers agai nst being conpronised and to distribute keys only to
trusted routers.

0 Section 4.5: Replay Attacks - [RFC7185] uses ICVs and tinmestanps
to provide sone protection against replay attacks. It is stil
feasible to replay control messages within alimted tine. A
suggestion for deploynments is to provide tine synchronization
between routers. New work could provide tine synchronization
mechani sms for certain MANET use cases or specify a mechani sm
usi ng nonces instead of timestanps in HELLO nmessages.

0 Section 4.4.1: ldentity spoofing; Section 4.6: Message timng
attacks; Section 4.7: Indirect channel overl oadi ng; and
Section 4.8: Attack on link quality update - [RFC7185] provides
protection agai nst these attacks, assum ng the routers are not
compr om sed

Security Considerations
Thi s docunent does not specify a protocol or a procedure. The

docunent, however, reflects on security considerations for NHDP and
MANET routing protocols using NHDP for nei ghborhood di scovery.
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