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Abstract

Thi s docunent revises, extends, and replaces RFC 6622. |t describes
general and flexible TLVs for representing cryptographic Integrity
Check Values (ICvs) and timestanps, using the generalized Mbile Ad
Hoc Network (MANET) packet/message format defined in RFC 5444. |t
defines two Packet TLVs, two Message TLVs, and two Address Bl ock TLVs
for affixing ICVs and tinestanps to a packet, a nessage, and one or
nor e addresses, respectively.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7182.
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1. Introduction

Thi s docunent specifies a syntactical representation of security-
related information for use with [ RFC5444] addresses, nessages, and
packets. It also specifies | ANA registrations of TLV types and type
extension registries for these TLV types. This specification does
not represent a stand-al one protocol, but it is intended for use by
MANET routing protocols or security extensions thereof.

Specifically, this docunent, which revises, extends, and repl aces
[ RFC6622], specifies:

o Two kinds of TLV: one for carrying Integrity Check Val ues (I CVs)
and one for tinestanps in packets, nessages, and Address Bl ocks as
defined by [ RFC5444].

o0 A generic framework for use of these TLVs, accounting for specific
features of Packet, Message, and Address Bl ock TLVs.

0o |ANA registrations for TLVs, and registries for TLV type
extensions, replacing those from[RFC6622].

Thi s docunent specifies | ANA registries for recording code points for
I CV TLVs and Tl MESTAMP TLVs, as well as timnmestanps, hash functions,
and cryptographi c functions.

Moreover, in Section 12, this docunment defines the follow ng:

o A nmethod for generating ICVs using a conbination of a

cryptographi c function and a hash function and for including such
ICVs in the value field of a TLV.
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1.1. Di fferences from RFC 6622

Thi s docunent obsol etes [ RFC6622], replacing that document as the
specification of two TLV types, TIMESTAMP and |ICV, for packets,
messages and Address Blocks. For the ICV type, this docunent
specifies a new type extension, 2 (see Section 12), in addition to
including the original type extensions (0 and 1) from [ RFC6622] .

The TLV value of an ICV TLV with type extension = 2 has the same
internal structure as an ICV TLV with type extension = 1 but is

cal cul ated al so over the source address of the |P datagram carrying
the packet, nessage, or Address Block. The rationale for adding this
type extension is that some MANET protocols, such as [ RFC6130], use
the I P source address of the |IP datagram carrying the packet,

message, or Address Block, e.g., to identify links w th nei ghbor
routers. |If this address is not otherw se contained in the packet,
nmessage, or Address Bl ock payl oad (which is permtted, e.g., in

[ RFC6130]), then the address is not protected against tanpering.

Thi s docunent al so incorporates a nunber of editorial inprovenents
over [RFC6622]. In particular, it nakes it clear that an ICV TLV may
be used to carry a truncated ICV and that a single or nultival ue

TI MESTAMP or | CV Address Bl ock TLV nay cover nore than one address.
Moreover, to be consistent with the term nology in [RFC5444], the
name of the TLVs specified in this docunent have changed from " Packet
ICV TLV' to "ICV Packet TLV' and from "Packet TIMESTAMP TLV' to

"TI MESTAMP Packet TLV' (and simlar for Message and Address Bl ock
TLVS) .

A normative requirenment in Section 9.2 has changed from SHOULD to
MUST in the foll ow ng sentence:

If a nessage contains one or nore Tl MESTAMP TLVs and one or nore
I CV TLVs, then the TIMESTAMP TLVs (as well as any other Message
TLVs) MUST be added to the nessage before the I CV TLVs...

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

Her berg, et al. St andards Track [ Page 4]



RFC 7182 I CV and Tinestanp TLVs for MANETs April 2014

Thi s docunent uses the term nology and notation defined in [ RFC5444].
In particular, the following TLV fields and notation from [ RFC5444]
are used in this specification:

<msg-hop-limt> is the hop limt of a message, as specified in
Section 5.2 of [RFC5444].

<msg- hop-count> is the hop count of a message, as specified in
Section 5.2 of [RFC5444].

<length> 1is the length of the value field in a TLV in octets, as
specified in Section 5.4.1 of [RFC5444].

single-length is the length of a single value in the value field in
a TLV in octets, as specified in Section 5.4.1 of [RFC5444]. (It
is equal to <length> except in a nultivalue Address Bl ock TLV.)

In addition to using the regular expressions defined in Section 2.1.1
of [RFC5444], this docunment defines the foll ow ng:

+ - One or nore occurrences of the preceding el enent or group
3. Applicability Statenent

MANET routing protocols using the format defined in [ RFC5444] are
accorded the ability to carry additional information in control
messages and packets through the inclusion of TLVs. Information so
i ncluded MAY be used by a MANET routing protocol, or by an extension
of a MANET routing protocol, according to its specification

Thi s docunment specifies howto include an ICV for a packet, a
message, and addresses in an Address Block within a message, using
such TLVs. This docunment al so specifies howto treat an enpty Packet
TLV Bl ock, and "nutable" fields, specifically the <nsg-hop-count> and
<msg-hop-limt> fields, if present in the Message Header when
calculating I CVs, such that the resulting |ICV can be correctly
verified by any recipient.

Thi s docunent describes a generic framework for creating |ICVs, and
how to include these ICVs in TLVs. In Section 12, an exanpl e nethod
for calculating such ICVs is given, using a cryptographic function
and a hash function, for which two TLV type extensions are all ocat ed.

Thi s docunent does not specify a protocol. Protocol specifications
that make use of the franmework, specified in this docunment, will
reference this docunment in a normative way, and they may require the
i npl ementation of sone or all of the algorithnms described in this
docunent. As this docunent does not specify a protocol itself, key
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managenment and key exchange nechani sns are out of scope and may be
specified in the protocol or protocol extension using this
speci fication.

4. Security Architecture

MANET routing protocol specifications may have a clause allowi ng a
control message to be rejected as "badly formed" or "insecure" prior
to the nmessage being processed or forwarded. |In particular, MANET
routing protocols such as the Nei ghborhood Di scovery Protocol (NHDP)
[ RFC6130] and the Optinmized Link State Routing Protocol version 2

[ RFC7181] recognize external reasons (such as failure to verify an
ICV) for rejecting a message that woul d be considered "invalid for
processi ng".

This architecture is a result of the observation that with respect to
security in MANETs, "one size rarely fits all" and that MANET routing
prot ocol depl oynent domai ns have varying security requirenents
rangi ng from "unbreakable" to "virtually none". The virtue of this
approach is that MANET routing protocol specifications (and

i mpl ement ati ons) can remain "generic", wth extensions providing
proper security nmechani snms specific to a depl oynent donain.

The MANET routing protocol "security architecture", in which this
specification situates itself, can therefore be summari zed as
fol |l ows:

o MANET routing protocol specifications, each with a clause all ow ng
an extension to reject a nessage (prior to processing/forwarding)
as "badly fornmed" or "insecure".

o MANET routing protocol security extensions, each rejecting
messages as "badly formed" or "insecure", as appropriate for a
given security requirenent specific to a depl oynent donain.

0 Code points and an exchange format for information, necessary for
speci fication of such MANET routing protocol security extensions.

Thi s docunent addresses the | ast of the points above, by specifying a
common exchange format for cryptographic I CVs and tinestanps, naking
reservations fromwthin the Packet TLV, Message TLV, and Address

Bl ock TLV registries of [RFC5444], to be used by (and shared anong)
MANET routing protocol security extensions.

For the specific deconposition of an I CV using a cryptographic
function and a hash function (specified in Section 12), this docunent
specifies two | ANA registries (see Section 13) for code points for
hash functions and cryptographi c functions.
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Wth respect to [ RFC5444], this docunent is:

0o Intended to be used in the non-nornative, but intended, npde of
use described in Appendi x B of [RFC5444].

0 A specific exanple of the Security Considerations section of
[ RFC5444] (the authentication part).

5. Overview and Functi oni ng

Thi s docunent specifies a syntactical representation of security-
related information for use with [ RFC5444] addresses, nessages, and
packets, and al so specifies | ANA registrations (see Section 13) of
TLV types and type extension registries for these TLV types.

Mor eover, this docunent provides guidelines for how MANET routing
protocols, and MANET routing protocol extensions using this
specification, should treat ICV and Ti mestanp TLVs, and nutabl e
fields in messages. This specification does not represent a stand-
al one protocol. MANET routing protocols, and MANET routing protoco
extensions using this specification, MJST provide instructions as to
how to handl e packets, nessages, and addresses with security

i nformati on, associated as specified in this docunent.

Thi s docunent specifies TLV type assignnments (see Section 13) from
the registries defined for Packet, Message, and Address Block TLVs in
[ RFC5444]. \When a TLV type is assigned fromone of these registries,
a registry for type extensions for that TLV type is created by | ANA
Thi s docunent specifies these type extension registries, in order to
specify internal structure (and acconpanyi ng processing) of the
<value> field of a TLW.

For exanple, and as specified in this docunent, an ICV TLV with type
extension = 0 specifies that the <value> field has no predefined
internal structure, but is sinply a sequence of octets. An ICV TLV
with type extension = 1 specifies that the <value> field has a
predefined internal structure and defines its interpretation. An ICV
TLV with type extension = 2 (added in this docunment) is the same as
an ICV TLV with type extension = 1, except that the integrity
protection al so covers the source address of the | P datagram carrying
the packet, nessage, or Address Bl ock

Specifically, with type extension = 1 or type extension = 2, the
<value> field contains the result of conbining a cryptographic
function and a hash function, calcul ated over the contents of the
packet, nessage, or Address Bl ock. The <value> field contains sub-
fields indicating which hash function and cryptographic function have
been used, as specified in Section 12
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O her docunents can request assignhments for other type extensions; if
they do so, they MJST specify their internal structure (if any) and
interpretation.

6. Ceneral ICV TLV Structure
The value of the ICV TLV is:
<val ue> : = <| CV-val ue>+
wher e:

<ICv-value> is a field, of length <length> octets (except in a
mul tival ue Address Bl ock TLV, where each <ICV-value> is of length
single-length octets) that contains the information to be
interpreted by the ICV verification process, as specified by the
type extension.

Note that this does not specify how to cal cul ate the <ICVv-val ue> nor
the internal structure thereof, if any; such informati on MIST be
specified by the type extension for the ICV TLV type; see Section 13.
Thi s docunent specifies three such type extensions: one for |CVs

wi t hout predefined structures and two for | CVs constructed conbining
a cryptographic function and a hash functi on.

7. Ceneral Timestanp TLV Structure
The val ue of the Tinestanp TLV is:
<val ue> : = <tine-val ue>+
wher e:

<tinme-value> is a field, of length <length> octets (except in a
mul tival ue Address Bl ock TLV, where each <tinme-value> is of length
single-length octets) that contains the tinestanp.

Note that this does not specify how to cal cul ate the <time-val ue> nor
the internal structure thereof, if any; such information MIST be
specified by the type extension for the TI MESTAMP TLV type; see
Section 13.

Atimestanp is essentially "freshness information". As such, its
setting and interpretation are to be determ ned by the MANET routing
protocol, or MANET routing protocol extension, that uses the
timestanp and can, for exanple, correspond to a POSI X timestanp, GPS
ti mestanp, or a sinple sequence nunber. Note that ensuring tine
synchroni zation in a MANET may be difficult because of the
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decentralized architecture as well as highly dynam c topol ogy due to
mobility or other factors. 1t is out of scope for this docunment to
specify a tinme synchroni zati on mechani sm

8. Packet TLVs

Two Packet TLVs are defined: one for including the cryptographic ICV
of a packet and one for including the tinestanp indicating the time
at which the cryptographic I CV was cal cul at ed.

8.1. |CV Packet TLV

An | CV Packet TLV is an exanple of an ICV TLV as described in

Section 6. When determ ning the <l CV-value> for a packet, and addi ng
an | CV Packet TLV to a packet, the followi ng considerations MJST be
appl i ed:

0 Because packets as defined in [ RFC5444] are never forwarded by
routers, no special considerations are required regarding nutable
fields (i.e., <msg-hop-count> and <msg-hop-linit>), if present
wi thin any nessages in the packet, when cal culating the ICV.

0 Any |ICV Packet TLVs already present in the Packet TLV Bl ock MJUST
be renmpoved before calculating the 1CV, and the Packet TLV Bl ock
si ze MJUST be recal cul ated accordingly.

o If the Packet TLV Bl ock now contains no Packet TLVs, the Packet
TLV Bl ock MJUST be renpbved, and the phastlv bit in the <pkt-flags>
field in the Packet Header MJST be cleared ('0').

0 Any renoved | CV Packet TLVs MJST be restored after having
calculated the 1CV, and the Packet TLV Bl ock size MJIST be
recal cul ated accordi ngly.

0 \When any renoved | CV Packet TLVs, and the newly cal culated I CV
Packet TLV, are added to the packet, if there is no Packet TLV
Bl ock, then one MJST be added, including setting ('1') the phastlv
bit in the <pkt-flags> field in the Packet Header.

The rationale for renmoving any | CV Packet TLVs al ready present prior
to calculating the ICV is that several ICV TLVs may be added to the
sane packet, e.g., using different |1CV cryptographic and/or hash
functions. The rationale for renoving an enpty Packet TLV Block is
because the receiver of the packet cannot tell the difference between
what was an absent Packet TLV Bl ock, and what was an enpty Packet TLV
Bl ock when renoving and verifying the | CV Packet TLV if no other
Packet TLVs are present.
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8.2. TIMESTAWP Packet TLV

A TI MESTAMP Packet TLV is an exanple of a Tinmestanp TLV as descri bed
in Section 7. |If a packet contains one or nore TI MESTAMP TLVs and
one or nore I CV TLVs, then the TI MESTAWP TLVs (as well as any ot her
Packet TLVs) MJST be added to the packet before the ICV TLVs, in
order to include the timestanps and other TLVs in the cal cul ati on of
the 1 Cvs.

9. Message TLVs

Two Message TLVs are defined: one for including the cryptographic |ICV
of a message and one for including the timestanp indicating the tine
at which the cryptographic I CV was cal cul at ed.

9.1. |1CV Message TLV

An | CV Message TLV is an exanple of an ICV TLV as described in
Section 6. Wen determining the <ICV-value> for a nessage, the
foll owi ng consi derati ons MJST be appli ed:

o0 The fields <nsg-hop-lint> and <nsg-hop-count>, if present in the
Message Header, MUST both be assunmed to have the value 0 (zero)
when cal cul ating the | CV.

0 Any ICV Message TLVs already present in the Message TLV Bl ock MJST
be renmoved before calculating the 1CV, and the nmessage size as
wel | as the Message TLV Bl ock size MJST be recal cul ated
accordingly. Also, all relevant TLVs other than I CV TLVs MJST be
added prior to I CV val ue cal cul ati on.

0 Any renoved | CV Message TLVs MUST be restored after having
calculated the 1CV, and the message size as well as the Message
TLV Bl ock size MJST be recal cul ated accordi ngly.

The rationale for renoving any | CV Message TLVs al ready present prior
to calculating the ICV is that several |ICV TLVs may be added to the
same nessage, e.g., using different |1CV cryptographic and/or hash
functions.

9.2. TI MESTAMP Message TLV

A TI MESTAMP Message TLV is an exanple of a Tinestanp TLV as descri bed
in Section 7. |1f a nessage contains one or nore Tl MESTAMP TLVs and
one or nmore I CV TLVs, then the TI MESTAMP TLVs (as well as any ot her
Message TLVs) MJUST be added to the nessage before the ICV TLVs, in
order to include the tinmestanps and ot her Message TLVs in the
calculation of the ICV.
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10.

10.

10.

11.

Address Bl ock TLVs

Two Address Bl ock TLVs are defined: one for associating a
cryptographic ICV to one or nore addresses and their associated
informati on and one for including the tinestanp indicating the tine
at which the cryptographic I CV was cal cul at ed.

1. | CV Address Bl ock TLV

An | CV Address Block TLV is an exanple of an ICV TLV as described in
Section 6. The ICV is calculated over one or nore addresses,
concatenated with any other values -- for exanple, other Address

Bl ock TLV <value> fields -- associated with those addresses. A MANET
routing protocol, or MANET routing protocol extension, using |CV
Address Bl ock TLVs MJST specify how to include any such concatenated
attributes of the addresses in the calculation and verification
processes for the I1CV. Wen determ ning an <l CV-val ue> for one or
nore addresses, the follow ng considerati on MUST be appli ed:

o If other TLV values are concatenated with the addresses for
calculating the ICV, the corresponding TLVs MJST NOT be | CV
Address Bl ock TLVs already associated with any of the addresses.

The rationale for not concatenating the addresses with any ICV TLV
val ues already associated with the addresses when cal cul ating the ICV
is that several |ICVs may be added to the sane address or addresses,
e.g., using different ICV cryptographic and/or hash functions, and
the order of addition is not known to the recipient.

2. Tl MESTAMP Address Bl ock TLV

A TI MESTAMP Address Block TLV is an exanple of a Timestanp TLV as
described in Section 7. If one or nore TIMESTAMP TLVs and one or
more | CV TLVs are associated with an address, the rel evant TI MESTAMP
TLV <tinme-val ue>(s) MJST be included before cal culating the val ue of
the ICV to be contained in the ICV TLV value (i.e., concatenated with
the associ at ed addresses and any ot her val ues as described in

Section 10.1).

| CV: Basic

The basic I CV, represented by way of an ICV TLV with type

extension = 0, has as TLV value a sinple bit-field w thout specified
structure (i.e, without explicitly included hash function, crypto
function, key ID or other parameters). NMoreover, it is not specified
how to cal culate the <ICV-value>. It is assumed that the nmechani sm
specifying how I CVs are cal culated and verified, as well as which
paraneters (if any) need to be exchanged prior to using the TLV with
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12.

12.

type extension = 0, is established outside of this specification,
e.g., by adm nistrative configuration or external out-of-band
si gnal i ng.

The <l CV-val ue>, when using type extension = 0, is:
<l Cv-val ue> : = <| CV-dat a>
wher e:

<ICv-data> is a field, of length <length> octets (or single-length
octets in a nultival ue Address Bl ock TLV) that contains the
cryptographic I CV

I CV: Hash Function and Cryptographic Function

One comon way of calculating an ICV is conbining a cryptographic
function and a hash function applied to the content. This
deconposition is specified in this section, using either type
extension = 1 or type extension = 2, in the I1CV TLVs.

1. General ICV TLV Structure

The followi ng data structure allows representation of a cryptographic
I CV, including specification of the appropriate hash function and
cryptographi c function used for calculating the ICV

<| CV-val ue> : = <hash-function>
<crypt ogr aphi c- functi on>
<key-i d-1engt h>
<key-i d>?
<| CV- dat a>

wher e:

<hash-function> is a one-octet unsigned integer field specifying
t he hash function.

<crypt ographi c-function> is a one-octet unsigned integer field
speci fying the cryptographic function

<key-id-length> is a one-octet unsigned integer field specifying
the length of the <key-id> field as a nunber of octets. The value
zero (0x00) is reserved for using a single pre-installed, shared
key.
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<key-id> is a field specifying the key identifier of the key that
was used to calculate the ICV of the nessage, which allows uni que
identification of different keys with the same originator. It is
the responsibility of each key originator to nake sure that
actively used keys that it issues have distinct key identifiers.
If <key-id-length> equals zero (0x00), the <key-id> field is not
contained in the TLV, and a single pre-installed, shared key is
used.

<ICv-data> is a field with length <length> - 3 - <key-id-I|ength>

octets (except in a multivalue Address Block TLV, in which it is

single-length - 3 - <key-id-length> octets) and that contains the
cryptographic I CV

The version of this TLV, specified in this section, assunes that,
unl ess otherw se specified, calculating the I CV can be deconposed
i nto:

| CV-val ue = cryptographic-function(hash-function(content))

In sone cases, a different conbination of cryptographic function and
hash function may be specified. This is the case for the Hashed
Message Aut hentication Code (HVAC) function, which is specified as
defined in Section 13.12, using the hash function twi ce. Using
crypt ographi c-function "none" is provided for symetry and possible
future use, but it SHOULD NOT be used with any currently specified
hash functi on.

The difference between the two type extensions is that in addition to
the information covered by the I CV using type extension = 1 (which is
detailed in the foll owing sections), the ICV using type extension = 2
al so MUST cover the source address of the |IP datagram carrying the
correspondi ng packet, nessage, or Address Bl ock

The <l CV-data> field MAY be truncated after being calculated, this is
indicated by its length, calcul ated as described above. The
truncati on MJUST be as specified for the rel evant cryptographic
function (and, if appropriate, hash function).

0 When using truncation, the guidelines for mninmal ICV length set
out in [N ST-SP-800-107] MJST be followed. 1In particular the
<I Cv-data> field when using HVAC MUST NOT be truncated bel ow 4
octets.

o0 The truncated I1CV length MIST be so |large that the probability of
success of a dictionary attack is acceptably small. Such a
success will arise if the ICV of a spoofed packet or nessage is
verified. The probability of success is a function of (a) how
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many routers can be attacked, (b) how fast a router can receive
packets or nessages and attenpt to verify their 1CV, (c) the
truncated ICV length, and (d) the lifetime of the network. |[If the
truncated ICV length in bits is L, then 2L packets or nessages
are required to attack with certainty of success. Wth a
verification rate of R packets/nessages per second, applied to N
routers over an available time of T, the probability of success is
given by NRT/2~L. If this is not to exceed a probability of P,
then L > | 0og2(NRT/P). For example, if Nis 32, Ris 1000, Tis
86400 (I day) and P is 107-6, then L nust be at |east 52 hits.

Sone of the cryptographic and hash functions listed in Section 13
require the length of the content to be digitally signed to be a
multiple of a certain nunber of octets. As a consequence, they
speci fy paddi ng mechani snms, e.g., AES-CMAC [ RFC4493] specifies a
paddi ng nmechani sm for nessage | engths that are not equal to a
multiple of 16 octets. |Inplenentations of the framework in this
docunent MUST support appropriate paddi ng mechani sns, as specified in
the cryptographic or hash function specifications.

The hash function and the cryptographic function correspond to the
entries in two IANA registries, which are described in Section 13.

1.1. Rationale

The rationale for separating the hash function and the cryptographic
function into two octets instead of having all conbinations in a
single octet -- possibly as a TLV type extension -- is that adding
further hash functions or cryptographic functions in the future may
| ead to a non-contiguous nunmber space as well as a smaller overal
space.

The rationale for not including a field that lists paraneters of the
cryptographic ICV in the TLV is that, before being able to validate a
cryptographic ICV, routers have to exchange or acquire keys. Any
addi tional parameters can be provided together with the keys in that
bootstrap process. Therefore, it is not necessary, and would even
entail an extra overhead, to transmit the paraneters within every
message

The rationale for the addition of type extension = 2 is that the
source address is used in some cases, such as when processing HELLO
messages in [ RFC6130]. This is applicable only to packets (which
only ever travel one hop) and nessages (and their Address Bl ocks)
that only travel one hop. It is not applicable to nmessages that may
be forwarded nore than one hop, such as Topol ogy Control (TC)
nmessages in [ RFC7181].
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1.2. Paraneters

As described in Section 12.1.1, paraneters are selected

adm nistratively on each router before using this framework in a
MANET, in addition to exchanging the keys between MANET routers
This was a design decision in [RFC6622] and is kept in this
specification for reasons of backwards conpatibility.

The foll owi ng paraneters are RECOMVENDED and SHOULD be those chosen
adm nistratively, unless there are good reasons otherwi se:

o For crypto function RSA

* Signature scheme: RSASSA-PSS with the default paraneters:
r SASSA- PSS-Def aul t-1dentifier (as defined in [ RFC3447])

* Common exponent: 65537
o For crypto function ECDSA:
* Curve nane: exchanged as part of key distribution

* Hash function: The hash function MJST be pinned to the curve,
i.e., use SHA-256 for the p-256 curve, SHA-384 for p-384, etc

o For crypto function AES

* Authentication algorithm G pher-Based Message Aut hentication
Code (CMAC) (as defined in [ RFC4493])

* Hash function: None
2. Considerations for Calculating the ICV
The considerations listed in the follow ng subsecti ons MIST be
appl i ed when calculating the ICV for Packet, Message, and Address
Bl ock TLVs, respectively.
2.1. |CV Packet TLV

When determining the <ICV-data> for a packet, with type
extension = 1:

o The ICV is calculated over the fields <hash-function>,
<crypt ogr aphi c-functi on>, <key-id-length> and -- if present --
<key-id> (in that order), followed by the entire packet, including
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t he Packet Header, including all Packet TLVs (other than ICV
Packet TLVs), and all included nessages. The considerations of
Section 8.1 MJST be appli ed.

When determining the <ICV-data> for a packet, with type
ext ension = 2:

o0 The sane procedure as for type extension = 1 is used, except that
the data used consists of a representation of the source address
of the I P datagram carrying the packet, followed by the remaining
data (as for type extension = 1). The representation of the
source address consists of a single octet containing the address
length, in octets, followed by that nmany octets containing the
address in network byte order.

12.2.2. 1CV Message TLV

When determining the <ICV-data> for a nmessage, with type
ext ension = 1:

o The ICV is calculated over the fields <hash-function>,
<crypt ographi c-function>, <key-id-length> and -- if present --
<key-id> (in that order), followed by the entire nessage. The
considerations in Section 9.1 MJST be appli ed.

When determining the <l Cv-data> for a message, with type
extension = 2:

0 The sane procedure as for type extension = 1 is used, except that
the data used consists of a representation of the source address
of the I P datagram carrying the nessage, foll owed by the renaining
data (as for type extension = 1). The representation of the
source address consists of a single octet containing the address
length, in octets, followed by that many octets containing the
address in network byte order.

12. 2. 3. | CV Address Bl ock TLV

When determning the <l CV-data> for one or nore addresses, with type
extension = 1:

o The ICV is calculated over the fields <hash-function>,

<crypt ographi c-function>, <key-id-length> and -- if present --
<key-id> (in that order), followed by the addresses, and foll owed
by any other values -- for exanple, other Address Bl ock TLV

<val ue>s that are associated with those addresses. A MANET
routing protocol, or MANET routing protocol extension, using |CV
Address Bl ock TLVs MJST specify how to include any such
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concatenated attribute of the addresses in the verification
process of the I1CV. The consideration in Section 10.1 MJST be
appl i ed.

When determining the <l CV-data> for one or nore addresses, with type
ext ension = 2:

o0 The sane procedure as for type extension = 1 is used, except that
the data used consists of a representation of the source address
of the I P datagram carrying the Address Bl ock, followed by the
remai ning data (as for type extension = 1). The representation of
the source address consists of a single octet containing the
address length, in octets, followed by that many octets containing
the address in network byte order.

3. Exanmple of a Message Including an I CV

The sanpl e nessage depicted in Figure 1 is derived from Appendi x E of
[ RFC5444]. The nessage contains an | CV Message TLV, with the val ue
representing an ICV that is 16 octets long and a key identifier that
is 4 octets long. The type extension of the Message TLV is 1, for
the specific deconposition of an I CV using a cryptographic function
and a hash function, as specified in Section 12
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0 1 2 3
01234567890123456789012345678901

B i s T T i i o S o T Ji I
| Message Type | M=15 | MAL=3 | Message Length = 82 |
b e e S e S Sk SR S S S o S
| Message Origi nator Address |
i e e R e s R i e R e b i o S S St
| Hop Limt | Hop Count | Message Sequence Number |
B i s T T i i o S o T Ji I
| Message TLV Bl ock Length = 36 | TLV Type |  MILVF = 16 |
e s i i e T S e b i T S SN S
| Value Len = 6 | Val ue |
i e e R e o o e e b i ol S R B S
| Val ue (cont) | TLV Type = ICV |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| MILVF = 144 | MILVExt = 1 |Value Len = 23 | Hash Func |
++++++++++++++-+++++++++++++++++++
| Crypto Func | KeylD Len = 4 | Key ldentifier |
i e T T i e e i Tl i S R TR RN R SR S R S
| Key ldentifier (cont) | I CV Val ue |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| I CV Val ue (cont) |
e L o i T e S th o i R S
| I CV Val ue (cont) |
i e e R e o o e e ki o S N S T
| I CV Val ue (cont) |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| I CV Val ue (cont) | Num Addr = 2 | ABF = 48 |
e L o i e e R  l t o i R S
| Tail Len =2 | Md O | Md 1 |
i e e R e o o e i i i o SR R S S
| Md 1 (cont) | Prefix Length | ABTLV Bl ock Length = 0 |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Num Addr = 3 | ABF = 128 | Head Len = 2 | Head |
e s i i T e T h ok i R SR S
| Head (cont) | Md O | Md 1 |
i e e L T i e T e e e T b i ol S N B T
| Md 1 (cont) | Md 2 | ABTLV Bl ock ...|
e o I e e ol i I T T T S S e e e e i i ol it T R R
| . Length = 9 | TLV Type | ABTLVF = 16 | Value Len = 2 |
PO P PO VPO Y
| Val ue | TLV Type | ABTLVF = 32 |
i e e R e o o e e i i i o S R S S
| Index Start | |Index Stop |

i It S i R i SIE TR TR e

Figure 1. Exanple Message with I CV
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MF: Message Flags, see Section 5.2 of [RFC5444].

MAL: Message Address Length, see Section 5.2 of [RFC5444].
MTILVF: Message TLV Fl ags, see Section 5.4.1 of [RFC5444].

MILVExt: Message TLV Type Extension, see Section 5.4.1 of [RFC5444].
AF: Address Bl ock Flags, see Section 5.3 of [RFC5444].

ABTLV: Address Block TLV, see Section 5.4 of [RFC5444].

ABTLVF: Address Bl ock TLV Flags, see Section 5.4.1 of [RFC5444].

Exampl e Message with 1CV - Legend
I ANA Consi derations

The |1 ANA registrations for TLV Types and the TLV type extension
registries given in this specification replace the identica
registrations and registries from|[RFC6622].

Thi s specification defines the follow ng TLV Types, replacing the
original specifications in [ RFC6622]:

o Two Packet TLV Types, which have been allocated fromthe 0-223
range of the "Packet TLV Types" repository of [RFC5444], as
specified in Table 1.

0o Two Message TLV Types, which have been all ocated fromthe 0-127
range of the "Message TLV Types" repository of [RFC5444], as
specified in Table 2.

0 Two Address Bl ock TLV Types, which have been allocated fromthe
0-127 range of the "Address Bl ock TLV Types" repository of
[ RFC5444], as specified in Table 3.

Thi s specification updates the following registries that were created
in [ RFC6622] :

0 A type extension registry for each of these TLV types with val ues
as listed in Tables 1, 2, and 3.

The following terns are used as defined in [BCP26]: "Namespace",
"Regi stration", and "Designated Expert".

The following policy is used as defined in [ BCP26]: "Expert Review'
1. Expert Review Evaluation Guidelines
For TLV type extensions registries where an Expert Review is

required, the Designated Expert SHOULD take the sane genera
recomrendations into consideration as those specified by [ RFC5444].
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For both TI MESTAMP and | CV TLVs, functionally simlar extensions for
Packet, Message, and Address Bl ock TLVs SHOULD be nunbered
i dentically.

2. Packet TLV Types

I ANA has, in accordance with [ RFC6622], made allocations fromthe
"Packet TLV Types" nanmespace of [RFC5444] for the Packet TLVs

specified in Table 1. |1ANA has nodified this allocation as
i ndi cat ed.

Fomm o - S Fom e oo +

| Type | Description | Reference

F-- - - - o e e e e oo o o m e e e - +

| 5 | I cv | RFC 7182 |

| 6 | TIMESTAMP | RFC 7182 |

Femmm o - Fom e o - Fom e +

Table 1: Packet TLV Types
3. Message TLV Types

I ANA has, in accordance with [ RFC6622], nmmde allocations fromthe
"Message TLV Types" nanespace of [RFC5444] for the Message TLVs

specified in Table 2. |1ANA has nodified this allocation as
i ndi cat ed.

+o-m - - S S +

| Type | Description | Reference

Fomm o - S Fom e oo +

| 5 | I cv | RFC 7182 |

| 6 | TIMESTAMP | RFC 7182 |

R S R +

Tabl e 2: Message TLV Types
4. Address Bl ock TLV Types

I ANA has, in accordance with [ RFC6622], made allocations fromthe
"Address Bl ock TLV Types" nanmespace of [RFC5444] for the Packet TLVs
specified in Table 3. |1ANA has nodified this allocation as

i ndi cat ed.
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oo . S +
| Type | Description | Reference

R S R +
| 5 | I cv | RFC 7182 |
| 6 | TIMESTAMP | RFC 7182 |
S . - +

Tabl e 3: Address Bl ock TLV Types
5. |ICV Packet TLV Type Extensions

I ANA has, in accordance with [ RFC6622], made allocations fromthe

"I CV Packet TLV Type Extensions" nanespace of [RFC6622] for the
Packet TLVs specified in Table 4. |1ANA has nodified this allocation
(including defining type extension = 2) as indicated.

Fom e o m e e e e e e e e e e e e e e e e e eeee e Fom e +
| Type | Descri ption | Reference

| Extension | | |
N o e e e e e e e e e e e e e e e e e e e e e emaeao - N +
| 0 | I CV of a packet | RFC 7182 |
| 1 | 1CV, using a cryptographic function and a | RFC 7182 |
| | hash function, as specified in Section 12 | |
| | of this docunent | |
| 2 | ICV, using a cryptographic function and a | RFC 7182 |
| | hash function, and including the IP | |
| | datagram source address, as specified in | |
| | Section 12 of this docunent | |
| 3-251 | Unassi gned; Expert Revi ew | |
| 252-255 | Reserved for Experinmental Use | RFC 7182

R o m m e e e e e e e e e e e e e e eeee oo R +

Table 4: 1CV Packet TLV Type Extensions

More than one | CV Packet TLV with the same type extension MAY be
included in a packet if these represent different |ICV calcul ations
(e.g., with type extension 1 or 2 and different cryptographic
function and/or hash function or with a different key identifier).
| CV Packet TLVs that carry what is declared to be the same

i nformati on MUST NOT be included in the sane packet.

6. TIMESTAMP Packet TLV Type Extensions

I ANA has, in accordance with [ RFC6622], made allocations fromthe

"TI MESTAMP Packet TLV Type Extensions” namespace of [RFC6622] for the
Packet TLVs specified in Table 5. |1ANA has nodified this allocation
as indicated.
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S e S +
| Type | Descri ption | Reference |
| Extension | | |
S oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo S +
| 0 | Unsigned tinmestanp of arbitrary length, | RFC 7182 |
| | given by the TLV Length field. The MANET | |
| | routing protocol has to define howto | |
| | interpret this tinestanp | |
| 1 | Unsigned 32-bit tinmestanp, as specified | RFC 7182 |
| | in [| EEEL1003. 1- 2008] | |
| 2 | NTP tinmestanp format, as specified in | RFC 7182 |
I I [ RFC5905] I I
| 3 | Signed timestanp of arbitrary length with | RFC 7182 |
| | no constraints such as nonotonicity. In | |
| | particular, it may represent any random | |
| | val ue | |
| 4- 251 | Unassi gned; Expert Revi ew | |
| 252-255 | Reserved for Experinmental Use | RFC 7182 |
S IR T S IR +

Tabl e 5: TI MESTAMP Packet TLV Type Extensions

More than one TI MESTAMP Packet TLV with the sanme type extension MJST
NOT be included in a packet.

13.7. |1CV Message TLV Type Extensions
I ANA has, in accordance with [ RFC6622], nmade allocations fromthe
"I CV Message TLV Type Extensions" nanespace of [RFC6622] for the

Message TLVs specified in Table 6. | ANA has nodified this allocation
(including defining type extension = 2) as indicated.
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R o m m e e e e e e e e e e e e e e eeee oo R +
| Type | Descri ption | Reference |
| Extension | | |
S oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo S +
| 0 | I CV of a nessage | RFC 7182 |
| 1 | ICV, using a cryptographic function and a | RFC 7182 |
| | hash function, as specified in Section 12 | |
| | of this docunent | |
| 2 | ICV, using a cryptographic function and a | RFC 7182 |
| | hash function, and including the IP | |
| | datagram source address, as specified in | |
| | Section 12 of this docunent | |
| 3-251 | Unassi gned; Expert Revi ew | |
| 252-255 | Reserved for Experimental Use | RFC 7182 |
R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R +

Table 6: | CV Message TLV Type Extensions

More than one | CV Message TLV with the same type extension MAY be
included in a message if these represent different |ICV cal cul ations
(e.g., with type extension 1 or 2 and different cryptographic
function and/or hash function or with a different key identifier).

| CV Message TLVs that carry what is declared to be the sane

i nformati on MUST NOT be included in the sane nessage.

8. Tl MESTAMP Message TLV Type Extensions

I ANA has, in accordance with [ RFC6622], nmade allocations fromthe
"TI MESTAMP Message TLV Type Extensions" nanespace of [ RFC6622] for
the Message TLVs specified in Table 7. 1ANA has nodified this

al |l ocation as indicated.
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S e S +
| Type | Descri ption | Reference

| Extension | | |
S oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo S +
| 0 | Unsigned tinmestanp of arbitrary length, | RFC 7182 |
| | given by the TLV Length field. The MANET | |
| | routing protocol has to define howto | |
| | interpret this tinestanp | |
| 1 | Unsigned 32-bit tinmestanp, as specified | RFC 7182 |
| | in POSI X [ EEE1003. 1-2008] | |
| 2 | NTP tinmestanp format, as specified in | RFC 7182 |
I I [ RFC5905] I I
| 3 | Signed timestanp of arbitrary length with | RFC 7182 |
| | no constraints such as nonotonicity. In | |
| | particular, it may represent any random | |
| | val ue | |
| 4- 251 | Unassi gned; Expert Revi ew | |
| 252-255 | Reserved for Experinmental Use | RFC 7182

S IR T S IR +

Table 7: TI MESTAMP Message TLV Type Extensions

More than one TI MESTAMP Message TLV with the sane type extensi on MUST
NOT be included in a nmessage.

9. ICV Address Bl ock TLV Type Extensions

I ANA has, in accordance with [ RFC6622], nmade allocations fromthe

"I CV Address Bl ock TLV Type Extensions" nanmespace of [RFC6622] for
the Address Block TLVs specified in Table 8. | ANA has nodified this
al l ocation (including defining type extension = 2) as indicated.
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R o m m e e e e e e e e e e e e e e eeee oo R +
| Type | Descri ption | Reference

| Extension | | |
S oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo S +
| 0 | I CV of an object (e.g., an address) | RFC 7182 |
| 1 | ICV, using a cryptographic function and a | RFC 7182 |
| | hash function, as specified in Section 12 | |
| | of this docunent | |
| 2 | ICV, using a cryptographic function and a | RFC 7182 |
| | hash function, and including the IP | |
| | datagram source address, as specified in | |
| | Section 12 of this docunent | |
| 3-251 | Unassi gned; Expert Revi ew | |
| 252-255 | Reserved for Experimental Use | RFC 7182 |
R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R +

Table 8: I CV Address Bl ock TLV Type Extensions

More than one | CV Address Block TLV with the sane type extension MAY
be associated with an address if these represent different ICV
calculations (e.g., with type extension = 1 or type extension = 2 and
different cryptographic function and/or hash function or with a
different key identifier). |1CV Address Block TLVs that carry what is
declared to be the sane infornmati on MUST NOT be associated with the
sane address.

10. TI MESTAMP Address Bl ock TLV Type Extensions

I ANA has, in accordance with [ RFC6622], nmmde allocations fromthe
"TI MESTAMP Address Bl ock TLV Type Extensions" nanespace of [RFC6622]
for the Address Block TLVs specified in Table 9. |ANA has nodified
this allocation as indicated.
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S e S +
| Type | Descri ption | Reference

| Extension | | |
S oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo S +
| 0 | Unsigned tinmestanp of arbitrary length, | RFC 7182 |
| | given by the TLV Length field. The MANET | |
| | routing protocol has to define howto | |
| | interpret this tinestanp | |
| 1 | Unsigned 32-bit tinmestanp, as specified | RFC 7182 |
| | in POSI X [ EEE1003. 1-2008] | |
| 2 | NTP tinmestanp format, as specified in | RFC 7182 |
I I [ RFC5905] I I
| 3 | Signed timestanp of arbitrary length with | RFC 7182 |
| | no constraints such as nonotonicity. In | |
| | particular, it may represent any random | |
| | val ue | |
| 4- 251 | Unassi gned; Expert Revi ew | |
| 252-255 | Reserved for Experinmental Use | RFC 7182

S IR T S IR +

Tabl e 9: TI MESTAMP Address Bl ock TLV Type Extensions

More than one TI MESTAMP Address Bl ock TLV with the sane type
ext ensi on MJUST NOT be associated with any address.

13. 11. Hash Functi ons

I ANA has, in accordance with [RFC6622], created a registry for hash
functions that can be used when creating an ICV, as specified in
Section 12 of this docunent. The initial assignments and all ocation
policies are specified in Table 10. |ANA has nodified this

al |l ocation as indicated.
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S S o m oo S +
| Value | A gorithm| Descri ption | Reference |
S R R o e e e e e e e e e e e e e e R +
| 0 | none | The "identity function": The | RFC 7182 |
| | | hash value of an object is the | |
| | | obj ect itself | |
| 1 | SHA- 1 | [ NI ST- FI PS- 180- 4] | RFC 7182 |
| 2 | SHA-224 | [ NI ST- FI PS- 180- 4] | RFC 7182 |
| 3 | SHA-256 | [ NI ST- FI PS- 180- 4] | RFC 7182 |
| 4 | SHA-384 | [ NI ST- FI PS- 180- 4] | RFC 7182 |
| 5 | SHA-512 | [ NI ST- FI PS- 180- 4] | RFC 7182 |
| 6-251 | | Unassi gned; Expert Revi ew | |
| 252-255 | | Reserved for Experinmental Use | RFC 7182 |
B N St N +

Tabl e 10: Hash Function Registry
13.12. Cryptographic Functions
I ANA has, in accordance with [RFC6622], created a registry for the

crypt ographi c functions, as specified in Section 12 of this docunent.
Initial assignnments and allocation policies are specified in

Table 11. |1 ANA has nodified this allocation as indicated.

S S o m oo S +
| Value | A gorithm| Descri ption | Reference |
S R R o e e e e e e e e e e e e e e R +
| 0 | none | The "identity function": The | RFC 7182 |
| | | value of an encrypted hash is | |
| | | the hash itself | |
| 1 | RSA | [ RFC3447] | RFC 7182 |
| 2 | DSA | [ NI ST- FI PS- 186- 4] | RFC 7182 |
| 3 | HVAC | [ RFC2104] | RFC 7182 |
| 4 | 3DES | [ NI ST- SP-800-67] | RFC 7182 |
| 5 | AES | [ NI ST- FI PS-197] | RFC 7182 |
| 6 | ECDSA | [ RFC6090] | RFC 7182 |
| 7-251 | | Unassi gned; Expert Revi ew | |
| 252-255 | | Reserved for Experinmental Use | RFC 7182 |
S R R o e e e e e e e e e e e e e e R +

Table 11: Cryptographic Function Registry
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Security Considerations
Thi s docunent does not specify a protocol. It provides a syntactica
conponent for cryptographic |ICVs of nessages and packets, as defined

in [RFC5444]. 1t can be used to address security issues of a MANET
routing protocol or MANET routing protocol extension. As such, it
has the sanme security considerations as [ RFC5444].

In addition, a MANET routing protocol or MANET routing protoco
extension that uses this specification MJST specify how to use the
framework and the TLVs presented in this docunent. |[In addition, the
protection that the MANET routing protocol or MANET routing protoco
extensions attain by using this framework MJST be descri bed.

As an exanmple, a MANET routing protocol that uses this conmponent to
reject "badly fornmed" or "insecure" nessages if a control nessage
does not contain a valid I CV SHOULD i ndicate the security assunption

that if the ICV is valid, the nmessage is considered valid. It also
SHOULD i ndi cate the security issues that are counteracted by this
measure (e.g., link or identity spoofing) as well as the issues that

are not counteracted (e.g., conprom sed keys).
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