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1. Introduction

RBri dge canpuses provide transparent |east-cost forwarding using the
Transparent Interconnection of Lots of Links (TRILL) protocol that
builds on Internediate Systemto Internediate System (1S 1S) routing
[1S- 1S [RFCL195] [RFC7176]. Devices that inplenent TRILL are called
Routing Bridges (RBridges) or TRILL Switches. However, the TRILL
base protocol standard [ RFC6325] provides only for TRILL Data
messages and TRILL I S-1S nessages.

Thi s docunent specifies a general channel nechanismfor the
transm ssi on of other messages within an RBridge canpus, such as BFD
[ RFC5880] nessages, (1) between RBridges and end stations that are
directly connected on the same link and (2) between RBridges. This
mechani sm supports a requirenent to be able to operate with m ni nal
configuration.

1.1. RBridge Channel Requirements

It is anticipated that various protocols operating at the TRILL |ayer
will be desired in RBridge canpuses. For exanple, there is a need
for rapid-response continuity checking with a protocol such as BFD

[ RFC5880] [ RFC5882] and for a variety of optional reporting.

To avoid the requirenment to design and specify a way to carry each
such protocol, this docunent specifies a general channel for sending
messages between RBridges in a canpus at the TRILL | evel by extending
the TRILL protocol. To accommbdate a wi de variety of protocols, this
RBri dge Channel facility accommodates all the regular nodes of TRILL
Data transni ssion including single- and nultiple-hop unicast as well
as VLAN-scoped nulti-destination distribution

To mi nimze any unnecessary burden on transit RBridges and to provide
a nore realistic test of network continuity and the like, RBridge
Channel nessages are designed to |look |like TRILL Data frames and, in
the case of multi-hop nmessages, can normally be handl ed by transit
RBridges as if they were TRILL Data frames; however, to enable
processing at transit RBridges when required by particul ar nessages,
they may optionally use the RBridge Channel Alert TRILL extended
header flags [ RFC7179] that causes a transit RBridge inplenmenting the
flag to nore closely exam ne a flagged frane.

Thi s docunent al so specifies a format for sendi ng RBridge Channe
messages between RBridges and end stations that are directly
connected over a link, in either direction, when provided for by the
protocol involved. For the nobst part, this format is the sanme as the
format that is encapsulated by TRILL Data for inter-RBridge Channe
nmessages.
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Each particul ar protocol using the RBridge Channel facility wll
likely use only a subset of the facilities specified herein.

1.2. Relation to the MPLS Generic Associ at ed Channel

The RBridge Channel is similar to the MPLS Generic Associ ated Channel
specified in [RFC5586]. Instead of using a special MPLS |l abel to

i ndi cate a special channel message, an RBridge Channel nessage is

i ndi cated by a special nulticast Inner.MacDA and inner Ethertype (see
Section 2.1).

1.3. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The term nol ogy and acronyns of [ RFC6325] are used in this docunent
with the additions |isted bel ow

BFD - Bidirectional Forwarding Detection

CHV - Channel Header Version

MH - Milti-Hop

NA - Native

SL - Silent

2. Inter-RBridge Channel Messages

Channel messages between RBridges are transmitted as TRILL Data
franmes. (For information on channel nessages that can be transnmitted
bet ween RBridges and end stations that are directly connected by a
link, see Section 4.) Inter-RBridge Channel nessages are identified
as such by their Inner.MacDA, which is the All-Egress-RBridges
mul ti cast address, together with their inner Ethertype, which is the

RBri dge- Channel Ethertype. This Ethertype is part of and starts the
RBri dge Channel Header.
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The di agram bel ow shows the overall structure of an RBridge Channe
Message frame on a |ink between two RBridges:

Frame Structure Section of This Document
e m e e e e eea o .
| Li nk Header | Section 2.3 if Ethernet link
T TRILL Header | section 2.2
| imner Ethernet Header | section 2.1.2
| Reridge channel reader | Section 2.1.1
r---b;éiéééizéhéé;;;é-bé;[ééa----r See specific channel protoco
Uik Traier (FGS i1 Ethernet) |
o oo +

Figure 1: RBridge Channel Frame Structure

Optionally, some channel nessages may require exam nation of the
frane by transit RBridges that support the RBridge Channel feature,
to determine if they need to take any action. To indicate this, such
messages use an RBridge Channel Alert extended TRILL Header flag as
further described in Section 3 bel ow.

Sections 2.1 and 2.2 describe the inner frane and the TRILL Header
for frames sent in an RBridge Channel. As always, the outer Link
Header and Link Trailer are whatever is needed to get a TRILL Data
frane to the next-hop RBridge, depending on the technol ogy of the
I'ink, and can change with each hop for multi-hop nessages. Section
2.3 describes the outer Link Header for Ethernet |inks, and Section
2.4 discusses sone special considerations for the first hop

transm ssion of RBridge Channel nessages.

Section 3 describes sonme details of RBridge Channel nessage
processing. Section 4 provides the specifications for native RBridge
Channel frames between RBridges and end stations that are directly
connected over a link. Section 5 describes how support for RBridge
Channel protocols is indicated. And Sections 6, 7, and 8 give
congestion, allocation (I ANA and | EEE), and security considerations
respectivel y.
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2.1. RBridge Channel Message |nner Frane

The encapsul ated i nner frame within an RBridge Channel nessage frane
is as shown bel ow

0 1 2 3
01234567890123456789012345678901
I nner Ethernet Header:
B i s T T i i o S o T Ji I
| Speci al I nner. MacDA = Al |l - Egress- RBri dges |
I I e S s S Al S S
Speci al | nner. MacDA cont. | I nner. MacSA |
B S s I T S i it S S S S &
I nner. MacSA cont . |
B S S e i S S T A S S S S S S i S S
VLAN Tag Et hertype | Priority, DElI, VLANID |
B T S S i I S S e o &
RBri dge Channel Header:

e I T S i T ik SN S S S S
RBri dge- Channel Ethertype | CHV | Channel Prot ocol
i T o T i e S S S i S e S

FI ags | ERR |
i S S S ik N DR U DR
I nformation specific to the RBridge Channel Protocol:
e I S S S kM SRR S
I

+ Channel - Prot ocol - Specific Data
I

I
+
I
+
I
+
r
+
I
+
I

Fi gure 2: RBridge Channel |nner Frane Header Fields

The Channel - Prot ocol - Specific Data contains the information rel ated
to the specific channel protocol used in the channel nessage.
Details of that data are outside the scope of this docunent, except
in the case of the RBridge Channel Error protocol specified in
Section 3. 2.

2.1.1. RBridge Channel Header
As shown in Figure 2, the RBridge Channel Header starts with the
RBri dge- Channel Ethertype (see Section 7.2). Following that is a
four-byte quantity with four sub-fields as follows:

CHV: A 4-bit field that gives the RBridge Channel Header Version.
Thi s docunent specifies version zero.
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Channel Protocol: A 12-bit unsigned integer that specifies the
particul ar RBridge Channel protocol to which the nessage
appl i es.

Fl ags: Provides 12 bits of flags as described bel ow

ERR: A 4-bit unsigned integer used in connection with error
reporting at the RBridge Channel |evel as described in Section
3.

The flag bits are nunbered fromO to 11 as shown bel ow.

| 01 2 3 4 5 6 7 8 910 11|
B T T T LI
| SL| MH| NA| Reserved |
B T T T i S

Fi gure 3: Channel Header Flag Bits

Bit 0: The SL or Silent bit, the high-order bit in network order.
If it is a one, it suppresses RBridge Channel Error nessages
(see Section 3)

Bit 1: The MH or Miulti-Hop bit. It is used to informthe
destination RBridge protocol that the nmessage may be nulti-hop
(MH=1) or was intended to be one-hop only (NMH=0).

Bit 2: The NA or Native bit. It is used as described in Section
4,

Reserved: Bits reserved for future specification that MIST be sent
as zero and ignored on receipt.

The RBridge Channel Protocol field specifies the protocol that the
channel nessage relates to. The initial defined value is listed
bel ow.

Pr ot ocol Nane - Section of This Document

0x001 RBri dge Channel Error - Section 3

| ANA Consi derations for RBridge Channel protocol nunbers are provided
in Section 7. These include provisions for Private Use protoco
nunbers. Because different uses of Private Use RBridge Channe
protocol nunbers may conflict, such use MIST be within a private
network. It is the responsibility of the private network manager to
avoid conflicting use of these code points and unacceptabl e burdens
within the private network fromtheir use.
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2.1.2. Inner Ethernet Header

The special Inner.MacDA is the Al -Egress-RBridges nulticast Mdia
Access Control (MAC) address to signal that the frame is intended for
the egress (decapsulating) RBridge itself (or the egress RBridges
thenselves if the frane is nulti-destination). (This address is
called the Al -ESADI - RBri dges address in [RFC6325].) The RBridge-
Channel Ethertype indicates that the frame is an RBridge Channe
message. The only other Ethertype currently specified for use with
the All-Egress-RBridges Inner.MacDA is L2-1S-1S to indicate an ESADI
franme [ RFC6325]. |In the future, additional Ethertypes may be
specified for use with the All-Egress-RBridges multicast address.

The RBridge originating the channel message selects the |nner. MacSA
The | nner. MacSA MJST be set by the originating RBridge to a MAC
address unique within the canpus owned by the originating RBridge.
This MAC address can be considered, in effect, the MAC address of a
virtual internal end station that handl es the RBridge Channel franes
originated by or destined for that RBridge. It MAY be the sane as
the I nner. MacSA used by the RBridge when it originates ESAD franes
[ RFC6325] .

2.1.3. Inner.VLAN Tag

As with all frames formatted to be processed as a TRILL Data frane,
an Inner.VLAN tag is present. Use of a VLAN tag Ethertype other than
0x8100 or stacked tags is beyond the scope of this docunment but is an
obvi ous extensi on.

Mul ti-destination RBridge Channel messages are, like all nulti-
destination TRILL Data nmessages, VLAN scoped so the Inner.VLAN ID
MJUST be set to the VLAN of interest. To the extent that distribution
tree pruning is in effect in the canmpus, such channel nessages nmay
only reach RBridges advertising that they have connectivity to that
VLAN.

For channel nessages sent as known unicast TRILL Data franes, the
default value for the Inner.VLAN ID is VLAN 1, but particular RBridge
Channel protocols MAY specify other val ues.

The I nner.VLAN al so specifies a three-bit frame priority for which
the follow ng recomrendati ons apply:

1. For one-hop channel messages critical to network connectivity,

such as one-hop BFD for rapid link-failure detection in support
of TRILL IS-1S, the RECOMVENDED priority is 7
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2. For single and multi-hop unicast channel nessages inportant to
net wor k operation but not critical for connectivity, the
RECOMVENDED priority is 6

3. For other unicast channel nessages and all multi-destination
channel nessages, it is RECOMVENDED that the default priority
zero be used. In any case, priorities higher than 5 SHOULD NOT
be used for such franes.

There is one additional bit in a VLAN tag val ue between the 12-bit
VLAN ID and 3-bit priority, the Drop Eligibility Indicator (DEl)
[RFC7180]. It is RECOMMENDED that this bit be zero for the first two
categori es of channel nessages listed i mediately above. The setting
of this bit for channel nmessages in the third category may be
dependent on the channel protocol and no general reconmendation is
made for that case.

2.2. TRILL Header for RBridge Channel Messages

After the outer Link Header (that, for an Ethernet link, ends with
the TRILL Ethertype) and before the encapsul ated frane, the channe
message’s TRILL Header initially appears as follows:

0 1 2 3
01234567890123456789012345678901
il s ST I S S I S T T S
|V=0] R|M Op-Len | Hop Count |
B T S i T s i i e e SEI S
Egress Ni cknane | I ngress Ni cknane |
I S i o T s S S S e s s T

Figure 4: RBridge Channel TRILL Header Fields

The TRILL Header version (V) MJST be zero; the R bits are reserved;
the Mbit is set appropriately as the channel nessage is to be
forwarded as known destination unicast (M=0) or mnulti-destination
(ME1), regardless of the fact that the Inner. MacDA is always the Al -
Egress-RBridges multicast address; and Op-Len is set appropriately
for the length of the TRILL Header extensions area, if any, all as
specified in [ RFC6325] .

When an RBridge Channel nessage is originated, the Hop Count field
defaults to the maxi num val ue, Ox3F, but particular RBridge Channe
prot ocol s MAY specify other values. For nessages sent a known number
of hops, such as one-hop nessages or a two-hop self-addressed nessage
i ntended to | oop back through an i nmedi ate nei ghbor RBridge, setting
the Hop Count field in the TRILL Header to the nmaxi num val ue and
checking its value on receipt provides an additional validity check
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2

2

as discussed in [ RFC5082], where this type of field is referred to as
"TTL" or "Hop Limt".

The RBridge originating a channel nessage places a nicknane that it
holds in the Ingress Ni ckname field.

There are several cases for the Egress Nicknane field. If the
channel message is nulti-destination, then the Egress N ckname
designates the distribution tree to use. |If the channel message is a

mul ti-hop unicast message, then the Egress Nicknane is a nicknane of
the target RBridge; this includes the special case of a nessage

i ntended to | oop back from an i mredi ate nei ghbor where the origi nator
pl aces one of its own nicknames in both the Ingress N cknane and
Egress Nicknane fields. |If the channel message is a one-hop unicast
message, there are two possibilities for the Egress N cknane.

o0 The Egress Ni ckname can be set to a nicknane of the target
nei ghbor RBri dge.

o The special nickname Any-RBridge may be used. RBridges supporting
the RBridge Channel facility MJST recogni ze the Any-RBridge
speci al nicknane and accept TRILL Data franmes having that value in
the Egress Nicknane field as being sent to themas the egress.
Thus, for such RBridges, using this egress ni cknanme guarantees
processing by an i mredi ate nei ghbor regardl ess of the state of
ni cknames.

3. Ethernet Link Header and Trail er

An RBridge Channel frame has the usual Link Header and Link Trailer
for a TRILL Data franme depending on the type of link on which it is
sent.

For an Ethernet |ink [RFC6325], the Quter.MacSA is the MAC address of
the port fromwhich the frane is sent. The Quter.MacDA is the MAC
address of the next-hop RBridge port for unicast RBridge Channe
messages or the All-RBridges multicast address for nulti-destination
RBri dge Channel messages. The Quter.VLAN tag specifies the
designated VLAN for that hop, and the priority should be the sane as
in the Inner.VLAN tag; however, the output port may have been
configured to strip VLAN tags, in which case no Quter.VLAN tag
appears on the wire. And the Link Trailer is the Ethernet FCS

4. Special Transnission and Rate Consi derations
If a multi-hop RBridge Channel nessage is received by an RBridge, the

criteria and nmethod of forwarding it are the sanme as for any TRILL
Data frane. |If it is so forwarded, it will be on a link that was
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included in the routing topol ogy because it was in the Report state
as specified in [RFC7177].

However, special considerations apply to single-hop nessages because,
for sone RBridge Channel protocols, it may be desirable to send

RBri dge Channel nessages over a link that is not yet fully up. In
particular, it is permissible, if specified by the particul ar channe
protocol, for the source RBridge that has created an RBri dge Channe
message to attenpt to transmit it to a next-hop RBridge when the Iink
is in the Detect or 2-Way state, as specified in [RFC7177], as wel

as when it is in the Report state. Such nmessages can al so be sent on
point-to-point links that are not in the Up state.

RBri dge Channel messages represent a burden on the RBridges, and
links in a campus and should be rate limted, especially if they are
sent as high priority, nmulti-destination, or multi-hop franmes or have
an RBridge Channel Alert extended header flag set. See Section 6,
"Congestion Considerations".

3. Processing RBridge Channel TRILL Data Messages

RBri dge Channel TRILL Data nessages are designed to |ook |like and, to
the extent practical, be forwarded as regular TRILL Data frames. On
receiving a channel message, an RBridge perforns the usual initia
tests on the frame and nmakes the sanme forwarding and/or decapsul ation
decisions as for a regular TRILL Data frame [RFC6325] with the

foll owi ng exceptions for RBridges inplenenting the RBridge Channe
facility:

1. An RBridge inplenenting the RBridge Channel facility MJST
recogni ze the Any-RBridge egress nicknanme in TRILL Data franes,
decapsul ati ng such franes if they nmeet other checks. (Such a
frame cannot be a valid nulti-destination frame because the Any-
RBri dge nicknane is not a valid distribution tree root.)

2. If an RBridge Channel Alert extended header flag is set, then the
RBri dge MUST process the RBridge Channel message as descri bed
bel ow even if it is not egressing the frane. |If it is egressing
the frame, then no additional processing beyond egress processing
is needed even if an RBridge Channel Alert flag is set.

3. On decapsul ation, the special |nner.MacDA value of All-Egress-
RBri dges MJST be recogni zed to trigger checking the
I nner. Et hertype and processing as an RBridge Channel nessage if
that Ethertype is RBridge-Channel
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RBri dge Channel nessages SHOULD only be sent to RBridges that
advertise support for the channel protocol involved as described in
Section 5.

Al RBridges supporting the RBridge Channel facility MJST recognize
t he RBridge- Channel inner Ethertype.

3.1. Processing the RBridge Channel Header

Knowi ng that it has an RBridge Channel nessage, the egress RBridge,
and any transit RBridge if an RBridge Channel Alert bit is set in the
TRILL Header, |ooks at the CHV (RBridge Channel Header Version) and
Channel Protocol fields.

If any of the follow ng conditions occur at an egress RBridge, the
franme is not processed, an error nmay be generated as specified in
Section 3.2, and the frame is discarded. The behavior is the same if
the frame is being processed at a transit RBridge because the RBridge
Critical Channel Alert flag is set [RFC7179]. However, if these
conditions are detected at a transit RBridge exam ning the nessage
because the RBridge Non-critical Channel Alert flag is set [ RFC/179]
but the RBridge Critical Channel Alert flag is not set, no error is
generated, and the frane is still forwarded nornally.

Error Conditions:

1. The Ethertype is not RBridge-Channel and not any ot her Ethertype
known to the RBridge as usable with the All-Egress-RBridges
I nner. MacDA, or the frane is so short that the Ethertype is
truncat ed.

2. The CHV field is non-zero, or the frame is so short that the
version zero Channel Header is truncated.

3. The Channel Protocol field is a reserved value or a val ue unknown
to the processing RBridge.

4., The ERR field is non-zero, and Channel Protocol is a val ue other
t han 0x001.

5. The RBridge Channel Header NA flag is set to one, indicating that
the franme shoul d have been received as a native frame rather than
a TRILL Data frane.

If the CHV field and NA flag are zero and the processing RBridge
recogni zes the Channel Protocol value, it processes the nessage in
accordance with that channel protocol. The processing nodel is as if
the received frame starting with and including the TRILL Header is
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delivered to the Channel protocol along with a flag indicating
whether this is (a) transit RBridge processing due to an RBridge
Channel Alert flag being set or (b) egress processing.

Errors within a recogni zed Channel Protocol are handl ed by that
channel protocol itself and do not produce RBridge Channel Error
franes.

3. 2. RBri dge Channel Errors

A variety of problens at the RBridge Channel |evel cause the return
of an RBridge Channel Error frame unless one of the follow ng apply:
(a) the "SL" (Silent) flag is a one in the channel nessage for which
the probl em was detected, (b) the processing is due to the RBridge
Non-critical Channel Alert flag being set, (c) the frame in error
appears, itself, to be an RBridge Channel Error frame (has a non-zero
ERR field or a Channel Protocol of 0x001), or (d) the error is
suppressed due to rate liniting.

An RBridge Channel Error frame is a multi-hop unicast RBridge Channe
message with the Ingress N cknane set to a nicknane of the RBridge
detecting the error and the Egress N ckname set to the value of the

I ngress Nicknane in the channel nessage for which the error was
detected. No per-hop transit processing is specified for such error
frames, so the RBridge Channel Alert extended header flags SHOULD, if
an extension is present, be set to zero. The SL and MH flags SHOULD
be set to one; the NA flag MIST be zero; and the ERR field MJST be
non-zero as described below. For the protocol-specific data area, an
RBri dge Channel Message Error frame has at |least the first 256 bytes
(or less if less are avail able) of the erroneous decapsul ated channe
message starting with the TRILL Header. (Note: The TRILL Header does
not include the TRILL Ethertype that is part of the Link Header on

Et hernet 1inks.)

The foll owi ng values for ERR are specified:
ERR RBridge Channel Error Code Meani ng

0 No error

1 Frame too short (truncated Ethertype or Channel Header)
2 Unr ecogni zed Et hertype

3 Uni npl ement ed val ue of CHV

4 Wong val ue of NA flag

5 Channel Protocol is reserved or uninpl enented

6-14 Unassigned (see Section 7)

15 Reserved (see Note)
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Note: Intended to be allocated by Standards Action for an error
code expansion feature when it appears likely that al
other available error codes are being all ocat ed.

Al'l RBridges inplenenting the RBridge Channel feature MJST recognize
the RBridge Channel Error protocol value (0x001). They MJST NOT
generate an RBridge Channel Error message in response to an RBridge
Channel Error message, that is, a channel message with a protoco

val ue of 0x001 or with a non-zero ERR fiel d.

4. Native RBridge Channel Franes

O her sections of this docunment specify non-native RBridge Channe
messages and their processing, that is, RBridge Channel nessages
formatted as TRILL Data frames and sent between RBridges. This
section specifies the differences for native RBridge Channe
nessages.

If provided for by the channel protocol involved, native RBridge
Channel messages may be sent between end stations and RBridges that
are directly connected over a link, in either direction. On an

Et hernet link, such native frames have the RBridge-Channel Ethertype
and are like the encapsulated frame inside an RBridge Channel nessage
except as follows:

1. TRILL does not require the presence of a VLAN tag on such native
RBri dge Channel frames. However, port configuration, |ink
characteristics, or the channel protocol involved may require
such taggi ng.

2. If the frame is unicast, the destination MAC address is the
uni cast MAC address of the RBridge or end-station port that is
its intended destination. |If the frame is nulticast by an end

station to all the RBridges on a link that support an RBridge
Channel protocol using this transport, the destination MAC
address is the All-Edge-RBridges nmulticast address (see Section
7). A native RBridge Channel franme received at an ingress
RBridge is discarded if its destination MAC address is neither
the uni cast address of the port nor the nulticast address Al -
Edge-RBridges. |If the frane is nmulticast by an RBridge to al

the devices that TRILL considers to be end stations on a |link and
that support an RBridge Channel protocol using this transport,
the destination MAC address is the TRI LL-End-Stations multicast
address (see Section 7). A native RBridge Channel frame received
at an end station is discarded if its destination MAC address is
nei ther the unicast address of the port nor the nulticast address
TRI LL- End- St ati ons.
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3. The RBridge-Channel outer Ethertype nust be present. In the
future, there may be other protocols using the All-Edge-RBridges
and/ or TRILL-End-Stations nulticast addresses on native franes
di stingui shed by different Ethertypes.

4. The NA or Native bit in the RBridge Channel Header flags MJST be
a one.

5. There might be additional tags present between the Quter.MacDA
Quter. MacSA pair, and the RBridge-Channel Ethertype.

The RBri dge Channel protocol nunber space for native RBridge Channe
messages and TRILL Data formatted RBridge Channel nessages is the
same. |If provided for by the channel protocol involved, the receipt
of a native RBridge Channel frame MAY lead to the generation and
transm ssion of one or nore Inter-RBridge Channel franes. The
decapsul ati on and processing of a TRILL Data RBridge Channel frane
MAY, if provided for by the channel protocol involved, result in the
sendi ng of one or nore native RBridge Channel franes to one or nore
end stations. Thus, there could be an RBridge Channel protocol that
i nvol ved an RBridge Channel nessage sent (1) froman origin RBridge
where the nmessage is created, (2) through one or nore transit

RBri dges, and (3) froma final RBridge as a native RBridge Channe
message to an end station (or the reverse of such a three-part path);
however, to do this, the RBridge Channel protocol involved nust be

i mpl emented at the RBridge where the channel nessage is changed
between a native frane and a TRILL Data format frame, and that

RBri dge nust change the channel nessage itself, at a mininmum

conpl enenting the NA flag in the Channel Header and naki ng
appropri ate MAC address changes.

An erroneous native channel nessage results in a native RBridge
Channel Error message under the same conditions for which a TRILL
Data RBridge Channel nessage would result in a TRILL Data RBridge
Channel Error nmessage. However, in a native RBridge Channel Error
message, the NA flag MJST be one. Also, since there is no TRILL
Header in native RBridge Channel protocol frames, the beginning part
of the frame in which the error was detected that is included in
native RBridge Channel Error frames starts with the RBridge Channe
Header (including the RBridge-Channel Ethertype). The destination
MAC address of such error nessages is set to the source MAC address
of the native RBridge Channel nessage that was in error

There is no nmechanismto stop end stations fromdirectly exchangi ng

native RBridge Channel nessages, but such usage is beyond the scope
of this docunent.

East| ake, et al. St andards Track [ Page 15]



RFC 7178 TRILL: RBridge Channel Support May 2014

5

I ndi cati ng Support for RBridge Channel Protocols

Support for RBridge Channel protocols is indicated by the presence of
one or nore TLVs and/or sub-TLVs in an RBridge's Link State PDU (LSP)
as docunmented in [ RFC7176].

RBri dge Channel protocols 0 and OxFFF are reserved, and protocol 1
the RBridge Channel Error protocol, MJST be inplenmented as part of
the RBridge Channel feature. Thus, if an RBridge supports the

RBri dge Channel feature, it should be advertising support for

protocol 1 and not advertising support for protocols 0 or OXFFF in
its LSP. However, indication of support or non-support for RBridge
Channel protocol 1 is ignored on receipt, and support for it is

al ways assuned if support for any RBridge Channel is indicated in the
RBri dge’s LSP

Congesti on Consi derations

The bandwi dth resources used by RBridge Channel protocols are
recomrended to be small compared to the total bandwi dth of the |inks
they traverse. Wen doi ng network planning, the bandw dth
requirenents for TRILL Data, TRILL IS-1S, TRILL ESADI, RBridge
Channel protocol traffic, and any other link-local traffic need to be
taken into account.

Speci fications for particul ar RBridge Channel protocols MJST consi der
congesti on and bandw dth usage inplications and provi de gui dance on
bandwi dt h or packet-frequency managenent. RBridge Channel protocols
can have built-in bandw dth managenment in their protocols. Qutgoing
channel nessages SHOULD be rate-limted, by configuring the
underlying protocols or otherw se, to prevent aggressive connectivity
verification or other applications consunm ng excessive bandw dt h,
causi ng congestion, or becom ng deni al -of -service attacks.

If these conditions cannot be followed, an adaptive | oss-based schene
SHOULD be applied to congestion-control outgoing RBridge Channe
traffic, so that it competes fairly, taking into account packet
priorities and drop eligibility as indicated in the Inner.VLAN, with
TCP or simlar traffic within an order of magnitude. One nethod of
determ ning an acceptabl e bandwidth for RBridge Channel traffic is
described in [ RFC5348]; other nethods exist. For exanple, bandwi dth
or packet-frequency managenent can include any of the followi ng: a
negotiati on of transmission interval/rate such as that provided in
BFD [ RFC5880], a throttled transm ssion rate on "congestion detected"
situations, a gradual ranp-up after shutdown due to congestion and
until basic connectivity is verified, and other nechani sns.
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Connecti vity-checki ng applications such as BFD [ RFC5880] SHOULD be
rate-limted to below 5% of the bitrate of the associated link or
links. For this purpose, the nean or sustained bitrate of the |ink
or links is used.

Incom ng RBridge Channel messages MAY be rate-limted as a protection
agai nst deni al -of -service attacks. This throttling of incomng
messages SHOULD honor packet priorities and drop eligibility
indications as indicated in the Inner.VLAN, preferentially discarding
drop-eligible and lower-priority packets.

Al l ocation Considerations

The foll owi ng subsections give | ANA and | EEE al |l ocati on

considerations. In this docunment, the allocation procedure

specifications are as defined in [ RFC5226].

.1. 1 ANA Considerations

| ANA has all ocated a previously unassigned TRILL N cknane as foll ows:
Any- RBri dge OxFFCO

| ANA has added "Al | - Egress-RBridges" to the TRILL Paraneter Registry

as an alternative name for the "Al|l-ESADI - RBri dges" multicast

addr ess.

I ANA has all ocated two previously unassigned TRILL multicast
addresses as foll ows:

TRI LL- End- St ati ons 01- 80- C2- 00- 00- 45
Al | - Edge- RBri dges 01- 80- C2- 00- 00- 46

| ANA has created an additional sub-registry in the TRILL Paraneter
Regi stry for RBridge Channel Protocols, with initial contents as
fol | ows:

Pr ot ocol Descri ption Ref erence
0x000 Reserved; not to be allocated (Thi s docunent)
0x001 RBri dge Channel Error (Thi s docunent)

0x002- OxOFF Unassi gned (1)

0x100- OxFF7 Unassi gned (2)

OxFF8- OXFFE Reserved for Private Use

OXFFF Reserved; not to be allocated (This docunent)
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(1) RBridge Channel protocol code points from 0x002 to OxOFF require
a Standards Action, as nmodified by [ RFC7120], for allocation

(2) RBridge Channel protocol code points from 0x100 to OxFF7 are RFC
Required to allocate a single value or | ESG Approval to allocate
mul ti pl e val ues.

| ANA has created an additional sub-registry in the TRILL Parameter
Regi stry for RBridge Channel Header Flags with initial contents as
fol | ows:

Flag Bit Mienmonic Allocation

0 SL Sil ent

1 IVH Mul ti-hop
2 NA Nati ve
3-11 - Unassi gned

Al l ocation of an RBridge Channel Header Flag is based on | ETF Revi ew.

| ANA has created an additional sub-registry in the TRILL Paraneter
Regi stry for RBridge Channel Error Codes with initial contents as

listed in Section 3.2 above and with avail abl e val ues all ocated by
St andards Action as nodified by [ RFC7120].

7.2. |1 EEE Registration Authority Considerations

The | EEE Regi stration Authority has assigned the Ethertype 0x8946 for
TRILL RBridge Channel

8. Security Considerations

No general integrity, authentication, or encryption nechanisns are
provi ded herein for RBridge Channel nessages. |f these services are
required for a particular RBridge Channel protocol, they MJST be
supplied by that channel protocol. See, for exanple, the BFD

Aut hent i cati on mechani sm [ RFC5880] .

See [ RFC6325] for general TRILL security considerations. As stated
therein, no protection is provided by TRILL against forging of the
Ingress Nickname in a TRILL Data formatted channel nessage or the
Quter.MacSA in a native RBridge Channel frame on an Ethernet |ink
This may result in msdirected return responses or error messages.
However, link-1level security protocols may be used to authenticate
the origin station on a |ink and protect against attacks on |inks.
See al so Section 6 concerning congestion
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If indications of RBridge Channel Protocol support are inproperly
absent froman RBridge's LSP, it could deny all RBridge Channe
services, for exanple, sone BFD services, for the RBridge in
question. |If a particular RBridge Channel protocol is incorrectly
not advertised as supported, it could deny the service of that
channel protocol to the RBridge in question

I ncorrect indication of RBridge Channel Protocol support or incorrect
assertion of support for a channel protocol could encourage RBridge
Channel nessages to be sent to an RBridge that does not support the
channel feature or the particular channel protocol used. The inner
frame of such messages coul d be decapsul ated and that inner frane
could be sent out all ports that are Appointed Forwarders for the
frane’s Inner.VLAN. However, this is unlikely to cause much harm in
particular, there are two possibilities as follows: (a) if end
stations do not recognize the RBridge-Channel Ethertype of the frane,
they will drop it, and (b) if end stations do recognize the RBridge-
Channel Ethertype and the channel protocol indicated in the frane,
they should refuse to process the frane due to an incorrect val ue of
the RBridge Channel Header NA fl ag.
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