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Abst ract

The | ETF has standardi zed Transparent |nterconnection of Lots of

Li nks (TRILL), a protocol for |east-cost transparent frame routing in
mul ti-hop networks with arbitrary topol ogies and |ink technol ogi es,
using link-state routing and a hop count. The TRILL base protoco
standard supports the |abeling of TRILL Data packets with up to 4K

I Ds. However, there are applications that require a | arger number of
| abel s providing configurable isolation of data. This docunent
updat es RFC 6325 by specifying optional extensions to the TRILL base
protocol to safely acconplish this. These extensions, called fine-
grained labeling, are primarily intended for use in large data
centers, that is, those with nore than 4K users requiring
configurable data isolation fromeach other.
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recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741
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1.

I nt roducti on

The | ETF has standardi zed the Transparent I|nterconnection of Lots of
Li nks (TRILL) protocol [RFC6325], which provides a solution for

| east-cost transparent routing in nmulti-hop networks with arbitrary
topol ogies and link technologies, using [IS-1S] [RFC6165] [ RFC7176]
link-state routing and a hop count. TRILL switches are sonetines
call ed RBridges (Routing Bridges).

The TRILL base protocol standard supports the |abeling of TRILL Data
packets with up to 4K IDs. However, there are applications that
require a larger nunber of |abels of data for configurable isolation
based on different tenants, service instances, or the like. This
docunent updates [ RFC6325] by specifying optional extensions to the
TRILL base protocol to safely acconplish this. These extensions,
called fine-grained | abeling, are primarily intended for use in |large
data centers, that is, those with nore than 4K users requiring
configurable data isolation fromeach other.

Thi s docunent describes a format for allowi ng a data | abel of

24 bits, known as a "fine-grained |abel™, or FG. It also describes
coexi stence and migration fromcurrent RBridges, known as "VL" (for
"VLAN Label ed") RBridges, to TRILL switches that can support FG.
("Fine-Gained Label ed") packets. Because various VL inplenentations
m ght handl e FGL packets incorrectly, FG packets cannot be
introduced until either all VL RBridges are upgraded to what we will
call "FG.-safe", which means that they will not "do anything bad"
with FG packets, or all FG RBridges take special precautions on any
port by which they are connected to a VL RBridge. FG.-safe
requirenents are sumuari zed in Section 5. 3.

It is hoped that many RBridges can becone FG.-safe through a software
upgrade. VL RBridges and FGL-safe RBridges can coexist w thout any
disruption to service, as long as no FG packets are introduced.

If all RBridges are upgraded to FG.-safe, FGL traffic can be
successfully handl ed by the canpus wi thout any topology restrictions.
The existence of FG traffic is known to all FG RBridges because
some RBridge (say, RB3) that mght source or sink FG traffic wll
advertise interest in one or nore fine-grained labels inits
contribution to the link state (its LSP). If any VL RBridges renmain
at the point when any RBridge announces that it m ght source or sink
FG traffic, the adjacent FG.-safe RBridges MJUST ensure that no FG
packets are forwarded to their VL RBridge neighbor(s). The details
are specified in Section 5.1 bel ow.
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1.1. Termi nol ogy

The term nol ogy and acronyns of [RFC6325] are used in this docunent
with the additions |isted bel ow

DEI - Drop Eligibility Indicator [802.1Q.

FG - Fine-Gained Labeling or Fine-Gained Label ed or
Fi ne- G ai ned Label.

FG.-edge - An FA& TRILL switch advertising interest in an FG
| abel .

FG link - Alink where all of the attached TRILL switches are
FQ..

FG.-safe - A TRILL switch that can safely be given an FG data
packet, as summarized in Section 5. 3.

RBridge - Alternative name for a TRILL swtch.
TRILL switch - Alternative nane for an RBridge.
VL - VLAN Labeling or VLAN Label ed or VLAN Label.

VL link - Alink where any one or nore of the attached RBridges
are VL.

VL RBridge - A TRILL switch that supports VL but is not FGL-safe.
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
1.2. Contributors
Thanks for the contributions of the foll ow ng:
Ti ssa Senevirathne and Jon Hudson
2. Fine-Grained Labeling
The essence of Fine-Gained Labeling (FG) is that (a) when franes
are ingressed or created they may incorporate a data | abel froma set

consisting of significantly nore than 4K | abels, (b) TRILL switch
ports can be | abeled with a set of such fine-grained data |abels,
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and (c¢) an FG TRILL Data packet cannot be egressed through a TRILL
switch port unless its fine-grained | abel (FG) nmatches one of the
data | abel s of the port.

Section 2.1 lists FG goals. Section 2.2 briefly outlines the nore
coarse TRILL base protocol standard [ RFC6325] data | abeling.
Section 2.3 outlines FGL for TRILL Data packets. Section 2.4

di scusses VL and FG coexi st ence.

2.1. Coals

There are several goals that would be desirable for FGL TRILL. They
are briefly described in the list bel ow in approxi mate order by
priority, with the nost inportant first.

1. Fine-Gained

Sone networ ks have a | arge nunber of entities that need
configurabl e isolation, whether those entities are independent
custoners, applications, or branches of a single endeavor or somne
combi nation of these or other entities. The |abeling supported by
[ RFC6325] provides for only 2**12 - 2 valid identifiers or |abels
(VLANs). A substantially larger nunber is required.

2. Silicon

Fi ne-grained | abeling (FG) should, to the extent practical, use
existing features, processing, and fields that are already
supported in many fast path silicon inplenmentations that support
the TRILL base protocol

3. Base RBridge Interoperation

To support sone increnmental conversion scenarios, it is desirable
that not all RBridges in a canpus using FGL be required to be FG
aware. That is, it is desirable if RBridges not inplenenting the
FG. features can exchange VL TRILL Data packets with FGL TRILL
swi t ches.

4. Alternate Priority

Under sone circunstances, it would be desirable for traffic from
an attached non-TRILL network to be handl ed, while transiting a
TRILL network, with a different priority fromthe priority of the
original native franes. This could be acconplished by the ingress
TRILL switch assigning a different priority to the FGL TRILL Data
packet resulting fromingressing the native franes. The origina
priority should be restored on egress.
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2.2. Base Protocol TRILL Data Labeling

This section provides a brief review of the [RFC6325] TRILL Data
packet VL Labeling and changes the description of the TRILL Header by
nmovi ng the point at which the TRILL Header ends. This change in
description does not involve any change in the bits on the wire or in
the behavior of VL TRILL switches.

VL TRILL Data packets have the structure shown bel ow
| Link Header (depends on |ink technol ogy) |

| (if link is an Ethernet link, the link |
| header may include an CQuter.VLAN tag) |

o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| TRILL Header |
[ R e + |
| ] Initial Fields and Options |
I e + |
| | I nner. MacDA | (6 bytes) |
I + |
| | I nner. MacSA | (6 bytes) |
[ R +--mna + |
| | Ethertype 0x8100 | (2 bytes) |
[ + |
| | I'nner.VLAN Label | (2 bytes) |
[ R e + |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| Nati ve Payl oad |
o m o e o e +
| Link Trailer (depends on link technol ogy) |
o e e e e e e e e e e e e e e e e e e e e e emaeao - +

Figure 1: TRILL Data with VL

In the base protocol as specified in [ RFC6325], the 0x8100 value is
al ways present and is followed by the Inner.VLAN field, which
i ncludes the 12-bit VL.

2.3. Fine-Gained Labeling (FQ)

FG. expands the variety of data | abels available under the TRILL
protocol to include a fine-grained label (FA) with a 12-bit high
order part and a 12-bit low order part. 1In this docunent, FGs are
denoted as "(X. Y)", where X is the high order part and Y is the | ow
order part of the FQ.
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FG TRILL Data packets have the structure shown bel ow

| Link Header (depends on link technol ogy) |
| (if link is an Ethernet link, the Iink |
| header may include an Quter.VLAN tag) |

e +
| TRILL Header |
I e + |
| | Initial Fields and Options | |
[ R e + |
| ] I nner. MacDA | (6 bytes) |
[ S + |
| | I nner. MacSA | (6 bytes) |
[ R e +- - - - - + |
| | Ethertype 0x893B | (2 bytes) |
[ R + |
| | I'nner.Label High Part | (2 bytes) |
[ + |
| | Ethertype 0x893B | (2 bytes) |
[ R e + |
| | Inner.Label Low Part | (2 bytes) |
[ R + |
TR +
| Nati ve Payl oad |
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| Link Trailer (depends on link technol ogy) |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +

Figure 2: TRILL Data with FGL

For FG. packets, the inner Media Access Control (MAC) address fields
are followed by the FGL information using 0x893B. There MJST be two
occurrences of 0x893B, as shown. Should a TRILL switch processing an
FG. TRILL Data packet notice that the second occurrence is actually
sone other value, it MJST discard the packet. (A TRILL switch
transiting a TRILL Data packet is not required to exam ne any fields
past the initial fixed fields and options, although it may do so to
support Equal -Cost Multi-Path (ECMP) or distribution tree pruning.)
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The two bytes followi ng each 0x893B have, in their |ow order 12 bits,
fine-grained | abel information. The upper 4 bits of those two bytes
are used for a 3-bit priority field and one Drop Eligibility
Indicator (DElI) bit as shown bel ow.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
R Lk T T e e e o
| priority]| DEl| | abel information |
B T o e S e I

Figure 3: FG Part Data Structure

The priority field of the Inner.Label High Part is the priority used
for frame transport across the TRILL canmpus fromingress to egress.
The | abel bits in the Inner.Label Hi gh Part are the high order part
of the FGA, and those bits in the Inner.Label Low Part are the | ow
order part of the FA. The priority field of the Inner.Label Low
Part is renenbered fromthe data frane as ingressed and is restored
on egress.

The appropriate FG value for an ingressed or locally originated
native frame is determ ned by the ingress TRILL switch port as
specified in Section 4. 1.

2.4. Reasons for VL and FGA Coexi st ence

For several reasons, as listed below, it is desirable for F@& TRILL
switches to be able to handle both FG& and VL TRILL Data packets.

0 Continued support of VL packets neans that, by taking the
precautions specified herein, in nany cases such arrangenents as
VL TRILL switches easily exchangi ng VL packets through a core of
FG TRILL switches are possible.

0 Due to the way TRILL works, it may be desirable to have a
mai nt enance VLAN or FGL [RFC7174] in which all TRILL switches in
the campus indicate interest. It will be sinpler to use the sane
type of label for all TRILL switches for this purpose. That
inmplies using VL if there mght be any VL TRILL switches in the
canpus.

o |If a canmpus is being upgraded fromVL to FA, continued support of
VL allows |ong-term support of edges |abeled as VL.
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3.

VL versus FGL Label Differences

There are di fferences between the semantics across a TRILL canpus for
TRILL Data packets that are data | abeled with VL and FG..

Wth VL, data | abel |Ds have the same neani ng throughout the canpus
and are fromthe sane | abel space as the C VLAN I Ds used on Ethernet
links to end stations.

The larger FG. data | abel space is a different space fromthe VL data
| abel space. For ports configured for FG, the C VLAN on an

i ngressed native frane is stripped and mapped to the FG data | abel
space with a potentially different mapping for each port. A sinilar
FG.-t o- G- VLAN mappi ng occurs per port on egress. Thus, for ports
configured for FG, the native frame C VLAN on one |ink corresponding
to an FGL can be different fromthe native frame C VLAN correspondi ng
to that same FG on a different |ink el sewhere in the canpus or even
a different link attached to the same TRILL switch. The FG | abel
space is flat and does not hierarchically encode any particul ar
nunber of native franme C-VLAN bits or the like. FGs appear only
inside TRILL Data packets after the inner MAC addresses.

It is the responsibility of the network manager to properly configure
the TRILL switches in the canpus to obtain the desired nappings.

Such configuration is expected to be automatic in many cases, based
on configuration databases and orchestration systens.

Wth FG TRILL switches, many things remain the sane because an FGL
can appear only as the Inner.Label inside a TRILL Data packet. As
such, only TRILL-aware devices will see a fine-grained |abel. The
Quter.VLAN that may appear on native frames and that may appear on
TRILL Data packets if they are on an Ethernet link can only be a

C- VLAN tag. Thus, ports of FG TRILL sw tches, up through the usual
VLAN and priority processing, act as they do for VL TRILL sw tches:
TRILL switch ports provide a CGVLAN ID for an incomng frane and
accept a CGVLAN ID for a frame being queued for output. Appointed
Forwarders [RFC6439] on a link are still appointed for a CVLAN. The
Desi gnated VLAN for an Ethernet link is still a C VLAN

FG TRILL switches have capabilities that are a superset of those for
VL TRILL switches. FG TRILL switch ports can be configured for FG
or VL, with VL being the default. As with a base protocol [RFC6325]
TRILL switch, an unconfigured FG TRILL switch port reports an
untagged frane it receives as being in VLAN 1.
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4.

4.

4.

FG. Processing

This section specifies ingress, transit, egress, and other processing
details for FGL TRILL switches. A transit or egress FG TRILL switch
determines that a TRILL Data packet is FG by detecting that the

I nner. MacSA is foll owed by 0x893B.

1. Ingress Processing

FGL.-edge TRILL switch ports are configurable to ingress native franes
as FG.. Any port not so configured performs the previously specified
[ RFC6325] VL ingress processing on native frames resulting in a VL
TRILL Data packet. (There is no change in Appointed Forwarder |ogic
(see Section 4.4).) An FA.-safe TRILL switch nay have only VL ports,
in which case it is not required to support the capabilities for FG
i ngress described in this section.

FGL- edge TRILL swi tches support configurable per-port mapping from
the C-VLAN of a native frame, as reported by the ingress port, to an
FG. FG TRILL switches MAY support other methods to determ ne the
FG of an incomng native frame, such as nethods based on the
protocol of the native frame or based on | ocal know edge.

The FGL ingress process MJST copy the priority and DEl (Drop
Eligibility Indicator) associated with an ingressed native frame to
the upper 4 bits of the Inner.Label Low Order part. 1t SHOULD al so
associate a possibly different mapped priority and DEl with an
ingressed frame, but a TRILL switch m ght not be able to do so
because of inplenentation Iinmtations. The nmapped priority is placed
in the Inner.Label Hi gh Part. |If such mapping is not supported, then
the original priority and DEl MJST be placed in the Inner. Label

Hi gh Part.

1.1. Milti-Destination FG I|ngress

If a native frame that has a broadcast, nulticast, or unknown MAC
destination address is FG ingressed, it MJST be handl ed in one of
the following two ways. The choice of which nethod to use can vary
fromfrane to frame, at the choice of the ingress TRILL switch.

1. Ingress as a TRILL nulti-destination data packet (TR LL Header M
bit = 1) on a distribution tree rooted at a nicknanme held by an
FG. RBridge or by the pseudonode of an FG link. FG. TRILL Data
packets MJUST NOT be sent on a tree rooted at a nickname held by a
VL TRILL switch or by the pseudonode of a VL I|ink.
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2. Serially TRILL unicast the ingressed frame to the rel evant egress
TRILL switches by using a known unicast TRILL Header (Mbit = 0).
An FG ingress TRILL switch SHOULD unicast a nulti-destination
TRILL Data packet if there is only one rel evant egress FG TRILL
switch. The relevant egress TRILL switches are determ ned by
starting with those announcing interest in the frane's (XY)
| abel . That set SHOULD be further filtered based on multicast
listener and multicast router attachnent LSP announcenents if the
native frame was a multicast frane.

Using a TRILL unicast header for a nulti-destination frame when it
has only one actual destination RBridge al nbst always inproves
traffic spreadi ng and decreases | atency as di scussed in Appendi x A
How t o deci de whether to use a distribution tree or serial unicast
for a multi-destination TRILL Data packet that has nore than one
destination TRILL switch is beyond the scope of this docunent.

4.2. Transit Processing

Any FG TRILL switch MUST be capable of TRILL Data packet transit
processing. Such processing is fairly straightforward as descri bed
in Section 4.2.1 for known unicast TRILL Data packets and in
Section 4.2.2 for multi-destination TRILL Data packets.

4.2.1. Unicast Transit Processing

There is very little change in TRILL Data packet unicast transit
processing. Atransit TRILL switch forwards any unicast TRILL Data
packet to the next hop towards the egress TRILL switch as specified
in the TRILL Header. Al transit TRILL switches MJST take the
priority and DEl used to forward a packet fromthe Inner.VLAN | abe
or the FGL Inner.Label H gh Part. These bits are in the sane pl ace
in the packet.

An FG. TRILL switch MJST properly distinguish flows if it provides
ECVMP for unicast FG TRILL Data packets.

4.2.2. Milti-Destination Transit Processing

Multi-destination TRILL Data packets are forwarded on a distribution
tree selected by the ingress TRILL switch, except that an FG. ingress
TRILL switch MAY TRILL unicast such a frame to all relevant egress
TRILL switches, all as described in Section 4.1. The distribution
trees do not distinguish between FG and VL mul ti-destination
packets, except in pruning behavior if they provide pruning. There
is no change in the Reverse Path Forwardi ng Check
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An FGL TRILL switch (say, RB1) having an FG. nulti-destination frame
for label (X Y) to forward on a distribution tree SHOULD prune that
tree based on whether there are any TRILL switches on a tree branch
that are advertising connectivity to label (X Y). 1In addition, RB1
SHOULD prune multicast frames based on reported multicast |istener
and nulticast router attachment in (X Y).

Pruning is an optim zation. |If a transit TRILL switch does |ess
pruning than it could, there may be greater link utilization than
strictly necessary but the canpus will still operate correctly. A

transit TRILL switch MAY prune based on an arbitrary subset of the
bits in the FG |abel, for exanple, only the Hi gh Part or only the
Low Part of the I abel.

4.3. Egress Processing

Egress processing is generally the reverse of ingress progressing
described in Section 4.1. An FG.-safe TRILL switch may have only VL
ports, in which case it is not required to support the capabilities
for FG egress described in this section.

An FG.-edge TRILL switch MJUST be able to convert, in a configurable
fashion, fromthe FG in an FG& TRILL Data packet it is egressing to
the CGVLAN ID for the resulting native frame with different nmappings
on a per-port basis. The priority and DEl of the egressed native
frane are taken fromthe I nner.Label Low Order Part. A port MAY be
configured to strip output VLAN tagging.

It is the responsibility of the network manager to properly configure
the TRILL switches in the canpus to obtain the desired nappings.

FG egress is simlar to VL egress, as follows:

1. If the Inner.MacDA is All-Egress-RBridges, special processing
appl i es, based on the payl oad Ethertype (for exanple, End-Station
Address Distribution Informati on (ESADI ) [RFC6325] or RBridge
Channel [RFC7178]), and if the payl oad Ethertype is unknown, the
packet is discarded. |If the Inner.MacDA is not
Al'l - Egress-RBridges, then either item?2 or item 3 bel ow applies,
as appropriate.

2. A known unicast FG TRILL Data packet (TRILL Header Mbit = 0)
with a unicast Inner.MacDA is egressed to the FG port or ports
matching its FG and I nner. MacDA. |If there are no such ports, it
is flooded out of all FG ports that have its FGE, except any
ports for which the TRILL switch has know edge that the frane's
I nner. MacDA cannot be present on the Iink out of that port.
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3. Amlti-destination FG& TRILL Data packet is decapsul ated and
fl ooded out of all ports that have its FG., subject to nulticast
pruning. The same processing applies to a unicast FG TRILL Data
packet with a broadcast or nulticast Inner. MacDA that m ght be
received due to serial unicast.

An FG TRILL switch MJUST NOT egress an FG packet with label (X Y) to
any port not configured with that FA, even if the port is configured
to egress VL packets in VLAN X

FG. TRILL switches MJST accept nulti-destination TRILL Data packets
that are sent to themas TRILL unicast packets (packets with the
TRILL Header Mbit set to 0). They locally egress such packets, if
appropriate, but MJST NOT forward them (other than egressing them as
native frames on their local |inks).

4. 4. Appointed Forwarders and the DRB

There is no change in adjacency [ RFC7177], DRB (Designhated RBridge)
el ection, or Appointed Forwarder |ogic [RFC6439] on a I|ink,

regardl ess of whether sonme or all the ports on the link are for FG
TRILL switches, with one exception: inplenmentations SHOULD provi de
that their default priority for a VL RBridge port to be the DRB is
|l ess than their default priority for an FG RBridge to be the DRB.
This will assure that, in the unconfigured case, an FG RBridge wll
be el ected DRB when using that inplenentation.

4.5. Distribution Tree Construction

Al'l distribution trees are calculated as provided for in the TRILL
base protocol standard [ RFC6325] as updated by [RFC7180], with the
exception that the default tree root priority for a nicknane held by
an FG& TRILL switch or an FA |ink pseudonode is 0x9000. As a
result, they will be chosen in preference to VL nicknanes in the
absence of configuration. |If distribution tree roots are configured,
there MUST be at | east one tree rooted at a nicknane held by an FG
TRILL switch or by an FG |ink pseudonode. |f distribution tree
roots are nmisconfigured so there would not be such a tree, then the
hi ghest priority FG nickname to be a tree root is used to construct
an additional tree, regardless of configuration. (VL TRILL switches
wi Il not know about this additional distribution tree but, through
the use of Step (A) or (B) in Section 5.1, no VL TRILL switch should
ever receive a multi-destination TRILL Data packet using this
additional tree.)
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4.6. Address Learning

An FG TRILL switch | earns addresses fromthe data plane on ports
configured for FG based on the fine-grained | abel rather than the
native franme’s VLAN. Addresses |earned fromingressed native franes
on FG ports are logically represented by { MAC address, FG., port,
confidence, tiner }, while renpte addresses | earned from egressing
FG packets are logically represented by { MAC address, FA., renote
TRILL swi tch nicknane, confidence, tinmer }.

4.7. ESADI Extension

The TRILL ESADI (End-Station Address Distribution Information)
protocol is specified in [ RFC6325] as optionally transmitting MAC
address connection information through TRILL Data packets between
participating TRILL switches over the virtual |ink provided by the
TRILL nulti-destination packet distribution nmechanism |In [RFC6325],
the VL to which an ESADI packet applies is indicated only by the

I nner. VLAN | abel, and no indication of that VL is allowed within the
ESADI payl oad.

ESADI is extended to support FGL by providing for the indication of
the FG to which an ESADI packet applies only in the Inner. Label of
that packet, and no indication of that FG is allowed within the
ESADI payl oad.

5. FG TRILL Interaction with VL TRILL

Thi s section discusses mixing FG-safe and VL TRILL switches in a
canmpus. It does not apply if the canpus is entirely FG-safe or if
there are no FG.-edges. Section 5.1 specifies what behaviors are
needed to render such m xed canpuses safe. See also Appendix B for a
di scussi on of canmpus characteristics when these behaviors are in use.
Section 5.2 gives details of link-local m xed behavior

It is best, if possible, for VL TRILL switches to be upgraded to
FG.-safe before introduci ng FG.-edges (and therefore FGL data
packet s) .

5.1. FG and VL M xed Canpus

By definition, it is not possible for VL TRILL switches to safely
handle FG traffic, even if the VL TRILL switch is only acting in the
transit capacity. If a TRILL switch can safely transit FG TRILL
Dat a packets, then it qualifies as FGA-safe but will still be assumed
to be VL until it advertises in its LSP that it is FG.-safe.
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VL franes are required to have 0x8100 at the begi nning of the data

| abel , where FG. franes have 0x893B. VL TRILL switches conformant to
[ RFC6325] should discard franes with this new value after the inner
MAC addresses. However, if they do not discard such franes, they
coul d be confused and egress theminto the wong VLAN (see Section 9
bel ow) or persistently reorder them due to m sconmputing flows for
ECMP, or they could inproperly prune their distribution if they are
mul ti-destination so that they would fail to reach sonme intended
destinations. Such difficulties are avoided by taking all practical
steps to mnimze the chance of a VL TRILL switch handling an FGL
TRILL Data packet. These steps are specified bel ow.

FG.-safe switches will report their FG capability in LSPs. Thus,
FG.-safe TRILL switches (and any managenent systemw th access to the
link-state database) will be able to detect the existence of TRILL
switches in the canpus that do not support FGL.

Once a TRILL switch advertises an FG.-edge, any FG.-safe TRILL switch
(RB1 in this discussion) that observes, on one of its ports, a VL
RBri dge on the link out of that port, MJST take Step (A) or (B) bel ow
for that port and also take Step (C further below ("Cbserves”
means that it has an adjacency to the VL TRILL switch that is in any
state other than Down [ RFC7177] and holds an LSP fragnent zero for

it, showing that it is not FG-safe.) Finally, for there to be full
FG. connectivity, the campus topol ogy rmust be such that all FG TRILL
swi tches are reachable fromall other FG TRILL sw tches w thout
going through a VL TRILL swtch.

(A) If RB1L can discard any FG TRI LL Data packet that woul d be out put
through a port where it observes a VL RBridge, while allow ng the
output of VL TRILL Data packets through that port, then

Al. RB1 MUST so discard all FG TRILL Data output packets that
woul d ot herwi se be output through the port, and

A2. For all adjacencies out of that port (even adjacencies to
other FG RBridges or a pseudonode) in the Report state
[ RFC7177], RB1 MUST report that adjacency cost as 2**23
greater than it would have otherw se reported, but not nore
than 2**24 - 2 (the highest link cost still usable in |east-
cost path calculations and distribution tree construction).
This assures that if any path through FG.-safe TRILL switches
exi sts, such a path will be conputed.

(B) If RB1 cannot discard any FG. TRILL Data packet that would be
output through a port where it observes a VL RBridge while
allowing VL TRILL Data packets, then RB1 MJST, for all
adj acenci es out of that port (even adjacencies to other FG.-safe
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RBri dges or a pseudonode) in the Report state [RFC7177], report
the adjacency cost as 2**24 - 1. As specified inIS1S

[ RFC5305], that cost will stop the adjacency from being used in
| east-cost path calculations, including distribution tree
construction (see Section 2.1 of [RFC7180]) but will still |eave
it visible in the topology and usable, for exanple, by any
traffic engi neered path nechani sm

(C The roots for all distribution trees used for FG TRILL Data
packets nmust be nicknanmes held by an FA.-safe TRILL switch or by
a pseudonode representing an FG link. As provided in
Section 4.5, there will always be such a distribution tree.

Using the increased adjacency cost specified in part A2 of Step (A
above, VL links will be avoided unless no other path is available for
typical data center link speeds using the default |ink cost

determ nati on nethod specified in Item1 of Section 4.2.4.4 of

[ RFC6325]. However, if links have | ow speed (such as about

100 megabits/second or |ess) or sone non-default nethod is used for
determining link costs, then link costs MJUST be adjusted such that no
adj acency between FG.-safe TRILL switches has a cost greater than
200, 000.

To summari ze, for a mxed TRILL canpus to be safe once FG.-edges are
introduced, it is essential that the steps above be foll owed by
FG.-safe RBridges, to ensure that paths between such RBridges do not
include VL RBridges, and to ensure that FGQ packets are never
forwarded to VL RBridges. That is, all FG.-safe switches MJST do
Step (A) or (B) for any port out of which they observe a VL RBridge
nei ghbor. Also, for full FG connectivity, all FG.-safe TRILL
switches MUST do Step (C) and be connected in a single FG contiguous
ar ea.

5.2. FGA and VL M xed Links

The usual DRB el ection operates on a link with mxed FG and VL
ports. If an FG& TRILL switch port is a DRB, it can handl e al

native traffic. It MJST appoint only other FG TRILL switch ports as
Appoi nted Forwarder for any VLANs that are to be mapped to FQ.

For VLANs that are not being mapped to FG, if Step (A) is being
foll owed (see Section 5.1), it can appoint either a VL or FG TRILL
switch for a VLAN on the link to be handled by a VL. If Step (B) is
being foll owed, an FG DRB MJST only appoint FG Appointed
Forwarders, so that all end stations will get service to the FG
canmpus. If a VL RBridge is a DRB, it will not understand that FG
TRILL switch ports are different. To the extent that Step (B) is in
effect and a VL DRB handl es native franes or appoints other VL TRILL
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switch ports on a link to handle native franes for one or nore VLANSs,
the end stations sending and receiving those native franes may be
isolated fromthe FG canpus. Wen a VL DRB happens to appoint an
FG. port as Appointed Forwarder for one or nore VLANs, the end
stations sending and receiving native frames in those VLANs will get
service to the FGL canpus

5.3. Summary of FG.-Safe Requirenents

The |ist bel ow sunmarizes the requirenments for a TRILL switch to be
FG.- saf e.

1. For both unicast and nulti-destination data, RB1 MJUST NOT forward
an FG packet to a VL neighbor RB2. This is acconplished as
specified in Section 5.1

2. For both unicast and nulti-destination data, RB1 MJUST NOT egress a
packet onto a link that does not belong in that FG.

3. For unicast data, RBl1 nust forward the FG packet properly to the
egress nicknanme in the TRILL Header. This neans that it MJST NOT
del ete the packet because of not having the expected VLAN tag, it
MUST NOT insert a VLAN tag, and it MJST NOT misclassify a flow so
as to persistently m sorder packets, because the TRILL fields are
now 4 bytes longer than in VL TRILL packets.

4. For multi-destination data, RBl nust forward the packet properly
along the specified tree. This neans that RB1 MJST NOT fal sely
prune the packet. RB1 is allowed not to prune at all, but it MJST
NOT prevent an FG. packet fromreaching all the links with that
FG by incorrectly refusing to forward the FG packet along a
branch in the tree.

5. RB1 nust advertise, inits LSP, that it is FA-safe.

Point 1 above, for a TRILL switch to correctly support ECWP, and
point 2, for a TRILL switch to correctly prune distribution trees,
require that the TRILL switch properly recognize and di stinguish
between the two Ethertypes that can occur immediately after the
Inner. MacSA in a TRILL Data packet.
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6.

| S-1S Extensions

Extensions related to TRILL's use of 1S-1S are required to support
FG and nust include the follow ng:

1. A nmethod for a TRILL switch to announce itself in its LSP as

FG.-safe (see Section 8.2).

A sub-TLV anal ogous to the Interested VLANs and Spanning Tree
Roots sub-TLV of the Router Capabilities TLV but indicating FGs
rather than VLs. This is called the Interested Labels and
Spanni ng Tree Roots (| NT-LABEL) sub-TLV in [ RFC7176].

Sub- TLVs anal ogous to the GVAC- ADDR sub-TLV of the G oup Address
TLV that specifies an FG rather than a VL. These are called the
GLMAC- ADDR, GLI P- ADDR, and GLI PV6- ADDR sub-TLVs in [ RFC7176] .

Conparison with Goal s

Conparing TRILL FA, as specified in this docunent, with the goals
given in Section 2.1, we find the foll ow ng:

1. Fine-Grained: FG provides 2**24 | abels, vastly nore than the

4094 (4K) VLAN | abels supported in TRILL as specified in
[ RFC6325] .

Silicon: Existing TRILL fast path silicon chips can perform base
TRILL Header insertion and renoval to support ingress and egress.
In addition, it is believed that nost such silicon chips can al so
performthe native-franme-to-FG mappi ng and the encodi ng of the
FG. as specified herein, as well as the inverse decodi ng and
mappi ng. Sone existing silicon chips can performonly one of
these operations on a frame in one pass through the fast path;
however, other existing chips are believed to be able to perform
both operations on the sane frane in one pass through their fast
path. It is also believed that nost FG TRILL switches will be
capabl e of having their ports configured to discard FA packets.
Such a capability makes interoperation with VL TRILL swi tches
practical using Step (A) as opposed to Step (B) (see Section 5.1).

Base RBridge Interoperation: As described in Section 3, FGA is not
generally conpatible with TRILL switches conformant to the base
specification [ RFC6325]. |In particular, a VL TRILL switch cannot
be an FG TRILL switch because there is a risk that it would

m shandl e FGL packets. However, a contiguous set of VL TRILL

swi tches can exchange VL frames, regardl ess of the presence of FG
TRILL switches in the canpus. The provisions of Section 5 support
reasonabl e interoperation and mgration scenari os.
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4. Alternate Priority: The encoding specified in Section 2.3 and the
i ngress/ egress processing specified in Section 4 provide for a new
priority and DEl in the Inner.Label H gh Part and a place to
preserve the original user priority and DEI in the Low Part so
that it can be restored on egress.

8. Allocation Considerations

All ocations by the | EEE Registration Authority and 1 ANA are |isted
bel ow.

8.1. | EEE Allocation Considerations

The | EEE Regi stration Authority has assigned Ethertype 0x893B for
TRILL FG..

8.2. | ANA Consi derations

I ANA has allocated capability flag 1 in the TRILL-VER sub-TLV
capability flags [ RFC7176] to indicate that a TRILL switch is
FG.- saf e.

9. Security Considerations
See [ RFC6325] for general TRILL security considerations.

As wi th any conmmuni cati ons system end-to-end encryption and

aut henti cati on shoul d be considered for sensitive data. In this
case, that would be encryption and authentication extending froma
source end station and carried through the TRILL canpus to a
destination end station.

Confusi on between a packet with VL X and a packet with FGL (X Y) or
confusion due to a nalforned frane is a potential problemif an FG
TRILL switch did not properly check for the occurrence of 0x8100 or
0x893B i nmedi ately after the Inner. MacSA (see Sections 2.2 and 2. 3)
and handl e the frane appropriately.

[ RFC6325] requires that the Ethertype inmedi ately after the

I nner. MacSA be 0x8100. A VL TRILL switch that did not discard a
packet with some other value there could cause problens. |If it
received a TRILL Data packet with FGL (X Y) or with junk after the
I nner. MacSA that included X where a VLAN I D woul d appear, then

1. It could egress the packet to an end station in VLAN X. If the
packet was a well-formed FG frane, the payload of such an
egressed native frane woul d appear to begin with Ethertype 0x893B,
which woul d likely be discarded by an end station. In any case,
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such an egress would al nost certainly be a violation of security
policy requiring the configurable separation of differently
| abel ed dat a.

2. If the packet was nulti-destination and the TRILL switch pruned
the distribution tree, it would incorrectly prune it on the basis
of VLAN X. For an FG packet, this would probably lead to the
mul ti-destination data packet not being delivered to all of its
i nt ended recipi ents.

Possi bl e problens with an FG TRILL switch that (a) received a TRILL
Dat a packet with junk after the Inner.MacSA that included X where a
VLAN | D woul d appear and (b) did not check the Ethertype inmrediately
after the Inner. MacSA would be that it could inproperly egress the
packet in VLAN X, violating security policy. |If the packet was

mul ti-destination and was inproperly forwarded, it should be

di scarded by properly inplenented TRILL switches downstreamin the
distribution tree and never egressed, but the propagation of the
packet would still waste bandw dth.

To avoid these problens, all TRILL switches MJST check the Ethertype
i medi ately after the Inner.MacSA and, if it is a value they do not
know how to handl e, either discard the frane or make no deci si ons
based on any data after that Ethertype. In addition, care nust be
taken to avoid FG packets being sent to or through VL TRILL switches
that will discard themif the VL TRILL switch is properly inpl enented
or mishandle themif it is not properly inmplenented. This is
acconpl i shed as specified in Section 5.1
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Appendi x A.  Serial Unicast

This informational appendi x di scusses the advant ages and

di sadvant ages of using serial unicast instead of a distribution tree
for multi-destination TRILL Data packets. See Sections 4.1 and 4. 3.

Thi s document requires that FGL TRILL switches accept serial unicast,
but there is no requirenent that they be able to send serial unicast.

Consider a large TRILL canpus with hundreds of TRILL switches in
whi ch, say, 300 end stations are in some particular FG data | abel

At one extreme, if all 300 end stations were on links attached to a
single TRILL switch, then no other TRILL switch woul d be adverti sing
interest in that FG.. As a result, it is likely that because of
pruning a nmulti-destination (say, broadcast) frame from one such end
station would not be sent to any another TRILL switch, even if put on
a distribution tree.

At the other extreme, assume that the 300 end stations are attached,
one each, to 300 different TRILL switches; in that case, you are

al most certainly better off using a distribution tree because if you
tried to serially unicast you woul d have to output 300 copies,
probably including multiple copies through the sane port, and woul d
cause nmuch higher link utilization

Now assune that these 300 end stations are connected to exactly two
TRILL swi tches, say, 200 to one and 100 to the other. Using unicast
TRILL Data packets between these two TRILL switches is best because
the frames will follow |l east-cost paths, possibly with such traffic
spread over a nunber of |east-cost paths with equal cost. On the
other hand, if distribution trees were used, each frame woul d be
constrained to the tree used for that frame and would likely follow a
hi gher cost route and only a single path woul d be avail able per tree.
Thus, this docunment says that unicast SHOULD be used if there are
exactly two TRILL switches involved

The deci sion of whether to use a distribution tree or serial unicast
if the end stations are connected to nore than two TRILL switches is
more conpl ex. VWich would be better would depend on many factors,

i ncludi ng network topol ogy and application data patterns. How to
make this decision in such cases is beyond the scope of this
docunent .
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Appendi x B. M xed Canpus Characteristics

This informational appendi x describes the characteristics of a TRILL
canmpus with m xed FA.-safe and VL TRILL switches for two cases:
Appendi x B. 1 discusses the case where all FG. adjacencies with VL are
handl ed by Step (A) in Section 5.1, and Appendi x B.2 di scusses the
case where all FGL adjacencies with VL are handled by Step (B) in
Section 5. 1.

B.1. M xed Canpus with H gh Cost Adjacencies

If the FGL TRILL switches use Step (A) in Section 5.1, then VL and
FG TRILL switches will be able to interoperate for VL traffic.
Least-cost paths will avoid any FG& -> VL TRILL sw tch hops unl ess no
ot her reasonable path is available. In conjunction with Section 4.5,
there will be at least one distribution tree rooted at a ni cknane
held by an FGL TRILL switch or the pseudonode for an FGL |i nk.
Furthernmore, if the FG TRILL switches in the canpus forma single
contiguous island, this distribution tree will have a fully connected
sub-tree covering that island. Thus, any FG TRILL Data packets sent
on this tree will be able to reach any other FG. TRILL switch w thout
attenpting to go through any VL TRILL switches. (Such an attenpt
woul d cause the FG. packet to be discarded as specified in part Al of
Step (A).)

If supported, Step (A) is particularly effective in a canpus with an
FG TRILL switch core and VL TRILL switches in one or nore islands
around that core. For exanple, consider the canpus below. This
canmpus has an FG. core consisting of FG01l to FG.14 and three VL
i sl ands consisting of VLO1 to VL0O4, VLO5, and VLO6 to VL14.
*VLO1--*VL0O2
*VLO3- - *VL04 *VLO5
I
FA.01- - FAL02- - FGL03- - FGL04- - FAL05
FG.06- - FALO7- - FGL08- - FGL09- - FA.10
I I I I I
FG.11-- FA.12--*VL06--*VLO7---FG.13
I I
*VLO8- - *VL09--*VL10---FG.14

I I I I
*VL11--*VL12--*VL13--*VL14
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Assuming that the FGL TRILL switches in this canpus all inplenent
Step (A), then end stations connected through a VL port can be
connected anywhere in the campus to VL or FG TRILL switches and, if
in the sane VLAN, will comrmunicate. End stations connected through
an FG port on FGL TRILL switches will comrunicate if their |ocal
VLANs are mapped to the sanme FG..

Due to the high cost of FG.-to-VL adjacencies used in path
computations, VL TRILL switches are avoi ded on paths between FG
TRILL switches. For exanple, even if the speed and default adjacency
cost of all the connections shown above were the same, traffic from
FG.12 to FA13 would foll ow the 5-hop path FA12 - FA.07 - FG.08 -
FG.09 - FG.10 - FGA.13 rather than the 3-hop path FG12 - VLO9 - VL10
- FA.14.

B.2. M xed Canpus with Data Bl ocked Adjacenci es

If the FG. TRILL switches use Step (B) in Section 5.1, then |east-
cost and distribution tree TRILL Data conmuni cati on between VL and
FG TRILL switches is blocked, although TRILL IS-1S comunication is
normal . This data bl ocking, although inplenented only by FG& TRILL
switches, has relatively symmetric effects. The follow ng paragraphs
assune that such data bl ocking between VL and FGL is in effect

t hroughout the canpus.

A campus of mostly FG TRILL switches inplenmenting Step (B) with a
few isolated VL TRILL switches scattered throughout will work well in
terns of connectivity for end stations attached to those FG

swi tches, except that they will be unable to comunicate with any end
stations for which a VL switch is appointed forwarder. The VL TRILL
switches will be isolated and will only be able to route TRILL Data
to the extent that they happen to be contiguously connected to other
VL TRILL switches. Distribution trees conputed by the FG swi tches
will not include any VL switches (see Section 2.1 of [RFC7180]).

A canmpus of nostly VL TRILL switches with a fewisolated FG TRILL
switches scattered throughout will also work reasonably well as
descri bed i medi ately above but with all occurrences of "FA" and
"VL" swapped.

However, a canpus so badly misconfigured that it consists of a
randomy intermngled mxture of VL and FG TRILL switches using
Step (B) is likely to offer very poor data service, due to many links
bei ng bl ocked for data.
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