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Abstract

Oten, nultiple | MAP (RFC 3501) clients need to coordi nate changes to
a conmon | MAP nai |l box. Exanples include different clients working on
behal f of the same user and nultiple users accessing shared

mai | boxes. These clients need a nmechanismto efficiently synchronize
state changes for messages within the nmail box.

Initially defined in RFC 4551, the Conditional Store facility

provi des a protected update nechani smfor nessage state information
and a nechani smfor requesting only changes to the nessage state.
Thi s meno updates that mechani sm and obsol etes RFC 4551, based on
operati onal experience.

Thi s docunent additionally updates another | MAP extension, Quick
Resynchroni zati on, which builds on the Conditional STORE extension to
provide an I MAP client the ability to fully resynchronize a mail box
as part of the SELECT/ EXAM NE conmmand, wi thout the need for

addi tional server-side state or client round trips. Hence, this nmenmp
obsol etes RFC 5162.

Finally, this docunent al so updates the line-length recommendation in
Section 3.2.1.5 of RFC 2683.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7162
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than Engli sh.
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1.

I nt roducti on

Oten, nultiple | MAP [ RFC3501] clients need to coordi nate changes to
a conmon | MAP nmai |l box. Exanples include different clients working on
behal f of the sanme user and clients representing nultiple users
accessi ng shared nail boxes. These clients need a nechanismto
synchroni ze state changes for nessages within the mail box. The
Conditional Store ("CONDSTORE') facility allows a client to quickly
resynchroni ze mai |l box flag changes.

The Conditional Store facility also provides a protected update
mechani sm for nmessage state infornmation that can detect and resol ve
conflicts between multiple witing mail clients. The mechani sm can
be used to guarantee that only one client can change the nessage
state at any given tinme. For exanple, this can be used by nultiple
clients that treat a mail box as a nmessage queue.

The Conditional Store facility is provided by associating a
nmodi fi cati on sequence (nod-sequence) with every | MAP nessage. This
i s updat ed whenever netadata (such as a nmessage flag) is nodified.

The CONDSTORE extension is described in nore detail in Section 3.1

The CONDSTORE extension gives a disconnected client the ability to
qui ckly resynchroni ze | MAP fl ag changes for previously seen nessages.
Thi s can be done using the CHANGEDSI NCE FETCH nodi fier once a mail box
is opened. In order for the client to discover which nessages have
been expunged, the client still has to issue a UD FETCH or a UD
SEARCH command. The Qui ck Mil box Resynchroni zati on (QRESYNC) | MAP
extension is an extension to CONDSTORE that allows a reconnecting
client to performfull resynchronization, including discovery of
expunged nessages, in a single round trip. QRESYNC al so introduces a
new response, VAN SHED, that allows for a nore conpact representation
of a list of expunged nessages.

QRESYNC can be useful for mobile clients that can experience frequent
di sconnects caused by environmental factors (such as battery life,
signal strength, etc.). Such clients need a way to qui ckly reconnect
to the | MAP server, while mnimzing del ay experienced by the user as
wel |l as the anpunt of traffic generated by resynchronization

By extending the SELECT conmand to performthe additiona
resynchroni zation, this also allows clients to reduce concurrent
connections to the | MAP server held purely for the sake of avoiding
the resynchroni zati on.

The QRESYNC extension is described in nore detail in Section 3.2.
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2.

3.

3.

Requi rements Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

In the exanples that follow, "C" and "S:" indicate Iines sent by the
client and server, respectively. |If a single "C" or "S: " |abel
applies to nultiple lines, then the Iline breaks between those |lines
are for editorial clarity only and are not part of the actual

protocol exchange. The five characters [...] neans that sonething
has been eli ded.

Formal syntax is defined using ABNF [ RFC5234].

The term "netadata" or "netadata itenm is used throughout this
docunent. It refers to any system or user-defined keyword. If the
server supports the | MAP ANNOTATE- EXPERI MENT- 1 ext ensi on [ RFC5257],
then nmetadata al so includes nmessage annotations. Future docunents
may extend "netadata" to include other dynam c nmessage dat a.

Sone | MAP nmai |l boxes are private, accessible only to the owning user.
O her il boxes are not, either because the owner has set an Access
Control List [RFC4314] that permts access by other users or because
it is a shared mailbox. Let’'s call a netadata item "shared" for the
mai | box if any changes to the netadata itenms are persistent and
visible to all other users accessing the mailbox. Oherw se, the
nmetadata itemis called "private". Note that private netadata itens
are still visible to all sessions accessing the nail box as the sane
user. Also, note that different nail boxes may have different

met adata itens as shared.

See Section 3.1 for the definition of a "CONDSTORE-aware client" and
a "CONDSTORE enabl i ng comuand".

Under st andi ng of the | MAP nessage sequence nunbers and U Ds (see
Section 2.3.1 of [RFC3501]) and the EXPUNGE response (see
Section 7.4.1 of [RFC3501]) is essential when reading this docunent.

| MAP Prot ocol Changes
1. CONDSTORE Extension

An | MAP server that supports CONDSTORE MUST associate a positive

unsi gned 63-bit (*) value, called a nod-sequence, with every | MAP
message. This is an opaque val ue updated by the server whenever a
nmetadata itemis nodified. The server MJST guarantee that each STORE
command perforned on the sane nail box (including sinultaneous stores
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to different netadata itenms fromdifferent connections) will get a
di fferent nod-sequence value. Also, for any two successful STORE
operations perforned in the sane session on the sanme nmail box, the
nod- sequence of the second conpl eted operation MJST be greater than
t he nod-sequence of the first conpleted operation. Note that the
latter rule disallows the direct use of the systemclock as a nod-
sequence because if systemtinme changes (e.g., an NTP [NTP] client
adjusting the time), the next generated value night be |less than the
previ ous one.

(*) Note: RFC 4551 defined nod-sequences as unsi gned 64-bit val ues.
In order to nmake inplenentations on various platfornms (such as Java)
easier, this version of the docunent redefines them as unsigned
63-bit val ues.

These rules allow a client to list all netadata changes since a well -
known point in tine, as well as to perform conditional netadata
nmodi fi cati ons based on an assunption that the netadata state hasn't
changed for a particul ar nessage.

In particul ar, nod-sequences allow a client that supports the
CONDSTORE extension to deternmine if a nessage netadata has changed
since some known nonent. \Wenever the state of a flag changes (i.e.,
the flag is added where previously it wasn't set, or the flag is
renoved where previously it was set), the value of the nodification
sequence for the nessage MJUST be updated. Setting a flag that is

al ready set, or clearing a flag that is not set, SHOULD NOT change

t he nod- sequence.

When a nessage is appended to a nailbox (via the | MAP APPEND conmmrand,
COPY to the mail box, or using an external nechanisn), the server
generates a new nodi fication sequence that is higher than the highest
nmodi fi cati on sequence of all messages in the mail box and assigns it
to the appended nessage.

The server MAY store separate (per-nessage) nodification sequence
val ues for different netadata itens. |f the server does so, per-
message nod-sequence i s the highest nod-sequence of all netadata
itenms accessible to the currently | ogged-in user for the specified
message.

The server that supports CONDSTORE is not required to be able to

store nod-sequences for every available nmailbox. Section 3.1.2.2
descri bes how the server may act if a particular mail box doesn’t

support the persistent storage of npd-sequences.
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CONDSTORE nakes the foll owi ng changes to the | MAP4 protocol:
a. adds the UNCHANGEDSI NCE STORE nodi fier.

b. adds the MODI FI ED response code that is used with an OK response
to the STORE command. (It can also be used in a NO response.)

c. adds a new MODSEQ nessage data itemfor use with the FETCH
conmand.

d. adds the CHANGEDSI NCE FETCH nodifier.
e. adds a new MODSEQ search criterion.

f. extends the syntax of untagged SEARCH and ESEARCH responses to
i ncl ude nod-sequence.

g. adds new K untagged responses (H GHESTMODSEQ and NOMODSEQ) for
the SELECT and EXAM NE conmands.

h. defines an additional CONDSTORE parameter to SELECT/ EXAM NE
comrands.

i. adds the H GHESTMODSEQ status data itemto the STATUS command.

A client supporting the CONDSTORE extension indicates its wllingness
to recei ve nod-sequence updates in all untagged FETCH responses by

i ssuing one of the follow ng, which are called "CONDSTORE enabl i ng
commands":

0 a SELECT or EXAM NE conmand with the CONDSTORE par aneter,

0 a STATUS (H GHESTMODSEQ conmand,

0 a FETCH or SEARCH command that includes the MODSEQ nessage data
item

0 a FETCH command with the CHANGEDSI NCE nodifi er,

0 a STORE command wi th the UNCHANGEDSI NCE nodifier, or

0 an ENABLE commrand contai ni ng "CONDSTORE" as one of the paraneters.
(This option only applies when the client is conmunicating with a
server that also inplenents the ENABLE ext ension [ RFC5161].)

Once a client issues a CONDSTORE enabling command, it has announced

itself as a "CONDSTORE-aware client". The server MJST then include
nmod- sequence data in all subsequent untagged FETCH responses (until
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the connection is closed), whether they were caused by a regul ar
STORE, a STORE wi th an UNCHANGEDSI NCE nodi fier, or an external agent.

A future extension to this docunent may extend the |ist of CONDSTORE
enabl ing commands. A first CONDSTORE enabling command executed in
the session with a mail box sel ected MIST cause the server to return
H GHESTMODSEQ (Section 3.1.2.1) for the mailbox (if any is selected),
unl ess the server has sent a NOMODSEQ (Section 3.1.2.2) response code
when the currently sel ected mail box was sel ect ed.

3.1.1. Advertising Support for CONDSTORE

The Conditional STORE extension is present in any | MAP4
i mpl ementation that returns "CONDSTORE' as one of the supported
capabilities in the CAPABILITY comrand response.

3.1.2. New K Untagged Responses for SELECT and EXAM NE

Thi s docunent adds two new response codes: H GHESTMODSEQ and
NOMODSEQ. One of these two response codes MJST be returned in an OK
unt agged response for any successful SELECT/ EXAM NE conmand i ssued
after a CONDSTORE enabl i ng command.

When opening a mail box, the server nust check if the mail box supports
the persistent storage of nod-sequences. |f the mail box supports the
persi stent storage of nod-sequences and the mail box open operation
succeeds, the server MJST send an OK untagged response, including the
Hl GHESTMODSEQ r esponse code. |f the persistent storage for the

mai | box is not supported, the server MJST send an OK unt agged
response, including the NOMODSEQ r esponse code i nstead.

3.1.2.1. H GHESTMODSEQ Response Code

Thi s docunent adds a new response code that is returned in an K
unt agged response for the SELECT and EXAM NE commands. Once a
CONDSTORE enabl ing conmmand is issued, a server supporting the

persi stent storage of nod-sequences for the mail box MUST send an OK
unt agged response, including the H GHESTMODSEQ response code with
every successful SELECT or EXAM NE command:

K [ H GHESTMODSEQ <nod- sequence-val ue>]
wher e <nod- sequence-val ue> i s the hi ghest nod-sequence val ue of
all nessages in the mail box. Wen the server changes U DVALID TY

for a mail box, it doesn’t have to keep the sanme H GHESTMODSEQ f or
the mail box.
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Not e that some existing CONDSTORE servers don't start tracki ng nod-
sequences or don’t report themuntil after a CONDSTORE enabling
command is issued. Because of that, a client wishing to receive

HI GHESTMODSEQ NOMODSEQ i nf ormati on nust first send a CONDSTORE
enabl i ng command, for exanple, by using SELECT/EXAM NE with the
CONDSTORE par aneter (see Section 3.1.8).

A di sconnected client can use the value of H GHESTMODSEQ to check if
it has to refetch metadata fromthe server. |If the U DVALID TY val ue
has changed for the selected mail box, the client MJST delete the
cached val ue of H GHESTMODSEQ |If U DVALIDI TY for the mailbox is the
sanme, and if the H GHESTMODSEQ val ue stored in the client’'s cache is

| ess than the value returned by the server, then sone netadata itens
on the server have changed since the |last synchronization, and the
client needs to update its cache. The client MAY use SEARCH MODSEQ
(Section 3.1.5) to find out exactly which netadata itens have
changed. Alternatively, the client MAY issue FETCH with the
CHANGEDSI NCE nodi fier (Section 3.1.4.1) in order to fetch data for

all nessages that have nmetadata itens changed since some known

modi fi cati on sequence.

Al42 SELECT | NBOX

172 EXI STS

1 RECENT

OK [UNSEEN 12] Message 12 is first unseen

OK [ U DVALI DI TY 3857529045] U Ds valid

OK [ Ul DNEXT 4392] Predicted next U D

FLAGS (\ Answered \Fl agged \Del eted \ Seen \Draft)
OK [ PERVANENTFLAGS (\Deleted \'Seen \*)] Limited
OK [ H GHESTMODSEQ 715194045007]

Al42 OK [ READ- WRI TE] SELECT conpl et ed

Lo T R T

Example 1
3.1.2.2. NOMODSEQ Response Code

Once a CONDSTORE enabling conmand is issued, a server that doesn’t
support the persistent storage of nod-sequences for the mail box MJST
send an K untagged response, including the NOMODSEQ r esponse code
with every successful SELECT or EXAM NE command. Note that sone

exi sting CONDSTORE servers don’t return NOVODSEQ until after a
CONDSTORE enabling command is issued. Because of that, a client

wi shing to recei ve H GHESTMODSEQ NOMODSEQ i nf ormati on rmust first send
a CONDSTORE enabl i ng command, for exanple, by using SELECT/ EXAM NE
with the CONDSTORE paraneter (see Section 3.1.8).
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3.

1.

A server that returned the NOMODSEQ response code for a mail box MJST
reject (wth a tagged BAD response) any of the follow ng conmands
whil e the mail box remai ns sel ected:

0 a FETCH command with the CHANGEDSI NCE nodifi er,

0 a FETCH or SEARCH command that includes the MODSEQ nmessage data

item or
0 a STORE command with the UNCHANGEDSI NCE nodi fi er.
C. Al42 SELECT | NBOX
S: * 172 EXI STS
S: * 1 RECENT
S: * OK [UNSEEN 12] Message 12 is first unseen
S: * OK [U DVALID TY 3857529045] U Ds valid
S: * OK [U DNEXT 4392] Predicted next U D
S: * FLAGS (\ Answered \Fl agged \Del eted \ Seen \Draft)
S: * OK [ PERVANENTFLAGS (\Del eted \Seen \*)] Limted
S * OK [NOMODSEQ Sorry, this mail box format doesn’t support
nmodsequences
S: Al42 OK [ READ-WRI TE] SELECT conpl et ed
Exampl e 2
3. STORE and U D STORE Comands

Thi s docunent defines the follow ng STORE nodi fier (see Section 2.5
of [ RFC4466]):

UNCHANGEDSI NCE <nod- sequence>

For each nmessage specified in the nessage set, the server perforns
the following. |If the nod-sequence of every netadata item of the
message affected by the STORE/U D STORE is equal to or less than the
speci fi ed UNCHANCGEDSI NCE val ue, then the requested operation (as
described by the nessage data item) is perforned. |If the operation
is successful, the server MJST update the nod-sequence attribute of
the message. An untagged FETCH response MJST be sent, even if the
.SILENT suffix is specified, and the response MJST incl ude the MODSEQ
nmessage data item This is required to update the client’s cache
with the correct nod-sequence values. See Section 3.1.4.2 for nore
detail s.

However, if the nod-sequence of any netadata item of the nessage is
greater than the specified UNCHANGEDSI NCE val ue, then the requested
operation MJST NOT be perfornmed. |In this case, the nod-sequence
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attribute of the nessage is not updated, and the message nunber (or
uni que identifier in the case of the U D STORE comrand) is added to
the list of messages that failed the UNCHANGEDSI NCE t est.

When the server finishes performng the operation on all the nmessages
in the nessage set, it checks for a non-enpty |ist of nessages that
failed the UNCHANGEDSI NCE test. If this list is non-enpty, the
server MJST return in the tagged response a MODI Fl ED response code.
The MODI FI ED response code includes the nessage set (for STORE) or
set of UDs (for UD STORE) of all nessages that failed the
UNCHANGEDSI NCE t est .

Al'l messages pass the UNCHANGEDSI NCE t est.

C. al03 U D STORE 6, 4, 8 ( UNCHANGEDSI NCE 12121230045)
+FLAGS. SI LENT (\ Del et ed)

* 1 FETCH (U D 4 MODSEQ (12121231000))

* 2 FETCH (U D 6 MODSEQ (12121230852))

* 4 FETCH (U D 8 MODSEQ (12121230956))

al03 K Conditional Store conpleted

Exampl e 3

0

al04 STORE * (UNCHANGEDSI NCE 12121230045) +FLAGS. SI LENT
(\ Del eted $Processed)

* 50 FETCH (MODSEQ (12111230047))

al04 K Store (conditional) conpleted

Exampl e 4

€101 STORE 50 (UNCHANGEDSI NCE 12121230045) - FLAGS. SI LENT
(\ Del et ed)

* OK [ H GHESTMODSEQ 12111230047]

* 50 FETCH ( MODSEQ (12111230048))

c101 K Store (conditional) conpleted

The H GHESTMODSEQ r esponse code was sent by the server presumably
because this was the first CONDSTORE enabl i ng command.

Exampl e 5
The failure of the conditional STORE operation for any particul ar
message or nmessages (7 in this exanple) does not stop the server from

finding all messages that fail the UNCHANGEDSI NCE test. All such
messages are returned in the MODI Fl ED response code.
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C. d105 STORE 7,5,9 (UNCHANGEDSI NCE 320162338)
+FLAGS. SI LENT (\ Del et ed)

S * 5 FETCH ( MODSEQ (320162350))

S: d105 OK [ MODI FIED 7,9] Conditional STORE failed

Exanmpl e 6

Sanme as above, but the server follows the SHOULD reconmendation in
Section 6.4.6 of [RFC3501].

C. d105 STORE 7,5,9 (UNCHANGEDSI NCE 320162338)
+FLAGS. SI LENT (\ Del et ed)
S: * 7 FETCH ( MODSEQ (320162342) FLAGS (\ Seen \Del eted))
S: * 5 FETCH ( MODSEQ (320162350))
S: * 9 FETCH ( MODSEQ (320162349) FLAGS (\ Answer ed))
S: d105 OK [ MODI FIED 7,9] Conditional STORE failed

Use of UNCHANGEDSI NCE with a nodification sequence of 0 always fails
if the netadata itemexists. A systemflag MIST al ways be consi dered
exi stent, whether it was set or not.

Exampl e 7

C. al02 STORE 12 (UNCHANGEDSI NCE 0)
+FLAGS. SI LENT ($MDNSent )
S: al02 OK [ MODI FI ED 12] Conditional STORE fail ed

The client has tested the presence of the $MDNSent user-defined
keywor d.

Exanpl e 8

Note: A client trying to make an atom c change to the state of a
particular netadata item (or a set of netadata itens) MJIST be
prepared to deal with the case when the server returns the MO FI ED
response code if the state of the netadata item bei ng watched hasn’'t
changed (but the state of some other nmetadata itemhas). This is
necessary because sone servers don't store separate nod-sequences for
different metadata itens. However, a server inplenmentation SHOULD
avoi d generating spurious MODI FIED responses for +FLAGS/ -FLAGS STORE
operations, even when the server stores a single nod-sequence per
message. Section 3.1.12 describes how this can be achieved.

Unl ess the server has included an unsolicited FETCH to update the
client’s know edge about nessages that have fail ed the UNCHANGEDSI NCE
test, upon receipt of the MODI FI ED response code, the client SHOULD
try to figure out if the required netadata itens have i ndeed changed
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by issuing the FETCH or NOOP conmmand. It is RECOVMMENDED that the
server avoids the need for the client to do that by sending an
unsolicited FETCH response (see Exanples 9 and 10).

If the required nmetadata itens haven’'t changed, the client SHOULD
retry the command with the new nod-sequence. The client needs to
allow for a reasonabl e number of retries (at |east 2).

In the exanpl e below, the server returns the MOD FI ED response code
wi t hout sending information describing why the STORE UNCHANGEDSI NCE
operation has fail ed.

C. al06 STORE 100: 150 ( UNCHANGEDSI NCE 212030000000)
+FLAGS. SI LENT ($Processed)
100 FETCH ( MODSEQ (303181230852))
* 102 FETCH ( MODSEQ (303181230852))

S

S

S. * 150 FETCH (MODSEQ (303181230852))

S: al06 OK [ MODI FI ED 101] Conditional STORE fail ed

The flag $Processed was set on the message 101...

C. al07 NOOP
S: * 101 FETCH ( MODSEQ (303011130956) FLAGS ($Processed))
S: ald7 K

Exampl e 9

O, the flag hasn’t changed, but another has (note that this server
behavi or is discouraged. Server inplenenters should also see
Section 3.1.12)...

C. b107 NOOP
S * 101 FETCH (MODSEQ (303011130956) FLAGS (\Del et ed \ Answer ed))
S b107 K

...and the client retries the operation for the nmessage 101 with
t he updat ed UNCHANGEDSI NCE val ue.

C. bl108 STORE 101 ( UNCHANGEDSI NCE 303011130956)
+FLAGS. SI LENT ($Processed)

S: * 101 FETCH ( MODSEQ (303181230852))

S: bl108 K Conditional Store conpleted

Sane as above, but the server avoids the need for the client to poll
for changes.
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The flag $Processed was set on the nmessage 101 by anot her
client...

C. al06 STORE 100: 150 ( UNCHANGEDSI NCE 212030000000)
+FLAGS. SI LENT ($Processed)

S 100 FETCH ( MODSEQ (303181230852))

S: * 101 FETCH ( MODSEQ (303011130956) FLAGS ($Processed))

S: * 102 FETCH ( MODSEQ (303181230852))

S

S

x 150 FETCH ( MODSEQ (303181230852))
al06 OK [ MODI FI ED 101] Conditional STORE failed

Exanpl e 10

O, the flag hasn’t changed, but another has (note that this server
behavi or is discouraged. Server inplenenters should also see
Section 3.1.12)...

al06 STORE 100: 150 ( UNCHANGEDSI NCE 212030000000)
+FLAGS. SI LENT ($Processed)
100 FETCH ( MODSEQ (303181230852))
* 101 FETCH ( MODSEQ (303011130956) FLAGS (\Del et ed \ Answer ed))
* 102 FETCH ( MODSEQ (303181230852))

'+ 150 FETCH (MODSEQ (303181230852))
a106 OK [ MODI FI ED 101] Conditional STORE fail ed

...and the client retries the operation for the nessage 101 with
t he updat ed UNCHANGEDSI NCE val ue.

C. bl108 STORE 101 (UNCHANGEDSI NCE 303011130956)
+FLAGS. SI LENT ($Processed)

S: * 101 FETCH ( MODSEQ (303181230852))

S: bl108 OK Conditional Store conpleted

O, the flag hasn’t changed, but another has (nice server behavior.
Server inplenenters should also see Section 3.1.12)...

C. al06 STORE 100: 150 ( UNCHANGEDSI NCE 212030000000)
+FLAGS. SI LENT ($Processed)

S 100 FETCH ( MODSEQ (303181230852))

S: * 101 FETCH (MODSEQ (303011130956) FLAGS ($Processed \Del et ed
\ Answer ed))

S: * 102 FETCH ( MODSEQ (303181230852))

S

S

x 150 FETCH ( MODSEQ (303181230852))
al06 OK Conditional STORE conpl et ed
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The foll owi ng exanple is based on the exanple from Section 4.2.3 of
[ RFC2180] and denonstrates that the MODI FI ED response code MAY al so
be returned in the tagged NO response.

The client tries to conditionally STORE flags on a m xture of
expunged and non- expunged nessages; one nessage fails the
UNCHANGEDSI NCE t est .

BOO1 STORE 1:7 (UNCHANGEDSI NCE 320172338) +FLAGS (\ SEEN)

* 1 FETCH (MODSEQ (320172342) FLAGS (\ SEEN))

* 3 FETCH (MODSEQ (320172342) FLAGS (\ SEEN))

BO01 NO [ MODI FI ED 2] Sone of the messages no | onger exist.

B0O02 NOOP
* 4 EXPUNGE

4 EXPUNGE

4 EXPUNGE

4 EXPUNGE

2 FETCH ( MODSEQ (320172340) FLAGS (\Del eted \ Answer ed))
B002 OK NOOP Conpl et ed.

* kX

*

DLOOHLHLWO DLWO

By receiving FETCH responses for nessages 1 and 3, and EXPUNGE
responses that indicate that nessages 4 through 7 have been
expunged, the client retries the operation only for nessage 2
The updat ed UNCHANGEDSI NCE val ue i s used.

C. b003 STORE 2 (UNCHANGEDSI NCE 320172340) +FLAGS (\ Seen)
S: * 2 FETCH ( MODSEQ (320180050) FLAGS (\ SEEN \ Fl agged))
S: b003 OK Conditional Store conpleted

Exanpl e 11

Note: If a message is specified multiple tinmes in the nessage set,
and the server doesn't internally elimnate duplicates fromthe
message set, it MJST NOT fail the conditional STORE operation for the
second (or subsequent) occurrence of the nmessage if the operation
conmpl eted successfully for the first occurrence. For exanple, if the
client specifies:

€105 STORE 7, 3:9 (UNCHANGEDSI NCE 12121230045) +FLAGS. SI LENT
(\ Del et ed)

the server nust not fail the operation for nmessage 7 as part of

processing "3:9" if it succeeded when nessage 7 was processed the
first tine.

Mel ni kov & Cridl and St andards Track [ Page 15]



RFC 7162 I MAP CONDSTORE & QRESYNC May 2014

As specified in Section 3.1, once the client specifies the
UNCHANGEDSI NCE nodi fier in a STORE command, the server starts

i ncluding the MODSEQ FETCH response data itens in all subsequent
unsol i cited FETCH responses.

Thi s docunent al so changes the behavior of the server when it has
performed a STORE or U D STORE command and t he UNCHANGEDSI NCE
modifier is not specified. |If the operation is successful for a
message, the server MJST update the nod-sequence attribute of the
message. The server is REQU RED to include the nod-sequence val ue
whenever it decides to send the unsolicited FETCH response to all
CONDSTORE- awar e clients that have opened the mail box containing the
message

Server inplenenters should also see Section 3.1.11 for additiona
quality of inplenmentation issues related to the STORE conmand.

3.1.4. FETCH and U D FETCH Conmands
3.1.4.1. CHANGEDSI NCE FETCH Mbdi fi er

Thi s docunent defines the follow ng FETCH nodifier (see Section 2.4
of [ RFC4466]):

CHANGEDSI NCE <nod- sequence>: The CHANGEDSI NCE FETCH nodi fier all ows
the client to further subset the list of nmessages described by the
sequence set. The information described by message data itenms is
only returned for nessages that have a nod-sequence bigger than
<nmod- sequence>

When t he CHANGEDSI NCE FETCH nodifier is specified, it inplicitly
adds the MODSEQ FETCH nessage data item (Section 3.1.4.2).

s100 U D FETCH 1:* (FLAGS) (CHANGEDSI NCE 12345)

* 1 FETCH (U D 4 MODSEQ (65402) FLAGS (\ Seen))

* 2 FETCH (U D 6 MODSEQ (75403) FLAGS (\Del eted))

* 4 FETCH (U D 8 MODSEQ (29738) FLAGS ($NoJunk $Aut oJunk
$MDNSent ) )

s100 OK FETCH conpl et ed

w 0ununo

Exanpl e 12
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3.1.4.2. MODSEQ Message Data Itemin FETCH Conmand

CONDSTORE adds a MODSEQ nessage data itemto the FETCH command. The
MODSEQ nessage data itemallows clients to retrieve nod-sequence
val ues for a range of messages in the currently sel ected mail box.

As specified in Section 3.1, once the client has specified the MODSEQ
message data itemin a FETCH request, the server starts including the
MODSEQ FETCH response data itens in all subsequent unsolicited FETCH

responses.

Syntax: MODSEQ

The MODSEQ nessage data item causes the server to return MODSEQ
FETCH response data itens.

Syntax: MODSEQ ( <per nsg- nodsequence> )
MODSEQ response data itens contain per-nessage npd-sequences.

The MODSEQ response data itemis returned if the client issued
FETCH with the MODSEQ nessage data item It also allows the
server to notify the client about nod-sequence changes caused by
conditional STOREs (Section 3.1.3) and/or changes caused by

ext ernal sources.

FETCH 1: 3 ( MODSEQ
1 FETCH ( MODSEQ (624140003))
2 FETCH (MODSEQ (624140007))
3 FETCH ( MODSEQ (624140005))
K Fetch conpl ete

I )

<8}

In this example, the client requests per-nmessage nod-sequences for a
set of messages.

Exanpl e 13

Servers that only support the CONDSTORE extension (and not QRESYNC)
SHOULD conply with requirenments from Section 3. 2. 4.

When a flag for a nessage is nodified in a different session, the
server sends an unsolicited FETCH response containing the nod-
sequence for the nessage, as denonstrated in Exanple 14. Note that
when the server al so supports the QRESYNC extension (Section 3.2.3)
and a CONDSTORE enabl i ng command has been issued, all FETCH responses
in Exanple 14 nmust also include U D FETCH itens as prescribed by
Section 3.2.4.
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(Session 1, authenticated as the user "alex".) The user adds a
shared fl ag \Del et ed:

C. Al42 SELECT | NBOX

S* FLAGS (\ Answered \Fl agged \Del eted \ Seen \Draft)
S: * OK [ PERMANENTFLAGS (\ Answered \Del eted \Seen \*)] Linmted

C Al60 STORE 7 +FLAGS. SI LENT (\ Del et ed)
S. * 7 FETCH (MODSEQ (2121231000))
S: Al60 K Store conpleted

(Session 2, also authenticated as the user "alex".) Any changes
to flags are always reported to all sessions authenticated as the
same user as in session 1.

C. C180 NooP
S: * 7 FETCH (FLAGS (\Del eted \ Answered) MODSEQ (12121231000))
S: C180 OK Noop conpl eted

(Session 3, authenticated as the user "andrew'.) As \Deleted is a
shared flag, changes in session 1 are also reported in session 3:

C. D210 NooP
S: * 7 FETCH (FLAGS (\Del eted \ Answered) MODSEQ (12121231000))
S: D210 OK Noop conpl eted

The user nodifies a private flag, \Seen, in session 1...

C. A240 STORE 7 +FLAGS. SI LENT (\ Seen)
S: * 7 FETCH (MODSEQ (12121231777))
S: A240 KX Store conpl eted

.which is only reported in session 2...
C. C270 NoorP
S: * 7 FETCH (FLAGS (\Del eted \ Answered \ Seen) MODSEQ

(12121231777))

S: Q270 OK Noop conpl eted

.but not in session 3.

C. D300 NoorP
S: D300 OK Noop conpl eted
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And, finally, the user renoves flags \Answered (shared) and \ Seen
(private) in session 1.

C. A330 STORE 7 -FLAGS. SI LENT (\ Answer ed \ Seen)
S: * 7 FETCH ( MODSEQ (12121245160))
S: A330 K Store conpl eted

Bot h changes are reported in session 2..
C360 NOOP

* 7 FETCH (FLAGS (\Del eted) MODSEQ (12121245160))
C360 OK Noop conpl et ed

wuno

.and only changes to shared flags are reported in session 3.

D390 NOOP
* 7 FETCH (FLAGS (\Del eted) MODSEQ (12121245160))
D390 OK Noop conpl et ed

wuno

Exanmpl e 14

Server inplenenters should also see Section 3.1.11 for additiona
quality of inplenentation issues related to the FETCH conmand.

3.1.5. MODSEQ Search Criterion in SEARCH

The MODSEQ criterion for the SEARCH (or U D SEARCH) command all ows a
client to search for the netadata itens that were nodified since a
speci fied nonent.

Synt ax: MODSEQ [ <entry-nane> <entry-type-req>] <nod-sequence-val zer>

Messages that have nodification values that are equal to or
greater than <nod-sequence-val zer>. This allows a client, for
exanple, to find out which nessages contain netadata itens that
have changed since the last tinme it updated its di sconnected
cache. The client may al so specify <entry-name> (name of the

met adata iten) and <entry-type-req> (type of netadata iten) before
<nod- sequence-val zer>. <entry-type-req> can be one of "shared",
"priv" (private), or "all". The last neans that the server MJST
use the biggest value anong "priv" and "shared" npd-sequences for
the nmetadata item |f the server doesn’t store separate nod-
sequences for different netadata itens, it MJST ignore <entry-
nane> and <entry-type-regq> O herw se, the server should use them
to narrow down the search
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For a flag <flagnane>, the correspondi ng <entry-name> has the form
"/flags/<flagname>". Note that the leading "\" character that
denotes a systemflag has to be escaped as per Section 4.3 of

[ RFC3501], as <entry-nane> uses the syntax for quoted strings (see
t he exanpl es bel ow).

If the client specifies a MODSEQ criterion in a SEARCH (or U D
SEARCH) conmmand and the server returns a non-enpty SEARCH result, the
server MJST al so append (to the end of the untagged SEARCH response)
t he hi ghest nod-sequence for all nessages being returned. See also
Section 3.1.6. Note that other |MAP extensions such as ESEARCH

[ RFC4731] can override this requirenment (see Section 3.1.10 for nore
details.)

C. a SEARCH MODSEQ "/flags/\\draft" all 620162338
S: * SEARCH2 5 6 7 11 12 18 19 20 23 (MODSEQ 917162500)
S: a OK Search conplete

In the above exanpl e, the nessage nunbers of any messages having a
nmod- sequence equal to or greater than 620162338 for the "\Draft" flag
are returned in the search results.

Exanpl e 15
C. t SEARCH OR NOT MODSEQ 720162338 LARGER 50000
S: * SEARCH
S: t OK Search conplete, nothing found
Exanpl e 16
3.1.6. Modified SEARCH Unt agged Response

Dat a: zero or nore nunbers
nmod- sequence value (omitted if no match)

Thi s docunent extends the syntax of the untagged SEARCH response to
i nclude the hi ghest nod-sequence for all nessages being returned.

If aclient specifies a MODSEQ criterion in a SEARCH (or U D SEARCH)
command and the server returns a non-enpty SEARCH result, the server
MUST al so append (to the end of the untagged SEARCH response) the

hi ghest nod-sequence for all nessages being returned. See

Section 3.1.5 for exanpl es.

Mel ni kov & Cridl and St andards Track [ Page 20]



RFC 7162 I MAP CONDSTORE & QRESYNC May 2014

3.1.7. H GHESTMODSEQ Status Data Itens
Thi s docunent defines a new status data item

H GHESTMODSEQ  The hi ghest nod-sequence val ue of all nessages in the
mai | box. This is the same value that is returned by the server in
t he H GHESTMODSEQ response code in an OK untagged response (see
Section 3.1.2.1). If the server doesn’t support the persistent
storage of nod-sequences for the mail box (see Section 3.1.2.2),
the server MUST return 0 as the val ue of the H GHESTMODSEQ st at us
data item

C. A042 STATUS bl urdybl oop (Ul DNEXT MESSAGES H GHESTMODSEQ
S: * STATUS bl urdybl oop ( MESSAGES 231 Ul DNEXT 44292

HI GHESTMODSEQ 7011231777)
S: A042 OK STATUS conpl eted

Exanpl e 17
3.1.8. CONDSTORE Par aneter to SELECT and EXAM NE

The CONDSTORE extension defines a single optional select paraneter,
"CONDSTORE", which tells the server that it MJST include the MODSEQ
FETCH response data items in all subsequent unsolicited FETCH
responses.

The CONDSTORE paramneter to SELECT/ EXAM NE hel ps avoid a race
condition that m ght arise when one or nore netadata itens are

nmodi fied in another session after the server has sent the

HI GHESTMODSEQ r esponse code and before the client was able to issue a
CONDSTCORE enabl i ng comrand.

A142 SELECT | NBOX ( CONDSTORE)
* 172 EXI STS

1 RECENT

OK [UNSEEN 12] Message 12 is first unseen

OK [UI DVALI DI TY 3857529045] Ul Ds valid

OK [ Ul DNEXT 4392] Predicted next U D

FLAGS (\ Answered \Fl agged \Del eted \ Seen \Draft)

OK [ PERVANENTFLAGS (\Del eted \Seen \*)] Limted

OK [ H GHESTMODSEQ 715194045007]

Al42 OK [ READ- WRI TE] SELECT conpl et ed, CONDSTORE i s now enabl ed

* % X X X X %

Exanpl e 18
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3.1.9. Interaction with | MAP SORT and THREAD Ext ensi ons

The MODSEQ Search Criterion (see Section 3.1.5) causes nodifications
to SORT [ RFC5256] responses simlar to nodifications to SEARCH
responses defined in Section 3.1.6:

SORT Response Dat a: zero or nore numnbers
mod- sequence value (omitted if no match)

Thi s docunent extends the syntax of the untagged SORT response to
i nclude the hi ghest nod-sequence for all nessages being returned.

If aclient specifies a MODSEQ criterion in a SORT (or U D SORT)
command and the server returns a non-enpty SORT result, the server
MJST al so append (to the end of the untagged SORT response) the

hi ghest nod-sequence for all nmessages being returned. Note that
ot her | MAP extensions such as ESORT [ RFC5267] can override this
requirenent (see Section 3.1.10 for nore details.)

THREAD commands that include a MODSEQ Search Criterion return THREAD
responses as specified in [ RFC5256], i.e., THREAD responses are
unchanged by the CONDSTORE ext ensi on.

3.1.10. Interaction with | MAP ESORT and ESEARCH Ext ensi ons

If aclient specifies a MODSEQ criterion in an extended SEARCH (or
extended U D SEARCH) [RFC4731] command and the server returns a non-
enpty SEARCH result, the server MJUST return the ESEARCH response
containing the MODSEQ result option as defined in Section 3.2 of

[ RFCA731] .

C. a SEARCH RETURN (ALL) MODSEQ 1234
S. * ESEARCH (TAG "a") ALL 1:3,5 MODSEQ 1236
S: a OK Extended SEARCH conpl et ed

Exanpl e 19

If aclient specifies a MODSEQ criterion in an extended SORT (or
extended U D SORT) [ RFC5267] command and the server returns a non-
enpty SORT result, the server MJIST return the ESEARCH response
containing the MODSEQ result option defined in Section 3.2 of

[ RFCA731] .

C. a SORT RETURN (ALL) (DATE) UTF-8 MODSEQ 1234
S. * ESEARCH (TAG "a") ALL 5,3,2,1 MODSEQ 1236
S: a OK Extended SORT conpl et ed

Exanpl e 20
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3.1.11. Additional Quality-of-Inplenmentation |Issues

Server inplenentations should follow the follow ng rule, which
applies to any successfully conpleted STORE/ U D STORE (with and

wi t hout an UNCHANGEDSI NCE nodifier), as well as to a FETCH conmand
that inplicitly sets the \'Seen flag

Adding the flag when it is already present or renoving it when it
is not present SHOULD NOT change the nod-sequence.

This will prevent spurious client synchronization requests.
However, note that client inplenenters MUST NOT rely on this server
behavior. A client can't distinguish between the case when a server
has viol ated the SHOULD nenti oned above and when one or nore clients
set and unset (or unset and set) the flag in another session
3.1.12. CONDSTORE Server |nplenentation Considerations

Thi s section describes how a server inplementation that doesn’'t store
separ at e per-netadata nod-sequences for different netadata itenms can
avoi d sendi ng the MODI FI ED response to any of the follow ng
condi ti onal STORE operations:

+FLAGS

- FLAGS

+FLAGS. SI LENT

- FLAGS. SI LENT
Note that the optim zation described in this section can’t be
performed in case of a conditional STORE FLAGS (without "+" or "-")
operati on.

Let’s use the follow ng exanmple. The client has issued:

C. al06 STORE 100: 150 ( UNCHANGEDSI NCE 212030000000)
+FLAGS. SI LENT ( $Processed)

When the server receives the command and parses it successfully, it

iterates through the nmessage set and tries to execute the conditiona
STORE command for each nessage
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Each server internally works as a client, i.e., it has to cache the
current state of all IMAP flags as it is known to the client. In
order to report flag changes to the client, the server compares the
cached values with the values in its database for | MAP fl ags.

I magi ne that another client has changed the state of a flag \Del eted
on the message 101 and that the change updated the nod-sequence for
the message. The server knows that the nod-sequence for the mail box
has changed; however, it also knows that:

a. the client is not interested in the \Deleted flag, as it hasn't
included it in the +FLAGS. SI LENT operation and

b. the state of the flag $Processed hasn't changed (the server can
determne this by comparing the cached flag state with the state
of the flag in the database).

Therefore, the server doesn’'t have to report MODIFIED to the client.
Instead, the server may set the $Processed flag, update the nod-
sequence for the nessage 101 once again, and send an untagged FETCH
response with a new nod-sequence and fl ags:

S: * 101 FETCH ( MODSEQ (303011130956) FLAGS ($Processed \Del eted
\ Answer ed))

See also Section 3.1.11 for additional quality-of-inplementation
i ssues.

3.2. QRESYNC Extension

Al'l protocol changes and requirenents specified for the CONDSTORE
extension are also a part of the QRESYNC extension

The QRESYNC extension puts additional requirenments on a server

i npl ementing the CONDSTORE ext ension. Each mail box that supports
persi stent storage of nod-sequences, i.e., for which the server would
send a H GHESTMODSEQ unt agged OK response code on a successfu
SELECT/ EXAM NE, MJST increment the per-mail box nod- sequence when one
or nore nmessages are expunged due to EXPUNGE, U D EXPUNGE, CLOCSE, or
MOVE [ RFC6851]; the server MJST associate the increnented nod-
sequence with the U Ds of the expunged nessages. Additionally, if
the server also supports the | MAP METADATA extension [ RFC5464], it
MUST i ncrenment the per-nmail box nod-sequence when SETMETADATA
successful ly changes an annotati on on the correspondi ng nail box.

A server inplenmenting QRESYNC MUST send untagged events to a client

in a way that the client doesn’t |ose any changes in case of
connectivity loss. In particular, this means that if the server
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sends MODSEQ FETCH data itens while EXPUNGE (or VAN SHED) replies
with | ower nod-sequences being del ayed, the server MJST send the
H GHESTMODSEQ r esponse code with a | ower val ue than the EXPUNGE s
nod- sequence. See the exanple in Section 6

3.2.1. Inpact on CONDSTORE-only Cients

A client that supports CONDSTORE but not QRESYNC mi ght resynchronize
a mail box and di scover that its H GHESTMODSEQ has increased fromthe

val ue cached by the client. |If the increase is only due to nessages
havi ng been expunged since the client |ast synchronized, the client
is likely to send a FETCH ... CHANGCEDSI NCE conmmand that returns no

data. Thus, a client that supports CONDSTORE but not QRESYNC mi ght

incur a penalty of an unneeded round trip when resynchroni zi ng some

mai | boxes (those that have had nessages expunged but no flag changes
since the last synchronization).

This extra round trip is only incurred by clients that support
CONDSTORE but not QRESYNC and only when a mmil box has had nmessages
expunged but no flag changes to non-expunged nmessages. Since
CONDSTORE is a relatively new extension, it is strongly encouraged
that clients that support it also support QRESYNC

3.2.2. Advertising Support for QRESYNC

The quick resync | MAP extension is present if an | MAP4 server returns
"QRESYNC' as one of the supported capabilities to the CAPABILITY
comrand.

For conpatibility with clients that only support the CONDSTORE | VAP
ext ensi on, servers SHOULD al so adverti se "CONDSTORE" in the
CAPABI LI TY response

3.2.3. Use of ENABLE

Servers supporting QRESYNC MUST i npl enment and advertise support for
the ENABLE [ RFC5161] | MAP extension. Also, the presence of the
"QRESYNC' capability inplies support for the CONDSTORE | MAP ext ensi on
even if the "CONDSTORE" capability isn’'t advertised. A server
conpliant with this specification is REQU RED to support "ENABLE
QRESYNC' and "ENABLE QRESYNC CONDSTORE" (which are " CONDSTORE
enabl i ng commands”, see Section 3.1, and have identical results).
Note that the order of parameters is not significant, but there is no
requirenent for a conpliant server to support "ENABLE CONDSTORE' by
itself. The "ENABLE QRESYNC'/"ENABLE QRESYNC CONDSTORE" command al so
tells the server that it MJST start sendi ng VAN SHED r esponses (see
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Section 3.2.10) instead of EXPUNGE responses for all rmmil boxes for
whi ch the server doesn’t return the NOMODSEQ response code. This
change remains in effect until the connection is closed.

A client maki ng use of QRESYNC MUST issue "ENABLE QRESYNC' once it is
aut henticated. A server MJST respond with a tagged BAD response if
the QRESYNC paraneter to the SELECT/ EXAM NE command or the VAN SHED
U D FETCH nodifier is specified and the client hasn’t issued "ENABLE
QRESYNC', or the server has not positively responded (in the current
connection) to that conmand with the untagged ENABLED response

cont ai ni ng QRESYNC.

3.2.4. Additional Requirenents on QRESYNC Servers

Once a CONDSTORE enabling conmand is issued by the client, the server
MUST autonatically include both U D and nod-sequence data in all
subsequent untagged FETCH responses (until the connection is closed),
whet her they were caused by a regular STORE/ U D STORE, a STORE/ U D
STORE with an UNCHANGEDSI NCE nodifier, a FETCH U D FETCH t hat
inmplicitly set the \Seen flag, or an external agent. Note that this
rul e doesn’t affect untagged FETCH responses caused by a FETCH
command that doesn’t include U D and/or a MODSEQ FETCH data item (and
doesn’t inplicitly set the \Seen flag) or U D FETCH wi thout the
MODSEQ FETCH data item

3.2.5. (QRESYNC Paraneter to SELECT/ EXAM NE

The Qui ck Resynchroni zati on paraneter to SELECT/ EXAM NE commands has
four argunents:

o the last known U DVALI DI TY,
o the last known nodification sequence,
o the optional set of known U Ds, and

0 an optional parenthesized |list of known sequence ranges and their
correspondi ng Ul Ds.

A server MJST respond with a tagged BAD response if the Quick
Resynchroni zati on paraneter to the SELECT/ EXAM NE command i s
specified and the client hasn’t issued "ENABLE QRESYNC' in the
current connection, or the server has not positively responded to
that command with the untagged ENABLED response contai ni ng QRESYNC.

Bef ore opening the specified nmail box, the server verifies all

argunents for syntactic validity. |If any paraneter is not
syntactically valid, the server returns the tagged BAD response, and
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the mail box remai ns unsel ected. Once the check is done, the server
opens the mailbox as if no SELECT/ EXAM NE paraneters are specified
(this is subject to the processing of other paraneters as defined in
other extensions). |In particular, this neans that the server MJST
send all untagged responses as specified in Sections 6.3.1 and 6.3.2
of [ RFC3501].

After that, the server checks the U DVALIDITY val ue provi ded by the
client. |If the provided U DVALI DI TY doesn’t match the U DVALIDI TY
for the mail box bei ng opened, then the server MJST ignore the

remai ni ng paraneters and behave as if no dynanmi c nessage data
changed. The client can discover this situation by conparing the
U DVALI DI TY value returned by the server. This behavior allows the
client not to synchronize the nmail box or decide on the best
synchroni zati on strategy.

Exanmpl e: Attenpting to resynchroni ze 1 NBOX, but the provided
U DVALI DI TY paraneter doesn’'t match the current U DVALID TY
val ue.

C. A02 SELECT I NBOX ( QRESYNC (67890007 20050715194045000
41, 43: 211, 214: 541))

* 464 EXI STS

* 3 RECENT

* OK [U DVALI DI TY 3857529045] Ul DVALI DI TY

* OK [ U DNEXT 550] Predicted next U D

* OK [ H GHESTMODSEQ 90060128194045007] Hi ghest mai | box

d- sequence

* OK [UNSEEN 12] Message 12 is first unseen

* FLAGS (\ Answered \ Fl agged \Draft \Del eted \ Seen)

* OK [ PERMANENTFLAGS (\ Answered \ Fl agged \Draft

\Del eted \ Seen \*)] Permanent fl ags

S: A02 OK [ READ-WRI TE] Sorry, U DVALIDITY m smatch

Remai ni ng paraneters are described in the foll owi ng subsections.
3.2.5.1. Modification Sequence and U D Paraneters

A server that doesn’t support the persistent storage of npbd-sequences
for the mail box MUST send an OK untagged response including the
NOMODSEQ r esponse code with every successful SELECT or EXAM NE
command (see Section 3.1.2.2). Such a server doesn’t need to
renmenber nod-sequences for expunged nessages in the mail box. It MJST
i gnore the remining paraneters and behave as if no dynam c nmessage
dat a changed.

If the provided U DVALID TY matches that of the selected nmail box, the
server then checks the | ast known nodification sequence.
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The server sends the client any pending flag changes (using FETCH
responses that MJST contain U Ds) and expunges those that have
occurred in this mail box since the provided nodification sequence.

If the list of known U Ds was al so provided, the server should only
report flag changes and expunges for the specified nessages. If the
client did not provide the list of UDs, the server acts as if the
client has specified "1:<maxuid>", where <maxuid> is the mail box’s
U DNEXT value minus 1. |If the mailbox is enpty and never had any
messages in it, then lack of the list of UDs is interpreted as an
enpty set of Ul Ds.

Thus, the client can process just these pending events and need not
performa full resynchronization. Wthout the message sequence
nunber matching information, the result of this step is semantically
equi valent to the client issuing:

tagl U D FETCH "known-ui ds" (FLAGS) (CHANGEDSI NCE " nod- sequence-

val ue" VAN SHED)

In particular, this means that all requirenents specified in
Section 3.2.6 apply.

Exanpl e:

C. A03 SELECT I NBOX ( QRESYNC (67890007
90060115194045000 41: 211, 214:541))

OK [ CLOSED]

100 EXI STS

11 RECENT

OK [UI DVALI DI TY 67890007] Ul DVALI DI TY

OK [ Ul DNEXT 600] Predicted next U D

OK [ H GHESTMODSEQ 90060115205545359] Hi ghest
mai | box nod- sequence

* OK [UNSEEN 7] There are some unseen

messages in the mail box

* FLAGS (\ Answered \ Fl agged \Draft \Del eted \ Seen)
* OK [ PERMANENTFLAGS (\ Answered \ Fl agged \Draft
\Del eted \ Seen \*)] Permanent fl ags

* VANl SHED (EARLI ER) 41, 43: 116, 118, 120: 211, 214: 540
* 49 FETCH (U D 117 FLAGS (\ Seen \ Answer ed) MODSEQ
(90060115194045001) )

* 50 FETCH (U D 119 FLAGS (\Draft $MDNSent) MODSEQ
(90060115194045308) )
* 51 FETCH (U D 541 FLAGS (\ Seen $Forwarded) MODSEQ
(90060115194045001) )
A03 OK [ READ- WRI TE] nmmi | box sel ected

E R

w v u un wu v Vunnuow
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In the above exanple, flag information for U D 42 is not returned,
presumably because its flags haven't changed since the MODSEQ
90060115194045000.

3.2.5.2. Message Sequence Match Data

A client MAY provide a parenthesized Iist of a nessage sequence set
and the corresponding U D sets. Both MJST be provided in ascending
order. The server uses this data to restrict the range for which it
provi des expunged nessage i nfornmation

Conceptually, the client provides a snmall sanple of sequence nunbers
for which it knows the corresponding U Ds. The server then conpares
each sequence nunmber and U D pair the client provides with the
current state of the mailbox. |If a pair matches, then the client
knows of any expunges up to, and including, the nessage; thus, it
will not include that range in the VAN SHED response, even if the
"nod- sequence-val ue" provided by the client is too old for the server
to have data of when those nessages were expunged.

Thus, if the Nth nessage nunber in the first set in the list is 4,
and the Nth UDin the second set in the list is 8 and the mailbox’'s
fourth nessage has U D 8, then no U Ds equal to or less than 8 are
present in the VAN SHED response. |If the (N+1)th message nunber is
12, and the (N+1)th U Dis 24, and the (N+1)th nessage in the mail box
has U D 25, then the lowest U D included in the VAN SHED response
woul d be 9.

In the following two exanples, the server is unable to renenber
expunges at all, and only U Ds with nmessages divisible by three are
present in the mailbox. |In the first exanple, the client does not
use the fourth paranmeter; in the second, it provides it. This
exanpl e is somewhat extreme, but it shows that judicious usage of the
sequence natch data can save a substantial anount of bandw dth.

Exanpl e:

C. A04 SELECT | NBOX ( QRESYNC (67890007
90060115194045000 1:29997))

10003 EXI STS

4 RECENT

OK [UI DVALI DI TY 67890007] Ul DVALI DI TY

OK [ Ul DNEXT 30013] Predicted next UD

OK [ H GHESTMODSEQ 90060115205545359] Hi ghest nmmi | box
nmod- sequence

* OK [UNSEEN 7] There are sone unseen nessages in the mail box
* FLAGS (\ Answered \ Fl agged \Draft \Del eted \ Seen)

* % X X F

0wy Voo
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* OK [ PERMANENTFLAGS (\ Answered \ Fl agged \Draft
\Del eted \ Seen \*)] Permanent fl ags
* VANl SHED (EARLIER) 1:2,4:5,7:8,10:11,13:14,[...],
29668: 29669, 29671: 29996
* 1 FETCH (U D 3 FLAGS (\Seen \ Answered $l nportant) MODSEQ
(90060115194045001))

* 9889 FETCH (UI D 29667 FLAGS (\Seen \Answered) MODSEQ
(90060115194045027))

* 9890 FETCH (Ul D 29670 FLAGS (\Draft $MDNSent) MODSEQ
(90060115194045028) )

* 9999 FETCH (U D 29997 FLAGS (\Seen $Forwarded) MODSEQ
(90060115194045031))
A04 K [ READ- WRI TE] nmmi | box sel ected

e

BO4 SELECT | NBOX (QRESYNC (67890007
90060115194045000 1: 29997 (5000, 7500, 9000, 9990: 9999 15000,
22500, 27000, 29970, 29973, 29976, 29979, 29982, 29985, 29988, 29991
29994, 29997)))

10003 EXI STS
* 4 RECENT
* OK [U DVALI DI TY 67890007] U DVALIDI TY
* OK [ U DNEXT 30013] Predicted next U D
* OK [ H GHESTMODSEQ 90060115205545359] Hi ghest mai | box nod-
sequence
* OK [UNSEEN 7] There are some unseen nessages in the mail box
* FLAGS (\ Answered \Fl agged \Draft \Del eted \ Seen)
* OK [ PERMANENTFLAGS (\ Answered \ Fl agged \Draft
\Del eted \ Seen \*)] Permanent fl ags
* 1 FETCH (U D 3 FLAGS (\Seen \ Answered $l nportant) MODSEQ
(90060115194045001) )

* 9889 FETCH (Ul D 29667 FLAGS (\ Seen \ Answered) MODSEQ
(90060115194045027))
* 9890 FETCH (U D 29670 FLAGS (\Draft $MDNSent) MODSEQ
(90060115194045028) )

* 9999 FETCH (U D 29997 FLAGS (\ Seen $Forwar ded) MODSEQ

(90060115194045031))
B04 OK [ READ- WRI TE] nui | box sel ect ed
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3.2.6. VAN SHED U D FETCH Modi fi er

[ RFC4466] has extended the syntax of the FETCH and U D FETCH commands
to include an optional FETCH nodifier. This docunment defines a new
U D FETCH nodi fier: VAN SHED.

Note that the VAN SHED U D FETCH nodifier is NOT allowed with a FETCH
command. The server MJST return a tagged BAD response if this
response is specified as a nodifier to the FETCH command.

A server MJST respond with a tagged BAD response if the VANI SHED Ul D
FETCH nodifier is specified and the client hasn’t issued "ENABLE
QRESYNC' in the current connection

The VANI SHED Ul D FETCH nodi fi er MJUST only be specified together with
t he CHANGEDSI NCE U D FETCH nodifier. |f the VANISHED U D FETCH

nmodi fier is used without the CHANGEDSI NCE U D FETCH nodi fier, the
server MJST respond with a tagged BAD response.

The VANI SHED Ul D FETCH nodifier instructs the server to report those
messages fromthe U D set paraneter that have been expunged and whose
associ at ed nod-sequence is |arger than the specified nod-sequence.
That is, the client requests to be inforned of nessages fromthe
specified set that were expunged since the specified nod-sequence.
Not e that the nod-sequence(s) associated with these nessages was
updat ed when the nessages were expunged (as described above). The
expunged nessages are reported using the VANI SHED ( EARLI ER) response
as described in Section 3.2.10.1. Any VAN SHED ( EARLI ER) responses
MUST be returned before any FETCH responses, otherw se the client

m ght get confused about how nessage nunbers map to Ul Ds.

Note: A server that receives a nod-sequence smaller than <m nnodseq>
where <m nnodseq> is the value of the small est expunged nod-sequence
it remenbers mnus one, MJST behave as if it was requested to report
al | expunged nessages fromthe provided U D set paraneter.

Exanpl e 1: Wthout the VANISHED U D FETCH nodi fier, a CONDSTORE- awar e

client needs to issue separate commands to | earn of flag changes and
expunged nessages since the | ast synchronization
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s100 Ul D FETCH 300: 500 (FLAGS) ( CHANGEDSI NCE 12345)
* 1 FETCH (U D 404 MODSEQ (65402) FLAGS (\ Seen))

* 2 FETCH (U D 406 MODSEQ (75403) FLAGS (\Del eted))
* 4 FETCH (U D 408 MODSEQ (29738) FLAGS ($NoJunk
$Aut oJunk $MDNSent))

s100 OK FETCH conpl et ed

s101 U D SEARCH 300: 500

* SEARCH 404 406 407 408 410 412

s101 K search conpl eted

WLuow LWwuuno

Where 300 and 500 are the | owest and highest UDs fromthe client’s
cache. The second SEARCH response tells the client that the nessages
with U Ds 407, 410, and 412 are still present, but their flags
haven’t changed since the specified nodification sequence.

Using the VANISHED U D FETCH nodifier, it is sufficient to issue only
a single comuand:

C. s100 U D FETCH 300: 500 (FLAGS) (CHANGEDSI NCE 12345
VANl SHED)

S: * VAN SHED (EARLI ER) 300: 310, 405, 411

S: * 1 FETCH (U D 404 MODSEQ (65402) FLAGS (\ Seen))

S: * 2 FETCH (U D 406 MODSEQ (75403) FLAGS (\Del eted))
S: * 4 FETCH (U D 408 MODSEQ (29738) FLAGS ($NoJunk
$AuUt oJunk $MDNSent ) )
S: s100 OK FETCH conpl et ed

3.2.7. EXPUNGE Conmmand
Argunents: none
Responses: untagged responses: EXPUNGE or VAN SHED
Result: OK - expunge conpl eted
NO - expunge failure: can't expunge (e.g., perm ssion denied)

BAD - conmand unknown or argunents invalid

This section updates the definition of the EXPUNGE command descri bed
in Section 6.4.3 of [RFC3501].

The EXPUNGE command pernmanently renoves all nessages that have the
\Deleted flag set fromthe currently selected mail box. Before
returning an OK to the client, those nessages that are renoved are
reported using a VANI SHED response or EXPUNGE responses.

If the server is capable of storing nodification sequences for the

sel ected nail box, it MJST increnent the per-nail box nod-sequence if
at | east one nessage was permanently renoved due to the execution of
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the EXPUNGE conmand. For each permanently renoved nessage, the
server MJST renenber the increnented nod-sequence and correspondi ng
UD If at |least one nmessage got expunged and QRESYNC was enabl ed,
the server MJST send the updated per-nail box nodification sequence
usi ng the H GHESTMODSEQ r esponse code (see Section 3.1.2.1) in the
tagged K response.

Exanpl e: C. A202 EXPUNGE
S: * 3 EXPUNGE
S: * 3 EXPUNGE
S: * 5 EXPUNGE
S: * 8 EXPUNGE
S: A202 OK [ H GHESTMODSEQ 20010715194045319] expunged

Note: In this exanple, the client hasn’t enabl ed QRESYNC, so the
server is still using untagged EXPUNGE responses. Note that the
presence of the H GHESTMODSEQ response code is optional in this case.
If the selected mail box returned NOMODSEQ the H GHESTMODSEQ r esponse
code will be absent. In this exanple, messages 3, 4, 7, and 11 had
the \Deleted flag set. The first "* 3 EXPUNGE' reports message #3 as
expunged. The second "* 3 EXPUNGE' reports message #4 as expunged
(the message nunber was decrenented due to the previ ous EXPUNGE
response). See the description of the EXPUNGE response in [ RFC3501]
for further explanation.

Once the client enabl es QRESYNC, the server will always send VAN SHED
responses instead of EXPUNGE responses for mail boxes that support the
storing of nodification sequences, so the previous exanple m ght | ook
I'i ke this:
Exanpl e: C. B202 EXPUNGE
S: * VAN SHED 405, 407, 410, 425
S: B202 OK [ H GHESTMODSEQ 20010715194045319] expunged

Here, nessages with nessage nunbers 3, 4, 7, and 11 have respective
U Ds 405, 407, 410, and 425.

3.2.8. CLOCSE Conmand
Argunments: none
Responses: no specific responses for this command

Result: OK - close conpleted, now in authenticated state
BAD - conmmand unknown or argunents invalid

This section updates the definition of the CLOSE conmand described in
Section 6.4.2 of [RFC3501].
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The CLOSE conmmand permanently renoves all messages that have the
\Deleted flag set fromthe currently selected mail box and returns to
the authenticated state fromthe selected state. No untagged EXPUNGE
(or VANl SHED) responses are sent.

If the server is capable of storing nodification sequences for the
sel ected mail box, it MJST increment the per-nmil box nod-sequence if
at | east one nmessage was permanently renoved due to the execution of
the CLOSE command. For each permanently renmpoved nessage, the server
MUST renenber the increnented nod-sequence and correspondi ng U D
The server MJUST NOT send the updated per-nmil box nodification
sequence using the H GHESTMODSEQ r esponse code (see Section 3.1.2.1)
in the tagged OK response, as this nmight cause |oss of
synchroni zati on on the client.

Exampl e: C. A202 CLOSE
S: A202 K done

3.2.9. U D EXPUNGE Conmand
Argunments: nessage set
Responses: untagged responses: EXPUNGE or VAN SHED

Result: OK - expunge conpl eted
NO - expunge failure: can't expunge (e.g., perm ssion denied)
BAD - conmmand unknown or argunents invalid

Thi s section updates the definition of the U D EXPUNGE command
described in Section 2.1 of [U DPLUS], in the presence of QRESYNC
Servers that inplement both [U DPLUS] and QRESYNC ext ensi ons nust
i mpl ement U D EXPUNCGE as described in this section

The U D EXPUNGE conmmand pernmanently renoves fromthe currently

sel ected nail box all nessages that have both the \Deleted flag set
and a UDthat is included in the specified nessage set. If a
message either does not have the \Deleted flag set or has a U D that
is not included in the specified nessage set, it is not affected.

This command is particularly useful for disconnected node clients.

By using U D EXPUNGE i nstead of EXPUNGE when resynchronizing with the
server, the client can avoid inadvertently renoving any nessages that
have been nmarked as \Del eted by other clients between the tine that
the client was |ast connected and the tinme the client resynchronizes.

Before returning an K to the client, those nessages that are renoved
are reported using a VAN SHED response or EXPUNGE responses.
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If the server is capable of storing nodification sequences for the
sel ected mail box, it MJIST increnment the per-nmail box nod-sequence if
at | east one nessage was permanently renoved due to the execution of
the U D EXPUNGE command. For each permanently renoved nessage, the
server MJST renenber the increnented nod-sequence and correspondi ng
UD |If at |least one nessage got expunged and QRESYNC was enabl ed,
the server MJST send the updated per-nail box nodification sequence
usi ng the H GHESTMODSEQ r esponse code (see Section 3.1.2.1) in the
tagged K response.

Exanpl e: C. . U D EXPUNGE 3000: 3002

S: * 3 EXPUNGE

S: * 3 EXPUNGE

S: * 3 EXPUNGE

S OK [ H GHESTMODSEQ 20010715194045319]
Note: In this exanple, the client hasn't enabl ed QRESYNC, so the
server is still using untagged EXPUNGE responses instead of VAN SHED
responses. Note that the presence of the H GHESTMODSEQ response code
is optional. |If the selected mail box returned NOMODSEQ t he

H GHESTMODSEQ r esponse code will be absent. 1In this exanple, at

| east nmessages with nessage nunbers 3, 4, and 5 (U Ds 3000 to 3002)
had the \Deleted flag set. The first "* 3 EXPUNGE" reports nessage
#3 as expunged. The second "* 3 EXPUNGE" reports nessage #4 as
expunged (the nessage nunmber was decrenented due to the previous
EXPUNGE response). See the description of the EXPUNGE response in
[ RFC3501] for further explanation

3.2.10. VAN SHED Response

The VAN SHED response reports that the specified U Ds have been
permanently renmoved fromthe mailbox. This response is simlar to
the EXPUNGE response [ RFC3501]; however, it can return informtion
about nmultiple nmessages, and it returns U Ds instead of nessage
nunmbers. The first benefit saves bandw dth, while the second is nore
convenient for clients that only use U Ds to access the | MAP server

The VAN SHED response has the sane restrictions on when it can be
sent as does the EXPUNGE response (see below). Once a client has

i ssued "ENABLE QRESYNC' (and the server has positively responded to
that command with the untagged ENABLED response contai ni ng QRESYNC),
the server MJST use the VAN SHED response without the EARLIER tag

i nstead of the EXPUNGE response for all mail boxes that don't return
NOMODSEQ when sel ected. The server continues using VANISHED in lieu
of EXPUNCE for the duration of the connection. |In particular, this
af fects the EXPUNGE [ RFC3501] and U D EXPUNGE [ U DPLUS] commands, as
wel | as nessages expunged in other connections. Such a VAN SHED
response MJUST NOT contain the EARLIER tag.
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The VAN SHED response has two forms. The first formcontains the
EARLI ER tag, which signifies that the response was caused by a UD
FETCH (VANI SHED) or a SELECT/ EXAM NE ( QRESYNC) conmmand. The second
formdoesn’t contain the EARLIER tag and is used for announcing
message renovals within an al ready sel ected mail box.

Because clients handle the two different forns of the VAN SHED
response differently, servers MJST NOT conbine them Messages are
reported in VAN SHED responses with or without the EARLIER tag, as
appropriate to the cause, and, if necessary, two VAN SHED responses
are sent (one with EARLIER and one without).

3.2.10.1. VAN SHED (EARLI ER) Response
Contents: an EARLIER tag
list of U Ds

The VAN SHED ( EARLI ER) response is caused by a U D FETCH ( VANl SHED)

or a SELECT/ EXAM NE ( QRESYNC) command. This response is sent if the
U D set paraneter to the U D FETCH (VAN SHED) command i ncl udes Ul Ds

of nmessages that are no longer in the mail box. Wen the client sees
a VAN SHED EARLI ER response, it MJST NOT decrenent nessage sequence

nunbers for each successive nessage in the mail box.

3.2.10.2. VAN SHED Response without the (EARLIER) Tag
Contents: list of UDs

Once a client has issued "ENABLE QRESYNC' (and the server has
positively responded to that command with the untagged ENABLED
response contai ni ng QRESYNC), the server MJST use the VAN SHED
response without the EARLIER tag instead of the EXPUNGE response for
all mail boxes that don’t return NOMODSEQ when sel ected. The server
continues using VANISHED in |ieu of EXPUNGE for the duration of the
connection. In particular, this affects the EXPUNGE [ RFC3501] and

U D EXPUNGE [ Ul DPLUS] commands, as well as messages expunged in other
connections. Such a VAN SHED response MJUST NOT contain the EARLIER
t ag.

Unl i ke VANI SHED (EARLIER), this response al so decrenents the nunber
of messages in the nmail box and adjusts the nessage sequence nunbers
for the nessages remaining in the nmailbox to account for the expunged
messages. Because of this housekeeping, it is not necessary for the
server to send an EXI STS response to report the new message count.
See the exanple at the end of this section.
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A VAN SHED response wi thout the EARLIER tag MJUST refer only to
messages that are visible to the client in the current session at the
time the VANI SHED response is sent. That is, servers MJST NOT send
U Ds for previously expunged nessages or nessages that were not
announced to the client via EXISTS. This neans that each UD Ilisted
in a VANI SHED response results in the client decrenenting the nessage
count by one. This is required to prevent a possible race condition
where new arrivals for which the UDis not yet known by the client
are i medi atel y expunged.

A VAN SHED r esponse MJUST NOT be sent when no comand is in progress,
nor while responding to a FETCH, STORE, or SEARCH conmand. This rule
is necessary to prevent a | oss of synchronization of message sequence
nurbers between the client and server. A command is not "in
progress” until the conplete conmand has been received; in
particular, a command is not "in progress" during the negotiation of
command conti nuation

Note: U D FETCH, U D STORE, and U D SEARCH are different comuands
from FETCH, STORE, and SEARCH. A VAN SHED response MAY be sent
during a UD command. However, the VAN SHED response MJST NOT be
sent during a U D SEARCH command that contains nmessage nunbers in the
search criteria.

The update fromthe VAN SHED response MJST be recorded by the client.

Exanpl e: Let’s assume that there is the foll ow ng mappi ng bet ween
message nunbers and U Ds in the currently selected nmail box (here "D
mar ks nmessages with the \Deleted flag set, and "x" represents Ul Ds,
whi ch are not relevant for the exanple):

Message nunbers: 1 2 3 4 5 6 7 8 910 11
Ul Ds: x 504 505 507 508 x 510 x x x 625
\ Del et ed nessages: D D D D
In the presence of the extension defined in this document:

C. A202 EXPUNGE
S: * VAN SHED 505, 507, 510, 625
S: A202 OK EXPUNGE conpl et ed
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W thout the QRESYNC extension, the sane exanple might |ook Iike:

C. A202 EXPUNGE
S: * 3 EXPUNGE
S: * 3 EXPUNGE
S: * 5 EXPUNGE
S: * 8 EXPUNGE
S: A202 OK EXPUNGE conpl et ed

(Continuing fromthe previous exanple.) |If subsequently nmessages
with U Ds 504 and 508 got narked as \Del et ed:

C. A210 EXPUNGCE
S: * VAN SHED 504, 508
S: A210 OK EXPUNGE conpl et ed

For Exanple, the last VAN SHED response only contains U Ds of
messages expunged since the previous VAN SHED response.

To illustrate the difference between VANl SHED and VAN SHED ( EARLI ER),
suppose the mail box contains UDs 2 and 4. Any of the foll ow ng
responses woul d constitute a broken server inplenentation:

S: * VAN SHED 1
S: * VAN SHED 3
S: * VAN SHED 5

However, any of these U Ds can easily be referenced by the VAN SHED
(EARLI ER) response.

3.2.11. CLOSED Response Code

The CLOSED response code has no parameters. A server inplenenting
the extension defined in this document MJST return the CLOSED
response code when the currently selected nail box is closed
inmplicitly using the SELECT/ EXAM NE conmand on anot her nmail box. The
CLOSED response code serves as a boundary between responses for the
previ ously opened mail box (which was closed) and the newWy sel ected
mai | box; all responses before the CLOSED response code relate to the
mai | box that was cl osed, and all subsequent responses relate to the
new y opened mai |l box.

A server that advertises "QRESYNC' or "CONDSTORE" in the capability

string must return the CLOSED response code in this case, whether or
not a CONDSTORE enabl i ng command was i ssued.
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There is no need to return the CLOSED response code on conpl etion of
the CLOSE or the UNSELECT [ UNSELECT] command (or similar), whose
purpose is to close the currently selected mail box wi thout opening a
new one.

4. Long Command Lines (Update to RFC 2683)

Wi |l e [ RFC3501] doesn’t specify a specific line-length limt, severa
server inplenentations chose to inplenent the recomended |ine-1ength
limt suggested in Section 3.2.1.5 of [ RFC2683] in order to protect
from Deni al -of - Service attacks. Wen the line-length limt is
exceeded, such servers return a BAD response (as required by

[ RFC3501] in case of a syntactic error) and may even cl ose the
connection. Cients that support CONDSTORE/ QRESYNC ext ensi ons can
trigger this limt by sending a | ong U D sequence (previously
returned by the server) in an extended SELECT or FETCH conmand.

Thi s docunent updates recommended line-length Iimts specified in
Section 3.2.1.5 of [RFC2683]. Wile the advice in the first

par agraph of that section still applies (use compact message/ U D set
representations), the 1000-octet limt suggested in the second

par agraph turns out to be quite problematic when the CONDSTORE and/ or
QRESYNC extension is used.

The updated recommendation is as follows: a client should linmit the

Il ength of the command lines it generates to approximtely 8192 octets
(including all quoted strings but not including literals). If the
client is unable to group things into ranges so that the command |ine
is within that length, it should split the request into nultiple
commands. The client should use literals instead of |ong quoted
strings in order to keep the command | ength down.

5. QRESYNC Server |Inplenentation Considerations

This section describes a mninmalist inplenmentation, a noderate
i mpl ementation, and an exanple of a full inplenentation.

5.1. Server Inplenmentations That Don't Store Extra State

Strictly speaking, a server inplenentation that doesn't renenber nod-
sequences associ ated with expunged nessages can be consi dered
compliant with this specification. Such inplenmentations return all
expunged nessages specified in the UD set of the U D FETCH

(VANI SHED) command every time, wthout paying attention to the
speci fi ed CHANGEDSI NCE nod- sequence. Such inpl enentations are

di scouraged as they can end up returning VANI SHED responses that are
bi gger than the result of a U D SEARCH conmand for the sanme U D set.
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A client can substantially reduce the size of VAN SHED responses by
providing the server with nmessage sequence match data (see

Section 3.2.5.2). This is especially effective in the typical case
where no nessages have been expunged, or all expunges were toward the
end of the mail box.

5.2. Server Inplenmentations Storing Mninmal State

A server that stores the H GHESTMODSEQ val ue at the tinme of the |ast
EXPUNGE can onit the VAN SHED response when a client provides a
MODSEQ val ue that is equal to or higher than that H GHESTMODSEQ val ue
because there have been no nessages expunged during the tinme period
the client is concerned about.

A client providing nessage sequence match data can reduce the scope
as above. In the case where there have been no expunges, the server
can ignore this data.

5.3. Additional State Required on the Server

When conpared to the CONDSTORE extension, QRESYNC requires servers to
store an additional state associated with expunged nessages. Note
that inplenmentations are not required to store this state in

persi stent storage; however, use of persistent storage is advisable.

One possible way to correctly inmplenent QRESYNC is to store a queue
of <U D set, nod-sequence> pairs. <UD set> can be represented as a
sequence of <min U D, nax U D> pairs.

When nessages are expunged, one or nore entries are added to the
queue tail .

When the server receives a request to return nessages expunged since
a given nod-sequence, it will search the queue fromthe tail (i.e.
goi ng fromthe hi ghest expunged nod-sequence to the lowest) until it
sees the first record with a nod-sequence |ess than or equal to the
gi ven nod-sequence or it reaches the head of the queue.

Note that indefinitely storing information about expunged messages
can cause storage and related problens for an inplementation. |In the
worst case, this could result in alnpst 64 GB of storage for each

| MAP mai | box. For exanple, consider an inplementation that stores
<min UD max U D, nod-sequence> triples for each range of nessages
expunged at the sanme time. Each triple requires 16 octets: 4 octets
for each of the two U Ds and 8 octets for the nod-sequence. Assune
that there is a mailbox containing a single nmessage with a U D of
2**32-1 (the maxi mum possi ble U D val ue), where nessages had
previously existed with U Ds starting at 1 and have been expunged one
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at atime. For this milbox alone, storage is required for the
triples <1, 1, nodseql> <2, 2, nodseq2>, ..., <2**32-2, 2**32-2,
nmodseq4294967294>

Hence, inplenmentations are encouraged to adopt strategies to protect
agai nst such storage problens, such as linmting the size of the queue
used to store nod-sequences for expunged nessages and "expiring"

ol der records when this Iimt is reached. Wen the selected

i npl ement ati on-specific queue limt is reached, the ol dest record(s)
is deleted fromthe queue (note that such records are located at the
queue head). For all such "expired" records, the server needs to
store a single nod-sequence, which is the highest nod-sequence for

all "expired" expunged messages.

If the client provides the nmessage sequence match data, this can
heavily reduce the data cost of sending a conplete set of mssing

U Ds; thus, it reduces the problens for clients if a server is unable
to persist nuch of this queue. If the queue contains data back to
the requested nod-sequence, this data can be ignored.

Al so, note that if the U DVALIDI TY of the mail box changes or if the
mai | box is deleted, then any state associated wi th expunged nmessages
doesn’t need to be preserved and SHOULD be del et ed.

6. Updated Synchroni zati on Sequence

Thi s section updates the description of optimzed synchronization in
Section 6.1 of [IMAP-DISC], in the presence of QRESYNC

An advanced di sconnected nail client SHOULD use the QRESYNC extension
when it is supported by the server and SHOULD use CONDSTORE if it is
supported and QRESYNC is not. The client uses the value fromthe

H GHESTMODSEQ K response code received on the mail box opening to
determine if it needs to resynchronize. Once the synchronization is
conplete, it MJST cache the received value (unless the mail box

U DVALI DI TY val ue has changed; see below). The client MJST update
its copy of the H GHESTMODSEQ val ue whenever the server sends a
subsequent H GHESTMODSEQ OK r esponse code.

After conpleting a full synchronization, the client MJST al so take
note of any unsolicited MODSEQ FETCH data itens and H GHESTMODSEQ
response codes received fromthe server. Wenever the client
receives a tagged response to a command, it checks the received
unsolicited responses to cal cul ate the new H GHESTMODSEQ val ue. If
the H GHESTMODSEQ response code is received, the client MJIST use it
even if it has seen higher nod-sequences. Qherw se, the client
cal cul ates the highest value anbng all MODSEQ FETCH data itens
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received since the |ast tagged response. |If this value is bigger
than the client’s copy of the H GHESTMODSEQ val ue, then the client
MJST use this value as its new H GHESTMODSEQ val ue.

Exanpl e:

A150 STORE 1:2 (UNCHANGEDSI NCE 96) +FLAGS. SI LENT \ Seen

* 1 FETCH (U D 6 MODSEQ (103))

* 2 FETCH (U D 7 MODSEQ (101))

* OK [ H GHESTMODSEQ 99] VAN SHED reply with MODSEQ 100 is del ayed
A150 OK [ MODI FI ED 3] done

A151 STORE 3 +FLAGS. SI LENT \ Seen
* 3 FETCH (U D 8 MODSEQ (104))
A151 OK [ HI GHESTMODSEQ 99] Still del ayi ng VANI SHED

A152 NOCP
* VANl SHED 8
A153 OK [ H GHESTMODSEQ 104] done

Note: It is not safe to update the client’s copy of the H GHESTMODSEQ
value with a MODSEQ FETCH data itemvalue as soon as it is received
because servers are not required to send MODSEQ FETCH data itens in

i ncreasi ng nod- sequence order. Some conmands nmay al so del ay EXPUNGE
(or VANISHED) replies with snmaller nod-sequences. These can lead to
the client m ssing sone changes in case of connectivity | oss.

When openi ng the mail box for synchronization, the client uses the
QRESYNC paraneter to the SELECT/ EXAM NE conmand. The QRESYNC
paraneter is followed by the UDVALID TY and nmi | box H GHESTMODSEQ
val ues, as known to the client. It can be optionally followed by the
set of U Ds, for exanple, if the client is only interested in parti al
synchroni zati on of the mailbox. The client may also transmt a |ist
containing its know edge of message nunbers.

If the SELECT/ EXAM NE command is successful, the client conpares

U DVALIDI TY as described in step d-1 in Section 3 of the [IMAP-D SC].
If the cached U DVALIDI TY val ue matches the one returned by the
server and the server also returns the H GHESTMODSEQ response code,
then the server reports expunged nessages and returns flag changes
for all nessages specified by the client in the UD set paraneter (or
for all messages in the mailbox, if the client omitted the U D set
paraneter). At this point, the client is synchronized, except for
maybe the new nmessages.
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I f upon a successful SELECT/ EXAM NE ( QRESYNC) command the client
recei ves a NOMODSEQ OK unt agged response (instead of the

H GHESTMODSEQ r esponse code), it MJIST renove the | ast known

H GHESTMODSEQ val ue fromits cache and foll ow the nore general
instructions in Section 3 of the [| MAP-DI SC].

At this point, the client is in sync with the server regarding old
messages. This client can now fetch informati on about new nessages
(if requested by the user).

Step d ("Server-to-client synchronization") in Section 6.1 of
[IMAP-DI SC] in the presence of the QRESYNC & CONDSTORE extensions is
amended as fol |l ows:

d) "Server-to-client synchronization" -- for each mail box that
requires synchronization, do the foll ow ng:

la) Check the mail box U DVALIDI TY (see Section 4.1 of [IMAP-DI SC] for
more details) after issuing the SELECT/ EXAM NE ( QRESYNC) comrand.

If the U DVALIDITY val ue returned by the server differs, the
client MJIST:

* enpty the local cache of that nail box;
* "forget" the cached H GHESTMODSEQ val ue for the mail box; and
* renove any pending "actions" that refer to UDs in that
mai | box. Note, this doesn't affect actions perforned on
client-generated fake U Ds (see Section 5 of the [I MAP-DI SC]).
1b) This step is no |longer required.
2) Fetch the current "descriptors”.

I) Discover new nessages.

3) Fetch the bodies of any "interesting" nmessages that the client
doesn’ t al ready have.
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Exanpl e: The U DVALIDI TY value is the sane, but the H GHESTMODSEQ
val ue has changed on the server while the client was
of fl1ine:

Al42 SELECT | NBOX ( QRESYNC (3857529045 20010715194032001 1:198))
* 172 EXI STS
* 1 RECENT
* OK [ UNSEEN 12] Message 12 is first unseen
* OK [U DVALI DI TY 3857529045] U Ds valid
* OK [ U DNEXT 201] Predicted next U D
* FLAGS (\ Answered \ Fl agged \Del eted \ Seen \Draft)
* OK [ PERMANENTFLAGS (\Del eted \'Seen \*)] Linmited
* OK [ H GHESTMODSEQ 20010715194045007] Hi ghest
mai | box nod- sequence
VANI SHED (EARLIER) 1:5,7:8,10: 15
2 FETCH (U D 6 MODSEQ (20010715205008000)
FLAGS (\Del eted))
* 5 FETCH (U D 9 MODSEQ (20010715195517000)
FLAGS ($NoJunk $Aut oJunk $MDNSent))

* %

W Nu VLYV NnO

S. Al42 OK [ READ- VR TE] SELECT conpl et ed
7. Formal Syntax

The foll owi ng syntax specification uses the Augnmented Backus- Naur
Form (ABNF) notation as specified in [ RFC5234].

Non-term nal s referenced but not defined bel ow are as defined by
[ RFC5234], [RFC3501], or [RFC4466].

Except as noted otherwi se, all al phabetic characters are case-
insensitive. The use of upper- or |ower-case characters to define
token strings is for editorial clarity only. |nplementations MJST
accept these strings in a case-insensitive fashion.

capability =/ " CONDSTORE" / "QRESYNC'

status-att =/ " H GHESTMODSEQ'
;; Extends non-term nal defined in [ RFC3501].

status-att-val =/ "HIGHESTNDDSEQ SP nod- sequence-val zer
;; Extends non-terninal defined in [ RFC4466] .
;; Value 0 denotes that the mail box doesn’t
;; support persistent nod-sequences
;; as described in Section 3.1.2.2.
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store-nodifier

fetch-nodifier

chgsi nce-f et ch- nod

fetch-att

f et ch- nod- sequence
fetch-nod-resp
nmsg- att-dynam c

sear ch- key

sear ch- nbdsequence

sear ch- nodseq- ext

resp-text-code

entry-name

Mel ni kov & Cridl and

=/

=/

=/

=/

MAP CONDSTORE & QRESYNC

" UNCHANGEDSI NCE" SP nod- sequence-val zer
;7 Only a single "UNCHANGEDSI NCE' may be
;; specified in a STORE operation.

chgsi nce-f et ch- nod
;; Confornms to the generic "fetch-nodifier"
7 syntax defined in [ RFC4466] .

" CHANGEDSI NCE" SP nod- sequence-val ue
;7 CHANGEDSI NCE FETCH nodifier conforns to
;7 the fetch-nodifier syntax.

f et ch- nod- sequence

;; Modifies original I1MAP4 fetch-att.

MODSEQ!

MODSEQ' SP "(" pernsg- nodsequence ")"
fetch-nod-resp

sear ch- nodsequence

Modi fies original | MAP4 search-key.

referencing this non-termnal in
SEARCH, SORT, and THREAD.

7, This change applies to all conmands
7, particular,

"MODSEQ' [ search-nodseqg-ext] SP
nmod- sequence- val zer

SP entry-name SP entry-type-req

"H GHESTMODSEQ' SP nod- sequence-val ue /
" NOMODSEQ' /

"MODI FI ED' SP sequence- set

entry-fl ag- name

St andards Track
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entry-fl ag- name DQUOTE "/flags/" attr-flag DQUOTE
Each systenlor user-defined flag <flag>

is mapped to "/flags/<flag>".

i, <entry-flag-name> foll ows the escape rul es
;; used by "quoted" string as described in

;; Section 4.3 of [RFC3501]; e.g., for the

;; flag \ Seen, the correspondi ng <entry-nane>
7 is "/flags/\\seen", and for the flag

i, $MDNSent, the correspondi ng <entry-nane>
7, 1s "/flags/ $mdnsent".

entry-type-resp "priv" |/ "shared"

;; Metadata itemtype.

entry-type-req entry-type-resp / "all™"
;7 Perform SEARCH operation on a private
;; Metadata item shared netadata item

;. or both.

per msg- nodsequence nmod- sequence- val ue

;; Per-nessage nod-sequence

1*DIA T

;; Positive unsigned 63-bit integer

i (nod- sequence)

7 (1 <= n <= 9,223,372,036, 854, 775, 807) .

nmod- sequence- val ue

"0" / nod-sequence-val ue

nod- sequence- val zer

search-sort - nod- seq "(" "MODSEQ' SP nod-sequence-value ")"

sel ect - param =/ condst or e- par am

;; Confornms to the generic "sel ect-parant
;7 non-termnal syntax defined in [ RFC4466].

condst or e- par am = " CONDSTORE"

mai | box- dat a =/ "SEARCH' [1*(SP nz-nunber) SP
search-sort - nod- seq]

sort-data = "SORT" [1*(SP nz-nunber) SP

search-sort - nod- seq]
; Updates the SORT response from RFC 5256
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attr-fl ag

attr-fl ag-extension

attr-fl ag- keyword

sel ect - param

seq- nat ch-dat a
uidvalidity

known- ui ds

known- sequence- set

known- ui d- set

message- dat a

expunged-resp
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= "\\ Answered" / "\\Fl agged" / "\\Del eted" /
"\\Seen" / "\\Draft" / attr-flag-keyword /
attr-fl ag- extension
;; Does not include "\\Recent".

"\\" atom
;; Future expansion. Cdient inplenmentations
;; MJST accept flag-extension flags. Server
7, i npl enentati ons MUST NOT generate
;; flag-extension flags, except as defined by
;; future standards or Standards Track
;; revisions of [RFC3501].

atom

=/ "QRESYNC' SP "(" uidvalidity SP
nmod- sequence-val ue [ SP known- ui ds]

[ SP seqg-match-data] ")"

;; Conforms to the generic sel ect-param
;; syntax defined in [ RFC4466] .

= "(" known-sequence-set SP known-uid-set ")"
= nz-nunber

= sequence- set
7 Sequence of U Ds; "*" is not allowed.

= seguence-set

;; Set of nessage nunbers corresponding to

;; the U Ds in known-uid-set, in ascending order
7 * is not allowed.

= seguence-set

;; Set of U Ds corresponding to the nessages in
;7 known-sequence-set, in ascendi ng order

7 * is not allowed.

=/ expunged-resp

= "VANISHED' [SP "(EARLIER)"] SP known- ui ds
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10.

10.

rexpunges-fetch-nmod = " VAN SHED"
;7 VANI SHED Ul D FETCH nodi fier conforns
;; to the fetch-nodifier syntax
;; defined in [RFC4466]. It is only
;; allowed in the U D FETCH comrand.

resp-text-code =/ " CLOSED"
Security Considerations

As always, it is inportant to thoroughly test clients and servers
i mpl ementing QRESYNC, as it changes how the server reports expunged
messages to the client.

It is believed that the CONDSTORE or the QRESYNC extensions don’t

rai se any new security concerns that are not already discussed in

[ RFC3501]. However, the availability of CONDSTORE nay nake it
possible for IMAP4 to be used in critical applications it could not
be used for previously, making correct | MAP server inplenentation and
operation even nore inportant.

I ANA Consi derations
| MAP4 capabilities are registered by publishing a Standards Track or
| ESG approved Experinental RFC. The registry is currently |ocated
at:
http://ww. i ana. or g/ assi gnnent s/ i map-capabilities
Thi s docunent defines the CONDSTORE and QRESYNC | MAP capabiliti es.
I ANA has updated references for both extensions to point to this
docunent .
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Appendi x A. Changes since RFC 4551

Changed nod- sequences to be unsigned 63-bit values (instead of
unsi gned 64-bit val ues).

Fi xed the following errata, as posted on <http://ww.rfc-editor.org>

o FErrata ID 3401 ("several typos in UNCHANGEDSI NCE spel ling")
o FErrata ID 3506 ("invalid ABNF for the MODI FI ED response code")
o FErrata ID 3509 ("correction to an exanple")

Clarified that the returning of H GHESTMODSEQ NOMODSEQ r esponse codes
is only required once a CONDSTCORE enabl ing comand is issued.

Clarified that if multiple nod-sequences (for different netadata
itens) are associated with a nessage, then all of themaffecting a
particul ar STORE UNCHANGEDSI NCE rmust be checked.

Updat ed ref erences.
Made editorial corrections.
Appendi x B. Changes since RFC 5162

Changed nod- sequences to be unsigned 63-bit values (instead of
unsi gned 64-bit val ues).

Addressed the following errata, as posted on
<http://ww.rfc-editor.org>

o Errata ID 1365 ("clarified that QRESYNC i s only enabl ed when
ENABLED QRESYNC i s returned")

o FErrata ID 1807 ("unsolicited FETCH responses nust include U D
fetch response itent)

0o FErrata ID 1808 ("H GHESTMODSEQ response code nust not be returned
for CLOSE")

o FErrata ID 1809 ("clarify how updated nail box nod-sequence is
cal cul at ed")

o FErrata ID 1810 ("server nust send untagged events to client in a
way that client doesn’t |ose any changes in case of connectivity
| oss")

o0 FErrata I D 3322 ("VAN SHED responses nust not reference non-
existing U Ds")

Clarified that ENABLE QRESYNC CONDSTORE and ENABLE CONDSTORE QRESYNC
are equival ent.
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Changed the requirenent to return VAN SHED from SHOULD to MJST as per
the mailing list discussion. The only exception is for mail boxes
that return the NOMODSEQ response code when they are sel ected.

Speci fied that | MAP SETMETADATA changes updat e per-nail box
H GHESTMODSEQ

Clarified that per-message annotations are al so consi dered
"metadata”.

Fi xed sone exanples to report data that match requirenments specified
in the docunent.

Clarified sone text and nmade sone requirenents normative. Al so,
corrected a couple of SHOULDs to be MJSTs.

Updat ed references.
Made editorial corrections.

Appendi x C. Acknow edgenent s
Thank you to Steve Hole for co-editing RFC 4551.
In this revision of the docunent, the authors al so acknow edge the
f eedback provided by Tino Sirainen, Jan Kundrat, Pete Macl ean, Barry
Lei ba, Eliot Lear, Chris Newman, C audio Allocchio, Mchael Slusarz,
Bron Gondwana, Arnt Gul brandsen, David Bl ack, Hoa V. DINH, and N ck
Hudson.
Mark Crispin contributed to RFCs 4551 and 5162 that this docunent is
replacing, and nuch of his contribution remains in this nmerged

docunent .

See also the list of people who contributed to RFC 4551, which this
docunent obsol et es.

Mel ni kov & Cridl and St andards Track [ Page 51]



RFC 7162 I MAP CONDSTORE & QRESYNC May 2014

Aut hors’ Addresses

Al exey Mel ni kov

| sode Ltd

5 Castl e Business Village

36 Station Road

Hanpt on, M ddl esex TW2 2BX
UK

EMai | : Al exey. Mel ni kov@ sode. com

Dave Cridl and
Surevine Ltd

PO Box 1136

Guildford, Surrey GU1 9ND

UK

EMai | : dave. cridl and@ur evi ne. com

Mel ni kov & Cridl and St andards Track [ Page 52]






