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1. Introduction

Thi s docunent describes the Dianmeter protocol application used for
Aut henti cation, Authorization, and Accounting in the Network Access
Server (NAS) environnent. \When conbined with the Di ameter Base
protocol [RFC6733], Transport Profile [ RFC3539], and Extensible

Aut hentication Protocol (EAP) [RFC4072] specifications, this
specification satisfies the NAS-related requirenents defined in

[ RFC2989] and [ RFC3169].
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First, this docunent describes the operation of a D ameter NAS
application. Then, it defines the D aneter message conmand codes.
The following sections list the AVPs used in these nessages, grouped
by common usage. These are session identification, authentication,
aut hori zation, tunneling, and accounting. The authorization AVPs are
further broken down by service type.

1.1. Changes from RFC 4005

Thi s docunent obsol etes [ RFC4005] and is not backward conpatible with
that document. An overview of sone of the mmjor changes is given
bel ow.

o Al of the material regardi ng RAD US/ D aneter protoco
interacti ons has been renpved; however, where AVPs are derived
fromRADI US Attributes, the range and format of those Attribute
val ues have been retained for ease of transition

o0 The Conmand Code Format (CCF) [RFC6733] for the Accounting- Request
and Accounti ng- Answer nessages has been changed to explicitly
require the inclusion of the Acct-Application-Id AVP and excl ude
the Vendor-Specific-Application-1d AVP. Normally, this type of
change woul d require the allocation of a new command code (see
Section 1.3.3 of [RFC6733]) and consequently, a new application-
id. However, the presence of an instance of the Acct-Application-
Id AVP was required in [ RFC4005], as well:

The Accounti ng- Request (ACR) nessage [BASE] is sent by the NAS
to report its session information to a target server
downstream

Ei ther the Acct-Application-Id or the Vendor- Specific-
Application-1d AVP MIST be present. |If the Vendor-Specific-
Application-1d grouped AVP is present, it nust have an Acct-
Application-1d inside.

Thus, though the syntax of the commands has changed, the semantics
have not (with the caveat that the Acct-Application-Id AVP can no
| onger be contained in the Vendor-Specific-Application-1d AVP).

o The lists of RADIUS attribute val ues have been deleted in favor of
references to the appropriate | ANA registries.

o The accounting nodel to be used is now specified (see
Section 1.6).
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There are many ot her mscell aneous fixes that have been introduced in
this docunment that may not be considered significant, but they are
useful nonethel ess. Exanples are fixes to exanple |IP addresses,
addition of clarifying references, etc. FErrata reports filed agai nst
[ RFC4005] at the tinme of witing have been revi ewed and i ncorporated
as necessary. A conprehensive list of changes is not shown here for
practical reasons.
1.2. Term nol ogy
Section 1.2 of the Dianeter Base protocol specification [ RFC6733]
defines nost of the terminology used in this docunent. Additionally,
the followi ng terns and acronyns are used in this application
NAS ( Net work Access Server)
A device that provides an access service for a user to a network.
The service may be a network connection or a val ue-added service
such as termnal enulation [ RFC2881].
PPP ( Poi nt-to-Point Protocol)

A multiprotocol serial datalink. PPP is the primary |IP datalink
used for dial-in NAS connection service [RFC1661].

CHAP (Chal | enge Handshake Aut hentication Protocol)
An aut hentication process used in PPP [ RFC1994].
PAP (Password Authentication Protocol)

A deprecated PPP aut hentication process, but often used for
backward conpatibility [ RFC1334]

SLIP (Serial Line Internet Protocol)

A serial datalink that only supports IP. A design prior to PPP.
ARAP (Appl eTal k Renpte Access Protocol)

A serial datalink for accessing Appl eTal k networks [ ARAP].
I PX (I nternetwork Packet Exchange)

The network protocol used by NetWare networks [IPX]
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L2TP (Layer Two Tunneling Protocol)

L2TP [ RFC3931] provides a dynam c nechani smfor tunneling Layer 2
"circuits" across a packet-oriented data network

LAC (L2TP Access Concentrator)

An L2TP Control Connection Endpoint being used to cross-connect an
L2TP session directly to a datalink [ RFC3931].

LAT (Local Area Transport)

A Digital Equipnment Corp. LAN protocol for term nal services
[ LAT] .

LCP (Link Control Protocol)

One of the three major conponents of PPP [ RFC1661]. LCP is used
to automatically agree upon encapsul ati on format options, handle
varying limts on sizes of packets, detect a |ooped-back |ink and
ot her comon misconfiguration errors, and termnate the |ink

O her optional facilities provided are authentication of the
identity of its peer on the link, and determ nation when a link is
functioning properly and when it is failing.

PPTP ( Poi nt-to-Point Tunneling Protocol)

A protocol that allows PPP to be tunnel ed through an I P network
[ RFC2637] .

VPN (Virtual Private Network)

In this docunent, this termis used to describe access services
that use tunneling nethods.

1.3. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

Zorn St andards Track [ Page 7]



RFC 7155 Di amet er NASREQ April 2014

The use of "MJST" and "MJST NOT" in the AVP Flag Rul es col ums of AVP
Tables in this docunent refers to AVP flags ([ RFC6733], Section 4.1)
t hat :

0 MJST be set to 1 in the AVP Header ("MJST" colum) and
0 MJIST NOT be set to 1 ("MJST NOT" col um)

1.4. Advertising Application Support
D amet er nodes confornming to this specification MJST advertise
support by including the value of one (1) in the Auth-Application-1d
of the Capabilities-Exchange- Request (CER) nessage [ RFC6733].

1.5. Application Identification

When used in this application, the Auth-Application-Id AVP MJST be
set to the value one (1) in the foll owi ng nessages

0 AA-Request (Section 3.1)
0 Re- Aut h- Request (Section 3. 3)
0 Session-Term nati on- Request (Section 3.5)
0 Abort-Session-Request (Section 3.7)
1.6. Accounting Mdel

It is RECOVWENDED that the coupled accounting nodel (RFC 6733,

Section 9.3) be used with this application; therefore, the val ue of
the Acct-Application-1d AVP in the Accounting-Request (Section 3.9)
and Accounting- Answer (Section 3.10) nmessages SHOULD be set to one

(1).
2. NAS Calls, Ports, and Sessi ons

The arrival of a new call or service connection at a port of a

Net wor k Access Server (NAS) starts a Diameter NAS Application nessage
exchange. Information about the call, the identity of the user, and
the user’s authentication information are packaged into a D aneter
AA- Request (AAR) message and sent to a server.

The server processes the information and responds with a Di ameter AA-

Answer (AAA) nessage that contains authorization information for the
NAS or a failure code (Result-Code AVP). A val ue of
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DI AVETER_MULTI _ROUND_AUTH i ndi cates an addi ti onal authentication
exchange, and several AAR and AAA nessages may be exchanged until the
transacti on conpl etes.

2.1. Dianmeter Session Establishnment

When the authentication or authorization exchange conpl etes
successfully, the NAS application SHOULD start a session context. |If
the Result-Code of DI AMETER MULTI ROUND AUTH is returned, the
exchange continues until a success or error is returned.

If accounting is active, the application MIST al so send an Accounti ng
message [ RFC6733]. An Accounting- Record- Type of START_RECORD is sent
for a new session. |If a session fails to start, the EVENT_RECORD
message is sent with the reason for the failure described.

Note that the return of an unsupportable Accounting-Real ti me-Required
val ue [RFC6733] would result in a failure to establish the session

2. 2. D aneter Sessi on Reauthentication or Reauthorization

The Di anmeter Base protocol allows users to be periodically

reaut henti cated and/or reauthorized. In such instances, the Session-
Id AVP in the AAR nessage MJST be the sane as the one present in the
original authentication/authorization nessage.

A Di aneter server inforns the NAS of the maximumtine all owed before
reaut hentication or reauthorization via the Authorization-Lifetine
AVP [ RFC6733]. A NAS MAY reauthenticate and/ or reauthorize before
the end, but a NAS MUST reaut henticate and/or reauthorize at the end
of the period provided by the Authorization-Lifetine AVP. The
failure of a reauthentication exchange will term nate the service.

Furthernore, it is possible for D aneter servers to issue an
unsol i cited reauthentication and/or reauthorization request (e.g.,
Re- Aut h- Request (RAR) nessage [RFC6733]) to the NAS. Upon receipt of
such a message, the NAS MJUST respond to the request with a Re-Auth-
Answer (RAA) nessage [ RFC6733].

If the RAR properly identifies an active session, the NAS w ||
initiate a new |l ocal reauthentication or authorization sequence as

i ndi cated by the Re-Auth-Request-Type value. This will cause the NAS
to send a new AAR nessage using the existing Session-1d. The server
will respond with an AAA nmessage to specify the new service

par ameters
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If accounting is active, every change of authentication or

aut hori zati on SHOULD generate an accounting nessage. |f the NAS
service is a continuation of the prior user context, then an
Account i ng- Record- Type of | NTERI M RECORD i ndicating the new session
attributes and cunul ative status would be appropriate. If a new user
or a significant change in authorization is detected by the NAS, then
the service may send two nessages of the types STOP_RECORD and
START_RECORD. Accounting may change the subsession identifiers
(Acct - Session-1d, or Acct-Sub-Session-I1d) to indicate such
subsessions. A service may al so use a different Session-1d val ue for
accounting (see Section 9.6 of [RFC6733]).

However, the Di anmeter Session-ld AVP value used for the initial
aut hori zati on exchange MJST be used to generate an STR nessage when
the session context is term nated.

2.3. Dianmeter Session Term nation

When a NAS receives an indication that a user’s session is being

di sconnected by the client (e.g., an LCP Term nate- Request nessage
[ RFC1661] is received) or an adm nistrative command, the NAS MJST

i ssue a Session-Term nati on-Request (STR) [RFC6733] to its Dianeter
server. This will ensure that any resources naintai ned on the
servers are freed appropriately.

Furthernmore, a NAS that receives an Abort- Sessi on- Request (ASR)
[ RFC6733] MUST issue an Abort- Session-Answer (ASA) if the session
identified is active and di sconnect the PPP (or tunneling) session

If accounting is active, an Accounting STOP_RECORD nessage [ RFC6733]
MUST be sent upon ternination of the session context.

More informati on on Di aneter Session Term nation can be found in
Sections 8.4 and 8.5 of [RFC6733].
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3.

3.

D anmet er NAS Application Messages

This section defines the D ameter nmessage Command Code [ RFC6733]
val ues that MJST be supported by all D ameter inplenentations
conformng to this specification. The Command Codes are as foll ows:

T T S T oo . +
| Command Name | Abbrev. | Code | Reference |
o e e e e e e e e e e e e e o m o S R R o e e - +
| AA-Request | AAR | 265 | Section 3.1 |
|  AA- Answer | AAA | 265 | Section 3.2 |
| Re- Aut h- Request | RAR | 258 | Section 3.3 |
| Re- Aut h- Answer | RAA | 258 | Section 3.4 |
| Session-Term nati on- Request | STR | 275 | Section 3.5 |
| Session-Terni nati on- Answer | STA | 275 | Section 3.6 |
| Abort- Sessi on- Request | ASR | 274 | Section 3.7 |
| Abort-Sessi on- Answer | ASA | 274 | Section 3.8 |
| Accounti ng- Request | ACR | 271 | Section 3.9 |
| Accounti ng- Answer | ACA | 271 | Section 3.10 |
o e e e e e e e e e e mmmemao - B Fom e e - - S +

Note that the nessage formats in the follow ng subsections use the
standard Di aneter Command Code Format ([ RFC6733], Section 3.2).

1. AA-Request (AAR) Command

The AA-Request (AAR), which is indicated by setting the Command Code
field to 265 and the 'R bit in the Command Flags field, is used to
request authentication and/or authorization for a given NAS user.
The type of request is identified through the Auth-Request-Type AVP
[ RFC6733]. The reconmended value for npbst situations is

AUTHORI ZE_AUTHENTI CATE.

If Authentication is requested, the User-Nane attribute SHOULD be
present, as well as any additional authentication AVPs that woul d
carry the password information. A request for authorization SHOULD
only include the information fromwhich the authorization will be
performed, such as the User-Nane, Called-Station-1d, or Calling-
Station-1d AVPs. All requests SHOULD contain AVPs uni quely
identifying the source of the call, such as Oigin-Host and NAS-Port.
Certain networks MAY use different AVPs for authorization purposes.
A request for authorization will include some AVPs defined in
Section 4. 4.

It is possible for a single session to be authorized first and then
for an authentication request to follow
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Thi s AA- Request nessage MAY be the result of a multi-round

aut henti cati on exchange,

whi ch occurs when the AA- Answer nessage iS

received with the Result-Code AVP set to DI AMETER MJULTI _ROUND_AUTH.

A subsequent AAR nessage SHOULD be sent,
that includes the user’'s response to the pronpt and MJST incl ude any

State AVPs that were present

Zorn

Message For mat

<AA- Request > ::

[l L L L T L e L F F e e e e e L L L T L L Ll L L P Pt P e e N Y

in the AAA nessage.

Di anet er Header:
Session-1d >
Aut h- Application-1d }
Origi n-Host '}
Oigin-Real m}

Desti nation-Real m}
Aut h- Request - Type }
Desti nati on- Host |
NAS- | dentifier ]

NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess |
NAS- Port |

NAS- Port-1d ]

NAS- Port - Type ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Port-Limt ]

User - Nane ]

User - Passwor d |

Servi ce- Type |

State ]

Aut hori zation-Lifetime ]
Aut h- Grace- Peri od ]
Aut h- Sessi on-State |
Cal | back- Nunber ]
Called-Station-1d ]
Calling-Station-1d ]
Originating-Line-Info ]
Connect-1nfo ]

CHAP- Aut h ]

CHAP- Chal | enge ]

Fr amed- Conpr essi on |
Framed-Interface-1d ]
Framed- | P- Addr ess ]
Framed- | Pv6- Prefix ]
Framed- | P- Net mask |
Framed- MTU ]

Fr amed- Prot ocol ]
ARAP- Password ]

265, REQ PXY >

St andards Track

with the User-Password AVP
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3.

2.

[ ARAP-Security ]
[ ARAP-Security-Data ]
[ Login-1P-Host ]
[ Login-1Pv6-Host ]
[ Login-LAT-G oup ]
[ Logi n- LAT- Node ]
[ Logi n-LAT-Port ]
[ Logi n-LAT- Service ]
[ Tunneling ]

[ Proxy-Info ]

[ Route-Record ]

[ AVP ]

* ok X *

AA- Answer ( AAA) Command

The AA- Answer (AAA) nessage is indicated by setting the Cormand Code
field to 265 and clearing the "R bit in the Command Flags field. It
is sent in response to the AA-Request (AAR) nessage. |If

aut hori zati on was requested, a successful response will include the
aut hori zati on AVPs appropriate for the service being provided, as
defined in Section 4.4.

For authentication exchanges requiring nore than a single round trip,
the server MJUST set the Result-Code AVP to DI AMETER MULTI _ROUND_AUTH.

An AAA nessage with this result code MAY include one Reply-Message or
nmore and MAY include zero or one State AVPs.

If the Reply-Message AVP was present, the network access server
SHOULD send the text to the user’s client to display to the user,
instructing the client to pronpt the user for a response. For
exanple, this can be achieved in PPP via PAP. If it is inpossible to
deliver the text pronpt to the user, the Diameter NAS Application
client MIUST treat the AA-Answer (AAA) with the Reply-Message AVP as
an error and deny access.

Message For mat

<AA- Answer > :: D amet er Header: 265, PXY >
Session-1d >

Aut h- Application-1d }

Aut h- Request - Type }

Resul t - Code }

Origi n-Host '}

Oigin-Real m}

User - Nare ]

Servi ce- Type |

Cl ass ]

|
L L T P S L o N N

*
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D amet er NASREQ

Confi gurati on- Token ]
Acct-Interiminterval ]
Error- Message |
Error-Reporting- Host ]
Fai | ed- AVP ]

I dl e-Ti meout ]

Aut hori zation-Lifetime ]
Aut h- Grace- Peri od ]

Aut h- Sessi on-State |
Re- Aut h- Request - Type ]
Mul ti - Round-Ti me-Qut ]
Sessi on- Ti neout ]

State ]

Repl y- Message |

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Filter-1d ]
Password-Retry ]
Port-Limt ]

Prompt ]

ARAP- Chal | enge- Response |
ARAP- Feat ures |

ARAP- Security ]

ARAP- Security-Data ]
ARAP- Zone- Access |

Cal | back-1d ]

Cal | back- Nunmber ]

Fr amed- Appl et al k- Li nk ]
Fr amed- Appl et al k- Net wor k ]
Fr amed- Appl et al k- Zone ]
Fr amed- Conpr essi on |
Framed-Interface-1d ]
Framed- | P- Addr ess |
Framed- | Pv6- Prefix ]

Fr amed- | Pv6- Pool ]
Framed- | Pv6- Rout e ]
Framed- | P- Net mask ]
Framed- Rout e ]

Fr amed- Pool ]

Fr amed- | PX- Net wor k ]
Framed- MTU ]

Fr amed- Prot ocol ]
Framed- Routi ng ]

Logi n-1 P- Host ]

Logi n-1 Pv6- Host ]

Logi n- LAT- G oup ]

Logi n- LAT- Node ]

Logi n- LAT-Port ]

St andards Track
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Logi n- LAT- Servi ce ]
Logi n- Servi ce ]
Logi n- TCP- Port ]

* Ok X F

NAS-Filter-Rul e ]
QS-Filter-Rul e ]

Redi r ect - Host ]

Redi r ect - Host - Usage ]
Redi r ect - Max- Cache-Ti me |
Proxy-1nfo ]

AVP ]

Re- Aut h- Request (RAR) Conmand

[
[
[
|
[ Tunneling ]
[
[
[
[
[

A Diameter server can initiate reauthentication and/or
reaut hori zation for a particular session by issuing a Re-Auth-Request

(RAR) nessage [ RFC6733].

For exanple, for prepaid services,

the Di anmeter server that

originally authorized a session my need sone confirmation that the

user is still using the services.

If a NAS receives an RAR nessage with Session-l1d equal
active session and a Re-Auth-Type that
MJUST initiate a reauthentication toward the user,

supports this particular feature.
Message For mat

<RA- Request> ::=

L L L L L L Y L L L T T e P P

n St andards Track

< Di aneter
Session-1d >
Origi n-Host '}
Oigin-Real m}
Destination-Real m}
Desti nati on- Host }
Aut h- Application-1d }
Re- Aut h- Request - Type }
User - Nare ]
Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
NAS- | dentifier ]
NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess ]
NAS- Port |
NAS- Port-1d ]
NAS- Port - Type ]
Servi ce- Type |
Framed- | P- Addr ess ]

to a currently
i ncludes authentication, it
if the service

Header: 258, REQ PXY >

[ Page 15]
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Framed- | Pv6- Prefix ]
Framed-Interface-1d ]
Called-Station-1d ]
Calling-Station-1d ]
Originating-Line-Info ]
Acct - Session-1d ]
Acct-Milti-Session-1d ]
State ]

d ass ]

Repl y- Message |
Proxy-1nfo ]

Rout e- Record ]

AVP ]

— e e A A — — — —

3.4. Re-Auth-Answer (RAA) Command
The Re- Aut h- Answer (RAA) nmessage [ RFC6733] is sent in response to the
RAR. The Result-Code AVP MJST be present and indicates the
di sposition of the request.
A successful RAA transacti on MJIST be foll owed by an AAR message.

Message For mat

<RA- Answer >

*
Ll L L L Lo L e L F L e L e e L L L L Y e N Y

D aneter Header: 258, PXY >
Session-1d >

Resul t - Code }

Origi n-Host }
Origin-Real m}

User - Nare ]

Oi gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Error-Message |
Error-Reporting- Host ]
Fai | ed- AVP ]

Redi r ect ed- Host ]

Redi r ect ed- Host - Usage |
Redi r ect ed- Host - Cache- Ti me ]
Servi ce-Type |

Confi gurati on- Token ]

I dl e- Ti meout ]

Aut hori zation-Lifetinme ]
Aut h- Grace- Peri od ]

Re- Aut h- Request - Type ]
State ]

Cl ass ]

Repl y- Message |

Prompt ]
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[ Proxy-Info ]
* [ AVP ]

3.5. Session-Terni nation-Request (STR) Command

The Session- Term nati on- Request (STR) nessage [ RFC6733] is sent by
the NAS to informthe Dianmeter server that an authenticated and/or
aut hori zed session is being term nated.

Message For mat

<ST- Request > ::= < Di aneter Header: 275, REQ PXY >
Session-1d >

Origi n-Host '}
Oigin-Real m}
Destination-Real m}
Aut h- Application-1d }
Term nati on- Cause }
User - Nare ]

Desti nati on- Host |

d ass ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
Proxy-1Info ]

Rout e- Record ]

AVP ]

*  * *
L L L L L L L e e e T P Y

3.6. Session-Term nation-Answer (STA) Conmand

The Session-Term nati on- Answer (STA) nessage [ RFC6733] is sent by the
D anmeter server to acknow edge the notification that the session has
been term nated. The Result-Code AVP MUST be present and MAY contain
an indication that an error occurred while the STR was bei ng

servi ced.

Upon sending the STA, the D ameter server MJST rel ease all resources
for the session indicated by the Session-1d AVP. Any internedi ate
server in the Proxy-Chain MAY al so rel ease any resources, if
necessary.
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Message For mat

<ST- Answer >

L L L L L L e Y L e L e e ot S\

Abort - Sessi on- Request

D amet er NASREQ

D amet er Header: 275, PXY >
Session-1d >

Resul t - Code }

Oigi n- Host }
Oigin-Realm}

User - Nare ]

d ass ]

Error-Message |
Error-Reporting- Host ]

Fai | ed- AVP ]

Oi gi n- AAA- Prot ocol ]
Oigin-State-1d ]

Redi rect - Host ]

Redi r ect - Host - Usage ]

Redi r ect - Max- Cache-Ti me ]
Proxy-1Info ]

AVP ]

(ASR) Command

April 2014

The Abort-Sessi on- Request (ASR) nessage [ RFC6733] can be sent by any
D anmeter server to the NAS providing session service to request that
the session identified by the Session-1d be stopped.

Zorn

Message For mat

<AS- Request >

L L L L L e L e T L Lt T P P

< Di aneter Header: 274, REQ PXY >
Session-1d >
Oigi n-Host }
Oigin-Real m}
Desti nation-Real m}
Desti nati on- Host }
Aut h- Application-1d }
User - Nare ]
Oi gi n- AAA- Prot ocol ]
Oigin-State-1d ]
NAS- I dentifier ]
NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess |
NAS- Port ]
NAS- Port-1d ]
NAS- Port - Type ]
Servi ce- Type |
Fr amed- | P- Addr ess ]
Framed- | Pv6- Prefix ]
Framed-Interface-1d ]

St andards Track
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Called-Station-1d ]
Calling-Station-1d ]
Originating-Line-Info ]
Acct - Session-1d ]
Acct-Milti-Session-1d ]
State ]

C ass ]

Repl y- Message |
Proxy-1nfo ]

Rout e- Record ]

AVP ]

L I

— e e — — —

3.8. Abort-Session-Answer (ASA) Commrand

The ASA nmessage [RFC6733] is sent in response to the ASR  The
Resul t - Code AVP MUST be present and indicates the disposition of the
request.

If the session identified by Session-1d in the ASR was successful ly
term nated, the Result-Code is set to DIAMETER SUCCESS. |f the
session is not currently active, the Result-Code AVP is set to

DI AMETER UNKNOWN SESSION ID. |If the access device does not stop the
session for any other reason, the Result-Code AVP is set to

DI AVETER_UNABLE_TO COVPLY.

Message For mat

*
e L e L L L L e L L L P el I LAY

Di aneter Header: 274, PXY >
Session-1d >

Resul t - Code }

Origi n-Host }

Oigin-Real m}

User - Nane ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]

St at e]

Error-Message |
Error-Reporting- Host ]

Fai | ed- AVP ]

Redi r ect ed- Host ]

Redi r ect ed- Host - Usage |

Redi r ect ed- Max- Cache- Ti ne ]
Proxy-Info ]

AVP ]

<AS- Answer >
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3.9. Accounting-Request (ACR) Conmand

The ACR nmessage [RFC6733] is sent by the NAS to report its session
information to a target server downstream

The Acct-Application-1d AVP MJST be present.

The AVPs listed in the D ameter Base protocol specification [ RFC6733]
MJST be assunmed to be present, as appropriate. NAS service-specific
accounting AVPs SHOULD be present as described in Section 4.6 and the
rest of this specification.

Message For mat

<AC- Request > ::= < Di aneter Header: 271, REQ PXY >
Session-1d >

Origi n-Host }
Oigin-Realm}

Destinati on- Real m}
Account i ng- Record- Type }
Account i ng- Recor d- Nunber }
Acct - Application-1d }
User - Nare ]

Account i ng- Sub- Session-1d ]
Acct - Session-1d ]
Acct-Milti-Session-1d ]

Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]

Desti nati on- Host |

Event - Ti nest anp |

Acct - Del ay-Ti ne ]
NAS- I dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess |

NAS- Port |

NAS- Port-1d ]

NAS- Port - Type ]

d ass ]

Servi ce-Type |

Term nati on- Cause |
Accounting-1nput-Cctets ]
Account i ng- | nput - Packet s ]
Accounting-Qut put-Cctets ]
Account i ng- Qut put - Packet s ]
Acct - Aut henti c ]

Account i ng- Aut h- Met hod ]
Acct - Li nk- Count ]

Acct - Sessi on-Ti e ]

L L L L L e e L L L L L e Lo Lo Lo Lo e L L F e P e Ca Pt RN
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Acct - Tunnel - Connecti on ]
Acct - Tunnel - Packet s- Lost ]
Cal | back-1d ]

Cal | back- Nunber ]
Called-Station-1d ]
Calling-Station-1d ]
Connection-Info ]
Originating-Line-Info ]
Aut hori zation-Lifetime ]
Sessi on- Ti neout |

I dl e- Ti neout ]
Port-Limt ]

Account i ng- Real ti me- Required ]
Acct-Interiminterval ]
Filter-1d ]
NAS-Filter-Rul e ]
QS-Filter-Rul e ]

Fr amed- Appl et al k- Li nk ]
Fr amed- Appl et al k- Net wor k ]
Fr amed- Appl et al k- Zone ]
Fr amed- Conpr essi on |
Framed-Interface-1d ]
Framed- | P- Addr ess ]
Framed- | P- Net mask ]
Framed- | Pv6- Prefix ]

Fr amed- | Pv6- Pool ]
Framed- | Pv6- Rout e |

Fr amed- | PX- Net wor k ]
Framed- MTU ]

Fr amed- Pool ]

Fr amed- Prot ocol ]
Framed- Rout e ]

Framed- Routi ng ]

Logi n-1 P- Host ]

Logi n-1 Pv6- Host ]

Logi n- LAT- Group ]

Logi n- LAT- Node ]

Logi n- LAT- Port ]

Logi n- LAT- Servi ce |

Logi n-Service ]

Logi n- TCP- Port ]

Tunnel ing ]

Proxy-Info ]

Rout e- Record ]

AVP ]

St andards Track
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3.10. Accounting-Answer (ACA) Conmand

The ACA nmessage [RFC6733] is used to acknow edge an Accounti ng-
Request command. The Accounti ng- Answer conmand contai ns the sane
Session-1d as the Request.

Only the target Dianmeter server or honme Di aneter server SHOULD
respond with the Accounting- Answer commmand.

The Acct-Application-1d AVP MJST be present.

The AVPs listed in the Dianmeter Base protocol specification [ RFC6733]
MJUST be assunmed to be present, as appropriate. NAS service-specific
accounting AVPs SHOULD be present as described in Section 4.6 and the
rest of this specification.

Message For mat

<AC- Answer > :: = Di aneter Header: 271, PXY >

Session-1d >
Resul t - Code }
Origi n-Host }
Origin-Real m}
Account i ng- Record- Type }
Account i ng- Recor d- Nunber }
Acct - Application-1d }
User - Nane ]
Account i ng- Sub- Session-1d ]
Acct - Session-1d ]
Acct-Milti-Session-1d ]
Event - Ti nest anp |
Error-Message |
Error- Reporting- Host ]
Fai | ed- AVP ]
Ori gi n- AAA- Prot ocol ]
Oigin-State-1d ]
NAS- | dentifier ]
NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess |
NAS- Port |
NAS- Port-1d ]
NAS- Port - Type ]
Servi ce-Type ]
Term nati on- Cause |
Account i ng- Real ti me- Required ]

L L L e L e e L L L L L L e e P e LY
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[ Acct-Interimlinterval ]
* [ dass ]
* [ Proxy-Info ]
* [ AVP ]
4. Diameter NAS Application AVPs
The foll owi ng sections define a new derived AVP data format, define a
set of application-specific AVPs, and describe the use of AVPs
defined in other docunents by the Diameter NAS Application
4.1. Derived AVP Data Formats
4.1.1. QoSFilterRule
The QosFilterRule format is derived fromthe CctetString AVP Base
Format. It uses the US-ASCI| charset. Packets nmay be narked or
met ered based on the follow ng information:
o Direction (in or out)
0 Source and destination |P address (possibly masked)
o Protocol

0 Source and destination port (lists or ranges)

o Differentiated Services Code Point (DSCP) val ues (no mask or
range)

Rul es for the appropriate direction are evaluated in order; the first
mat ched rule term nates the evaluation. Each packet is eval uated
once. If no rule matches, the packet is treated as best effort. An
access device unable to interpret or apply a QS rule SHOULD NOT
term nate the session
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QoSFilterRule filters MJST follow the followi ng format:

action dir proto fromsrc to dst [options]

wher e
action
tag Mark packet with a specific DSCP [ RFC2474]
meter Meter traffic
dir The format is as described under IPFilterRule
[ RFC6733]
proto The format is as described under IPFilterRule
[ RFC6733]

src and dst The format is as described under |IPFilterRule
[ RFC6733]

The options are described in Section 4.4.9.

The rule syntax is a nodified subset of ipfw(8) from FreeBSD, and the
i pfw.c code may provide a useful base for inplenentations.

4. 2. NAS Sessi on AVPs

D aneter reserves the AVP Codes 0 - 255 for RADIUS Attri butes that
are inplenented in D aneter.

4.2.1. Call and Session Information
This section describes the AVPs specific to D anmeter applications
that are needed to identify the call and session context and status
information. On a request, this information allows the server to
qual i fy the session.

These AVPs are used in addition to the followi ng AVPs fromthe
D anet er Base protocol specification [ RFC6733]:

Session-1d Auth-Application-1d Oigin-Host Oigin-Realm
Aut h- Request - Type Ter m nati on- Cause
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The following table gives the possible flag values for the session
| evel AVPs.

| Rul es |

Attribute Name Section Defined | | NOT|
----------------------------------------- [-----+-----]
NAS- Por t

NAS- Port-1d

NAS- Por t - Type

Call ed-Station-1d
Calling-Station-1d
Connect-1Info
Originating-Line-Info
Repl y- Message

4.2.2. NAS-Port AVP

The NAS-Port AVP (AVP Code 5) is of type Unsigned32 and contains the
physical or virtual port nunber of the NAS, which authenticates the
user. Note that "port" is meant in its sense as a service connection
on the NAS, not as an IP protocol identifier; hence, the format and
contents of the string that identifies the port are specific to the
NAS i npl enent ati on.

Ei ther the NAS-Port AVP or the NAS-Port-1d AVP (Section 4.2.3) SHOULD
be present in the AA-Request (AAR, Section 3.1) command if the NAS
differentiates anong its ports.

4.2.3. NAS-Port-1d AVP

The NAS-Port-1d AVP (AVP Code 87) is of type UTF8String and consists
of 7-bit US-ASCII text identifying the port of the NAS authenticating
the user. Note that "port" is meant in its sense as a service
connection on the NAS, not as an IP protocol identifier.

Either the NAS-Port-1d AVP or the NAS-Port AVP (Section 4.2.2) SHOULD
be present in the AA-Request (AAR, Section 3.1) command if the NAS
differentiates anong its ports. NAS-Port-Id is intended for use by
NASes that cannot conveniently nunber their ports.
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4.2.4. NAS-Port-Type AVP

The NAS-Port-Type AVP (AVP Code 61) is of type Enunerated and
contains the type of the port on which the NAS is authenticating the
user. This AVP SHOULD be present if the NAS uses the sane NAS-Port
nunber ranges for different service types concurrently.

The currently supported val ues of the NAS-Port-Type AVP are listed in
[ RADI USAt t r Val s] .

4.2.5. Called-Station-1d AVP

The Call ed-Station-1d AVP (AVP Code 30) is of type UTF8String and
contains a 7-bit US-ASCI| string sent by the NAS to describe the
Layer 2 address the user contacted in the request. For dialup
access, this can be a phone nunber obtained by using the Dialed
Nunber Identification Service (DNIS) or a simlar technology. Note
that this may be different fromthe phone nunber the call cones in
on. For use with | EEE 802 access, the Called-Station-1d MAY contain
a Media Access Control (MAC) address formatted as described in

[ RFC3580] .

If the Called-Station-1d AVP is present in an AAR nessage, the Auth-
Request - Type AVP is set to AUTHORI ZE_ONLY, and the User-Name AVP is
absent, the Diameter server MAY perform authorization based on this
AVP. This can be used by a NAS to request whether a call should be
answered based on the DNIS result.

Further codification of this field s allowed content and usage is
outside the scope of this specification.

4.2.6. Calling-Station-1d AVP

The Calling-Station-1d AVP (AVP Code 31) is of type UTF8String and
contains a 7-bit US-ASCI| string sent by the NAS to describe the
Layer 2 address from which the user connected in the request. For
di al up access, this is the phone nunber the call cane from using
Aut omati ¢ Number ldentification (ANI) or a sinilar technol ogy. For
use with | EEE 802 access, the Calling-Station-1d AVP MAY contain a
MAC address, formatted as described in RFC 3580.

If the Calling-Station-1d AVP is present in an AAR nessage, the Auth-
Request - Type AVP is set to AUTHORI ZE_ONLY, and the User-Name AVP is
absent, the Diameter server MAY perform authorization based on the
value of this AVP. This can be used by a NAS to request whether a
call should be answered based on the Layer 2 address (AN, MAC
Address, etc.)

Zorn St andards Track [ Page 26]



RFC 7155 Di amet er NASREQ April 2014

Further codification of this field s allowed content and usage is
out side the scope of this specification

4.2.7. Connect-Info AVP

The Connect-Info AVP (AVP Code 77) is of type UTF8String and is sent
in the AA-Request nessage or an ACR nessage with the value of the
Account i ng- Record- Type AVP set to STOP. Wien sent in the AA-Request,
it indicates the nature of the user’s connection. The connection
speed SHOULD be included at the beginning of the first Connect-Info
AVP in the nessage. |If the transnit and receive connection speeds
differ, both may be included in the first AVP with the transnmt speed
listed first (the speed at which the NAS nodemtransnmits), then a
slash (/), then the receive speed, and then other optiona

i nformati on.

For exanple: "28800 V42BI S/ LAPM' or "52000/31200 V90"

If sent in an ACR nessage with the value of the Accounting-Record-
Type AVP set to STOP, this attribute may sunmarize statistics
relating to session quality. For exanple, in |IEEE 802.11, the
Connect-1nfo AVP may contain information on the nunber of link |ayer
retransm ssions. The exact format of this attribute is

i mpl emrent ati on specific.

4.2.8. Oiginating-Line-Info AVP

The Originating-Line-Info AVP (AVP Code 94) is of type OctetString
and is sent by the NAS systemto convey information about the origin
of the call froma Signaling System7 (SS7).

The Originating Line Information (OLI) elenment indicates the nature
and/ or characteristics of the line fromwhich a call originated
(e.g., pay phone, hotel phone, cellular phone). Tel ephone conpanies
are starting to offer OLI to their custoners as an option over
Primary Rate Interface (PRI). Internet Service Providers (ISPs) can
use OLI in addition to Called-Station-Id and Calling-Station-1d
attributes to differentiate custoner calls and to define different
services

The Value field contains two octets (00 - 99). ANSI T1.113 and
BELLCORE 394 can be used for additional information about these
val ues and their use. For information on the currently assigned
val ues, see [AN Types].
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4.2.9. Reply-Message AVP

The Repl y- Message AVP (AVP Code 18) is of type UTF8String and
contains text that MAY be displayed to the user. Wen used in an AA-
Answer nessage with a successful Result-Code AVP, it indicates
success. Wen found in an AAA nessage with a Result-Code other than
DI AMETER_SUCCESS, the AVP contains a failure message.

The Repl y- Message AVP MAY contain text to pronpt the user before

anot her AA- Request attenpt. When used in an AA- Answer nessage
containing a Result-Code AVP with the val ue DI AMETER MULTI _ROUND AUTH
or in a Re-Auth-Request nessage, it MAY contain text to pronpt the
user for a response.

4. 3. NAS Aut henti cati on AVPs

This section defines the AVPs necessary to carry the authentication
information in the Diameter protocol. The functionality defined here
provi des a RADI US-1i ke Authentication, Authorization, and Accounting
service [ RFC2865] over a nore reliable and secure transport, as
defined in the D anmeter Base protocol [RFC6733].

The followi ng table gives the possible flag values for the session
| evel AVPs.

Rul es |

Attribute Nane Section Defined

User - Passwor d
Password-Retry

Pr onpt

CHAP- Aut h

CHAP- Al gori t hm
CHAP- | dent

CHAP- Response
CHAP- Chal | enge
ARAP- Passwor d
ARAP- Chal | enge- Response
ARAP- Security
ARAP- Security-Data
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4.3.1. User - Passwor d AVP

The User-Password AVP (AVP Code 2) is of type OctetString and
contains the password of the user to be authenticated or the user’s
input in a multi-round authenticati on exchange.

The User-Password AVP contains a user password or one-tine password
and therefore represents sensitive information. As required by the
D anmet er Base protocol [RFC6733], D anmeter nessages are encrypted by
usi ng | Psec [ RFC4301] or Transport Layer Security (TLS) [ RFC5246].

Unl ess this AVP is used for one-tine passwords, the User-Password AVP
SHOULD NOT be used in untrusted proxy environments w thout encrypting
it by using end-to-end security techniques.

The cl ear-text password (prior to encryption) MJST NOT be | onger than
128 bytes in | ength.

4.3.2. Password-Retry AVP

The Password-Retry AVP (AVP Code 75) is of type Unsigned32 and MAY be
included in the AA-Answer if the Result-Code indicates an
authentication failure. The value of this AVP indicates how many
authentication attenpts a user is pernmtted before being

di sconnected. This AVP is primarily intended for use when the
Framed- Prot ocol AVP (Section 4.4.10.1) is set to ARAP

4.3.3. Pronmpt AVP
The Prompt AVP (AVP Code 76) is of type Enunerated and MAY be present
in the AA- Answer nessage. Wien present, it is used by the NAS to
det erm ne whether the user’s response, when entered, should be
echoed.
The supported values are listed in [ RADI USAttrVal s].

4.3.4. CHAP-Auth AVP

The CHAP- Auth AVP (AVP Code 402) is of type G ouped and contains the
i nformati on necessary to authenticate a user using the PPP Chall enge-

Handshake Aut hentication Protocol (CHAP) [RFC1994]. |If the CHAP-Auth
AVP is found in a nessage, the CHAP-Chall enge AVP (Section 4. 3.8)
MJUST be present as well. The optional AVPs containing the CHAP

response depend upon the val ue of the CHAP- Al gorithm AVP
(Section 4.3.8). The grouped AVP has the foll owi ng ABNF [ RFC5234]
gr ammar :
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CHAP- Auth ::= < AVP Header: 402 >
{ CHAP-Al gorithm}
{ CHAP-ldent }
[ CHAP- Response ]

* [ AVP ]

4.3.5. CHAP- Al gorithm AVP

The CHAP- Al gorithm AVP (AVP Code 403) is of type Enunerated and
contains the algorithmidentifier used in the conputation of the CHAP
response [ RFC1994]. The followi ng values are currently support ed:

CHAP wi th MD5 5

The CHAP response is computed by using the procedure described in
[ RFC1994]. This algorithmrequires that the CHAP-Response AVP
(Section 4.3.7) MJST be present in the CHAP- Auth AVP

(Section 4.3.4).

4.3.6. CHAP-Ident AVP

The CHAP-1dent AVP (AVP Code 404) is of type CctetString and contains
the 1 octet CHAP ldentifier used in the conputation of the CHAP
response [ RFC1994].

4.3.7. CHAP-Response AVP

The CHAP- Response AVP (AVP Code 405) is of type CctetString and
contains the 16-octet authentication data provided by the user in
response to the CHAP chal | enge [ RFC1994].

4.3.8. CHAP-Chal | enge AVP

The CHAP- Chal | enge AVP (AVP Code 60) is of type CctetString and
contains the CHAP Chal | enge sent by the NAS to the CHAP peer
[ RFC1994] .

4.3.9. ARAP-Password AVP

The ARAP- Password AVP (AVP Code 70) is of type OctetString and is
only present when the Franed-Protocol AVP (Section 4.4.10.1) is
included in the nessage and is set to ARAP. This AVP MUST NOT be
present if either the User-Password or the CHAP-Auth AVP is present.
See [ RFC2869] for nmore information on the contents of this AVP.
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4.3.10. ARAP- Chal | enge- Response AVP

The ARAP- Chal | enge- Response AVP (AVP Code 84) is of type OctetString
and is only present when the Franed-Protocol AVP (Section 4.4.10.1)
is included in the nmessage and is set to ARAP. This AVP contains an
8-octet response to the dial-in client’'s challenge. The D aneter
server calculates this value by taking the dial-in client’s challenge
fromthe high-order 8 octets of the ARAP-Password AVP and performn ng
DES encryption on this value with the authenticating user’s password
as the key. |If the user’s password is fewer than 8 octets in |ength,
the password is padded at the end with NULL octets to a |l ength of 8
before it is used as a key.

4.3.11. ARAP-Security AVP

The ARAP-Security AVP (AVP Code 73) is of type Unsigned32 and MAY be
present in the AA-Answer nessage if the Franmed-Protocol AVP
(Section 4.4.10.1) is set to the value of ARAP, and the Result- Code
AVP ([ RFC6733], Section 7.1) is set to DIAVETER MULTI _ROUND_AUTH.
See RFC 2869 for nmore information on the contents of this AVP.

4.3.12. ARAP-Security-Data AVP

The ARAP-Security-Data AVP (AVP Code 74) is of type CctetString and
MAY be present in the AA-Request or AA-Answer nessage if the Framed-
Protocol AVP (Section 4.4.10.1) is set to the value of ARAP and the
Resul t - Code AVP ([ RFC6733], Section 7.1) is set to

DI AMETER _ MULTI _ROUND AUTH. This AVP contains the security nodul e
chal | enge or response associated with the ARAP Security Mdul e
specified in the ARAP-Security AVP (Section 4.3.11).

4.4. NAS Aut hori zation AVPs
This section contains the authorization AVPs supported in the NAS
Application. The Service-Type AVP SHOULD be present in all nessages
and, based on its value, additional AVPs defined in this section and
Section 4.5 MAY be present.

The followi ng table gives the possible flag values for the session-
| evel AVPs.
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I +
| AVP Fl ag |
| Rules |
|-
| MUST| MUST|

Attribute Name Section Defined | |  NOT|

----------------------------------------- [----+-----]

Servi ce- Type 4.4.1 | M | V|

Cal | back- Nurber 4.4.2 | M | V|

Cal | back-1d 4.4.3 | M | V |

| dl e- Ti neout 4.4.4 | M | V|

Port-Limt 4.4.5 | M | V |

NAS-Filter-Rul e 4.4.6 | M | V |

Filter-1d 4.4.7 | M | V |

Confi gurati on- Token 4.4.8 | M | V|

QS-Filter-Rule 4.4.9 | | |

Fr amed- Pr ot ocol 4.4.10.1 | M | V|

Framed- Rout i ng 4.4.10. 2 | M | V|

Framed- MTU 4.4.10.3 | M | V |

Fr amed- Conpr essi on 4.4.10.4 | M | V|

Fr amed- | P- Addr ess 4.4.10.5.1 | M | V|

Fr amed- | P- Net mask 4.4.10.5.2 | M | V|

Fr amed- Rout e 4.4.10.5.3 | M | V|

Fr amed- Pool 4.4.10.5. 4 | M | V|

Framed- I nterface-1d 4.4.10.5.5 | M | V|

Framed- | Pv6- Prefi x 4.4.10.5.6 | M | V|

Framed- | Pv6- Rout e 4.4.10.5.7 | M | V |

Fr amed- | Pv6- Pool 4.4.10.5.8 | M | V |

Fr amed- | PX- Net wor k 4.4.10.6.1 | M | V|

Fr amed- Appl et al k- Li nk 4.4.10.7.1 | M | V|

Fr amed- Appl et al k- Net wor k 4.4.10.7.2 | M | V |

Fr amed- Appl et al k- Zone 4.4.10.7.3 | M | V|

ARAP- Feat ur es 4.4.10.8.1 | M | V|

ARAP- Zone- Access 4.4.10.8.2 | M | V|

Logi n- | P- Host 4.4.11.1 | M | V|

Logi n- | Pv6- Host 4.4.11.2 | M | V|

Logi n- Servi ce 4.4.11.3 | M | V|

Logi n- TCP- Port 4.4.11.4.1 | M | V|

Logi n- LAT- Servi ce 4.4.11.5.1 | M | V|

Logi n- LAT- Node 4.4.11.5.2 | M | V |

Logi n- LAT- G oup 4.4.11.5.3 | M | V|

Logi n- LAT- Port 4.4.11.5.4 | M | V |
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4.4.1. Service-Type AVP

The Service-Type AVP (AVP Code 6) is of type Enunerated and contains
the type of service the user has requested or the type of service to
be provided. One such AVP MAY be present in an authentication and/or
aut hori zati on request or response. A NAS is not required to

i mpl ement all of these service types. It MJST treat unknown or
unsupported Service-Type AVPs received in a response as a failure and
end the session with a DI AMETER | NVALI D_AVP_VALUE Resul t - Code.

When used in a request, the Service-Type AVP SHOULD be considered a
hint to the server that the NAS believes the user would prefer the
ki nd of service indicated. The server is not required to honor the
hint. Furthernore, if the service specified by the server is
supported, but not conpatible with the current node of access, the
NAS MUST fail to start the session. The NAS MJST al so generate the
appropriate error nessage(s).

The conplete list of defined values that the Service-Type AVP can
take can be found in [ RFC2865] and the relevant | ANA registry

[ RADI USAt trVal s], but the followi ng values require further
qualification here:

Login (1)
The user should be connected to a host. The message MAY
include additional AVPs as defined in Sections 4.4.11.4 or
4.4, 11.5.

Framed (2)
A Framed Protocol, such as PPP or SLIP, should be started for
the user. The nmessage MAY include additional AVPs defined in
Sections 4.4.10 or 4.5 for tunneling services.

Cal | back Login (3)
The user shoul d be di sconnected and cal | ed back, then connected

to a host. The nessage MAY include additional AVPs defined in
this section.
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Cal | back Franed (4)

The user shoul d be di sconnected and cal | ed back, and then a
Franmed Protocol, such as PPP or SLIP, should be started for the
user. The nessage MAY include additional AVPs defined in
Sections 4.4.10 or 4.5 for tunneling services.

4.4.2. Callback-Nunber AVP

The Cal | back- Nunber AVP (AVP Code 19) is of type UTF8String and
contains a dialing string to be used for callback, the format of

whi ch is deploynment specific. The Callback-Nunber AVP MAY be used in
an aut hentication and/ or authorization request as a hint to the
server that a call back service is desired, but the server is not
required to honor the hint in the correspondi ng response.

Any further codification of this field s all owed usage range is
outside the scope of this specification

4.4.3. Callback-1d AVP

The Cal | back-1d AVP (AVP Code 20) is of type UTF8String and contains
the nane of a place to be called, to be interpreted by the NAS. This
AVP MAY be present in an authentication and/or authorization
response.

This AVP is not roam ng-friendly as it assunes that the Call back-1d
is configured on the NAS. Using the Call back- Nunmber AVP
(Section 4.4.2) is therefore RECOVMENDED

4.4, 4, | dl e- Ti neout AVP

The 1dl e-Ti neout AVP (AVP Code 28) is of type Unsigned32 and sets the
maxi mum nunmber of consecutive seconds of idle connection allowable to
the user before ternination of the session or before a pronpt is

i ssued. The default is none or system specific.

4.4.5. Port-Limt AVP

The Port-Limt AVP (AVP Code 62) is of type Unsigned32 and sets the
maxi mum nunber of ports the NAS provides to the user. |t MAY be used
in an authentication and/or authorization request as a hint to the
server that multilink PPP [ RFC1990] service is desired, but the
server is not required to honor the hint in the corresponding
response.
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4.4.6. NAS-Filter-Rule AVP

The NAS-Filter-Rule AVP (AVP Code 400) is of type IPFilterRule and
provides filter rules that need to be configured on the NAS for the
user. One or nore of these AVPs MAY be present in an authorization
response.

4.4.7. Filter-1d AVP

The Filter-1d AVP (AVP Code 11) is of type UTF8String and contains
the nane of the filter list for this user. It is intended to be
human readable. Zero or nore Filter-1d AVPs MAY be sent in an

aut hori zati on answer nessage.

ldentifying a filter list by nane allows the filter to be used on
different NASes without regard to filter-list inplenentation details.
However, this AVP is not roaming-friendly, as filter naning differs
fromone service provider to another.

In environnents where backward conpatibility with RADIUS i s not
required, it is RECOWENDED that the NAS-Filter-Rule AVP
(Section 4.4.6) be used instead.

4.4.8. Configuration-Token AVP
The Configuration-Token AVP (AVP Code 78) is of type CctetString and
is sent by a Diameter server to a Dianmeter Proxy Agent in an AA-
Answer command to indicate a type of user profile to be used. It
shoul d not be sent to a Dianeter client (NAS).
The format of the Data field of this AVP is site specific.

4.4.9. QS-Filter-Rule AVP
The QoS-Filter-Rule AVP (AVP Code 407) is of type QoSFilterRule
(Section 4.1.1) and provides QS filter rules that need to be
configured on the NAS for the user. One or nore such AVPs MAY be
present in an authorization response.

The use of this AVP is NOT RECOMVENDED; the AVPs defined by [RFC5777]
SHOULD be used i nst ead.

The foll owing options are defined for the QoSFilterRule filters:
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DSCP <col or >

If action is set to tag (Section 4.1.1), this option MJST be
included in the rule.

Col or values are defined in [ RFC2474]. Exact natching of DSCP
values is required (no masks or ranges).

met eri ng <rate> <col or_under> <col or _over>

The netering option provides Assured Forwarding, as defined in
[ RFC2597]. and MUST be present if the action is set to neter
(Section 4.1.1) The rate option is the throughput, in bits per
second, used by the access device to mark packets. Traffic
over the rate is marked with the col or_over codepoint, and
traffic under the rate is marked with the col or_under
codepoint. The col or _under and col or_over options contain the
drop preferences and MJST conformto the recomended codepoi nt
keywor ds described in [RFC2597] (e.g., AF13).

The netering option also supports the strict limt on traffic
required by Expedited Forwardi ng, as defined in [ RFC3246]. The
col or _over option nmay contain the keyword "drop" to prevent
forwarding of traffic that exceeds the rate paraneter.

4.4.10. Framed Access Aut horizati on AVPs

This section lists the authorization AVPs necessary to support franed
access, such as PPP and SLIP. AVPs defined in this section MAY be
present in a nmessage if the Service-Type AVP was set to "Framed" or
"Cal | back Framed".

4.4.10.1. Fr anmed- Pr ot ocol AVP

The Framed- Protocol AVP (AVP Code 7) is of type Enunerated and
contains the framing to be used for framed access. This AVP MAY be
present in both requests and responses. The supported val ues are
listed in [ RADI USAttrVal s].

4.4.10.2. Franed-Routing AVP
The Framed- Routing AVP (AVP Code 10) is of type Enunerated and
contains the routing method for the user when the user is a router to

a network. This AVP SHOULD only be present in authorization
responses. The supported values are listed in [RADI USAttrVal s].
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4.4.10.3. Franmed- MTU AVP

The Framed- MTU AVP (AVP Code 12) is of type Unsigned32 and contains
the Maxi mum Transmi ssion Unit (MIU) to be configured for the user,
when it is not negotiated by sonme other neans (such as PPP). This
AVP SHOULD only be present in authorization responses. The MIU val ue
MJUST be in the range from64 to 65535

4.4.10.4. Franed- Conpressi on AVP

The Framed- Conpressi on AVP (AVP Code 13) is of type Enunerated and
contains the conpression protocol to be used for the link. It MY be
used in an authorization request as a hint to the server that a
specific conpression type is desired, but the server is not required
to honor the hint in the correspondi ng response.

More than one conpression protocol AVP MAY be sent. The NAS is
responsi bl e for applying the proper conpression protocol to the
appropriate link traffic.

The supported values are listed in [ RADI USAttr Val s] .
4.4.10.5. |P Access Authorization AVPs

The AVPs defined in this section are used when the user requests, or
is being granted, access service to |IP

4.4.10.5.1. Franed-1P-Address AVP

The Framed- | P- Address AVP (AVP Code 8) [RFC2865] is of type

Cctet String and contains an | Pv4 address of the type specified in the
attribute value to be configured for the user. It MAY be used in an
aut hori zation request as a hint to the server that a specific address
is desired, but the server is not required to honor the hint in the
correspondi ng response.

Two val ues have special significance: OxFFFFFFFF and OxFFFFFFFE. The
val ue OxFFFFFFFF indicates that the NAS should allow the user to

sel ect an address (i.e., negotiated). The value OxFFFFFFFE i ndi cates
that the NAS shoul d sel ect an address for the user (e.g., assigned
froma pool of addresses kept by the NAS).

4.4.10.5.2. Framed-1P-Net mask AVP
The Framed- | P- Net mask AVP (AVP Code 9) is of type CctetString and
contains the four octets of the I Pv4 netnask to be configured for the

user when the user is a router to a network. It MAY be used in an
aut hori zation request as a hint to the server that a specific netmask
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is desired, but the server is not required to honor the hint in the
correspondi ng response. This AVP MJST be present in a response if
the request included this AVP with a val ue of OxFFFFFFFF.

4.4.10.5.3. Franmed-Route AVP

The Framed- Route AVP (AVP Code 22) is of type UTF8String and contains
the 7-bit US-ASCI|l routing information to be configured for the user
on the NAS. Zero or nore of these AVPs MAY be present in an

aut hori zati on response.

The string MJST contain a destination prefix in dotted quad form
optionally followed by a slash and a decimal -1ength specifier stating
how many hi gh-order bits of the prefix should be used. This is

foll owed by a space, a gateway address in dotted quad form a space,
and one or nore netrics separated by spaces; for exanple,

"192.0.2.0/24 192.0.2.1 1"

The I ength specifier may be omitted, in which case it should default
to 8 bits for class A prefixes, 16 bits for class B prefixes, and 24
bits for class C prefixes; for exanple,

"192.0.2.0 192.0.2.1 1"

Whenever the gateway address is specified as "0.0.0.0", the IP
address of the user SHOULD be used as the gateway address.

4.4.10.5.4. Franed-Pool AVP

The Framed-Pool AVP (AVP Code 88) is of type CctetString and contains
the nane of an assigned address pool that SHOULD be used to assign an
address for the user. |If a NAS does not support mnultiple address
pools, the NAS SHOULD ignore this AVP. Address pools are usually
used for | P addresses but can be used for other protocols if the NAS
supports pools for those protocols.

Al t hough specified as type OctetString for conpatibility with RAD US
[ RFC2869], the encoding of the Data field SHOULD al so conformto the
rules for the UTF8String Data Format.

4.4.10.5.5. Franmed- I nterface-1d AVP

The Framed-Interface-1d AVP (AVP Code 96) is of type Unsigned64 and
contains the IPv6 interface identifier to be configured for the user
It MAY be used in authorization requests as a hint to the server that
a specific interface identifier is desired, but the server is not
required to honor the hint in the correspondi ng response.
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4.4.10.5. 6. Fr anmed- | Pv6- Prefi x AVP

The Framed- | Pv6-Prefix AVP (AVP Code 97) is of type CctetString and
contains the IPv6 prefix to be configured for the user. One or nore
AVPs MAY be used in authorization requests as a hint to the server
that specific IPv6 prefixes are desired, but the server is not
required to honor the hint in the correspondi ng response.

4.4.10.5.7. Franed-1|Pv6-Route AVP

The Framed- | Pv6- Route AVP (AVP Code 99) is of type UTF8String and
contains the US-ASCI| routing information to be configured for the
user on the NAS. Zero or nore of these AVPs MAY be present in an
aut hori zati on response.

The string MJST contain an | Pv6 address prefix followed by a slash
and a decinmal -1 ength specifier stating how nmany hi gh-order bits of
the prefix should be used. This is followed by a space, a gateway
address in hexadeci mal notation, a space, and one or nore metrics
separ ated by spaces; for exanple,

"2001: db8::/32 2001: db8: 106: a00: 20f f: f €99: a998 1"
Whenever the gateway address is the | Pv6 unspecified address, the IP
address of the user SHOULD be used as the gateway address, such as
in:
"2001: db8::/32 :: 1"
4.4.10.5.8. Franed-1Pv6-Pool AVP
The Framed- | Pv6-Pool AVP (AVP Code 100) is of type CctetString and
contains the name of an assigned pool that SHOULD be used to assign
an |Pv6 prefix for the user. |If the access device does not support
multiple prefix pools, it MJST ignore this AVP
Al t hough specified as type OctetString for conpatibility with RAD US
[ RFC3162], the encoding of the Data field SHOULD al so conformto the
rules for the UTF8String Data Format.
4.4.10.6. |PX Access AVPs

The AVPs defined in this section are used when the user requests, or
is being granted, access to an |IPX network service [IPX].
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4.4.10.6.1. Framed-|PX-Network AVP

The Framed- | PX- Net work AVP (AVP Code 23) is of type Unsigned32 and
contains the | PX Network nunber to be configured for the user. It
MAY be used in an authorization request as a hint to the server that
a specific address is desired, but the server is not required to
honor the hint in the correspondi ng response.

Two addresses have special significance: OxFFFFFFFF and OxFFFFFFFE
The val ue OxFFFFFFFF indi cates that the NAS should allow the user to
sel ect an address (i.e., Negotiated). The value OxFFFFFFFE i ndi cates
that the NAS should select an address for the user (e.g., assign it
froma pool of one or nore |IPX networks kept by the NAS).

4.4.10.7. AppleTal k Network Access AVPs

The AVPs defined in this section are used when the user requests, or
is being granted, access to an Appl eTal k network [ Appl eTal k] .

4.4.10.7.1. Framed- Appl et al k- Li nk AVP

The Framed- Appl et al k-Li nk AVP (AVP Code 37) is of type Unsigned32 and
contains the Appl eTal k network nunber that should be used for the
serial link to the user, which is another AppleTalk router. This AVP
MUST only be present in an authorization response and is never used
when the user is not another router.

Despite the size of the field, values range fromO to 65,535. The
speci al value of 0 indicates an unnunbered serial link. A value of 1
to 65,535 nmeans that the serial Iine between the NAS and the user
shoul d be assigned that value as an Appl eTal k networ k nunber.

4.4.10.7.2. Franed- Appl et al k- Net wor k AVP

The Framed- Appl et al k- Network AVP (AVP Code 38) is of type Unsigned32
and contains the Appl eTal k network nunber that the NAS shoul d probe
to allocate an Appl eTal k node for the user. This AVP MJST only be
present in an authorization response and is never used when the user
is not another router. Miltiple instances of this AVP indicate that
the NAS may probe, using any of the network nunbers specified.

Despite the size of the field, values range fromO to 65,535. The
special value O indicates that the NAS shoul d assign a network for
the user, using its default cable range. A value between 1 and
65,535 (inclusive) indicates to the AppleTal k network that the NAS
shoul d probe to find an address for the user
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4.4.10.7.3. Franed- Appl et al k- Zone AVP

The Framed- Appl et al k- Zone AVP (AVP Code 39) is of type COctetString
and contains the AppleTal k Default Zone to be used for this user.
This AVP MUST only be present in an authorization response. Miltiple
instances of this AVP in the sane nessage are not all owed.

The codification of this field s allowed range is outside the scope
of this specification.

4.4.10.8. AppleTal k Renote Access AVPs

The AVPs defined in this section are used when the user requests, or
is being granted, access to the AppleTal k network via the Appl eTal k
Renote Access Protocol [ARAP]. They are only present if the Framed-
Prot ocol AVP (Section 4.4.10.1) is set to ARAP. Section 2.2 of RFC
2869 describes the operational use of these attributes.

4.4.10.8.1. ARAP-Features AVP

The ARAP- Features AVP (AVP Code 71) is of type CctetString and MAY be
present in the AA-Accept nessage if the Franed-Protocol AVP is set to
the val ue of ARAP. See RFC 2869 for nore information about the
format of this AVP.

4.4.10.8.2. ARAP-Zone- Access AVP
The ARAP-Zone- Access AVP (AVP Code 72) is of type Enunerated and MAY
be present in the AA-Accept nessage if the Franed-Protocol AVP is set
to the val ue of ARAP.

The supported values are listed in [ RADI USAttrVal s] and defined in
[ RFC2869] .

4.4.11. Non-Framed Access Authorization AVPs
This section contains the authorization AVPs that are needed to
support term nal server functionality. AVPs defined in this section
MAY be present in a nmessage if the Service-Type AVP was set to
"Logi n" or "Callback Login".

4.4.11.1. Login-1P-Host AVP
The Logi n-1P-Host AVP (AVP Code 14) [RFC2865] is of type COctetString

and contains the | Pv4 address of a host with which to connect the
user when the Login-Service AVP is included. It MAY be used in an
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AA- Request conmand as a hint to the Dianeter server that a specific
host is desired, but the Dianeter server is not required to honor the
hint in the AA-Answer.

Two addresses have special significance: all ones and 0. The val ue
of all ones indicates that the NAS SHOULD al |l ow the user to select an
address. The value 0 indicates that the NAS SHOULD sel ect a host to
connect the user to.

4.4.11.2. Login-|Pv6-Host AVP

The Logi n-1Pv6-Host AVP (AVP Code 98) [RFC3162] is of type
CctetString and contains the |1 Pv6 address of a host with which to
connect the user when the Login-Service AVP is included. It MAY be
used in an AA-Request command as a hint to the D ameter server that a
specific host is desired, but the Diameter server is not required to
honor the hint in the AA-Answer.

Two addresses have special significance,
OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF and 0. The val ue
OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF i ndi cat es that the NAS SHOULD
all ow the user to select an address. The value 0 indicates that the
NAS SHOULD sel ect a host to connect the user to.

4.4.11.3. Login-Service AVP

The Logi n-Service AVP (AVP Code 15) is of type Enunerated and
contains the service that should be used to connect the user to the
| ogin host. This AVP SHOULD only be present in authorization
responses. The supported values are listed in RFC 2869

4.4.11.4. TCP Services

The AVP described in the following section MAY be present if the
Logi n-Service AVP is set to Telnet, R ogin, TCP Cear, or TCP O ear
Qui et .

4.4.11.4.1. Login-TCP-Port AVP

The Logi n-TCP-Port AVP (AVP Code 16) is of type Unsigned32 and
contains the TCP port with which the user is to be connected when the
Logi n-Service AVP is also present. This AVP SHOULD only be present
in authorization responses. The value MJST NOT be greater than

65, 535.
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4.4.11.5. LAT Services

The AVPs described in this section MAY be present if the Login-
Service AVP is set to LAT [LAT].

4.4.11.5.1. Logi n-LAT-Service AVP

The Logi n- LAT- Servi ce AVP (AVP Code 34) is of type CctetString and
contains the systemw th which the user is to be connected by LAT.

It MAY be used in an authorization request as a hint to the server
that a specific service is desired, but the server is not required to
honor the hint in the correspondi ng response. This AVP MJST only be
present in the response if the Login-Service AVP states that LAT is
desired.

Adm ni strators use this service attribute when dealing with clustered
systens. |n these environnents, several different tine-sharing hosts
share the sanme resources (disks, printers, etc.), and adninistrators
often configure each host to offer access (service) to each of the
shared resources. |In this case, each host in the cluster advertises
its services through LAT broadcasts.

Sophi sticated users often know which service providers (nmachines) are
faster and tend to use a node nane when initiating a LAT connection
Sone adm nistrators want particular users to use certain nmachi nes as
a primtive formof |oad bal ancing (although LAT knows how to do | oad
bal ancing itself).

The String field contains the identity of the LAT service to use.

The LAT Architecture allows this string to contain $ (dollar), -
(hyphen), . (period), _ (underscore), nunerics, upper- and | ower-case
al phabetics, and the 1SO Latin-1 character set extension

[1SO 8859-1.1987]. Al LAT string conmparisons are case insensitive.

4.4.11.5.2. Login- LAT- Node AVP

The Logi n- LAT- Node AVP (AVP Code 35) is of type CctetString and
contains the Node with which the user is to be automatically
connected by LAT. It MAY be used in an authorization request as a
hint to the server that a specific LAT node is desired, but the
server is not required to honor the hint in the corresponding
response. This AVP MUST only be present in a response if the Login-
Servi ce-Type AVP is set to LAT.
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The String field contains the identity of the LAT service to use.

The LAT Architecture allows this string to contain $ (dollar), -
(hyphen), . (period), _ (underscore), numerics, upper- and | ower-case
al phabetics, and the 1 SO Latin-1 character set extension

[1SO 8859-1.1987]. Al LAT string conparisons are case insensitive.

4.4.11.5.3. Login-LAT-G oup AVP

The Logi n- LAT- G oup AVP (AVP Code 36) is of type OctetString and
contains a string identifying the LAT group codes this user is
authorized to use. It MAY be used in an authorization request as a
hint to the server that a specific group is desired, but the server
is not required to honor the hint in the correspondi ng response.

This AVP MUST only be present in a response if the Login-Service-Type
AVP is set to LAT.

LAT supports 256 different group codes, which LAT uses as a form of
access rights. LAT encodes the group codes as a 256-bit bitmap.

Admi ni strators can assign one or nore of the group code bits at the
LAT service provider; it will only accept LAT connections that have
these group codes set in the bitnap. The administrators assign a
bitmap of authorized group codes to each user. LAT gets these from
the operating systemand uses themin its requests to the service
provi ders.

The codification of the range of allowed usage of this field is
outside the scope of this specification

4.4.11.5.4. Logi n-LAT-Port AVP

The Logi n-LAT-Port AVP (AVP Code 63) is of type CctetString and
contains the port with which the user is to be connected by LAT. It
MAY be used in an authorization request as a hint to the server that
a specific port is desired, but the server is not required to honor
the hint in the correspondi ng response. This AVP MJUST only be
present in a response if the Login-Service-Type AVP is set to LAT.

The String field contains the identity of the LAT service to use.

The LAT Architecture allows this string to contain $ (dollar), -
(hyphen), . (period), _ (underscore), nunerics, upper- and | ower-case
al phabetics, and the | SO Latin-1 character set extension

[1SO 8859-1.1987].

Al'l LAT string comparisons are case insensitive.
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4.5.

Sone NASes support compul sory tunne

NAS Tunnel i ng AVPs

Di anet er

NASREQ

Apri

2014

services in which the incom ng

connection data is conveyed by an encapsul ati on nethod to a gat eway

el sewhere in the network
servi ce user
renote Aut hentication
the user’s authorization information

and the tunnel

Aut hori zati on,

Sever a

t unnel

This is typically transparent to the
characteristics may be described by the
and Accounting server,

based on

characteristics

may be returned, and the NAS inpl ementati on may choose one.
[ RFC2868] and [ RFC2867] for further information

See

The following table gives the possible flag values for the session-

| evel

Attri bute Nane

Tunnel i ng

Tunnel - Type
Tunnel - Medi um Type

Tunnel - d i ent - Endpoi nt
Tunnel - Ser ver - Endpoi nt

Tunnel - Passwor d

Tunnel - Privat e-G oup-1d
Tunnel - Assi gnrment -1 d

Tunnel - Pr ef erence

Tunnel -Cient-Auth-1d
Tunnel - Server-Auth-1d

4.5. 1.

The Tunneling AVP (AVP Code 401)
foll owi ng AVPs,

[ RFC2868]

Zorn

Tunnel i ng AVP

[ RFC2867] .

Rul es |

AVPs and specifies whether the AVP MAY be encrypted.

service

is of type Gouped and contains the
used to describe a compul sory tunne

Its data field has the foll owi ng ABNF gramar:
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AVP Header: 401 >
Tunnel - Type }
Tunnel - Medi um Type }
Tunnel - Cl i ent - Endpoi nt }
Tunnel - Server - Endpoi nt }
Tunnel - Pref erence |
Tunnel -Client-Auth-1d ]
Tunnel - Server-Auth-1d ]
Tunnel - Assi gnnment-1d ]
Tunnel - Password ]

Tunnel - Private-Goup-1d ]

Tunnel i ng 1=

L L e L e e )

4.5.2. Tunnel - Type AVP

The Tunnel - Type AVP (AVP Code 64) is of type Enunerated and contains
the tunneling protocol (s) to be used (in the case of a tunne
initiator) or in use (in the case of a tunnel ternmnator). |t MAY be
used in an authorization request as a hint to the server that a
specific tunnel type is desired, but the server is not required to
honor the hint in the correspondi ng response.

The Tunnel - Type AVP SHOULD al so be included in ACR nessages.

A tunnel initiator is not required to inplenment any of these tunne
types. If a tunnel initiator receives a response that contains only
unknown or unsupported tunnel types, the tunnel initiator MJST behave
as though a response were received with the Result-Code indicating a
failure.

The supported values are listed in [ RADI USAttrVal s].
4.5.3. Tunnel - Medi um Type AVP

The Tunnel - Medi um Type AVP (AVP Code 65) is of type Enunerated and
contains the transport nediumto use when creating a tunnel for
protocol s (such as L2TP [RFC3931]) that can operate over nultiple
transports. It MAY be used in an authorization request as a hint to
the server that a specific nmediumis desired, but the server is not
required to honor the hint in the correspondi ng response.

The supported values are listed in [ RADI USAttrVal s].

4.5.4. Tunnel -dient-Endpoi nt AVP
The Tunnel -d i ent-Endpoi nt AVP (AVP Code 66) is of type UTF8String
and contains the address of the initiator end of the tunnel. It MAY

be used in an authorization request as a hint to the server that a
specific endpoint is desired, but the server is not required to honor
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the hint in the correspondi ng response. This AVP SHOULD be i ncl uded
in the correspondi ng ACR nessages, in which case it indicates the
address fromwhich the tunnel was initiated. This AVP, along with
the Tunnel - Server-Endpoi nt (Section 4.5.5) and Session-1d AVPs

([ RFC6733], Section 8.8), can be used to provide a globally unique
means to identify a tunnel for accounting and auditing purposes.

If the value of the Tunnel - Medi um Type AVP (Section 4.5.3) is |Pv4
(1), then this string is either the fully qualified domain nane
(FQDN) of the tunnel client nachine or a "dotted-decimal" |P address.
| npl enent ati ons MJST support the dotted-decimal format and SHOULD
support the FCQDN format for | P addresses.

I f Tunnel - Medi um Type is IPv6 (2), then this string is either the
FQDN of the tunnel client nmachine or a text representation of the
address in either the preferred or alternate form [ RFC3516].
Conform ng inplenmentati ons MJST support the preferred form and SHOULD
support both the alternate text formand the FQN format for |Pv6
addr esses.

I f Tunnel - Medi um Type is neither IPv4 nor I1Pv6, then this string is a
tag referring to configuration data local to the Dianeter client that
describes the interface or nediumspecific client address to use.

Note that this application handles Internationalized Donmai n Nanes
(IDNs) in the same way as the Di aneter Base protocol (see Appendix D
of RFC 6733 for details).

4.5.5. Tunnel - Server - Endpoi nt AVP

The Tunnel - Server - Endpoi nt AVP (AVP Code 67) is of type UTF8String
and contains the address of the server end of the tunnel. It MAY be
used in an authorization request as a hint to the server that a
specific endpoint is desired, but the server is not required to honor
the hint in the correspondi ng response.

This AVP SHOULD be included in the correspondi ng ACR nessages, in
which case it indicates the address fromwhich the tunnel was
initiated. This AVP, along with the Tunnel -C i ent - Endpoi nt
(Section 4.5.4) and Session-1d AVP ([ RFC6733], Section 8.8), can be
used to provide a globally unique neans to identify a tunnel for
accounting and auditing purposes.

I f Tunnel - Medi um Type is IPv4 (1), then this string is either the
fully qualified domain name (FQDN) of the tunnel server machine, or a
"dotted-decimal" I P address. |Inplenentations MJST support the
dotted-deci mal format and SHOULD support the FQDN format for IP

addr esses.
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I f Tunnel - Medi um Type is IPv6 (2), then this string is either the
FQDN of the tunnel server machine, or a text representation of the
address in either the preferred or alternate form [ RFC3516].

I mpl enent ati ons MJST support the preferred formand SHOULD support
both the alternate text formand the FQDN format for | Pv6 addresses.

I f Tunnel - Medi um Type is not IPv4 or IPv6, this string is a tag
referring to configuration data local to the Dianeter client that
describes the interface or nediumspecific server address to use.

Note that this application handles IDNs in the sane way as the
D anet er base protocol (see Appendix D of RFC 6733 for details).

4.5.6. Tunnel - Password AVP

The Tunnel - Password AVP (AVP Code 69) is of type CctetString and may
contain a password to be used to authenticate to a renote server

The Tunnel - Password AVP SHOULD NOT be used in untrusted proxy
environments w thout encrypting it by using end-to-end security
t echni ques.

4.5.7. Tunnel-Private-Goup-1d AVP

The Tunnel -Private-Goup-1d AVP (AVP Code 81) is of type CctetString
and contains the group Id for a particular tunnel ed session. The
Tunnel - Privat e-G oup-1d AVP MAY be included in an authorization
request if the tunnel initiator can predeterm ne the group resulting
froma particular connection. |t SHOULD be included in the

aut hori zation response if this tunnel session is to be treated as
belonging to a particular private group. Private groups nmay be used
to associate a tunneled session with a particular group of users.

For exanple, it MAY be used to facilitate routing of unregistered IP
addresses through a particular interface. This AVP SHOULD be
included in the ACR nessages that pertain to the tunnel ed session

4.5.8. Tunnel -Assignment-1d AVP

The Tunnel - Assi gnnent-1d AVP (AVP Code 82) is of type OctetString and
is used to indicate to the tunnel initiator the particular tunnel to
which a session is to be assigned. Sone tunneling protocols, such as
PPTP [ RFC2637] and L2TP [ RFC3931], allow for sessions between the
same two tunnel endpoints to be nultiplexed over the same tunnel and
al so for a given session to use its own dedicated tunnel. This
attribute provides a mechanismfor Diameter to informthe tunne
initiator (for exanple, a LAC) whether to assign the session to a
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mul ti pl exed tunnel or to a separate tunnel. Furthernore, it allows
for sessions sharing nultiplexed tunnels to be assigned to different
mul ti pl exed tunnel s.

A particular tunneling inplenentation may assign differing
characteristics to particular tunnels. For exanple, different
tunnel s may be assigned different QoS paraneters. Such tunnels may
be used to carry either individual or nultiple sessions. The Tunnel -
Assignnent-1d attribute thus allows the Diameter server to indicate
that a particular session is to be assigned to a tunnel providing an
appropriate level of service. It is expected that any QS-rel ated

Di ameter tunneling attributes defined in the future acconpanying this
one will be associated by the tunnel initiator with the Id given by

this attribute. 1In the neantime, any semantic given to a particul ar
Id string is a matter left to local configuration in the tunne
initiator.

The Tunnel - Assignnent-1d AVP is of significance only to Dianmeter and
the tunnel initiator. The Id it specifies is only intended to be of
|l ocal use to Dianeter and the tunnel initiator. The Id assigned by
the tunnel initiator is not conveyed to the tunnel peer

This attribute MAY be included in authorization responses. The
tunnel initiator receiving this attribute MAY choose to ignore it and
to assign the session to an arbitrary multiplexed or non-multipl exed
tunnel between the desired endpoints. This AVP SHOULD al so be
included in the Accounting- Request nessages pertaining to the
tunnel ed sessi on.

If a tunnel initiator supports the Tunnel - Assignnent-1d AVP, then it
shoul d assign a session to a tunnel in the foll ow ng nanner:

o If this AVP is present and a tunnel exists between the specified
endpoints with the specified Id, then the session should be
assigned to that tunnel

o If this AVP is present and no tunnel exists between the specified
endpoints with the specified Id, then a new tunnel should be
established for the session and the specified Id should be
associ ated with the new tunnel

o If this AVP is not present, then the session is assigned to an
unnaned tunnel. [If an unnamed tunnel does not yet exist between
the specified endpoints, then it is established and used for this
session and for subsequent ones established w thout the Tunnel -
Assignnent-1d attribute. A tunnel initiator MJUST NOT assign a
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session for which a Tunnel - Assignnment-1d AVP was not specified to
a naned tunnel (i.e., one that was initiated by a session
specifying this AVP).

Note that the same Id nmay be used to nane different tunnels if these
tunnel s are between different endpoints.

4.5.9. Tunnel - Preference AVP

The Tunnel - Preference AVP (AVP Code 83) is of type Unsigned32 and is
used to identify the relative preference assigned to each tunnel when
nmore than one set of tunneling AVPs is returned within separate
grouped AVPs. It MAY be used in an authorization request as a hint
to the server that a specific preference is desired, but the server
is not required to honor the hint in the correspondi ng response.

For exanpl e, suppose that AVPs describing two tunnels are returned by
the server, one with a tunnel type of PPTP and the other with a
tunnel type of L2TP. If the tunnel initiator supports only one of
the tunnel types returned, it will initiate a tunnel of that type.

If, however, it supports both tunnel protocols, it SHOULD use the

val ue of the Tunnel -Preference AVP to decide which tunnel should be
started. The tunnel with the | owest numerical value in the Val ue
field of this AVP SHOULD be given the highest preference. The val ues
assigned to two or nore instances of the Tunnel -Preference AVP within
a given authorization response MAY be identical. |In this case, the
tunnel initiator SHOULD use locally configured netrics to decide

whi ch set of AVPs to use

4.5.10. Tunnel-dient-Auth-1d AVP

The Tunnel -dient-Auth-1d AVP (AVP Code 90) is of type UTF8String and
specifies the 7-bit US-ASCI| name used by the tunnel initiator during
the aut hentication phase of tunnel establishrment. It MAY be used in
an authorization request as a hint to the server that a specific
preference is desired, but the server is not required to honor the
hint in the corresponding response. This AVP MJST be present in the
aut hori zati on response if an authentication name other than the
default is desired. This AVP SHOULD be included in the ACR nessages
pertaining to the tunnel ed session

4.5.11. Tunnel -Server-Auth-1d AVP

The Tunnel - Server-Auth-1d AVP (AVP Code 91) is of type UTF8String and
specifies the 7-bit US-ASCI| nane used by the tunnel terninator
during the authentication phase of tunnel establishnent. [t MAY be
used in an authorization request as a hint to the server that a
specific preference is desired, but the server is not required to
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honor the hint in the correspondi ng response. This AVP MJST be
present in the authorization response if an authentication nanme other
than the default is desired. This AVP SHOULD be included in the ACR
nmessages pertaining to the tunnel ed session.

4.6. NAS Accounting AVPs

Applications inplementing this specification use Di ameter Accounting
(as defined in [RFC6733]) and the AVPs in the follow ng section.
Service-specific AVP usage is defined in the tables in Section 5

If accounting is active, Accounting Request (ACR) nmessages SHOULD be
sent after the conpletion of any Authentication or Authorization
transaction and at the end of a session. The value of the
Account i ng- Record- Type AVP [ RFC6733] indicates the type of event.

Al other AVPs identify the session and provide additiona
information relevant to the event.

The successful conpletion of the first Authentication or

Aut hori zation transacti on SHOULD cause a START RECORD to be sent. |If
addi tional Authentications or Authorizations occur in |ater
transactions, the first exchange shoul d generate a START_RECORD, and
the latter an INTERIM RECORD. For a given session, there MJST only
be one set of matching START and STOP records, with any nunber of

I NTERI M_RECORDS i n between, or one EVENT_RECORD i ndi cating the reason
a session wasn’'t started.

The followi ng table gives the possible flag values for the session-
| evel AVPs and specifies whether the AVP MAY be encrypted.
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4. 6.

4. 6.

4.6
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Attribute Nane

Accounting-1nput-Cctets
Accounti ng- Qut put-Cctets
Account i ng- | nput - Packet s
Account i ng- Qut put - Packet s
Acct - Sessi on-Ti e

Acct - Aut hent i c
Account i ng- Aut h- Met hod
Acct - Del ay- Ti e

Acct - Li nk- Count

Acct - Tunnel - Connecti on
Acct - Tunnel - Packet s- Lost

The Accounting-Input-Cctets AVP (AVP Code 363)

Di anet er

1. Accounting-Input-Cctets AVP

NASREQ

MUST]|

April 2014

AVP Fl ag

Rul es |

MUST]|

is of type Unsigned64

and contains the nunber of octets received fromthe user.

For NAS usage,
fromthe port

this AVP indi cates how many octets have been received
in the course of this session

It can only be present

in ACR nessages with an Accounti ng-Record- Type [ RFC6733] of
I NTERI M_RECORD or STOP_RECORD

The Accounting-Qut put-Cctets AVP (AVP Code 364)

2. Accounting-Qutput-Cctets AVP

is of type Unsigned64

and contains the nunber of octets sent to the user.

ACR messages with an Accounti ng- Record-Type of

this session.

For NAS usage,

the port in the course of
STOP_RECORD.

. 3. Accounting-Input-Packets AVP

The Accounting-1 nput-Packets (AVP Code 365)

this AVP indi cates how many octets have been sent to
It can only be present

in
I NTERI M_RECORD or

is of type Unsigned64 and

contai ns the number of packets received fromthe user.

n
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For NAS usage, this AVP indi cates how many packets have been received
fromthe port over the course of a session being provided to a Framed
User. It can only be present in ACR messages with an Accounti ng-
Record- Type of | NTERI M RECORD or STOP_RECORD.

4.6.4. Accounting-Qut put - Packets AVP

The Accounti ng- Qut put - Packets (AVP Code 366) is of type Unsigned64
and contains the nunber of |IP packets sent to the user.

For NAS usage, this AVP indi cates how many packets have been sent to
the port over the course of a session being provided to a Franmed
User. It can only be present in ACR messages with an Accounti ng-
Record- Type of | NTERI M RECORD or STOP_RECORD.

4.6.5. Acct-Session-Tine AVP

The Acct-Session-Tine AVP (AVP Code 46) is of type Unsigned32 and
indicates the length of the current session in seconds. It can only
be present in ACR nmessages with an Accounti ng- Record-Type of

I NTERI M_RECORD or STOP_RECORD.

4.6.6. Acct-Authentic AVP

The Acct-Authentic AVP (AVP Code 45) is of type Enunerated and
speci fies how the user was authenticated. The supported val ues are
listed in [ RADI USAttrVal s].

4.6.7. Accounting-Aut h- Met hod AVP

The Accounti ng- Aut h- Met hod AVP (AVP Code 406) is of type Enumerated.
A NAS MAY include this AVP in an Accounting- Request message to
indicate the method used to authenticate the user. (Note that this
AVP is semantically equivalent, and the supported val ues are
identical, to the Mcrosoft Ms Acct-Auth-Type vendor-specific RAD US
attribute [ RFC2548]).

4.6.8. Acct-Del ay-Ti me AVP

The Acct-Del ay-Tine AVP (AVP Code 41) is of type Unsigned32 and

i ndi cates the nunber of seconds the Dianmeter client has been trying
to send the Accounting-Request (ACR). The accounting server may
subtract this value fromthe time when the ACR arrives at the server
to calculate the approximate time of the event that caused the ACR to
be generat ed.
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This AVP is not used for retransm ssions at the transport level (TCP
or SCTP). Rather, it may be used when an ACR conmand cannot be
transmtted because there is no appropriate peer to transmt it to or
it was rejected because it could not be delivered. |In these cases,
the command MAY be buffered and transmitted | ater, when an
appropri ate peer-connection is available or after sufficient tinme has
passed that the destination-host nay be reachabl e and operati onal

If the ACRis re-sent in this way, the Acct-Del ay-Ti ne AVP SHOULD be
included. The value of this AVP indicates the nunber of seconds that
el apsed between the tine of the first attenpt at transm ssion and the
current attenpt.

4.6.9. Acct-Link-Count AVP

The Acct - Li nk- Count AVP (AVP Code 51) is of type Unsigned32 and

i ndicates the total nunber of |inks that have been active (current or
closed) in a given nultilink session at the time the accounting
record is generated. This AVP MAY be included in Accounting- Request
AVPs for any session that may be part of a multilink service.

The Acct - Li nk- Count AVP may be used to make it easier for an
accounting server to know when it has all the records for a given
multilink service. Wen the nunber of Accounting-Request AVPs
received with Accounting-Record-Type = STOP_RECORD and with the sane
Acct-Mil ti-Session-1d and uni que Session-1d AVPs equal s the | argest
val ue of Acct-Link-Count seen in those Accounting- Request AVPs, al
STOP_RECORD Accounti ng- Request AVPs for that multilink service have
been recei ved.

The foll owi ng exanpl e, showi ng ei ght Accounting- Request AVPs,
illustrates how the Acct-Link-Count AVP is used. In the table bel ow,
only the rel evant AVPs are shown, although additional AVPs contai ni ng
accounting information will be present in the Accounting-Requests
AVPs.

Zorn St andards Track [ Page 54]



RFC 7155 Di amet er NASREQ April 2014

Acct-Mil ti - Account i ng- Acct -
Session-1d Session-1d Recor d- Type Li nk- Count
"L 1o "L 1o START_RECORD 1
"L 1ot v START_RECORD 2
"L 10 R STOP_RECCRD 2
"1t I A START_RECORD 3
"1t RS A START_RECORD 4
"Lt R VA STOP_RECORD 4
"L 1o v s STOP_RECORD 4
"L 1ot "L 1ot STOP_RECORD 4

4.6.10. Acct-Tunnel - Connecti on AVP

The Acct - Tunnel - Connecti on AVP (AVP Code 68) is of type COctetString
and contains the identifier assigned to the tunnel session. This
AVP, along with the Tunnel -Cient-Endpoint (Section 4.5.4) and

Tunnel - Server - Endpoi nt (Section 4.5.5) AVPs, may be used to provide a
means to uniquely identify a tunnel session for auditing purposes.

The format of the identifier in this AVP depends upon the val ue of
the Tunnel - Type AVP (Section 4.5.2). For exanple, to identify an
L2TP tunnel connection fully, the L2TP Tunnel Id and Call 1d night be
encoded in this field. The exact encoding of this field is

i mpl ement ati on dependent.

4.6.11. Acct-Tunnel - Packet s- Lost AVP

The Acct-Tunnel - Packet s-Lost AVP (AVP Code 86) is of type Unsigned32
and contai ns the nunber of packets |ost on a given tunnel.

5. AVP Cccurrence Tabl es

The foll owi ng tables present the AVPs used by NAS applications in NAS
messages and specify in which D aneter nessages they may or may not
be present. Messages and AVPs defined in the D aneter Base protocol

[ RFC6733] are not described in this docunent. Note that AVPs that
can only be present within a grouped AVP are not represented in this
tabl e.

The tabl es use the follow ng synbols:
0 The AVP MUST NOT be present in the message.

0+ Zero or nore instances of the AVP MAY be present in the
nessage.
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0-1 Zero or one instance of the AVP MAY be present

nmessage.

1 Exactly one instance of the AVP MJST be present
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in the

in the

nmessage.
5.1. AA-Request / AA-Answer AVP Tabl e
The table in this sectionis limted to the Command Codes defined in
this specification.
B,
| Command
|----- doo- o
Attribute Name | AAR | AAA
______________________________ |_____+_____
Acct-Interimlnterval | O | 0-1
ARAP- Chal | enge- Response | O | 0-1
ARAP- Feat ur es | O | 0-1
ARAP- Passwor d | 0-1] O
ARAP- Security | 0-1] 0-1
ARAP- Security-Dat a | 0+ | O+
ARAP- Zone- Access | O | 0-1
Aut h- Appl i cation-1d | 1 | 1
Aut h- Grace- Peri od | 0-1] 0-1
Aut h- Request - Type | 1 | 1
Aut h- Sessi on- St at e | 0-1] 0-1
Aut hori zation-Lifetine | 0-1] 0-1
______________________________ |_____+_____
Zorn St andards Track
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Attribute Nane

Cal | back-1d

Cal | back- Nurber

Call ed-Station-1d
Calling-Station-1d
CHAP- Aut h

CHAP- Chal | enge

Cl ass

Confi gurati on- Token
Connect-1Info

Desti nati on- Host
Destinati on-Real m
Error- Message

Error - Reporti ng- Host
Fai | ed- AVP
Filter-Id

Fr amed- Appl et al k- Li nk

Fr amed- Appl et al k- Net wor k

Fr amed- Appl et al k- Zone
Fr amed- Conpr essi on
Framed-I nterface-1d
Franmed- | P- Addr ess
Franmed- | P- Net nask
Framed- | Pv6- Prefi x
Fr amed- | Pv6- Pool
Framed- | Pv6- Rout e
Fr amed- | PX- Net wor k
Framed- MTU

Fr amed- Pool

Fr amed- Pr ot ocol

Fr amed- Rout e

Fr amed- Rout i ng

I dl e- Ti meout

Logi n-1 P- Host

Logi n-1 Pv6- Host

Logi n- LAT- G oup

Logi n- LAT- Node

Logi n- LAT- Por t

Logi n- LAT- Servi ce
Logi n- Servi ce

Logi n- TCP- Port

Mul ti - Round- Ti ne- Qut

Zorn
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B
| Command
|- oo
| AAR | AAA

______ |_____+_____
| O | 0-1
| 0-1] 0-1
| 0-1] O
| 0-1] O
| 0-1] O
| 0-1 ] O
| O | O+
| O | O+
| 0+ | O
| 0-1] O
| 1 | O
| O | 0-1
| O | 0-1
| O+ | O+
| O | O+
| O | 0-1
| O | 0+
| O | 0-1
| O+ | O+
| 0-1] 0-1
| 0-1] 0-1
| 0-1] 0-1
| O+ | O+
| O | 0-1
| O | O+
| O | 0-1
| 0-1] 0-1
| O | 0-1
| 0-1] 0-1
| O | O+
| O | 0-1
| O | 0-1
| O+ | O+
| O+ | O+
| 0-1] 0-1
| 0-1 ] 0-1
| 0-1] 0-1
| 0-1] 0-1
| O | 0-1
| O | 0-1
| O | 0-1

______ |_____+_____
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5.

2.

Attribute Nane

NAS-Filter-Rul e
NAS- | denti fi er

NAS- | P- Addr ess

NAS- | Pv6- Addr ess
NAS- Por t

NAS- Port-1d

NAS- Por t - Type

Ori gi n- AAA- Pr ot ocol
Ori gi n- Host
Oigin-Realm
Oigin-State-1d
Originating-Line-Info
Password- Retry
Port-Limt

Pr onpt

Proxy-1nfo
QS-Filter-Rule

Re- Aut h- Request - Type
Redi r ect - Host

Redi r ect - Host - Usage
Redi r ect - Max- Cache- Ti ne
Repl y- Message

Resul t - Code

Rout e- Recor d

Servi ce- Type
Session-1d

Sessi on- Ti meout
State

Tunnel i ng

User - Nanme

User - Passwor d

Accounting AVP Tabl es

D amet er NASREQ
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| Command
|- oo
| AAR | AAA

_____ |_____+_____
| O | O+
| 0-1] O
| 0-1] O
| 0-1] O
| 0-1] O
| 0-1] O
| 0-1] O
| 0-1] 0-1
| 1 | 1
| 1 | 1
| 0-1] 0-1
| 0-1] O
| O | 0-1
| 0-1] 0-1
| O | 0-1
| 0+ | O+
| O | 0+
| O | 0-1
| O | O+
| O | 0-1
| O | 0-1
| O | O+
| O | 1
| o+ | O
| 0-1] 0-1
| 1 | 1
| O | 0-1
| 0-1] 0-1
| 0+ | O+
| 0-1] 0O-1
| 0-1] O

..... |-----+-----

April 2014

The tables in this section are used to show which AVPs defined in

this docunent are to be present and used in NAS application

Accounting nmessages. These AVPs are defined in this docunent, as
well as in [RFC6733] and [ RFC2866] .

Zorn
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The table in this section is used when the Service-Type AVP
(Section 4.4.1) specifies Franmed Access.

Attri bute Nane

Account i
Account i
Account i
Account i
Account i
Account i
Account i
Account i
Account i

ng- Aut h- Met hod

ng- I nput-Cctets

ng- | nput - Packet s

ng- Qut put-Cctets

ng- Qut put - Packet s
ng- Recor d- Nunber

ng- Recor d- Type

ng- Real ti ne- Requi r ed
ng- Sub- Session-1d

Acct - Application-1d
Acct - Session-1d
Acct-Milti-Session-1d
Acct - Aut henti c

Acct - Del ay- Ti ne
Acct-Interimlnterval
Acct - Li nk- Count

Acct - Sessi on-Ti ne

Acct - Tunnel - Connecti on
Acct - Tunnel - Packet s- Lost
Aut hori zation-Lifetine
Cal | back-1d

Cal | back- Number

Call ed-Station-1d

Cal l'i ng-

d ass

Station-Id

Connection-Info
Desti nati on- Host
Destinati on- Real m

Event - Ti

mest anp

Error- Message
Error - Reporti ng- Host
Fai | ed- AVP

Zorn
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Conmand |
----- R
ACR | ACA |
----- S mp——
0-1] 0 |
1 | O |
1 | O |
1 | O |
1 | O |
0-1] 0-1|
1 | 1 |
0-1] 0-1|
0-1] 0-1|
0-1] 0-1|
1 | 0-1 |
0-1] 0-1|
1 | O |
0-1 1] 0 |
0-1] 0-1|
0-1] 0 |
1 | O |
0-1] 0 |
0-1] 0 |
0-1 1] 0 |
0-1] 0 |
0-1] 0 |
0-1] 0 |
0-1] 0 |
0+ | 0+ |
o+ | O |
0-1] 0 |
1 | O |
0-1] 0-1|
0 | 0-1 |
0 | 0-1 |
0 | 0+ |
----- +---- -+

[ Page 59]



RFC 7155 Di amet er NASREQ April 2014

Attribute Nane | ACR | ACA |

Fr amed- Appl et al k- Li nk |
Fr amed- Appl et al k- Net wor k |
Fr amed- Appl et al k- Zone |
Fr amed- Conpr essi on |
Framed- | P- Addr ess |
Fr amed- | P- Net mask |
Framed- | Pv6- Prefi x |
Fr amed- | Pv6- Pool |
Fr amed- | PX- Net wor k |
Fr amed- MTU |
Fr amed- Pool |
Fr amed- Pr ot ocol |
Fr amed- Rout e |
Fr amed- Rout i ng |
NAS-Filter-Rul e |
NAS- | dentifi er |
NAS- | P- Addr ess |
NAS- | Pv6- Addr ess |
NAS- Por t |
NAS- Port-1d |
NAS- Port - Type |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

1
RPRRRRPR

+

1
PRRRRRERE

+

1
RPRRPRRRRR

1
RPRRPRRRRR

Ori gi n- AAA- Pr ot ocol

Ori gi n- Host
Oigin-Realm
Oigin-State-1d
Originating-Line-Info
Pr oxy-1nfo
QS-Filter-Rule

Rout e- Recor d

Resul t - Code

Servi ce- Type
Session-1d

Term nati on- Cause
Tunnel - Assi gnnment-1d
Tunnel - Cl i ent - Endpoi nt
Tunnel - Medi um Type
Tunnel - Privat e-G oup-1d
Tunnel - Ser ver - Endpoi nt
Tunnel - Type

User - Nane

FFEF
e

[
=

OOOOOOOOI—‘OOOOOOOI—‘I—‘OO(IDOOOOOOOOOOOOOOOOOOO

OOOOOOOOI—‘OI—‘OOOOOI—‘I—‘OO(IDOOOOOOOOOOOOOOOOOOO

1
RPRRPRRRRPRERE
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The table in this section is used when the Service-Type AVP
(Section 4.4.1) specifies Non-Franed Access.

Attri bute Nane

Account i ng- Aut h- Met hod
Accounting- | nput-Cctets
Accounti ng- Qut put-Cctets
Account i ng- Recor d- Type
Account i ng- Recor d- Nunber
Account i ng- Real ti me- Requi r ed
Account i ng- Sub- Sessi on-1d
Acct - Application-1d

Acct - Session-1d
Acct-Milti-Session-Id
Acct - Aut hent i c

Acct - Del ay-Ti ne
Acct-Interimlnterval
Acct - Li nk- Count

Acct - Sessi on-Ti e

Aut hori zation-Lifetinme
Cal | back-1d

Cal | back- Nunber

Cal l ed-Station-1d
Calling-Station-1d

Cl ass

Connection-1nfo

Dest i nati on- Host
Destinati on- Real m

Event - Ti nest anp

Error- Message

Error- Reporti ng- Host

Fai | ed- AVP

Logi n-1 P- Host

Logi n-1 Pv6- Host

Logi n- LAT- Servi ce

Logi n- LAT- Node

Logi n- LAT- Gr oup

Logi n- LAT- Port

Logi n- Servi ce

Logi n- TCP- Port

1 1
PR RR

1
=

1 1
el

1 1 1 1
PR RRR

¥ ¥

]
=

]
=

F ¥

OOOOOOOOOOOOI—‘OOOO?OOOI—‘OOOHOI—‘OOOOHI—‘I—‘O

1
RPRRPRRRR
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Attribute Nane | ACR | ACA |

NAS- | denti fi er | O
NAS- | P- Addr ess | O
NAS- | Pv6- Addr ess | O
NAS- Por t | O
NAS- Port-1d | O
NAS- Port - Type | O
Ori gi n- AAA- Pr ot ocol | O
Ori gi n- Host | 1
Oigin-Realm | 1
Oigin-State-1d | O-
| O
| O
| O
| O
| O
| 1
| O
| O
| O

1
RPRRRRRR

1
RPRRRRRR

Originating-Line-Info
Pr oxy-1nfo
QS-Filter-Rule

Rout e- Record

Resul t - Code
Session-1d

Servi ce- Type

Ter m nati on- Cause
User - Nane

1
el

1
el

6. Uni code Consi der ati ons

A nunber of the AVPs in this RFC use the UTF8String type specified in
the D aneter Base protocol [RFC6733]. |Inplenentation differences in
Uni code i nput processing may result in the same Unicode input
characters generating different UTF-8 strings that fail to match when
compared for equality. This may result in interoperability problens
bet ween a network access server and a Di aneter server when a UTF-8
string entered locally is conpared with one received via D aneter.
Many of the uses of UTF8String in this RFC are limted to the 7-bit
US- ASCl | - conpati bl e subset of UTF-8, where this class of Unicode
string conparison problens does not ari se.

Careful preparation of Unicode strings can increase the |ikelihood
that string conparison will work in ways that nake sense for typical
users throughout the world; [RFC3454] is an exanple a framework for
such Uni code string preparation. The Diameter application specified
in this RFC has been deployed with use of Unicode in accordance with
[ RFC4005], which does not require any Unicode string preparation. As
a result, additional requirenents for Unicode string preparation in
this RFC woul d not be backwards conpatible with existing usage.
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The Di aneter server and the network access servers that it serves can
be assuned to be under commbn admi nistrative control, and all of the
UTF-8 strings involved are part of the configuration of these
servers. Therefore, admnistrative interfaces for inplenentations of
this RFC

a. SHOULD accept direct UTF-8 input of all configuration strings for
AVPs that all ow Unicode characters beyond the 7-bit US-ASCII -
compati bl e subset of Unicode (in addition to any provisions for
accepting Unicode characters for processing into UTF-8), and

b. SHOULD nmeke all such configuration strings available as UTF-8
strings.

This functionality enabl es an adm ni strator who encounters Uni code
string conparison problens to copy one instance of aproblematic UTF-8
string fromone server to the other, after which the two (now

i dentical) copies should conpare as expect ed.

7. | ANA Consi der ati ons

Several of the nanespaces used in this docunent are nmanaged by the

I nternet Assigned Numbers Authority [IANA], including the AVP Codes

[ AVP- Codes], AVP Specific Values [AVP-Val s], Application IDs

[ App-1ds], Conmand Codes [ Command- Codes], and RADI US Attribute Val ues
[ RADI USAt t r Val s] .

For the current values allocated, and the policies governing
al l ocation in those nanespaces, please see the above-referenced
registries.

8. Security Considerations

Thi s docunent describes the extension of Dianeter for the NAS
application. Security considerations regarding the D aneter protoco
itself are discussed in [RFC6733]. Use of this application of

D anmeter MJST take into consideration the security issues and

requi renents of the Base protocol

8.1. Authentication Considerations
Thi s docunent does not contain a security protocol but does discuss
how PPP aut henticati on protocols can be carried within the Di aneter

protocol. The PPP authentication protocols described are PAP and
CHAP.
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The use of PAP SHOULD be di scouraged, as it exposes users’ passwords
to possibly non-trusted entities. However, PAP is also frequently
used for use with one-tinme passwords, which do not expose a security
risk.

Thi s docunment al so describes how CHAP can be carried within the

Di aneter protocol, which is required for RAD US backward
compatibility. The CHAP protocol, as used in a RADI US environnent,
facilitates authentication replay attacks.

The use of the EAP authentication protocols [RFC4072] can offer
better security, given a nethod suitable for the circunstances.

Dependi ng on the val ue of the Auth-Request-Type AVP, the Di aneter
protocol allows authorization-only requests that contain no

aut hentication information fromthe client. This capability goes
beyond the Call Check capabilities provided by RAD US (Section 5.6 of
[ RFC2865]) in that no access decision is requested. As aresult, a
new sessi on cannot be started as a result of a response to an

aut hori zation-only request w thout introducing a significant security
vul nerability.

8.2. AVP Considerations

D anmeter AVPs often contain security-sensitive data; for exanple,
user passwords and | ocation data, network addresses and cryptographic
keys. Wth the exception of the Configuration-Token (Section 4.4.8),
Q@S-Filter-Rule (Section 4.4.9), and Tunneling (Section 4.5.1) AVPs,
all of the AVPs defined in this docunent are considered to be
security-sensitive.

D anet er nmessages contai ni ng any AVPs considered to be security-
sensitive MJST only be sent protected via nutually authenticated TLS
or IPsec. |In addition, those nessages MJUST NOT be sent via

i ntermedi ate nodes unless there is end-to-end security between the
originator and recipient or the originator has locally trusted
configuration that indicates that end-to-end security is not needed.
For exanple, end-to-end security may not be required in the case
where an internmedi ary node is known to be operated as part of the
same adm nistrative donmain as the endpoints so that an ability to
successfully conmprom se the internediary would inply a high
probability of being able to conpromi se the endpoints as well. Note
that no end-to-end security mechanismis specified in this docunent.
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