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Abst ract

Internet Small Conputer SystemInterface (i SCSI) is a SCSI
transport protocol that nmaps the SCSI fam |y of protocols onto
TCP/1P. The iSCSI protocol as specified in RFC 7143 (and as
previously specified by the conbination of RFC 3720 and RFC
5048) is based on the SAM 2 (SCSI Architecture Mdel - 2)
version of the SCSI famly of protocols. This docunent
defines enhancements to the i SCSI protocol to support certain
additional features of the SCSI protocol that were defined in
SAM 3, SAM 4, and SAM 5.

Thi s docunent is a conpani on docunent to RFC 7143.
Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by

the Internet Engineering Steering Goup (IESG. Further
information on Internet Standards is available in Section 2 of

RFC 5741.

I nformati on about the current status of this docunent, any

errata, and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7144.
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1. Introduction

The original iSCSI protocol [RFC3720] was built based on the [ SAM]
nmodel for SCSI. Several new features and capabilities have been
added to the SCSI Architecture Mddel in the intervening years (at the
time of publication of this docunent, SAM5 was the current version
of the SCSI Architecture Model). This docunent is not a conplete
revision of [RFC3720]. Instead, this document is intended as a
compani on docunent to RFC 7143; this document may al so be used as a
conpani on docunent to the conbination of [RFC3720] and [ RFC5048],

al t hough both of those RFCs have been obsol eted by [ RFC7143].

For nore information on the SCSI Architecture Mdel and SCSI Primary
Commands - 4, contact the INCITS T10 Technical Conmittee for SCSI
Storage Interfaces at <http://ww.t10. org>.

2. Definitions, Acronyns, and Docunent Summary

2.1. Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.2. Acronyns

ACA Aut o Contingent All egi ance

AHS Addi ti onal Header Segnent

I SID Initiator Session ldentifier

LU Logi cal Unit

PDU Protocol Data Unit

SAM 5 SCSI Architecture Model - 5 (see [ SAMb])
TSI H Target Session ldentifying Handl e

2.3. New Semantics

Thi s docunment specifies new i SCSI semantics. This section sunmarizes
the contents of the docunent.

Section 3: The mapping of iSCSI objects to SAM5 objects
The i SCSI node may contain both initiator and target
capabilities.

Section 4: New feature use
New features need negotiation for use. The

negoti ati on may have an inpact on standard | NQU RY
dat a.

Kni ght & Chadal apaka St andards Track [ Page 4]



RFC 7144 i SCSI SCSI Features Update April 2014

3.

Section 5: New conmand operations
The PRI field for SCSI comrand priority has been added
to the SCSI Conmand PDU (see Section 5.1.1). The
Status Qualifier field has been added to the SCSI
Response PDU (see Section 5.2.1). Sense data nmay be
returned (via Autosense) for any SCSI status, not just
CHECK CONDI TI ON (see Section 5.2.2).

Section 6: New task managenent functions
Four new task managenent functions (QUERY TASK, QUERY
TASK SET, | _T NEXUS RESET, and QUERY ASYNCHRONOUS
EVENT) have been added (see Section 6.3). A new
"Function succeeded" response has been added (see
Section 6.4.2).

Section 7: New negotiation key
A new negoti ati on key has been added to enable the use
of the new features in Sections 5 and 6.

Ter m nol ogy Mappi ng

The i SCSI nodel (defined in [RFC7143]) uses different term nol ogy
than the SCSI Architecture Model. |In sone cases, iSCSlI uses nultiple
terms to describe what in the SCSI Architecture Mdel is described
with a single term The iSCSI terms and SAM5 termnms are not
necessarily equivalent, but rather, the i SCSI terns represent

exanpl es of the objects or classes described in SAM5 as foll ows:
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Termi nol ogy in RFC 7143 | Terminology in SAMS5
o e e e e e e e ememao - Tt +
| Network Entity | none |
oo e e e e e e e e oo - - o e e e e e e e oo +
| iSCSI Node | SCSI Device |
o mm e e e e e e e i o e e e e e e eie oo n +
| iSCSI Nane | SCSI Device Nane |
o e e e e e e e ememao - Tt +
| i SCSI Node Nane | SCSI Device Nane |
oo e e e e e e e e oo - - o e e e e e e e oo +
| iSCSI Initiator Node | SCSI Initiator Device |
o mm e e e e e e e i o e e e e e e eie oo n +
| iSCSI Initiator Name | SCSI Device Nane |
o e e e e e e e ememao - Tt +
| iSCSI Initiator Port | SCSI Initiator Port |
| ldentifier; (i.e., iSCsl | ldentifier |
| Node Nanme + ,,,i, + ISID** | |
o mm e e e e e e e i o e e e e e e eie oo n +
| iSCSI Initiator Port Name; | SCSI Initiator Port Nane |
| (i.e., iSCSI Node Name + | |
| ,,,i, +1SID)** | |
oo e e e e e e e e oo - - o e e e e e e e oo +
| iSCSI Target Node | SCSI Target Device |
o mm e e e e e e e i o e e e e e e eie oo n +
| iSCSI Target Name | SCSI Device Nane |
o e e e e e e e ememao - Tt +
| iSCSI Target Port | SCSI Target Port |
| ldentifier; (i.e., iSCsl | ldentifier |
| Node Name + ,,,t, + | |
| Target Portal Group Tag)** | |
Fom e e e e i o e e e e e e e e e e oo - +
| iSCSI Target Port Nare; | SCSI Target Port Nane |
| (i.e., iSCSI Node Name + | |
| ,,,t, + Target Portal | |
| Goup Tag)** I I
o mm e e e e e e e i o e e e e e e eie oo n +
| iSCSI Target Portal G oup | SCSI Target Port |
o e e e e e e e ememao - Tt +
| iSCSI Initiator Name + | I_T Nexus ldentifier |
| ",i,” + 1SID + iSCSl | |
| Target Name + ',t,’ + | |
| Target Portal Group Tag | |
Fom e e e e i o e e e e e e e e e e oo - +
| Target Portal G oup Tag | Relative Port ID |
o e e e e e e e e m o o e e e e e +

** The text encoding of the I1SID value and the Target Portal

Tag val ue includes an initial
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4.

4.

1.

The foll owi ng di agram shows an exanpl e of a conbination target device
and initiator device. Such a configuration may exist in a target
device that inplenents a SCSI Copy Manager. This exanple shows how a
session that shares Network Portals within a Portal Goup may be
established (see Target Portal Group 1). |In addition, this exanple
shows the initiator using a different portal group than the target
portal group, but the initiator portal group sharing Network Portal A
with the target portal group.

———————————————————————————— IP Network---------------------
I I I

R I |------- + R I +

| +-----a--- S T + | +-----a--- + |

| | Network | | Network | | | | Network | |

| | Portal A| | Portal B | | | | Portal A | |

I R S S R + I R + |

| | Tar get | | | | Initiator |

| | Port al | | | | Portal |

I I Goup 1 I I I | Goup 2 I

+----| --------------- | ------- + +----| ------------ +

| | |

---------- R e el I
S [------mmme - I i R I + |
| +-no-e [EREEEEEEE PR R B e e I
| |i SCSI Session (Target side)|| ||iSCSI Session (Initiator side)|| |
| | [1 11 [ ]
[ | (TSIH = 56) [l 11 (SSID = 48) [ ]
e £ 1)
| i SCSI Target Node | | i SCSI Initiator Node | |
S I e + |
i SCSI Node |
(within Network Entity, not shown) |
____________________________________________________________________ +

New Feature Use
Negoti ati on of New Feature Use

The i SCSI Prot ocol Level operational text key (see Section 7.1.1)
containing a value of "2" MJST be negotiated to enabl e the use of
features described in this RFC

This is an i SCSI negoti ati on mechani smthat enabl ed i SCSI support for
correspondi ng SCSI capabilities (see [ SAMb] and [SPC4]). For this
reason, negotiation of this key to a value of "2" is necessary but
not sufficient for use of the SCSI capabilities enabled by the i SCSI
features in this RFC

Kni ght & Chadal apaka St andards Track [ Page 7]



RFC 7144 i SCSI SCSI Features Update April 2014

For exanple, an i SCSI inplenmentation may negotiate this new key to
"2" but respond to the new task managenent functions (see Section
6.3) with "Task managenent function not supported” (which indicates a
SCSI error that prevents the function frombeing perfornmed). In
contrast, if the key is negotiated to "2", an i SCSI inplenmentation
MUST NOT reject a Task Managenent Function Request PDU that requests
one of the new task managenent functions (as such a reject would
report an i SCSI protocol error).

4.2. Inpact on Standard I NQUI RY Data - iSCSI Version Descriptors

The negoti ated val ue of the i SCSI Protocol Level key is an increnent
fromthe base i SCSI version descriptor value (0960h); see [SPC4]. |If
the SCSI device server returns an i SCSI version descriptor in the
standard I NQUI RY data, then the value returned in that i SCSI version
descriptor MJST be set to the sumof the base value (0960h) plus the
negoti ated val ue of the i SCSIProtocol Level key. (For example, if the
negoti ated i SCSI Prot ocol Level =2, then if an i SCSI version descriptor
is returned in the standard I NQU RY data, it is set to 0962h.)

In support of this functionality, INCI TS Technical Commttee T10,
which is responsible for SCSI standards, has assigned SCSI version
descriptor codes 0961h-097Fh to RFC 7144 for | ANA to nanage via the
val ues 1-31 of the i SCSI Protocol Level key; see Section 9. The "No
version cl ai med" description for the value 0 of the

i SCSI Prot ocol Level key corresponds to the existing T10 assignment of
the 0960h SCSI version descriptor code to "i SCSI (no version
clainmed)" -- for this reason, the assignnent of the value 0 in the

| ANA registry for the i SCSIProtocol Level key nust not be changed.
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SCSI Conmands
.1. SCSI Conmand Additions

The format of the SCSI Command PDU i s:

Byt e/ 0 | 1 | 2 | 3 |
/
|01234567}01234567}01234567}01234567}
S S S S +
O].|1] Ox01 |FIRRW. .|ATTR | PRI | Reserved |
o o o o +
4| Tot al AHSLengt h | Dat aSegrent Lengt h |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
8| Logical Unit Nunmber (LUN) |
+ +
12| |
o o o o +
16| Initiator Task Tag |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
20| Expected Data Transfer Length |
S S S S +
24| CmdSN |
o o o o +
28| ExpStat SN I
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
32/ SCSI Command Descri ptor Bl ock (CDB) /
+/ /
oo oo oo oo +
48/ AHS (Optional) /
oo oo oo oo +
x/ Header Digest (Optional) /
T T T T +
y/ (Dat aSegnent, Command Data) (Optional) /
+/ /
o o o o +
z/ Data Digest (Optional) /
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +

The SCSI Command PDU above is duplicated from|[RFC7143] for reference
to show the PRI field. For any field other than the PRI field, the
text in [RFC7143] supersedes the text in Section 5.1 of this docunent
in the event the two docunents conflict.
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5.1.1. Conmand Priority (Byte 2)

The Command Priority (PRI) is a four-bit field that specifies the
relative scheduling inportance of this command in relation to other
commands already in the task set with SIMPLE task attributes (see

[ SAMB] ) .

Section 11 ("i SCSI PDU Formats") of [RFC7143] requires that senders
set this field to zero. A sender MJUST NOT set this field to a val ue
other than zero unless the i SCSI Protocol Level text key defined in
Section 7.1.1 has been negotiated on the session with a value of "2".

This field MIST be ignored by i SCSI targets unless the
i SCSI Prot ocol Level text key with a value of "2" as defined in Section
7.1.1 was negotiated on the session

See [ SAMb] for additional considerations on the use of the Command
Priority field.
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5.2. SCSI Response Additions

The format of the SCSI Response PDU is:

Byt e/ 0 | 1 | 2 | 3 |
/ I I I I
|01 234567/|01234567/01234567/01234586 7|
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
O] .|.] Ox21 |1]. .]JojlulQUY .| Response | Status |
S S S S +
4| Tot al AHSLengt h | Dat aSegnent Lengt h |
o o o o +
8] Status Qualifier | Reserved |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
12| Reserved |
S S S S +
16| Initiator Task Tag |
o o o o +
20| SNACK Tag or Reserved |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
24| Stat SN |
S S S S +
28| ExpCndSN |
o o o o +
32| MaxCmdSN |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
36| ExpDat aSN or Reserved |
S S S S +
40| Bidirectional Read Residual Count or Reserved |
o o o o +
44| Residual Count or Reserved |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
48| Header-Di gest (Optional) |
S S S S +

/| Data Segrment (Optional) /
+/ /
oo oo oo oo +

| Data-Di gest (Optional) |
T T T T +

The SCSI Response PDU above is duplicated from][RFC7143] for
reference to show the Status Qualifier field. For any field other
than the Status field, the Status Qualifier field, and the Data
Segnment - Sense and Response Data Segnment field, the text in

[ RFC7143] supersedes the text in Section 5.2 of this docunent in the
event the two docunents conflict.
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5.2.1. Status Qualifier

The Status Qualifier provides additional status information (see
[ SAMB] ) .

As defined in Section 11 ("i SCSI PDU Formats") of [RFC7143],

compliant senders already set this field to zero. Conpliant senders
MJUST NOT set this field to a value other than zero unl ess the

i SCSI Prot ocol Level text key with a value of "2" as defined in Section
7.1.1 was negotiated on the session

This field MJUST be ignored by receivers unless the i SCSIProtocol Leve
text key with a value of "2" as defined in Section 7.1.1 was
negoti ated on the session

5.2.2. Data Segnent - Sense and Response Data Segnent

Section 11.4.7 of [RFC7143] specifies that iSCSI targets MJST support
and enabl e Autosense. |If Status is CHECK CONDI TI ON (0x02), then the
Dat a Segnent MJUST contain sense data for the failed command. While

[ RFC7143] does not mmke any statenments about the state of the Data
Segnent when the Status is not CHECK CONDI TION (0x02) (i.e., the Data
Segnent is not prohibited fromcontaining sense data when the Status
is not CHECK CONDI TION), negotiation of the i SCSIProtocol Level text
key with a value of "2" as defined in Section 7.1.1 explicitly

i ndicates that the Data Segment MAY contain sense data at any tine,
no matter what value is set in the Status field.
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Kni

Task Managenent Functions

Task Managenent Function Request PDU
Byt e/ 0 | 1 | 2 | 3 |
/ I I I I
|01 234567/|01234567/01234567/01234586 7|
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
O] .|1] 0x02 | 1] Function | Reserved |
S S S S +
4| Tot al AHSLengt h | Dat aSegnent Lengt h |
o o o o +
8| Logical Unit Nunber (LUN) |
+ +
12| |
S S S S +
16| Initiator Task Tag |
o o o o +
20| Referenced Task Tag or Oxffffffff |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
24| CmdSN |
S S S S +
28| ExpStat SN |
o o o o +
32| Ref CrdSN or Reserved |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
36| ExpDat aSN or Reserved |
S S S S +
40| Reserved /
+/ /
oo oo oo oo +
48| Header-Di gest (Optional) |
T T T T +

The Task Managenment Function Request PDU above is duplicated from

[ RFC7143] for reference only. [RFC7143] supersedes the text in
Sections 6.1 and 6.2 of this docunent in the event the two documents
conflict.
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6

6

2

3.

Exi sti ng Task Managenent Functions

Section 11.5 of [RFC7143] defines the semantics used to request that
SCSI task managenent functions be perfornmed. The follow ng task
managenent functions are defi ned:

- ABORT TASK

- ABCRT TASK SET

- CLEAR ACA

- CLEAR TASK SET
LOG CAL UNI T RESET
- TARGET WARM RESET
- TARGET COLD RESET
- TASK REASSI GN

O~NOUITDWN P
1

Task Managenent Function Additions

Addi tional task nmanagenent function codes are |listed below For a
nmore detail ed description of SCSI task nanagenent, see [ SAMb].

9 - QUERY TASK - determine if the command identified by the
Ref erenced Task Tag field is present in the task set.

10 - QUERY TASK SET - determine if any command is present in the
task set for the I _T L Nexus on which the task nanagenent
function was received.

11 - | _T NEXUS RESET - performan | _T nexus |oss function (see
[ SAMB]) for the | _T nexus on which the task nmanagenent function
was received.

12 - QUERY ASYNCHRONOUS EVENT - determine if there is a unit
attention condition or a deferred error pending for the I _T L
nexus on which the task managenent function was received.

These task managenent function requests MJUST NOT be sent unless the
i SCSI Prot ocol Level text key with a value of "2" as defined in Section
7.1.1 was negotiated on the session

Any conpliant initiator that sends any of the new task nmanagenent
functions defined in this section MIST al so support all new task
managenent function responses (as specified in Section 6.4.2).

For all of the task managenent functions detailed in this section,
the Task Managenent Functi on Response MJST be returned as detailed in
Section 6. 4.
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The i SCSI target MJST ensure that no responses for the commands
covered by a task managenment function are sent to the i SCSI initiator
port after the Task Management response except for commands covered
by a TASK REASSI GN, QUERY TASK, or QUERY TASK SET.

If a QUERY TASK is issued for a task created by an i nmedi ate conmand,
then Ref CrdSN MUST be that of the Task Managenent request itself
(i.e., CrdSN and Ref CrdSN are equal ); otherw se, Ref CdSN MJST be set
to the CndSN of the task to be queried (lower than CndSN)

If the connection is still active (it is not undergoing an inplicit
or explicit logout), QUERY TASK MUST be issued on the sane connection
to which the task to be queried is allegiant at the tinme the Task
Management request is issued. |If the connectionis inmplicitly or
explicitly logged out (i.e., no other request will be issued on the
failing connection and no other response will be received on the
failing connection), then a QUERY TASK function request nmay be issued
on anot her connection. This Task Managenent request will then
establish a new al |l egi ance for the conmand bei ng queri ed.

At the target, a QUERY TASK function MJST NOT be executed on a Task
Managenent request; such a request MJST result in Task Managenent
response of "Function rejected"

For the | _T NEXUS RESET function, the target device MJST respond to
the function as defined in [ SAMb]. Each logical unit accessible via
the receiving | _T NEXUS MJST behave as dictated by the | _T nexus | oss
function in [SAMB] for the | _T nexus on which the task nmanagenent
function was received. The target device MJST drop all connections
in the session over which this function is received. |Independent of
the Defaul t Ti me2Wait and Defaul t Ti ne2Ret ai n val ues applicable to the
session over which this function is received, the target device MJST
consi der each participating connection in the session to have
imediately timed out, leading to FREE state. The resulting tineouts
cause the session tinmeout event defined in [RFC7143], which in turn
triggers the | _T nexus loss notification to the SCSI | ayer as
described in [ RFC7143].

6.3.1. LUN Field
This field is required for functions that address a specific LU
(i.e., ABORT TASK, CLEAR TASK SET, ABORT TASK SET, CLEAR ACA, LO4d CAL

UNI T RESET, QUERY TASK, QUERY TASK SET, and QUERY ASYNCHRONOUS EVENT)
and is reserved in all others.
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6. 3.

6. 3.

Kni

2. Referenced Task Tag

The Reference Task Tag is the Initiator Task Tag of the task to be
aborted for the ABORT TASK function, reassigned for the TASK REASSI GN
function, or queried for the QUERY TASK function. For all other
functions, this field MUST be set to the reserved value Oxffffffff.

3. Ref CmdSN

If a QUERY TASK is issued for a task created by an i medi ate conmand
then Ref CdSN MUST be that of the Task Managenent request itself
(i.e., CrdSN and Ref CrdSN are equal).

For a QUERY TASK of a task created by non-i medi ate command Ref CrdSN
MJST be set to the CndSN of the task identified by the Referenced
Task Tag field. Targets nmust use this field as described in section
11.6.1 of [RFC7143] when the task identified by the Referenced Task
Tag field is not in the task set.
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Task Managenent Function Responses

1. Task Managenent Function Response PDU
Byt e/ 0 | 1 | 2 | 3 |
/ I I I I
|01 234567/|01234567/01234567/012345617
Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
O] .|.] 0Ox22 | 1| Reserved | Response | Reserved |
R R R R +
4| Tot al AHSLengt h | Dat aSegnent Lengt h |
o m m e e e e e e e e e e e e e e e e e e e e mee— o on o +
8| Additional Response Information | Reserved |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e mma—oan Fom e e e oo - +
12| Reserved |
R R R R +
16| Initiator Task Tag |
o o o o +
20| Reserved |
Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
24| Stat SN |
R R R R +
28| ExpCmdSN |
o o o o +
32| MaxCmdSN |
Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
36/ Reserved /
+/ /
oo oo oo oo +
48| Header-Di gest (Optional) |
oo oo oo oo +

Section 11.6 of [RFC7143] defines the semantics used for responses to
SCSI task managenent functions. The follow ng responses are defined
in [RFC7143]:

- Function Conpl ete

- Task does not exi st

- LUN does not exi st

- Task still allegiant

Task al | egi ance reassi gnnent not supported
- Task managenent function not supported

- Function authorization failed

55 - Function rejected

NOOUOTRWNELO
1
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The Task Management Function Response PDU above and the list of task
managenent function responses above are duplicated from[RFC7143] for
reference only. [RFC7143] supersedes the text in section 6.4.1 of
this document in the event the two documents conflict.

Responses to new task managenent functions (see Section 6.4.2) are
listed below. In addition, a new task Managenent response is |listed
bel ow. For a nore detailed description of SCSI task managenent
responses, see [ SAMp].

For the functions QUERY TASK, QUERY TASK SET, | _T NEXUS RESET, and
QUERY ASYNCHRONOUS EVENT, the target performs the requested Task
Managenment function and sends a Task Managenent response back to the
initiator.

6.4.2. Task Managenent Function Response Additions
The new response is |isted bel ow
7 - Function succeeded

In synbolic terns Response value 7 maps to the SCSI service response
of FUNCTI ON SUCCEEDED i n [ SAMB] .

The Task Managenment Function Response of "Function succeeded" MJUST be
supported by an initiator that sends any of the new task managenent
functions (see Section 6.3).

For the QUERY TASK function, if the specified task is in the task
set, then the logical unit returns a Response value of "Function
succeeded", and additional response information is returned as

specified in [SAMb]. |If the specified task is not in the task set,
then the logical unit returns a Response val ue of "Function
conpl ete".

For the QUERY TASK SET function, if there is any command present in
the task set fromthe specified | _T L nexus, then the |ogical unit
returns a Response val ue of "Function succeeded". |If there are no
commands present in the task set fromthe specified | _T L nexus, then
the logical unit returns a Response value of "Function conplete".

For the | _T NEXUS RESET function, after conpletion of the events
described in Section 6.3 for this function, the logical unit returns
a Response val ue of "Function conplete". However, because the target
drops all connections, the Service Response (defined by [ SAMb]) for
this SCSI task managenent function may not be reliably delivered to
the issuing initiator port.
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6

7

7

7

For the QUERY ASYNCHRONOUS EVENT, if there is a unit attention
condition or deferred error pending for the specified | _T L nexus,
then the logical unit returns a Response val ue of "Function
succeeded", and additional response information is returned as
specified in [SAMB]. |If there is no unit attention or deferred error
pending for the specified | _T_L nexus, then the logical unit returns
a Response val ue of "Function conplete".

5. Task Managenent Requests Affecting Multiple Tasks

Section 4.1 of [RFC5048] defines the notion of "affected tasks" in
mul ti-task abort scenarios. This section adds to the list included
in that section by defining the tasks affected by the | _T NEXUS RESET
function.

I T NEXUS RESET: All outstanding tasks received on the |I_T nexus
on which the function request was received for all |ogica
units accessible to the |_T nexus.

Sections 4.1.2 and 4.1.3 of [RFC5048] identify semantics for task
managenent functions that involve multi-task abort operations. [If an
i SCSI inplenentation supports the | _T NEXUS RESET function, it MJST
al so support the protocol behavior as defined in those sections and
foll ow the sequence of actions as described in those sections when
processing the | _T NEXUS RESET function

Logi n/ Text Operational Text Keys
1. New Operational Text Keys
1.1. i SCSlProtocol Leve
Use: LO 10
Irrel evant when: SessionType = Di scovery
Senders: Initiator and Target
Scope: SW

i SCSI Pr ot ocol Level =<nuneri cal - val ue-from 0-t o- 31>

Default is 1.
Result function is M ni mum

This key is used to negotiate the use of i SCSI features that require
different |evels of protocol support (e.g., PDU formats, end-node
semantics) for proper operation
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Negoti ati on of the i SCSI Protocol Level key to a value corresponding to
an RFC indicates that both negotiating parties are conpliant to the
RFC in question and agree to support the correspondi ng PDU formats
and semantics on that i SCSI session. Features using this key are
expected to be cunul ati ve.

An i SCSI Prot ocol Level key negotiated to "0" indicates that the
i mpl ement ati on does not claima specific i SCSI protocol |evel

An i SCSI Prot ocol Level key negotiated to "1" indicates that the
i npl ementation clainms conpliance with [ RFC7143].

An i SCSI Prot ocol Level key negotiated to "2" is required to enable use
of features defined in this RFC

If the negotiation answer is ignored by the acceptor, or the answer
fromthe renpte i SCSI end point is key=NotUnderstood, then the
features defined in this RFC, and the features defined in any RFC
requiring a key value greater than "2", MJST NOT be used.

8. Security Considerations

Conmand priorities are relative val ues, not absol ute val ues (see

[ SAMb], and affect collections of commands, not necessarily

i ndi vi dual commands (see [SAMb]). |If command priority is supported,
it should be inplenmented in a fashion that avoids unwanted reduction
or denial of service

Al the iSCSI-related security text in [RFC3723] is directly

applicable to this docunment. The security text in [RFC7143] is
directly applicable as well.
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9. | ANA Consi derations

Thi s docunent nodifies or creates a nunber of i SCSl-rel ated
registries.

The following i SCSI-related registries are nodified.
1. i SCSI Task Management Functions Codes

Nanme of the existing registry: "i SCSI Task Managenent Function
Codes"

The following entries have been added:
9 - QUERY TASK, RFC 7144
10 - QUERY TASK SET, RFC 7144
11 - | _T NEXUS RESET, RFC 7144
12 - QUERY ASYNCHRONOUS EVENT, RFC 7144
13-127 - Unassi gned

2. 1 SCSI Login/ Text Keys
Nane of the existing registry: "iSCSI Login/ Text Keys"

Fields to record in the registry: Assigned value and its
associ ated RFC reference.

The followi ng entry has been added:
i SCSI Protocol Level, RFC 7144
| ANA has created the following i SCSI-related registries.
3. i SCSl Protocol Level
Nane of new registry: "iSCSI Protocol Level"
Nanespace details: Nunerical values fromO to 31
I nformation that nmust be provided to assign a new val ue: An | ESG
approved Standards Track specification defining the semantics and

interoperability requirenents of the proposed new val ue and the
fields to be recorded in the registry.
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Assi gnment policy:

The assignments of these values nust be coordinated with the
INCITS T10 conmittee; therefore, review by an expert that

mai ntai ns an association with that conmittee is required prior to
| ESG approval of the associated specification. After creation of
the registry, values are to be assigned sequentially (for exanple,
any value greater than 4 will not be assigned until after the

val ue 4 has been assigned).

Speci al care nmust be taken in the assignment of new values in this
registry. Conpatibility and interoperability will be adversely
impacted if proper care is not exercised. Features using this key
are expected to be cumul ative. For exanple, since this docunent
explicitly lists only value 2 for the features listed in this
docunent, it is expected that a new RFC assigning value 3 will

al so have the features listed in this RFC, and therefore such an
RFC is expected to either revise or replace this RFC. Assignnments
that do not follow this policy should be reviewed and approved by
the INCITS T10 committee.

3-31: range available to I ANA for assignnent in this registry.

Fields to record in the registry: Assigned val ue, description, and
its associ ated RFC reference.

The followi ng entries have been added:

Val ue Description Ref erence
0 No version clained RFC 7144
1 RFC 7143 [ RFC7143]
2 RFC 7144 RFC 7144

3-31 Unassigned
Al l ocation Policy: Expert Review and Standards Action [ RFC5226]
4. iSCsl Task Managerent Functi on Response Codes

Nanme of new registry: "iSCSI Task Managenment Function Response
Codes"

Nanespace details: Nunerical values that can fit in 8 bits
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An | ESG

approved specification defining the semantics and interoperability
requi renents of the proposed new value and the fields to be
recorded in the registry.

Assi gnment policy:

If the requested value is not al ready assigned,

to the requester.

8-254: Range available to | ANA for assignnent

Fields to record in the registry: Assigned val ue,

and its associ ated RFC reference.

The followi ng entries have been added:

0

1

7

Function conpl ete, [RFC7143]

Task does not exist, [RFC7143]

LUN does not exist, [RFC7143]

Task still allegiant, [RFC7143]

Task al | egi ance reassi gnment not supported, [RFC7143]
Task managenent function not supported, [RFC7143]
Function authorization failed, [RFC7143]

Functi on succeeded, RFC 7144

8- 254 - Unassi gned

255 - Function rejected, [RFC7143]

All ocation Policy: Standards Action [ RFC5226]

it may be assigned

inthis registry.

Qper ation Nane,
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