I nternet Engi neering Task Force (IETF) B. Briscoe

Request for Comments: 7141 BT
BCP: 41 J. Manner
Updates: 2309, 2914 Aalto University
Cat egory: Best Current Practice February 2014

| SSN: 2070-1721

Byt e and Packet Congestion Notification
Abstract

Thi s docunent provides reconmendations of best current practice for
droppi ng or marki ng packets using any active queue managenent (AQWY
al gorithm including Random Early Detection (RED), BLUE, Pre-
Congestion Notification (PCN), and newer schenes such as CoDel
(Controlled Delay) and PIE (Proportional Integral controller
Enhanced). W give three strong recommendations: (1) packet size
shoul d be taken into account when transports detect and respond to
congestion indications, (2) packet size should not be taken into
account when network equi pnent creates congestion signals (nmarking,
dropping), and therefore (3) in the specific case of RED, the byte-
nmode packet drop variant that drops fewer small packets shoul d not be
used. This nenp updates RFC 2309 to deprecate deliberate
preferential treatnment of small packets in AQM al gorithns.

Status of This Meno
This nenmo docunents an |Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
BCPs is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7141
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1.

I nt roducti on

Thi s docunent provides reconmendati ons of best current practice for
how we shoul d correctly scal e congestion control functions with
respect to packet size for the long term It also recognises that
expedi ency may be necessary to deal with existing w dely deployed
protocols that don’t live up to the |ong-term goal

When signal ling congestion, the problem of how (and whether) to take
packet sizes into account has exercised the m nds of researchers and
practitioners for as long as active queue nmanagenent (AQW has been
di scussed. Indeed, one reason AQMwas originally introduced was to
reduce the | ock-out effects that small packets can have on | arge
packets in tail-drop queues. This nmeno ainms to state the principles
we should be using and to outline how these principles will affect
future protocol design, taking into account pre-existing deploynents.

The question of whether to take into account packet size arises at
three stages in the congestion notification process:

Measuring congestion: Wen a congested resource neasures |locally how
congested it is, should it neasure its queue length in tineg,
bytes, or packets?

Encodi ng congestion notification into the wire protocol: Wen a
congested network resource signals its |level of congestion, should
the probability that it drops/marks each packet depend on the size
of the particular packet in question?

Decodi ng congestion notification fromthe wire protocol: Wen a
transport interprets the notification in order to decide how nuch
to respond to congestion, should it take into account the size of
each m ssing or marked packet?

Consensus has energed over the years concerning the first stage,
whi ch Section 2.1 records in the RFC Series. In sumary: |f
possible, it is best to nmeasure congestion by time in the queue;
ot herwi se, the choice between bytes and packets solely depends on
whet her the resource is congested by bytes or packets.

The controversy is mainly around the |ast two stages: whether to
allow for the size of the specific packet notifying congestion i)
when the network encodes or ii) when the transport decodes the
congestion notification.

Currently, the RFC series is silent on this matter other than a paper
trail of advice referenced from|[RFC2309], which conditionally
recommends byt e-node (packet-size dependent) drop [ pktByteEmail].

Bri scoe & Manner Best Current Practice [ Page 4]



RFC 7141 Byt e and Packet Congestion Notification February 2014

Reduci ng the nunber of small packets dropped certainly has sone
tenpting advantages: i) it drops fewer control packets, which tend to
be small and ii) it nakes TCP's bit rate | ess dependent on packet
size. However, there are ways of addressing these issues at the
transport layer, rather than reverse engi neering network forwarding
to fix the problens.

This menmo updates [RFC2309] to deprecate deliberate preferentia
treatment of packets in AQM al gorithnms solely because of their size.
It recommends that (1) packet size should be taken into account when
transports detect and respond to congestion indications, (2) not when
net wor k equi prent creates them This neno also adds to the
congestion control principles enunerated in BCP 41 [ RFC2914].

In the particular case of Random Early Detection (RED), this means
that the byte-nobde packet drop variant should not be used to drop
fewer small packets, because that creates a perverse incentive for
transports to use tiny segnents, consequently al so opening up a DoS
vul nerability. Fortunately, all the RED inplementers who responded
to our admttedly limted survey (Section 4.2.4) have not foll owed
the earlier advice to use byte-npde drop, so the position this nenp
argues for seens to already exist in inplenentations.

However, at the transport |ayer, TCP congestion control is a wdely
depl oyed protocol that doesn't scale with packet size (i.e., its
reduction in rate does not take into account the size of a |ost
packet). To date, this hasn’t been a significant probl em because
nost TCP i npl ement ati ons have been used with sinmlar packet sizes.
But, as we desi gn new congestion control nechanisns, this nmeno
recommends that we build in scaling with packet size rather than
assuni ng that we should foll ow TCP' s exanpl e.

This menmo continues as follows. First, it discusses terni nol ogy and
scoping. Section 2 gives concrete formal recommendations, followed
by notivating argunments in Section 3. W then critically survey the
advi ce given previously in the RFC Series and the research literature
(Section 4), referring to an assessnent of whether or not this advice
has been followed in production networks (Appendix A). To wap up,
out standi ng i ssues are discussed that will need resolution both to
informfuture protocol designs and to handl e | egacy AQM depl oynents
(Section 5). Then security issues are collected together in

Section 6 before conclusions are drawn in Section 7. The interested
reader can find discussion of nore detailed i ssues on the thene of
byte vs. packet in the appendices.

This nmeno intentionally includes a non-negligible anount of materia

on the subject. For the busy reader, Section 2 summarises the
recommendations for the Internet comunity.
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1.1. Terminol ogy and Scopi ng

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

This meno applies to the design of all AQM al gorithns, for exanple,
Random Early Detection (RED) [ RFC2309], BLUE [BLUEO2], Pre-Congestion
Notification (PCN) [RFC5670], Controlled Delay (CoDel) [CoDel], and
the Proportional Integral controller Enhanced (PIE) [PIE].

Throughout, RED is used as a concrete exanple because it is a wdely
known and depl oyed AQM al gorithm There is no intention to inply
that the advice is any less applicable to the other algorithns, nor
that RED is preferred

Congestion Notification: Congestion notification is a changing
signal that ains to conmunicate the probability that the network
resource(s) will not be able to forward the level of traffic |oad
offered (or that there is an inpending risk that they will not be
abl e to).

The ’'inpending risk’ qualifier is added, because AQM systens set a
virtual limt smaller than the actual limt to the resource, then
notify the transport when this virtual limt is exceeded in order
to avoi d uncontroll ed congestion of the actual capacity.

Congestion notification comruni cates a real nunber bounded by the
range [ O, 1 ]. This ties in with the nost well-understood
measure of congestion notification: drop probability.

Explicit and Inplicit Notification: The byte vs. packet dilenmm
concerns congestion notification irrespective of whether it is
signalled inplicitly by drop or explicitly using ECN [ RFC3168] or
PCN [ RFC5670] . Throughout this docunent, unless clear fromthe
context, the term’ ' marking’ will be used to nmean notifying
congestion explicitly, while 'congestion notification” will be
used to nmean notifying congestion either inplicitly by drop or
explicitly by marking.

Bi t-congestible vs. Packet-congestible: |If the |load on a resource
depends on the rate at which packets arrive, it is called ’packet-
congestible’. If the |oad depends on the rate at which bits

arrive, it is called 'bit-congestible’
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1.

2

Exanpl es of packet-congestible resources are route | ook-up engi nes
and firewalls, because | oad depends on how nmany packet headers
they have to process. Exanples of bit-congestible resources are
transm ssion |inks, radio power, and nost buffer nenory, because
the | oad depends on how nany bits they have to transmit or store.
Sone machi ne architectures use fixed-size packet buffers, so
buffer nenory in these cases is packet-congestible (see

Section 4.1.1).

The path through a machine will typically encounter both packet-
congesti bl e and bit-congestible resources. However, currently, a
desi gn goal of network processing equi prent such as routers and
firewalls is to size the packet-processing engine(s) relative to
the lines in order to keep packet processing uncongested, even
under worst-case packet rates with runs of m ni mumsize packets.
Theref ore, packet congestion is currently rare (see Section 3.3 of
[ RFC6077]), but there is no guarantee that it will not becone nore
common in the future

Note that information is generally processed or transmitted with a
m ninum granul arity greater than a bit (e.g., octets). The
appropriate granularity for the resource in question should be
used, but for the sake of brevity we will talk in terns of bytes
in this meno.

Coarser Granul arity: Resources may be congestible at higher levels

of granularity than bits or packets, for instance statefu
firewalls are flow congestible and call-servers are session-
congestible. This neno focuses on congestion of connectionl ess
resources, but the same principles my be applicable for
congestion notification protocols controlling per-flow and per-
session processing or state.

RED Termi nol ogy: In RED, whether to use packets or bytes when

measuring queues is called, respectively, 'packet-npde queue
measur enent’ or 'byte-node queue neasurenent’. And whether the
probability of dropping a particular packet is independent or
dependent on its size is called, respectively, ’'packet-node drop
or 'byte-nobde drop’. The ternms ’byte-npde’ and ’packet-node
shoul d not be used without specifying whether they apply to queue
measur enent or to drop.

Exanpl e Conpari ng Packet-Mde Drop and Byte- Mbde Drop

Taking RED as a wel | -known exanple algorithm a central question
addressed by this docunent is whether to recommend RED s packet - nbde
drop variant and to deprecate byte-nbde drop. Table 1 conpares how
packet - nbde and byte-npde drop affect two flows of different size
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packets. For each it gives the expected nunber of packets and of
bits dropped in one second. Each exanple flow runs at the same bit
rate of 48 Mops, but one is broken up into small 60 byte packets and
the other into large 1,500 byte packets.

To keep up the sane bit rate, in one second there are about 25 tines
more smal |l packets because they are 25 tines snaller. As can be seen
fromthe table, the packet rate is 100,000 small packets versus 4, 000
| arge packets per second (pps).

Par arnet er For mul a Smal | packets Large packets
Packet size s/ 8 60 B 1,500 B
Packet size S 480 b 12,000 b
Bit rate X 48 Mps 48 Mps
Packet rate u=x/s 100 kpps 4 kpps
Packet - nrode Drop

Pkt-1oss probability p 0.1% 0.1%
Pkt-1oss rate p*u 100 pps 4 pps
Bit-loss rate p*u*s 48 kbps 48 kbps
Byt e- node Drop MIU, M=12,000 b

Pkt -1o0ss probability b = p*s/M 0. 004% 0.1%
Pkt-1oss rate b*u 4 pps 4 pps
Bit-loss rate b*u*s 1. 92 kbps 48 kbps

Tabl e 1. Exanpl e Conpari ng Packet-Mde and Byte-Mbde Drop

For packet-node drop, we illustrate the effect of a drop probability
of 0.1% which the algorithmapplies to all packets irrespective of
size. Because there are 25 tines nore snmall packets in one second,
it naturally drops 25 times nore small packets, that is, 100 snal
packets but only 4 |arge packets. But if we count how many bits it
drops, there are 48,000 bits in 100 small packets and 48,000 bits in
4 | arge packets -- the sane nunber of bits of snmall packets as |arge

The packet-node drop algorithmdrops any bit with the sane
probability whether the bit is in a small or a |arge packet.

For byte-node drop, again we use an exanple drop probability of 0.1%
but only for maxi num size packets (assum ng the |ink maxi mum

transm ssion unit (MIU) is 1,500 B or 12,000 b). The byte-node

al gorithm reduces the drop probability of snaller packets
proportional to their size, making the probability that it drops a
smal | packet 25 tinmes snmaller at 0.004% But there are 25 tines nore
smal | packets, so dropping themwith 25 tinmes |ower probability
results in dropping the same nunber of packets: 4 drops in both
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cases. The 4 small dropped packets contain 25 tinmes less bits than
the 4 | arge dropped packets: 1,920 conpared to 48, 000.

The byte-nbde drop algorithmdrops any bit with a probability
proportionate to the size of the packet it is in.

2. Recommendati ons

This section gives recommendations related to network equi pnent in
Sections 2.1 and 2.2, and we discuss the inplications on transport
protocols in Sections 2.3 and 2. 4.

2.1. Recomendati on on Queue Measurenent

Ideally, an AQM woul d neasure the service tine of the queue to
measur e congestion of a resource. However service tinme can only be
measured as packets | eave the queue, where it is not always expedient
to inplement a full AQMalgorithm To predict the service tine as
packets join the queue, an AQM al gorithm needs to neasure the length
of the queue.

In this case, if the resource is bit-congestible, the AQV

i npl ementati on SHOULD neasure the |l ength of the queue in bytes and,
if the resource is packet-congestible, the inplenentati on SHOULD
measure the length of the queue in packets. Subject to the
exceptions bel ow, no other choice makes sense, because the nunber of
packets waiting in the queue isn't relevant if the resource gets
congested by bytes and vice versa. For exanple, the length of the
queue into a transmission line would be neasured in bytes, while the
I ength of the queue into a firewall would be nmeasured in packets.

To avoid the pathol ogical effects of tail drop, the AQM can then
transformthis service time or queue length into the probability of
dropping or marking a packet (e.g., RED s piecew se linear function
bet ween t hreshol ds).

What this advice neans for RED as a specific exanpl e:

1. A RED inplenentation SHOULD use byte-node queue neasurenent for
measuring the congestion of bit-congestible resources and packet -
node queue neasurenent for packet-congestibl e resources.

2. An inplenentation SHOULD NOT nake it possible to configure the
way a queue measures itself, because whether a queue is bit-
congesti bl e or packet-congestible is an inherent property of the
queue.
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Exceptions to these recomrendati ons m ght be necessary, for instance
where a packet-congestible resource has to be configured as a proxy
bottl eneck for a bit-congestible resource in an adjacent box that
does not support AQM

The recommended approach in | ess straightforward scenarios, such as
fixed-size packet buffers, resources without a queue, and buffers
comprising a mx of packet and bit-congestible resources, is

di scussed in Section 4.1. For instance, Section 4.1.1 explains that
the queue into a |line should be neasured in bytes even if the queue
consists of fixed-size packet buffers, because the root cause of any

congestion is bytes arriving too fast for the line -- packets filling
buffers are nerely a synptom of the underlying congestion of the
l'ine.

2.2. Recommendati on on Encodi ng Congestion Notification

When encodi ng congestion notification (e.g., by drop, ECN, or PCN),
the probability that network equi pnent drops or marks a particul ar
packet to notify congestion SHOULD NOT depend on the size of the
packet in question. As the exanple in Section 1.2 illustrates, to
drop any bit with probability 0.1% it is only necessary to drop
every packet with probability 0.1%w thout regard to the size of each
packet .

Thi s approach ensures the network |ayer offers sufficient congestion
information for all known and future transport protocols and al so
ensures no perverse incentives are created that woul d encourage
transports to use inappropriately small packet sizes.

What this advice neans for RED as a specific exanpl e:

1. The RED AQM al gorithm SHOULD NOT use byte-node drop, i.e., it
ought to use packet-node drop. Byte-node drop is nore conpl ex,
it creates the perverse incentive to fragnent segnents into tiny
pieces and it is vulnerable to floods of small packets.

2. |If a vendor has inplenented byte-node drop, and an operator has
turned it on, it is RECOVWENDED that the operator use packet-node
drop instead, after establishing if there are any inplications on
the relative perfornmance of applications using different packet
sizes. The unlikely possibility of sone application-specific
| egacy use of byte-node drop is the only reason that all the
above recommendati ons on encodi ng congestion notification are not
phrased nmore strongly.
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RED as a whol e SHOULD NOT be switched off. Wthout RED, a tail-
drop queue biases against |arge packets and is vulnerable to
fl oods of small packets.

Note wel |l that RED s byte-nbde queue drop is conpletely orthogonal to
byt e- rode queue neasurenent and should not be confused with it. If a
RED i npl ement ati on has a byte-node but does not specify what sort of
byte-nmode, it is nost probably byte-nbde queue measurenent, which is
fine. However, if in doubt, the vendor should be consulted.

A survey (Appendix A) showed that there appears to be little, if any,
install ed base of the byte-npde drop variant of RED. This suggests
that deprecating byte-node drop will have little, if any, increnental
depl oynent i npact.

2.3. Recommendation on Responding to Congestion

When a transport detects that a packet has been | ost or congestion
mar ked, it SHOULD consider the strength of the congestion indication
as proportionate to the size in octets (bytes) of the mssing or

mar ked packet .

In other words, when a packet indicates congestion (by being |lost or
mar ked), it can be considered conceptually as if there is a
congestion indication on every octet of the packet, not just one

i ndi cation per packet.

To be clear, the above recomendation sol ely describes how a
transport should interpret the neaning of a congestion indication, as
a long termgoal. It nakes no recomendati on on whether a transport
should act differently based on this interpretation. It merely aids
interoperability between transports, if they choose to make their
actions depend on the strength of congestion indications.

This definition will be useful as the IETF transport area continues
its progranme of:

0 updating host-based congestion control protocols to take packet
size into account, and

o nmeking transports |less sensitive to |losing control packets |ike
SYNs and pure ACKs.
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What this advice neans for the case of TCP

1. If two TCP flows with different packet sizes are required to run
at equal bit rates under the sane path conditions, this SHOULD be
done by altering TCP (Section 4.2.2), not network equi prent (the
|latter affects other transports besides TCP).

2. If it is desired to inprove TCP performance by reducing the
chance that a SYN or a pure ACK will be dropped, this SHOULD be
done by nodi fying TCP (Section 4.2.3), not network equi pnent.

To be clear, we are not recomending at all that TCPs under

equi val ent conditions should aimfor equal bit rates. W are nerely
sayi ng that anyone trying to do such a thing should nmodify their TCP
al gorithm not the network.

These recommendati ons are phrased as ' SHOULD rather than ' MJST ,
because there may be cases where expedi ency dictates that
conmpatibility with pre-existing versions of a transport protocol make
the reconmmendati ons inpractical

2. 4. Recommendation on Handling Congestion Indications Wen Splitting
or Mergi ng Packets

Packets carrying congestion indications nay be split or nerged in
some circumstances (e.g., at an RTP / RTP Control Protocol (RTCP)
transcoder or during IP fragnment reassenbly). Splitting and nerging
only nmake sense in the context of ECN, not | oss.

The general rule to followis that the number of octets in packets
with congestion indications SHOULD be equival ent before and after
merging or splitting. This is based on the principle used above;
that an indication of congestion on a packet can be considered as an
i ndi cation of congestion on each octet of the packet.

The above rule is not phrased with the word 'MJUST' to allow the

foll owi ng exception. There are cases in which pre-existing protocols
were not designed to conserve congestion-marked octets (e.g., IP
fragment reassenbly [RFC3168] or |oss statistics in RTCP receiver
reports [ RFC3550] before ECN was added [ RFC6679]). Wen any such
protocol is updated, it SHOULD conply with the above rule to conserve
mar ked octets. However, the rule may be relaxed if it would

ot herwi se becone too conplex to interoperate with pre-existing

i mpl ement ati ons of the protocol

One can think of a splitting or nmerging process as if all the

i ncom ng congestion-nmarked octets increment a counter and all the
out goi ng narked octets decrenent the same counter. |n order to
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ensure that congestion indications remain tinely, even the small est
positive remai nder in the conceptual counter should trigger the next
out goi ng packet to be marked (causing the counter to go negative).

3. Mdtivating Argunents

This section is informative. It justifies the reconmendati ons nmade
in the previous section

3.1. Avoiding Perverse Incentives to (Ab)use Smal |l er Packets

Increasingly, it is being recognised that a protocol design nust take
care not to cause uni ntended consequences by giving the parties in
the protocol exchange perverse incentives [Evol _cc] [RFC3426]. G ven
there are many good reasons why | arger path maxi mum transm ssion
units (PMIUs) woul d hel p solve a nunber of scaling issues, we do not
want to create any bias against |arge packets that is greater than
their true cost.

I magi ne a scenari o where the sane bit rate of packets will contribute
the sane to bit congestion of a link irrespective of whether it is
sent as fewer |arger packets or nore snmaller packets. A protoco
design that caused | arger packets to be nore likely to be dropped
than snall er ones woul d be dangerous in both of the follow ng cases:

Mal i ci ous transports: A queue that gives an advantage to snal
packets can be used to anplify the force of a flooding attack. By
sending a flood of small packets, the attacker can get the queue
to discard nore | arge-packet traffic, allowing nore attack traffic
to get through to cause further damage. Such a queue all ows
attack traffic to have a disproportionately |large effect on
regular traffic without the attacker having to do nmuch worKk.

Non-mal i ci ous transports: Even if an application designer is not
actually nmalicious, if over tine it is noticed that small packets
tend to go faster, designers will act in their own interest and
use smal |l er packets. Queues that give advantage to small packets
create an evolutionary pressure for applications or transports to
send at the sane bit rate but break their data stream down into
tiny segnents to reduce their drop rate. Encouraging a high
vol unme of tiny packets might in turn unnecessarily overload a
conpletely unrel ated part of the system perhaps nore linmted by
header processing than bandw dt h.

I magi ne that two unresponsive flows arrive at a bit-congestible
transm ssion link each with the sane bit rate, say 1 Mips, but one
consists of 1,500 B and the other 60 B packets, which are 25x
smal l er. Consider a scenario where gentle RED [gentle RED] is used,
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along with the variant of RED we advi se against, i.e., where the RED
algorithmis configured to adjust the drop probability of packets in
proportion to each packet’s size (byte-npode packet drop). In this

case, RED ains to drop 25x nore of the |arger packets than the
smal | er ones. Thus, for exanple, if RED drops 25% of the |arger
packets, it will aimto drop 1% of the smaller packets (but, in
practice, it may drop nore as congestion increases; see Appendix B. 4
of [RFC4828]). Even though both flows arrive with the same bit rate,
the bit rate the RED queue ains to pass to the line will be 750 kbps
for the flow of |arger packets but 990 kbps for the smaller packets
(because of rate variations, it will actually be a little less than
this target).

Note that, although the byte-node drop variant of RED anplifies
smal | - packet attacks, tail-drop queues anplify snmall-packet attacks
even nore (see Security Considerations in Section 6). \Wherever
possi bl e, neither should be used.

3.2. Small !'= Contro

Droppi ng fewer control packets considerably inproves performance. It
is tenpting to drop small packets with | ower probability in order to
i nprove performance, because many control packets tend to be smaller
(TCP SYNs and ACKs, DNS queries and responses, S|P nessages, HTTP
GETs, etc). However, we nust not give control packets preference
purely by virtue of their smallness, otherwise it is too easy for any
data source to get the same preferential treatment sinply by sending
data in snaller packets. Again, we should not create perverse
incentives to favour small packets rather than to favour contro
packets, which is what we intend.

Just because many control packets are small does not nean all snal
packets are control packets.

So, rather than fix these problens in the network, we argue that the
transport shoul d be nade nore robust agai nst |osses of contro
packets (see Section 4.2.3).

3.3. Transport-Independent Network

TCP congestion control ensures that flows conpeting for the sane
resource each nmaintain the same nunber of segments in flight,
irrespective of segnent size. So under similar conditions, flows
with different segment sizes will get different bit rates.

To counter this effect, it seens tenpting not to follow our

recomendation, and instead for the network to bias congestion
notification by packet size in order to equalise the bit rates of
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flows with different packet sizes. However, in order to do this, the
queui ng al gorithm has to nmake assunptions about the transport, which
becone enbedded in the network. Specifically:

0 The queuing algorithmhas to assune how aggressively the transport
will respond to congestion (see Section 4.2.4). |If the network
assunes the transport responds as aggressively as TCP NewReno, it
will be wong for Conmpound TCP and differently wong for Cubic
TCP, etc. To achieve equal bit rates, each transport then has to
guess what assunption the network nmade, and work out how to
replace this assuned aggressiveness with its own aggressiveness.

o Also, if the network biases congestion notification by packet
size, it has to assume a baseline packet size -- all proposed
al gorithnms use the local MIU (for exanple, see the byte-node | oss
probability fornula in Table 1). Then if the non-Reno transports
menti oned above are trying to reverse engi neer what the network
assuned, they also have to guess the MIU of the congested |ink.

Even though reducing the drop probability of small packets (e.g.,

RED s byt e-node drop) hel ps ensure TCP flows with different packet
sizes will achieve simlar bit rates, we argue that this correction
shoul d be nmade to any future transport protocols based on TCP, not to
the network in order to fix one transport, no matter how predomn nant
it is. Effectively, favouring small packets is reverse engineering
of network equi prrent around one particul ar transport protocol (TCP),
contrary to the excellent advice in [RFC3426], which asks designers
to question "Way are you proposing a solution at this layer of the
protocol stack, rather than at another |ayer?"

In contrast, if the network never takes packet size into account, the
transport can be certain it will never need to guess any assunptions
that the network has nmade. And the network passes two pieces of
information to the transport that are sufficient in all cases: i)
congestion notification on the packet and ii) the size of the packet.
Both are available for the transport to conbine (by taking packet
size into account when responding to congestion) or not. Appendix B
checks that these two pieces of information are sufficient for al

rel evant scenari os.

When the network does not take packet size into account, it allows
transport protocols to choose whether or not to take packet size into
account. However, if the network were to bias congestion
notification by packet size, transport protocols would have no

choi ce; those that did not take into account packet size thensel ves
woul d unwi ttingly become dependent on packet size, and those that

al ready took packet size into account would end up taking it into
account twi ce.
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3. 4.

Bri

Partial Depl oyment of AQM
In overview, the argunent in this section runs as follows:

0 Because the network does not and cannot al ways drop packets in
proportion to their size, it shouldn’'t be given the task of naking
drop signals depend on packet size at all

o0 Transports on the other hand don’t always want to make their rate
response proportional to the size of dropped packets, but if they
want to, they always can.

The argurment is sinmilar to the end-to-end argunment that says "Don't
do X in the network if end systens can do X by thensel ves, and they
want to be able to choose whether to do X anyway". Actually the
following argument is stronger; in addition it says "Don't give the
network task X that could be done by the end systens, if X is not

depl oyed on all network nodes, and end systens won't be able to tel
whet her their network is doing X, or whether they need to do X
thenselves.” 1In this case, the X in question is "nmaking the response
to congestion depend on packet size"

W will now re-run this argunent review ng each step in nore depth.
The argunment applies solely to drop, not to ECN nmarki ng.

A queue drops packets for either of two reasons: a) to signal to host
congestion controls that they should reduce the | oad and b) because
there is no buffer left to store the packets. Active queue
managenent tries to use drops as a signal for hosts to sl ow down
(case a) so that drops due to buffer exhaustion (case b) shoul d not
be necessary.

AQVis not universally deployed in every queue in the Internet; many
cheap Ethernet bridges, software firewalls, NATs on consuner devi ces,
etc inplenent sinple tail-drop buffers. Even if AQM were universal,
it has to be able to cope with buffer exhaustion (by switching to a
behaviour like tail drop), in order to cope w th unresponsive or
excessive transports. For these reasons networks will sometines be
droppi ng packets as a |l ast resort (case b) rather than under AQV
control (case a).

When buffers are exhausted (case b), they don’t naturally drop
packets in proportion to their size. The network can only reduce the
probability of dropping smaller packets if it has enough space to
store them somewhere while it waits for a |larger packet that it can
drop. If the buffer is exhausted, it does not have this choice.
Admittedly tail drop does naturally drop sonmewhat fewer snall

packets, but exactly how few depends nore on the mix of sizes than
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the size of the packet in question. Nonetheless, in general, if we
want ed networks to do size-dependent drop, we would need universa
depl oynent of (packet-size dependent) AQM code, which is currently
unrealistic.

A host transport cannot know whet her any particular drop was a
del i berate signal froman AQM or a sign of a queue sheddi ng packets
due to buffer exhaustion. Therefore, because the network cannot
universally do size-dependent drop, it should not do it all

Whereas universality is desirable in the network, diversity is
desirabl e between different transport-layer protocols -- sone, like
standards track TCP congestion control [RFC5681], may not choose to
make their rate response proportionate to the size of each dropped
packet, while others will (e.g., TCP-Friendly Rate Control for Small
Packets (TFRC-SP) [ RFC4828]).

3.5. Inplementation Efficiency

Bi asi ng agai nst | arge packets typically requires an extra multiply
and divide in the network (see the exanpl e byte-node drop fornula in
Table 1). Taking packet size into account at the transport rather
than in the network ensures that neither the network nor the
transport needs to do a nultiply operation -- multiplication by
packet size is effectively achieved as a repeated add when the
transport adds to its count of marked bytes as each congestion event
is fed toit. Also, the work to do the biasing is spread over many
hosts, rather than concentrated in just the congested network

el ement. These aren’t principled reasons in thenselves, but they are
a happy consequence of the other principled reasons.

4. A Survey and Critique of Past Advice
This section is informative, not normati ve.

The original 1993 paper on RED [ RED93] proposed two options for the
RED acti ve queue managenent al gorithm packet node and byte node
Packet nmpde nmeasured the queue |l ength in packets and dropped (or
mar ked) i ndividual packets with a probability independent of their
size. Byte node neasured the queue length in bytes and nmarked an

i ndi vi dual packet with probability in proportion to its size
(relative to the maxi mum packet size). |In the paper’s outline of
further work, it was stated that no recommendati on had been nade on
whet her the queue size should be measured in bytes or packets, but
noted that the difference could be significant.
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When RED was recommended for general deployment in 1998 [ RFC2309],
the two nodes were nentioned inplying the choice between themwas a
question of performance, referring to a 1997 email [pktByteEmail] for
advice on tuning. A later addendumto this email introduced the
insight that there are in fact two orthogonal choi ces:

o whether to neasure queue length in bytes or packets (Section 4.1),
and

o whether the drop probability of an individual packet should depend
on its own size (Section 4.2).

The rest of this section is structured accordingly.

4.1. Congestion Measurenent Advice
The choice of which nmetric to use to neasure queue |ength was |eft
open in RFC 2309. It is now well understood that queues for bit-
congesti bl e resources should be neasured in bytes, and queues for
packet - congesti bl e resources shoul d be measured in packets
[ pkt Byt eEmai | ] .

Congestion in sonme | egacy bit-congestible buffers is only nmeasured in

packets not bytes. In such cases, the operator has to take into
account a typical mx of packet sizes when setting the threshol ds.
Any AQM al gorithm on such a buffer will be oversensitive to high

proportions of small packets, e.g., a DoS attack, and under-sensitive
to high proportions of |arge packets. However, there is no need to
make al | owances for the possibility of such a |legacy in future
protocol design. This is safe because any under-sensitivity during
unusual traffic mixes cannot |ead to congestion collapse given that
the buffer will eventually revert to tail drop, which discards
proportionately nore | arge packets.

4.1.1. Fixed-Size Packet Buffers

The question of whether to neasure queues in bytes or packets seens
to be well understood. However, measuring congestion is confusing
when the resource is bit-congestible but the queue into the resource
i s packet-congestible. This section outlines the approach to take.

Sone, nostly ol der, queuing hardware all ocates fixed-size buffers in
which to store each packet in the queue. This hardware forwards
packets to the line in one of two ways:

0 Wth sone hardware, any fixed-size buffers not conpletely filled

by a packet are padded when transmitted to the wire. This case
shoul d clearly be treated as packet-congestible, because both
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queui ng and transnission are in fixed MIU-size units. Therefore,
the queue length in packets is a good nodel of congestion of the
I'ink.

o0 Mre commonly, hardware with fixed-size packet buffers transmts
packets to the line without padding. This inplies a hybrid
forwardi ng systemw th transm ssion congesti on dependent on the
size of packets but queue congestion dependent on the nunber of
packets, irrespective of their size.

Nonet hel ess, there would be no queue at all unless the |ine had
becone congested -- the root cause of any congestion is too nmany
bytes arriving for the line. Therefore, the AQM shoul d neasure
the queue length as the sumof all the packet sizes in bytes that
are queued up waiting to be serviced by the line, irrespective of
whet her each packet is held in a fixed-size buffer

In the (unlikely) first case where use of paddi ng nmeans the queue
shoul d be nmeasured in packets, further confusion is likely because
the fixed buffers are rarely all one size. Typically, pools of
different-sized buffers are provided (Ci sco uses the term’ buffer
carving for the process of dividing up nenory into these pools
[IOCSArch]). Usually, if the pool of small buffers is exhausted,
arriving small packets can borrow space in the pool of |arge buffers,
but not vice versa. However, there is no need to consider all this
compl exity, because the root cause of any congestion is still line
overload -- buffer consunption is only the synptom Therefore, the

| ength of the queue should be neasured as the sumof the bytes in the
queue that will be transmitted to the line, including any padding.

In the (unusual) case of transnission with padding, this neans the
sum of the sizes of the small buffers queued plus the sum of the
sizes of the |large buffers queued.

We will return to borrowi ng of fixed-size buffers when we discuss

bi asing the drop/ marki ng probability of a specific packet because of
its size in Section 4.2.1. But here, we can repeat the sinple rule
for how to neasure the length of queues of fixed buffers: no matter
how complicated the buffering schene is, ultimately a transm ssion
line is nearly always bit-congestible so the nunmber of bytes queued
up waiting for the line neasures how congested the lineis, and it is
rarely inportant to neasure how congested the buffering systemis.

4.1.2. Congestion Measurenent w thout a Queue
AQM al gorithms are nearly al ways described assum ng there is a queue
for a congested resource and the algorithmcan use the queue | ength

to determine the probability that it will drop or mark each packet.
But not all congested resources | ead to queues. For instance, power-
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limted resources are usually bit-congestible if energy is primarily
required for transm ssion rather than header processing, but it is
rare for a link protocol to build a queue as it approaches maxi mum
power .

Nonet hel ess, AQM al gorithnms do not require a queue in order to work.
For instance, spectrum congestion can be nodelled by signal quality
using the target bit-energy-to-noise-density ratio. And, to node
radi o power exhaustion, transm ssion-power |evels can be neasured and
conpared to the maxi num power available. [ECNFi xedWreless] proposes
a practical and theoretically sound way to conbi ne congestion
notification for different bit-congestible resources at different

| ayers al ong an end-to-end path, whether wireless or wired, and

whet her with or w thout queues.

In wireless protocols that use request to send / clear to send

(RTS / CTS) control, such as sone variants of | EEE802.11, it is
reasonabl e to base an AQM on the tine spent waiting for transm ssion
opportunities (TXOPs) even though the wireless spectrumis usually
regarded as congested by bits (for a given coding schene). This is
because requests for TXOPs queue up as the spectrum gets congested by
all the bits being transferred. So the tinme that TXOPs are queued
directly reflects bit congestion of the spectrum

4.2. Congestion Notification Advice
4.2.1. Network Bias When Encodi ng
4.2.1.1. Advice on Packet-Size Bias in RED

The previously nmentioned enmail [pktByteEmail] referred to by

[ RFC2309] advi sed that nobst scarce resources in the Internet were
bit-congestible, which is still believed to be true (Section 1.1).

But it went on to offer advice that is updated by this neno. It said
that drop probability should depend on the size of the packet being
considered for drop if the resource is bit-congestible, but not if it
i s packet-congestible. The argunment continued that if packet drops
were inflated by packet size (byte-node dropping), "a flow s fraction
of the packet drops is then a good indication of that flow s fraction
of the link bandwidth in bits per second". This was consistent with
a referenced policing nechani sm being worked on at the tine for
detecting unusual ly high bandwi dth fl ows, eventually published in
1999 [pBox]. However, the problem could and shoul d have been sol ved
by meki ng the policing nechani smcount the volume of bytes randomy
dropped, not the nunber of packets.
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A few nonths before RFC 2309 was published, an addendum was added to
the above archived email referenced fromthe RFC, in which the fina
par agr aph seemed to partially retract what had previously been said.
It clarified that the question of whether the probability of
droppi ng/ marki ng a packet should depend on its size was not rel ated
to whether the resource itself was bit-congestible, but a conpletely
orthogonal question. However, the only exanple given had the queue
measured in packets but packet drop depended on the size of the
packet in question. No exanple was given the other way round.

I n 2000, Cnodder et al. [REDbyte] pointed out that there was an error
in the part of the original 1993 RED algorithmthat ained to
distribute drops uniformy, because it didn't correctly take into
account the adjustment for packet size. They recomended an
algorithmcalled RED 4 to fix this. But they also recommended a
further change, RED 5, to adjust the drop rate dependent on the
square of the relative packet size. This was indeed consistent with
one inplied notivation behind RED s byte-npde drop -- that we should
reverse engineer the network to inprove the performance of dom nant
end-to-end congestion control nechanisnms. This nenp nakes a
different recomrendations in Section 2.

By 2003, a further change had been nade to the adjustnment for packet

size, this time in the RED al gorithm of the ns2 sinulator. |nstead
of taking each packet’s size relative to a ’'maxi num packet size', it
was taken relative to a 'mean packet size', intended to be a static

val ue representative of the "typical’ packet size on the link. W
have not been able to find a justification in the literature for this
change; however, Eddy and Al |l man conducted experinments [ REDbi as] that
assessed how sensitive RED was to this parameter, anmpongst other
things. This changed algorithmcan often lead to drop probabilities
of greater than 1 (which gives a hint that there is probably a

m stake in the theory sonmewhere).

On 10- Nov- 2004, this variant of byte-node packet drop was nade the
default in the ns2 simulator. It seems unlikely that byte-node drop
has ever been inplenented in production networks (Appendix A);
therefore, any concl usi ons based on ns2 sinulations that use RED

wi t hout di sabling byte-node drop are |likely to behave very
differently fromRED in producti on networks.

4.2.1.2. Packet-Size Bias Regardl ess of AQM
The byte-nobde drop variant of RED (or a simlar variant of other AQM
algorithnms) is not the only possible bias towards small packets in

queui ng systens. W have already nentioned that tail-drop queues
naturally tend to | ock out |arge packets once they are full.
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But al so, queues with fixed-size buffers reduce the probability that
smal | packets will be dropped if (and only if) they allow small
packets to borrow buffers fromthe pools for |arger packets (see
Section 4.1.1). Borrowi ng effectively nmakes the maxi mum queue size
for smal|l packets greater than that for |arge packets, because nore
buffers can be used by small packets while less will fit large
packets. Incidentally, the bias towards small packets from buffer
borrowing is nothing like as |large as that of RED s byte-node drop

Nonet hel ess, fixed-buffer nenory with tail drop is still prone to

| ock out |arge packets, purely because of the tail-drop aspect. So,
fixed-size packet buffers should be augnented with a good AQMV

al gorithm and packet-node drop. If an AQMis too conplicated to
implement with nultiple fixed buffer pools, the m ni mum necessary to
prevent | arge-packet |ockout is to ensure that small er packets never
use the last available buffer in any of the pools for |arger packets.

4.2.2. Transport Bias Wen Decodi ng

The above proposals to alter the network equi pment to bias towards
smal | er packets have largely carried on outside the | ETF process.
Whereas, within the IETF, there are many different proposals to alter
transport protocols to achieve the sane goals, i.e., either to nake
the flow bit rate take into account packet size, or to protect
control packets fromloss. This nmenp argues that altering transport
protocols is the nore principled approach.

A recently approved experinental RFC adapts its transport-|ayer
protocol to take into account packet sizes relative to typical TCP
packet sizes. This proposes a new snall-packet variant of TCP-
friendly rate control (TFRC [ RFC5348]), which is called TFRC SP

[ RFC4828]. Essentially, it proposes a rate equation that inflates
the flowrate by the ratio of a typical TCP segnent size (1,500 B
i ncluding TCP header) over the actual segnent size [PktSizeEquCC].
(There are also other inportant differences of detail relative to
TFRC, such as using virtual packets [CCvarPktSize] to avoid
responding to multiple | osses per round trip and using a ninimm

i nter-packet interval.)

Section 4.5.1 of the TFRC- SP specification discusses the inplications
of operating in an environnent where queues have been configured to
drop snall er packets with proportionately |ower probability than

|l arger ones. But it only discusses TCP operating in such an
environment, only mentioning TFRC SP briefly when discussing how to
define fairness with TCP. And it only discusses the byte-node
dropping version of RED as it was before Cnodder et al. pointed out
that it didn't sufficiently bias towards snall packets to nake TCP

i ndependent of packet size.
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So the TFRC- SP specification doesn’'t address the issue of whether the
network or the transport _should_ handl e fairness between different
packet sizes. In Appendix B.4 of RFC 4828, it discusses the
possibility of both TFRC-SP and sonme network buffers duplicating each
other’'s attenpts to deliberately bias towards small packets. But the
di scussion is not conclusive, instead reporting sinulations of many
of the possibilities in order to assess perfornmance but not
recomrendi ng any particul ar course of action.

The paper originally proposing TFRC with virtual packets (VP-TFRC)

[ CCvar Pkt Si ze] proposed that there should perhaps be two variants to
cater for the different variants of RED. However, as the TFRC SP
authors point out, there is no way for a transport to know whet her
some queues on its path have depl oyed RED with byte-node packet drop
(except if an exhaustive survey found that no one has deployed it! --
see Appendix A). Incidentally, VP-TFRC al so proposed that byte-nbde
RED dropping should really square the packet-size conpensation factor
(l'ike that of Cnodder’'s RED 5, but apparently unaware of it).

Pre-congestion notification [RFC5670] is an | ETF technol ogy to use a
virtual queue for AQM marking for packets within one Diffserv class
in order to give early warning prior to any real queuing. The PCN
mar ki ng al gorithnms have been designed not to take into account packet
size when forwarding through queues. |Instead, the general principle
has been to take the sizes of marked packets into account when
monitoring the fraction of marking at the edge of the network, as
recomended here.

4.2.3. Making Transports Robust agai nst Control Packet Losses

Recently, two RFCs have defined changes to TCP that nmke it nore
robust against losing small control packets [RFC5562] [RFC5690]. In
bot h cases, they note that the case for these two TCP changes woul d
be weaker if RED were biased agai nst dropping small packets. W
argue here that these two proposals are a safer and nore principled
way to achieve TCP performance inprovenents than reverse engi neering
RED to benefit TCP

Al t hough there are no known proposals, it would al so be possible and
perfectly valid to make control packets robust agai nst drop by
requesting a scheduling class with | ower drop probability, which
woul d be achieved by re-marking to a Diffserv code point [ RFC2474]

wi thin the sane behavi our aggregate.

Al t hough not brought to the I ETF, a sinple proposal from Wschik
[ DUupTCP] suggests that the first three packets of every TCP flow
shoul d be routinely duplicated after a short delay. It shows that
this would greatly inprove the chances of short flows conpleting
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quickly, but it would hardly increase traffic |levels on the Internet,
because Internet bytes have al ways been concentrated in the | arge
flows. It further shows that the performance of many typica
appl i cations depends on conpletion of long serial chains of short
messages. |t argues that, given nost of the val ue people get from
the Internet is concentrated within short flows, this sinple
expedi ent would greatly increase the value of the best-effort
Internet at minimal cost. A simlar but nore extensive approach has
been eval uated on Googl e servers [ Gentl eAggro].

The proposal s discussed in this sub-section are experinental
approaches that are not yet in w de operational use, but they are
exi stence proofs that transports can nake thensel ves robust agai nst
| oss of control packets. The exanples are all TCP-based, but
applications over non-TCP transports could mtigate |oss of contro
packets by making simlar use of Diffserv, data duplication, FEC
etc.

4.2.4. Congestion Notification: Sunmary of Conflicting Advice

R o e e e oo o e e e oo o e e e o +
| transport | RED 1 (packet- | RED 4 (linear | RED 5 (square |
| cc | node drop) | byte-node drop) | byte-node drop) |
Fom e oo o e e oo o e e oo o e e oo s +
| TCP or | s/sqrt(p) | sqrt(s/p) | 1/ sqrt(p) |
| TFRC |

| TFRC- SP | 1/ sqrt(p) | 1/sqgrt(s*p) | 1/ (s*sqrt(p))
S o e e e e oo o e e e e oo o e e e e oo +

Tabl e 2: Dependence of flow bit rate per RTT on packet size, s, and
drop probability, p, when there is network and/or transport bias
towards small packets to varying degrees

Table 2 ains to summarise the potential effects of all the advice
fromdifferent sources. Each colum shows a different possible AQV
behavi our in different queues in the network, using the term nol ogy
of Cnodder et al. outlined earlier (RED 1 is basic RED with packet-
mode drop). Each row shows a different transport behavi our: TCP

[ RFC5681] and TFRC [ RFC5348] on the top row with TFRC- SP [ RFC4828]

bel ow. Each cell shows how the bits per round trip of a flow depends
on packet size, s, and drop probability, p. In order to declutter
the fornulae to focus on packet-size dependence, they are all given
per round trip, which renoves any RTT term

Let us assume that the goal is for the bit rate of a flowto be

i ndependent of packet size. Suppressing all inessential details, the
tabl e shows that this should either be achievable by not altering the
TCP transport in a RED 5 network, or using the snmall packet TFRC SP

Bri scoe & Manner Best Current Practice [ Page 24]



RFC 7141 Byt e and Packet Congestion Notification February 2014

transport (or simlar) in a network w thout any byte-node dropping
RED (top right and bottomleft). Top left is the 'do nothing
scenario, while bottomright is the "do both’ scenario in which the
bit rate would becone far too biased towards small packets. O
course, if any form of byte-node droppi ng RED has been depl oyed on a
subset of queues that congest, each path through the network will
present a different hybrid scenario to its transport.

What ever the case, we can see that the linear byte-node drop col um
in the mddl e would considerably conplicate the Internet. Even if
one believes the network should be doing the biasing, |inear byte-
nmode drop is a hal f-way house that doesn't bias enough towards snall
packets. Section 2 recommends that _all_ bias in network equi prent
towards small packets should be turned off -- if indeed any equi pnent
vendors have inplenmented it -- |eaving packet-size bias solely as the
preserve of the transport |ayer (solely the |eftnost, packet-node
drop col umm).

In practice, it seens that no deliberate bias towards snall packets
has been inplemented for production networks. O the 19% of vendors
who responded to a survey of 84 equi pnent vendors, none had

i mpl ement ed byte-node drop in RED (see Appendi x A for details)

5. Qutstanding |ssues and Next Steps
5.1. Bit-congestible Network

For a connectionless network with nearly all resources being bit-
congestible, the recomended position is clear -- the network should
not make al | owance for packet sizes and the transport should. This
| eaves two outstandi ng issues:

o The question of how to handl e any | egacy AQM depl oynments usi ng
byt e- node drop

o0 The need to start a programme to update transport congestion
control protocol standards to take packet size into account.

A survey of equi pment vendors (Section 4.2.4) found no evidence that
byt e- nrode packet drop had been inpl enented, so deploynent will be
sparse at best. A mgration strategy is not really needed to renove
an algorithmthat nmay not even be depl oyed.

A progranmre of experinental updates to take packet size into account

in transport congestion control protocols has already started with
TFRC- SP [ RFC4828] .

Bri scoe & Manner Best Current Practice [ Page 25]



RFC 7141 Byt e and Packet Congestion Notification February 2014

5.2. Bit- and Packet - Congesti bl e Network

The position is much less clear-cut if the Internet becones popul at ed
by a nore even nmix of both packet-congestible and bit-congestible
resources (see Appendix B.2). This problemis not pressing, because
nmost Internet resources are designed to be bit-congestible before
packet processing starts to congest (see Section 1.1).

The I RTF' s Internet Congestion Control Research G oup (I CCRG has set
itself the task of reaching consensus on generic forwarding
mechani snms that are necessary and sufficient to support the
Internet’s future congestion control requirenents (the first

chall enge in [RFC6077]). The research question of whether packet
congesti on m ght become common and what to do if it does may in the
future be explored in the IRTF (the "Challenge 3: Packet Size" in

[ RFC6077]) .

Note that sonmetinmes it seens that resources m ght be congested by
neither bits nor packets, e.g., where the queue for access to a
wireless mediumis in units of transm ssion opportunities. However,
the root cause of congestion of the underlying spectrumis overl oad
of bits (see Section 4.1.2).

6. Security Considerations

This meno recomrends that queues do not bias drop probability due to
packets size. For instance, dropping small packets | ess often than
| arge ones creates a perverse incentive for transports to break down
their flows into tiny segnents. One of the benefits of inplenenting
AQM was neant to be to renpve this perverse incentive that tail-drop
queues gave to small packets.

In practice, transports cannot all be trusted to respond to
congestion. So another reason for recommendi ng that queues not bias
drop probability towards small packets is to avoid the vulnerability
to smal | -packet DDoS attacks that would otherwi se result. One of the
benefits of inplenenting AQM was neant to be to renove tail drop’s
DoS vulnerability to small packets, so we shouldn’t add it back

agai n.

I f nmost queues inplenented AQM wi t h byt e-node drop, the resulting
network would anplify the potency of a small-packet DDoS attack. At
the first queue, the stream of packets woul d push aside a greater
proportion of |arge packets, so nore of the small packets woul d
survive to attack the next queue. Thus a flood of small packets
woul d continue on towards the destination, pushing regular traffic
with | arge packets out of the way in one queue after the next, but
suf fering nuch | ess drop itself.
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Appendi x C explains why the ability of networks to police the
response of _any_ transport to congestion depends on bit-congestible
networ k resources only doi ng packet-node drop, not byte-node drop

In summary, it says that making drop probability depend on the size
of the packets that bits happen to be divided into sinply encourages
the bits to be divided into snaller packets. Byte-node drop woul d
therefore irreversibly conplicate any attenpt to fix the Internet’s
i ncentive structures.

7. Concl usi ons

This meno identifies the three distinct stages of the congestion
notification process where inplementations need to deci de whether to
take packet size into account. The recomrendati ons provided in
Section 2 of this meno are different in each case

0 \When network equi prrent neasures the length of a queue, if it is
not feasible to use time; it is recommended to count in bytes if
the network resource is congested by bytes, or to count in packets
if is congested by packets.

0 \When network equi prrent deci des whether to drop (or mark) a packet,
it is reconmended that the size of the particular packet should
not be taken into account.

0 However, when a transport algorithmresponds to a dropped or
mar ked packet, the size of the rate reduction should be
proportionate to the size of the packet.

In summary, the answers are 'it depends’, 'no’', and 'yes’,

respectively.

For the specific case of RED, this means that byte-node queue
measurenent will often be appropriate, but the use of byte-nbde drop
is very strongly discouraged.

At the transport |ayer, the | ETF should continue updating congestion
control protocols to take into account the size of each packet that

i ndi cates congestion. Also, the | ETF should continue to make
protocols | ess sensitive to |osing control packets |ike SYNs, pure
ACKs, and DNS exchanges. Although many control packets happen to be
smal |, the alternative of network equi pnent favouring all snmall
packets woul d be dangerous. That would create perverse incentives to
split data transfers into snaller packets.

The neno devel ops these recomrendati ons from principled argunents

concerning scaling, |ayering, incentives, inherent efficiency,
security, and 'policeability’. It also addresses practical issues
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9.

9.

such as specific buffer architectures and incremental depl oynment.
Indeed, a limted survey of RED inplenmentations is discussed, which
shows there appears to be little, if any, installed base of RED s
byt e-node drop. Therefore, it can be deprecated with little, if any,
i ncremental depl oynent conplications.

The recomendati ons have been devel oped on the well-founded basis
that nmost Internet resources are bit-congestible, not packet-
congestible. W need to know the likelihood that this assunption
will prevail in the longer termand, if it mght not, what protocol
changes will be needed to cater for a nix of the two. The IRTF

I nternet Congestion Control Research Goup (ICCRG is currently
wor ki ng on these problens [RFC6077].
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Appendi x A, Survey of RED Inplenentation Status
This Appendi x is informative, not normative.

In May 2007 a survey was conducted of 84 vendors to assess how wi dely
drop probability based on packet size has been inplenmented in RED
Tabl e 3. About 19% of those surveyed replied, giving a sanple size
of 16. Although in nost cases we do not have permission to identify
the respondents, we can say that those that have responded include
nost of the | arger equi pnment vendors, covering a large fraction of
the market. The two who gave pernission to be identified were G sco
and Al catel -Lucent. The others range across the | arge network

equi pment vendors at L3 & L2, firewall vendors, w reless equipnent
vendors, as well as large software businesses with a small selection
of networking products. All those who responded confirnmed that they
have not inplenented the variant of RED with drop dependent on packet
size (2 were fairly sure they had not but needed to check nore
thoroughly). At the tinme the survey was conducted, Linux did not

i npl emrent RED with packet-size bias of drop, although we have not
investigated a wi der range of open source code.

o mm e e e e e e a— oo oo S R +
| Response | No. of vendors | % of vendors

o m e e e e e e aaao o o a o oo s +
| Not inpl emented | 14 | 17% |
| Not inpl emented (probably) | 2 2% |
| I mpl enent ed | 0 | 0% |
| No response | 68 | 81% |
| Total conpanies/orgs surveyed | 84 | 100% |
o m e e e e e e aaao o o a o oo s +

Tabl e 3: Vendor Survey on byte-node drop variant of RED (| ower drop
probability for small packets)

Where reasons were given for why the byte-node drop variant had not
been i npl enented, the extra conplexity of packet-bias code was nost
preval ent, though one vendor had a nore principled reason for
avoiding it -- sinmilar to the argunment of this docunent.

Qur survey was of vendor inplenentations, so we cannot be certain
about operator deploynent. But we believe nany queues in the

Internet are still tail drop. The conpany of one of the co-authors
(BT) has widely deployed RED, however, nany tail-drop queues are
bound to still exist, particularly in access network equi prent and on

m ddl eboxes like firewalls, where RED is not al ways avail abl e.
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Routers using a nenory architecture based on fixed-size buffers with
borrowing may also still be prevalent in the Internet. As expl ained
in Section 4.2.1, these also provide a marginal (but legitimte) bias
towards small packets. So even though RED byte-nobde drop is not
prevalent, it is likely there is still sone bias towards snall
packets in the Internet due to tail-drop and fixed-buffer borrow ng.

Appendi x B. Sufficiency of Packet-Mde Drop
This Appendi x is informative, not normative.

Here we check that packet-node drop (or marking) in the network gives
sufficiently generic information for the transport layer to use. W
check against a 2x2 matrix of four scenarios that may occur now or in
the future (Table 4). Checking the two scenarios in each of the
hori zontal and vertical dinensions tests the extremes of sensitivity
to packet size in the transport and in the network respectively.

Note that this section does not consider byte-node drop at all
Havi ng deprecated byte-node drop, the goal here is to check that
packet -node drop will be sufficient in all cases.

| Transport -> | a) |ndependent b) Dependent on |

I

----------------------------- | of packet size | packet size of |
| Network | of congestion | congesti on |
| | notifications | notifications |
o mm e e e e e e a— oo oo o e e e e oo o e e e e oo +
| 1) Predomi nantly bit- | Scenario al) | Scenario bl) |
| congesti bl e network | | |
| 2) Mx of bit-congestible and | Scenario a2) | Scenario b2) |
| pkt-congestible network | | |
o e e e e e e e e e e aa o - o e e e oo o e e e oo +

Tabl e 4: Four Possi bl e Congestion Scenari os

Appendi x B.1 focuses on the horizontal dinmension of Table 4 checking
that packet-node drop (or marking) gives sufficient informtion,
whet her or not the transport uses it -- scenarios b) and a)
respectively.

Appendi x B.2 focuses on the vertical dinmension of Table 4, checking
t hat packet-node drop gives sufficient information to the transport
whet her resources in the network are bit-congestible or packet-
congestible (these terns are defined in Section 1.1).
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Bri

Notation: To be concrete, we will conpare two flows with different
packet sizes, s_1 and s_2. As an exanple, we will take
s.1 =60B =480 b and s_2 = 1,500 B = 12,000 b

Aflows bit rate, x [bps], is related to its packet rate, u
[pps]. by

x(t) = s*u(t).

In the bit-congestible case, path congestion will be denoted by
p_b, and in the packet-congestible case by p_p. Wen either case
is inplied, the letter p alone will denote path congestion

Packet - Si ze (1 n)Dependence in Transports

In all cases, we consider a packet-node drop queue that indicates
congestion by dropping (or nmarking) packets with probability p
irrespective of packet size. W use an exanple value of |oss
(marking) probability, p=0.1%

A transport like TCP as specified in RFC 5681 treats a congestion
notification on any packet whatever its size as one event. However,
a network with just the packet-node drop al gorithm gives nore
information if the transport chooses to use it. W wll use Table 5
to illustrate this.

W will set aside the last colum until later. The columms |abelled
"Flow 1" and 'Flow 2' conpare two flows consisting of 60 B and

1,500 B packets respectively. The body of the table considers two
separate cases, one where the flows have an equal bit rate and the
other with equal packet rates. In both cases, the two flows fill a
96 Mips link. Therefore, in the equal bit rate case, they each have
half the bit rate (48Mops). Whereas, with equal packet rates, Flow 1

uses 25 tines snaller packets so it gets 25 tines less bit rate -- it
only gets 1/(1+25) of the link capacity (96 Mps / 26 = 4 Mps after
rounding). In contrast Flow 2 gets 25 tines nore bit rate (92 Mpps)

in the equal packet rate case because its packets are 25 tines

| arger. The packet rate shown for each flow could easily be derived
once the bit rate was known by dividing the bit rate by packet size,
as shown in the colum | abelled 'Formula’.
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Par anmet er For mul a Fl ow 1 Fl ow 2 Combi ned
Packet size s/ 8 60 B 1,500 B (M x)
Packet size S 480 b 12,000 b (M x)
Pkt | oss probability p 0.1% 0.1% 0.1%

EQUAL BI T RATE CASE

Bit rate X 48 Mops 48 Mips 96 Mops
Packet rate u=x/s 100 kpps 4 kpps 104 kpps
Absol ute pkt-loss rate p*u 100 pps 4 pps 104 pps
Absolute bit-loss rate p*u*s 48 kbps 48 kbps 96 kbps
Rati o of |ost/sent pkts p*u/u 0.1% 0.1% 0.1%
Rati o of lost/sent bits p*u*s/(u*s) 0.1% 0.1% 0.1%
EQUAL PACKET RATE CASE

Bit rate X 4 Mops 92 Mops 96 Moips
Packet rate u=x/s 8 kpps 8 kpps 15 kpps
Absol ute pkt-loss rate p*u 8 pps 8 pps 15 pps
Absolute bit-loss rate p*u*s 4 kbps 92 kbps 96 kbps
Rati o of |ost/sent pkts p*u/u 0.1% 0.1% 0.1%
Ratio of lost/sent bits p*u*s/(u*s) 0.1% 0.1% 0.1%

Tabl e 5: Absolute Loss Rates and Loss Ratios for Flows of Small and
Large Packets and Both Conbi ned

So far, we have merely set up the scenarios. W now consider
congestion notification in the scenario. Two TCP flows with the same
round-trip time aimto equalise their packet-1oss rates over tineg;
that is, the nunber of packets lost in a second, which is the packets
per second (u) nultiplied by the probability that each one is dropped
(p). Thus, TCP converges on the case |abelled ' Equal packet rate’ in
the table, where both flows aimfor the sane absol ute packet-I oss
rate (both 8 pps in the table).

Packet -node drop actually gives flows sufficient information to
measure their loss rate in bits per second, if they choose, not just
packets per second. Each flow can count the size of a |ost or marked
packet and scale its rate response in proportion (as TFRC SP does).
The result is shown in the rowentitled 'Absolute bit-loss rate’,
where the bits lost in a second is the packets per second (u)
multiplied by the probability of losing a packet (p) multiplied by
the packet size (s). Such an algorithmwould try to renobve any

i mbal ance in the bit-1oss rate such as the wide disparity in the case
| abel | ed * Equal packet rate’ (4k bps vs. 92 kbps). Instead, a
packet - si ze- dependent al gorithmwould aimfor equal bit-loss rates,
whi ch woul d drive both flows towards the case | abelled ' Equal bit
rate’, by driving themto equal bit-loss rates (both 48 kbps in this
exanpl e) .
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The expl anation so far has assumed that each flow consists of packets
of only one constant size. Nonetheless, it extends naturally to
flows with m xed packet sizes. In the right-nost colum of Table 5,
a flow of m xed-size packets is created sinply by considering Flow 1
and Flow 2 as a single aggregated flow. There is no need for a flow
to maintain an average packet size. It is only necessary for the
transport to scale its response to each congestion indication by the
size of each individual |ost (or marked) packet. Taking, for

exanpl e, the case |labelled ' Equal packet rate’, in one second about 8
smal | packets and 8 | arge packets are lost (nmaking closer to 15 than
16 | osses per second due to rounding). |If the transport nultiplies

each loss by its size, in one second it responds to 8*480 and
8*12,000 lost bits, adding up to 96,000 lost bits in a second. This
doubl e checks correctly, being the sane as 0.1%of the total bit rate
of 96 Mops. For conpleteness, the fornmula for absolute bit-loss rate
is p(ul*sl+u2*s2)

Incidentally, a transport will always nmeasure the | oss probability
the sane, irrespective of whether it neasures in packets or in bytes.

In other words, the ratio of |ost packets to sent packets will be the
same as the ratio of lost bytes to sent bytes. (This is why TCP' s
bit rate is still proportional to packet size, even when byte

counting is used, as recommended for TCP in [RFC5681], mainly for
orthogonal security reasons.) This is intuitively obvious by
comparing two exanple flows; one with 60 B packets, the other with
1,500 B packets. If both flows pass through a queue with drop
probability 0.1% each floww Il lose 1 in 1,000 packets. 1In the
stream of 60 B packets, the ratio of lost bytes to sent bytes will be
60 B in every 60,000 B; and in the streamof 1,500 B packets, the
loss ratio will be 1,500 B out of 1,500,000 B. When the transport
responds to the ratio of lost to sent packets, it will mneasure the
same ratio whether it neasures in packets or bytes: 0.1%in both
cases. The fact that this ratio is the same whether neasured in
packets or bytes can be seen in Table 5, where the ratio of |ost
packets to sent packets and the ratio of |ost bytes to sent bytes is
always 0.1%in all cases (recall that the scenario was set up with

p=0. 1% .

Thi s di scussion of how the ratio can be neasured in packets or bytes

is only raised here to highlight that it is irrelevant to this neno!

Whet her or not a transport depends on packet size depends on how this
ratio is used within the congestion control algorithm

So far, we have shown that packet-nmpde drop passes sufficient
information to the transport |layer so that the transport can take bit
congestion into account, by using the sizes of the packets that

i ndi cate congestion. W have also shown that the transport can
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choose not to take packet size into account if it wishes. W wll
now consi der whether the transport can know which to do.

B.2. Bit-Congestible and Packet-Congestibl e |Indications

As a thought-experinent, inmagine an idealised congestion notification
protocol that supports both bit-congestible and packet-congestible
resources. It would require at |least two ECN fl ags, one for each of
the bit-congestibl e and packet-congesti bl e resources.

1. A packet-congestible resource trying to code congestion level p p
into a packet stream should mark the idealised ’packet
congestion’ field in each packet with probability p_p
irrespective of the packet’s size. The transport should then
take a packet with the packet congestion field marked to nmean
just one mark, irrespective of the packet size.

2. A bit-congestible resource trying to code tinme-varying byte-
congestion level p_b into a packet stream should mark the 'byte
congestion’ field in each packet with probability p_b, again
irrespective of the packet’s size. Unlike before, the transport
shoul d take a packet with the byte congestion field marked to
count as a mark on each byte in the packet.

Thi s hides a fundanmental problem-- much nore fundanental than

whet her we can magically create header space for yet another ECN
flag, or whether it would work while being depl oyed increnentally.
Di stinguishing drop fromdelivery naturally provides just one
inplicit bit of congestion indication information -- the packet is
either dropped or not. It is hard to drop a packet in two ways that
are distinguishable renptely. This is a sinilar problemto that of
di stinguishing wirel ess transm ssion | osses from congestive | osses.

This probl em woul d not be solved, even if ECN were universally

depl oyed. A congestion notification protocol mnust survive a
transition fromlow |l evels of congestion to high. Marking two states
is feasible with explicit marking, but it is much harder if packets
are dropped. Also, it will not always be cost-effective to inplenent
AQM at every | owlevel resource, so drop will often have to suffice.

We are not saying two ECN fields will be needed (and we are not
sayi ng that sonehow a resource should be able to drop a packet in one
of two different ways so that the transport can distinguish which
sort of drop it was!). These two congestion notification channels
are a conceptual device to illustrate a dilemm we could face in the
future. Section 3 gives four good reasons why it would be a bad idea
to allow for packet size by biasing drop probability in favour of
smal | packets within the network. The inpracticality of our thought
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experinment shows that it will be hard to give transports a practica
way to know whether or not to take into account the size of
congestion indication packets.

Fortunately, this dilema is not pressing because by design nost

equi prent becones bit-congested before its packet processing becones
congested (as already outlined in Section 1.1). Therefore,
transports can be designed on the relatively sound assunption that a
congestion indication will usually inply bit congestion

Nonet hel ess, al though the above idealised protocol isn't intended for
i npl ementation, we do want to enphasise that research is needed to
predi ct whether there are good reasons to believe that packet
congesti on m ght become nore common, and if so, to find a way to
somehow di sti ngui sh between bit and packet congestion [ RFC3714].

Recently, the dual resource queue (DRQ proposal [DRQ has been nade
on the prenise that, as network processors becone nore cost-

ef fective, per-packet operations will becorme nore conpl ex
(irrespective of whether nore function in the network is desirable).
Consequently the prem se is that CPU congestion will becone nore
common. DRQ is a proposed nodification to the RED al gorithmthat
folds both bit congestion and packet congestion into one signha
(either loss or ECN).

Finally, we note one further conplication. Strictly, packet-
congesti bl e resources are often cycl e-congesti ble. For instance, for
routing | ookups, |oad depends on the conplexity of each | ookup and
whet her or not the pattern of arrivals is anenable to caching. This
al so remi nds us that any solution nust not require a forwarding
engi ne to use excessive processor cycles in order to decide howto
say it has no spare processor cycles.

Appendi x C. Byte-Mdde Drop Conplicates Policing Congestion Response
This section is informative, not normative.

There are two nmain classes of approach to policing congestion
response: (i) policing at each bottleneck link or (ii) policing at
the edges of networks. Packet-npde drop in RED is conpatible with
either, while byte-node drop precludes edge policing.

The sinplicity of an edge policer relies on one dropped or narked
packet being equivalent to another of the same size w thout having to
know which link the drop or mark occurred at. However, the byte-node
drop algorithmhas to depend on the local MIU of the line -- it needs
to use sonme concept of a 'nornmal’ packet size. Therefore, one
dropped or nmarked packet froma byte-node drop algorithmis not
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necessarily equivalent to another froma different Iink. A policing
function local to the Iink can know the | ocal MIU where the
congestion occurred. However, a policer at the edge of the network
cannot, at |least not without a lot of conplexity.

The early research proposals for type (i) policing at a bottleneck
I'ink [pBox] used byte-npde drop, then detected flows that contributed
di sproportionately to the number of packets dropped. However, with
no extra conplexity, |later proposals used packet-node drop and | ooked
for flows that contributed a di sproportionate anount of dropped bytes
[ CHOKe Var Pkt].

Work is progressing on the Congestion Exposure (ConEx) protoco

[ RFC6789], which enables a type (ii) edge policer |ocated at a user’s
attachnent point. The idea is to be able to take an integrated view
of the effect of all a user’s traffic on any link in the

i nternetwork. However, byte-node drop woul d effectively preclude
such edge policing because of the MIU i ssue above.

I ndeed, making drop probability depend on the size of the packets
that bits happen to be divided into would sinply encourage the bits
to be divided into snmaller packets in order to confuse policing. 1In
contrast, as long as a dropped/ marked packet is taken to nean that

all the bytes in the packet are dropped/ nmarked, a policer can renain
robust agai nst sequences of bits being re-divided into different size
packets or across different size flows [Rate fair_Dis].
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