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Abst ract

Thi s docunent is an inplenentation report for the Resource Public Key

Infrastructure (RPKI) Router protoco

as defined in RFC 6810. The

authors did not verify the accuracy of the information provided by
respondents. The respondents are experts with the inplenentations
they reported on, and their responses are considered authoritative
for the inplenentations for which their responses represent. The
respondents were asked to only use the "YES' answer if the feature
had at | east been tested in the | ab

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is

publ i shed for informationa

pur poses.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the

I nternet Engineering Steering Goup (IESG.

Not all docunents

approved by the I ESG are a candidate for any |evel of Internet
St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7128
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1.

I nt roducti on

In order to formally validate the origin Autononous Systens (ASes) of
BGP announcenents, routers need a sinple but reliable nechanismto
recei ve Resource Public Key Infrastructure (RPKI) [RFC6810] prefix
origin data froma trusted cache. The RPKI Router protocol defined
in [RFC6810] provides a mechanismto deliver validated prefix origin
data to routers.

Thi s docunent provides an inplenentation report for the RPKI Router
protocol as defined in RFC 6810 [ RFC6810].

The authors did not verify the accuracy of the information provided
by respondents or by any alternative nmeans. The respondents are
experts with the inplenentations they reported on, and their
responses are considered authoritative for the inplenmentations for
which their responses represent. Respondents were asked to only use
the "YES' answer if the feature had at |east been tested in the |ab.

| mpl enent ati on Forns

Contact and inplenentation information for person filling out this
form
I Cs

Nane: Keyur Pat el

Emai | : keyupat e@i sco. com

Vendor: Cisco Systens, Inc.
Rel ease: 10S
Protocol Role: dient

XR
Nane: For had Ahmed
Emai | : f oahned@i sco. com
Vendor: Cisco Systens, |nc.
Rel ease: | 0S-XR
Protocol Role: dient

JUNGCS
Nanme: Hannes Gredl er
Enai | : hannes@ uni per. net

Vendor: Juni per Networks, Inc.
Rel ease: JUNCS
Protocol Role: dient
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r pki . net
Narme: Rob Austein
Emai |l : sra@actrn. net

Vendor: rpki.net project
Rel ease: <http://subvert-rpki.hactrn.net/trunk/>
Protocol Role: dient, Server

NCC
Nanme: Tim Bruijnzeels
Email: tim@®ipe. net
Vendor: RI PE NCC
Rel ease: RIPE NCC validator-app 2.0.0 <https://github. conl Rl PE- NCC
/ r pki - val i dat or >
Prot ocol Role: Server

RTR i b
Narme: Fabian Holler, Matthias Waehlisch
Emai | : waehl i sch@ eee. org

Vendor: HAW Hanburg, FU Berlin, RTRIib project
Rel ease: RTRIib 0.2 <http://rpki.real nv6.org/>
Protocol Role: Cdient
BBN
Nanme: David Mandel berg, Andrew Chi
Emai | : dnandel b@bn. com
Vendor: Rayt heon/ BBN Technol ogi es
Rel ease: RPSTIR 0.2 <http://sourceforge.net/projects/rpstir/>
Protocol Role: Server
3. Protocol Data Units

Does the inplementation support Protocol Data Units (PDUs) as
described in Section 5 of [RFC6810]?

PO: Serial Notify
P1: Serial Query
P2: Reset Query
P3: Cache Response
P4: 1Pv4 Prefix
P6: I Pv6 Prefix

P7: End of Data
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Cache Reset

P8:

Error Report

P10:

S g

L NN D D D DD NN
N N R R v S v R N R VA I v RN
> > > > > > >>>
|||||||||||||||||| +
N D NN D N DN Ny
N Y A v v R Vi (R v B VY (R v R TV YA
> > x> > > > > >>
|||||||||||||||||| +
L NN D D D DD NN
N N R R v S v R N R VA I v RN
> > > > > > >>>
|||||||||||||||||| +
L NN D D D DD NN
N N R R v S v R N R VA I v RN
> > > > > > >>>
|||||||||||||||||| +
N D NN D N DN Ny
N Y A v v R Vi (R v B VY (R v R TV YA
> > x> > > > > >>
|||||||||||||||||| +

-
S_ _S-SS_S_S_S_S_ m_
E__E.EE_E_E_E_E_m _
Y_ _VI-YY_Y_Y_Y_Y_ ]
|||||||||||||||||| +
S__S.SS_S_S_S_S_Sm"
Wy oot oWz,
> > x> > > > > >
|||||||||||||||||| +
N D NN D N DN Ny
N Y A v v R Vi (R v B VY (R v R TV YA
> > x> > > > > >>
|||||||||||||||||| +

oo .
OO dd N NMNMITITOONNOOW A
[Ty T o N o Y o R Y I MY Y o Y TR Y I Y n R o R Y
>T>T >0 vmww.muvm vmwv.muvm "
EHEHEHEHEHEHREHEHEH |
|||||||||||||||||| +

PDU gets silently ignored.

No, Error

Note 1:
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4.

Pr ot ocol Sequence

Does the RPKI Router protocol inplenmentation follow the four protoco
sequences as outlined in Section 6 of [RFC6810]?

S1: Start or Restart
S2:  Typical Exchange
S3: No Increnmental Update Avail abl e

S4: Cache Has No Data Avail abl e

Fomm e famm Fomm - Fommm e Fomm e e Fommm - Fomm e Fommm e +
| | 10| XR| JUNOS| rpki | rpki | NCC | RTRib | BBN |
I I I I | .net | .net | I I
I I I I | cint | srvr | I I I
e R e fome e S E fome e e +
| SL| YES| YES| YES | YES | YES | YES | YES | YES |
| S2| YES| YES| YES | YES | YES | No-1| YES | YES |
| S3| YES| YES| YES | YES | YES | YES | YES | YES |
| S4| YES| YES| YES | YES | YES | YES | VYES | YES-2 |
e oo oo - Fome o - e oo - T - Fome o +

Note 1: Does not inplenent Serial Query, thus Increnental Update is
never available, so responds to Serial Query with Cache
Reset as described in Section 6.3 of [RFC63810]

Note 2: Sends Cache Reset in response to Serial Query when no data;
sends Error Report PDU in response to Reset Query when no
dat a.

Bush, et al. I nf or mat i onal [ Page 6]



February 2014

| mpl enent ati on Report

Rout er

RPKI

RFC 7128

Transport

Pr ot ocol

5.

i mpl ement ati on support the different

Rout er protocol
transport mechani snms outlined in Section 7 of [RFC6810] 7

Does t he RPKI

pr ot ocol

o e oo e e oo e e e e e e e e -

Error Codes

6

i mpl ement ati on support the different

Rout er protocol

Does t he RPKI

pr ot ocol

error codes outlined in Section 10 of [ RFC6810]?
T T T L

|||||||||||||||| +
LNNNN L D L DNNNDNYD D)
R v R v R i v R v
> > > > A >>>>>> 1> 1 .
. l—_l
NNNON O, NNNDV N O .,
o i i R i i i i R R i
S>> > > > . >>>> 1> 1> .
|||||||||||||||| 4

- o
NNNN N  NNDNNND L + L+
R A A T B
S>>> > >>>>>W ., u .,

> '> "'
|||||||||||||||| 4
NNND N, DNNNDND N .
o i o i i i i R
S>> > > >>>>>> 1> 1 .
|||||||||||||||| 4
SSSSS_S_SSSS_m_m"
Wi o, oy W, _ _
S>>>> 1> 1 >>>> . X _
|||||||||||||||| 4
|||||||||||||||| 4
NNNON O, NNNDY N O .,
o i i R i i i i R R i
S>> > > > >>>> 1> 1> .
|||||||||||||||| 4
NNNON O, NNNDY N O .,
o i i R i i i i R R i
S>> > > > >>>> 1> 1> .
|||||||||||||||| 4
OO dAANANMMTTITLLOL O ONNDMN "
waMwaMwaMwam"
FHEHEHEHEHEHEHER |
|||||||||||||||| 4

but cache does

so connection is dropped,

fatal,

but. ..
not conclude it’'s inconsistent.

YES,

Note 1:
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7

I ncrenental Updates Support

Does the RPKI Router inplenentation support Increnental Updates as
defined in Section 4 of [RFC6810]?

S R R R S SR S +
| 105 XR | JUNGCS | rpki.net | rpki.net | NCC| RTRIib | BBN |
I I I I cl nt I srvr I I I I
F----- Fom e oo - Fom e e oo - Fom e e oo - F----- Fommm e e F----- +
| NO| NO| VYES | YES | YES | NO| YES | YES

o-m-- - e e o-m-- Fommmmm-- o-m-- +

Session | D Support

Session IDis used to indicate that the cache server may have
restarted and that the increnental restart may not be possible.

Does the RPKI Router protocol inplenmentation support the Session ID
procedures outlined in Section 5.1 of [RFC6810]7

+--m - - +--m - - R, R R R Fomm oo +--m - - +
| 105] XR| JUNOS | rpki.net | rpki.net | NCC | RTRIib | BBN |
I I I I cl nt I srvr I I I I
+o-m o - +o-m o - Fomm o - Fom e e o - Fom e e o - Fomm o - T +o-m o - +
| YES| YES| VYES | YES | YES | NO-1 | YES | YES |
Fomm - - Fomm - - N Fomm e oo - Fomm e oo - Fom e e - - Fomm e - o - Fomm - - +

Note 1: NO, using random but will FIX
I ncrenental Session Startup Support
Does the RPKI Router protocol inplenmentation support |ncrementa

session startups with Serial Nunmber and Session ID as defined in
Section 5.3 of [RFC6810]?

S S ommmm-- R R S SR S +
| 105 XR | JUNOCS | rpki.net | rpki.net | NCC| RTRIib | BBN |
I I I I cl nt I srvr I I I I
F----- F----- S Fom e e e e oo Fom e e oo - F----- Fommm e e F----- +
| YES| YES| VYES | YES | YES | NO| YES | YES|
o-m-- o-m-- ommmm - oo e o-m-- Fommmmm-- o-m-- +

Bush, et al. I nf or mat i onal [ Page 8]



RFC 7128 RPKI Router |nplenentation Report February 2014

10. Interoperable Inplenentations

Li st other inplenentations with which you have tested the
interoperability of the RPKI Router inplenentation.

10.1. Cisco Inplenentation
Cisco: The Cisco I0S and I 0S-XR i npl ementati on shoul d be
interoperable with other vendor RPKI Router Protocol inplenentations.
In particular, we have tested our interoperability with rpki.net’'s
RPKI Router inplenentation.
10. 2. Juni per Inplenentation
Juni per: The Juni per Networks, Inc. JUNCS i npl enentation should be
i nteroperable with other vendor RPKI Router Protocol inplenentations.
In particular, we have tested our interoperability with rpki.net’'s
and NCC s RPKI Router Cache inplenmentation.
10. 3. rpki.net Inplenentation
rpki.net: The rpki.net inplenentation should operate with other rpki-
rtr inplenentations. |In particular, we have tested our rpki-rtr
server’'s interoperability with Csco I0S, G sco | GS-XR, and Juni per.
10.4. RIPE NCC I npl enentation
RI PE NCC. The RIPE NCC val i dator has been tested by us with other
rpki-rtr inplenmentations. |In particular, we have tested with RTRib
and CISCO 1 0S. W received positive feedback fromclose contacts who
tested our validator with JUNCS and Quagga.
10.5. RTRib Inplementation
RTRIib: The RTRib has been tested by us with other rpki-rtr
i npl ementations. In particular, we have tested with rtr-origin from
rpki.net and RI PE NCC Val i dator.
10.6. BBN RPSTIR I npl enent ati on
BBN RPSTIR. W have not yet tested with any other inplenentations.
11. Security Considerations

No new security issues are introduced to the RPKI Router protocol
defined in [ RFC6810].
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