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Abst ract

Thi s docunent revises the tcpControlBits IP Flow I nformation Export
(IPFIX) Information El enent as originally defined in RFC 5102 to
refl ect changes to the TCP Fl ags header field since RFC 793.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7125

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Cctets 12 and 13 (counting from zero) of the TCP header encode the
data of fset (header length) in 4 bits, as well as 12 bits of flags.
The | east significant 6 bits of these were defined in [RFCO793] as
URG ACK, PSH, RST, SYN, and FIN for TCP control. Subsequently,

[ RFC3168] defined the CWR and ECE flags for Explicit Congestion
Notification (ECN) negotiation and signaling; [RFC3540] additionally
defined the NS flag for the ECN Nonce Sum

As defined in the ANA I PFI X Information El enent Registry

[ ANA-1 PFI X], taken from[RFC5102], the tcpControl Bits I nfornation
El ement for | PFI X [RFC7011] only covers the original 6 bits from

[ RFCO793]. To allow IPFIX to be used to neasure the use of ECN, and
to bring the IPFI X Information El enent definition in line with the
current definition of the TCP Flags header field, it is necessary to
revise this definition

The revised definition of the Information El ement in Section 3 was
devel oped and approved through the | E-DOCTORS process [ RFC7013] in
August 2013. Section 5.1 of [RFC7013] states "This process shoul d
not in any way be construed as allowi ng the | E-DOCTORS to overrule
| ETF consensus. Specifically, Information El enents in the | ANA
Information El ement registry that were added with | ETF consensus
require | ETF consensus for revision or deprecation". Since the
tcpControl Bits Information El ement was originally defined in

[ RFC5102], an | ETF Proposed Standard, any revision of this
Information El enent definition requires | ETF Consensus. The
publication of this docunent fulfills that requirenent.

Section 3 defines the revised tcpControlBits Information El ement as
in Section 9.1 of [RFC7013].

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[ RFC2119] .

3. The tcpControlBits Information El enent
El enentld: 6
Data Type: unsignedl6

Data Type Semantics: flags
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Description: TCP control bits observed for the packets of this Flow
This information is encoded as a bit field; for each TCP contro
bit, thereis a bit inthis set. The bit is set to 1 if any
observed packet of this Flow has the corresponding TCP control bit
set to 1. The bit is cleared to O ot herw se.

The val ues of each bit are shown bel ow, per the definition of the
bits in the TCP header [RFC0793] [RFC3168] [ RFC3540]:

MSb LSb
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
S g S S
I I | N| C|] E|] U] A| P| R| S| F|

| Zero | Future | S| W| C| R C| S| S| Y| I |
| (Data Ofset) | Use | | R] E|] G| K| H|] T|] N| N|
T T S T S o T g S
bi t flag

val ue name description

...... e

0x8000 Zero (see tcpHeaderLength)

0x4000 Zero (see tcpHeaderLength)

0x2000 Zero (see tcpHeaderLength)

0x1000 Zero (see tcpHeader Lengt h)

0x0800 Future Use

0x0400 Future Use

0x0200 Future Use

0x0100 NS ECN Nonce Sum

0x0080 CWR Congestion W ndow Reduced
0x0040 ECE ECN Echo

0x0020 URG Urgent Pointer field significant
0x0010 ACK Acknow edgment field significant
0x0008 PSH Push Function

0x0004 RST Reset the connection

0x0002 SYN Synchroni ze sequence nunbers
0x0001 FIN No nore data from sender

As the nost significant 4 bits of octets 12 and 13 (counting from
zero) of the TCP header [RFC0793] are used to encode the TCP data
of fset (header length), the corresponding bits in this Information
El ement MJUST be exported as zero and MJST be ignored by the
collector. Use the tcpHeaderLength Information El ement to encode
thi s val ue.

Each of the 3 bits (0x800, 0x400, and 0x200), which are reserved

for future use in [RFC0793], SHOULD be exported as observed in the
TCP headers of the packets of this Flow
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If exported as a single octet with reduced-size encoding, this

I nformation El enent covers the |oworder octet of this field (i.e,
bits Ox80 to 0x01), omtting the ECN Nonce Sum and the three
Future Use bits. A collector receiving this Information El enent
wi th reduced-si ze encodi ng nust not assune anything about the
content of these four bits.

Exporting Processes exporting this Information El ement on behal f
of a Metering Process that is not capable of observing any of the
ECN Nonce Sum or Future Use bits SHOULD use reduced-size encoding,
and only export the least significant 8 bits of this Information
El enent .

Note that previous revisions of this Information El enent’s
definition specified that the CAR and ECE bits nust be exported as
zero, even if observed. Collectors should therefore not assune
that a value of zero for these bits in this Information El ement
indicates the bits were never set in the observed traffic,
especially if these bits are zero in every Flow Record sent by a
gi ven exporter.

Units:
Range:
Ref erences: [RFC0793] [ RFC3168] [ RFC3540]
Revision: 1
4. | ANA Consi derati ons

| ANA has updated the definition of the tcpControl Bits Information
Element in the ANA I PFI X Information El ement Registry [|ANA-1PFI X]
to reflect the changes in Section 3 above, setting the revision to 1
as noted, and the revision date to the date of publication of this
docunent .

5. Security and Privacy Considerations

Thi s docunent changes the data type (and therefore the native size)
of the tcpControlBits Information El enent, from unsigned8 (1 octet)
to unsignedl6 (2 octets). As Exporting and Collecting Processes use
the Informati on El enent Length field in Tenplates, Options Tenpl ates,
and specifications for reduced-size encodi ng where appropriate, as
opposed to abstract data type sizes, for encodi ng and decodi ng Data
Records, it is not expected that this will have any inpact on buffer
si zing during encoding and decoding. Oherw se, note that the
security considerations for |IPFI X [RFC7011] apply.
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