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1. Introduction
Most general - purpose operating systens inplenent and enabl e native

| Pv6 [ RFC2460] support and a nunber of transition/coexistence
technol ogi es by default. Support of IPv6 by all nodes is intended to

becone best current practice [ RFC6540].
owever,

mght, h

Thi s docunent describes operationa

choose to delay active use of |Pv6.

Sone enterprise networks

practices to prevent security

exposure in enterprise networks resulting from unpl anned use of |Pv6

on such networks.

net wor ks:

gener a

Thi s docunent is only applicable to enterprise

net wor ks where the network operator is not providing a
-purpose internet, but rather a business-specific network.

The sol utions proposed here are not practical for home networks, nor

are they appropriate for provider networks such as | SPs,
or any other public internet

provi der
servi ce.

s, WFi

hot spot provi ders,

nmobi | e

In scenarios in which | Pv6-enabl ed devices are depl oyed on enterprise

networks that are intended to be |Pv4-only,

native | Pv6 support and/

or I Pv6 transition/coexistence technol ogies could be | everaged by
| ocal or renote attackers for a number of (illegitinmate) purposes.
For exanpl e,
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0 A Network Intrusion Detection System (NI DS) might be prepared to
detect attack patterns for IPv4 traffic, but m ght be unable to
detect the sanme attack patterns when a transition/coexistence
technology is | everaged for that purpose.

0 An IPv4 firewall night enforce a specific security policy in |Pv4,
but might be unable to enforce the same policy in | Pv6.

0 A NDS or firewall mght support both IPv4 and | Pv6, but m ght not
be configured to enforce on IPv6 traffic the sane control s/
policies it enforces on IPv4 traffic.

o Some transition/coexistence mechani sms coul d cause an interna
host with otherwise limted | Pv4 connectivity to beconme globally
reachabl e over 1 Pv6, therefore resulting in increased (and
possi bl y unexpect ed) host exposure.

NOTE: Sone transition/coexistence nechani sns (notably Teredo)
are designed to traverse Network Address Port Transl ation
(NAPT) [ RFC2663] devices, allow ng incom ng |IPv6 connections
fromthe Internet to hosts behind the organizational firewal
or NAPT (which in many depl oynents provides a mninmum| evel of
protection by only allow ng those instances of conmunication
that have been initiated fromthe internal network).

o |Pv6 support could, either inadvertently or as a result of a
deliberate attack, result in Virtual Private Network (VPN) traffic
| eaks if | Pv6-unaware VPN software is enpl oyed by dual -stacked
hosts [ VPN- LEAKS] .

In general, nost of the aforenentioned security inplications can be
mtigated by enforcing security controls on native IPv6 traffic and
on | Pv4-tunneled IPv6 traffic. Among such controls, is the
enforcement of filtering policies to block undesirable traffic.
Wil e 1 Pv6 wi despread/ gl obal | Pv6 depl oynent has been sl ower than
expected, it is neverthel ess happening; and thus, filtering | Pv6
traffic (whether native or transition/coexistence) to nmitigate |Pv6
security inplications on | Pv4d networks should (generally) only be
considered as a tenporary neasure until IPv6 is deployed

NOTE: The aforenentioned security controls should contenpl ate not

only network-based sol utions, but al so host-based solutions (such
as, e.g., personal firewalls).
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Security Inplications of Native |Pv6 Support

Most popul ar operating systens include | Pv6 support that is enabled
by default. This means that even if a network is expected to be

I Pv4-only, much of its infrastructure is nevertheless likely to be
| Pv6-enabl ed. For exanple, hosts are likely to have at |east |ink-
| ocal I Pv6 connectivity, which mght be exploited by attackers with
access to the | ocal network.

Additionally, unless appropriate neasures are taken, an attacker with
access to an "IPv4-only" local network could inpersonate a |oca
router and cause |local hosts to enable their "non-link-local’ |Pv6
connectivity (e.g., by sending Router Advertisement nessages),

possi bly circumventing security controls that were enforced only on

| Pv4 comuni cati ons.

NOTE: [THC-1PV6] and [I Pv6-Tool kit] include tools that inplenent
this attack vector (along with many others). [Waters2011]

provi des an exanple of how this could be achi eved using publicly
avai |l abl e tool s.

Native | Pv6 support could also possibly lead to VPN-traffic | eakages
when hosts enploy VPN software that, not only does not support | Pv6,
but does nothing about IPv6 traffic. [VPN LEAKS] describes this

i ssue, along with possible mitigations.

In general, networks should enforce on native IPv6 traffic the sane
security policies currently enforced on IPv4 traffic. However, in
those networks in which I Pv6 has not yet been depl oyed and enforcing
the aforenmentioned policies is deened as infeasible, a network

adm nistrator mght nmitigate | Pv6-based attack vectors by means of
appropri ate packet filtering.

1. Filtering Native IPv6 Traffic

Sone | ayer-2 devices might have the ability to selectively filter
packets based on the type of |ayer-2 payload. Wen such
functionality is available, IPv6 traffic could be bl ocked at those
| ayer-2 devices by blocking, for exanple, Ethernet franes with the
Protocol Type field set to 0x86dd [I ANA-ETHER]. W note, however,
that blocking IPv6 at |ayer-2 mght create problens that are
difficult to diagnose, inclusive of intentional or incidental use of
link-1ocal addressing (as in Milticast DNS/ DNS-based Service

Di scovery [ RFC6762] [RFC6763]); sites that enforce such a filtering
policy should keep that possibility in m nd when debuggi ng the

net wor k.
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Attacks based on Statel ess Address Autoconfiguration (SLAAC

[ RFC3756] can be mitigated with technol ogi es such as Router
Advertisement Guard (RA-CGuard) [RFC6105] [RA-GRD-IMP]. In a simlar
way, DHCPv6-based attacks can be mitigated with technol ogi es such as
DHCPv6- Shiel d [ SH ELD]. However, both RA-Guard and DHCPv6- Shield are
i ncapable of mitigating attack vectors that enploy IPv6 |ink-Iloca
addresses, since configuration of such addresses does not rely on
Rout er Advertisenent nessages or DHCPv6-server nessages.

Adm ni strators considering the filtering of native IPv6 traffic at
| ayer-3 devices are urged to pay attention to the genera
considerations for IPv6 traffic filtering discussed in Section 4.

NOTE: If native IPv6 traffic is filtered at |ayer-2, |ocal |Pv6
nodes would only get to configure IPv6 |ink-Iocal addresses.

In order to mitigate attacks based on native IPv6 traffic, |Pv6
security controls should be enforced on both IPv4 and | Pv6 networks.
The af orenentioned controls mght include: deploying | Pv6-enabl ed

NI DS, inplementing IPv6 firewalling, etc.

NOTE: In some very specific scenarios (e.g., mlitary operations
networks) in which only |IPv4d service might be desired, a network
adm ni strator m ght want to disable |Pv6 support in all the
communi cat i ng devi ces.

3. Security Inplications of Tunneling Mechani snms

Unl ess properly managed, tunneling nmechanisns might result in
negative security inplications. For exanple, they m ght increase
host exposure, m ght be | everaged to evade security controls, m ght
contain protocol -based vulnerabilities, and/or the correspondi ng code
m ght contain bugs with security inplications.

NOTE: [ RFC6169] describes the security inplications of tunneling
mechanisnms in detail. O the plethora of tunneling nmechanisns
that have so far been standardi zed and widely inplenmented, the so-
called "automatic tunneling" mechanisns (such as Teredo, Intra-
Site Automatic Tunnel Addressing Protocol (ISATAP), and 6to4) are
of particular interest froma security standpoint, since they

m ght be enpl oyed without prior consent or action of the user or
net wor k admi ni strator.

Tunnel i ng mechani sms shoul d be a concern not only to network

adm nistrators that have consciously deployed them but also to those
who have not deployed them as these nechanisns nmight be |everaged to
bypass their security policies.
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NOTE: [ CERT2009] contains sone exanples of how tunnels can be
| everaged to bypass firewall rules.

The af orenentioned issues could be nitigated by applying the commobn
security practice of only allowing traffic deenmed as "necessary"
(i.e., the so-called "default deny" policy). Thus, when such policy
is enforced, I Pv6 transition/coexistence traffic would be bl ocked by
default and would only be allowed as a result of an explicit
deci si on.

NOTE: It should be noted that this type of policy is usually
enforced on a network that is the target of such traffic (such as
an enterprise network). |[Pv6 transition traffic should generally
never be filtered, e.g., by an ISP when it is transit traffic.

In those scenarios in which transition/coexistence traffic is meant
to be blocked, it is highly reconmended that, in addition to the
enforcement of filtering policies at the organizational perineter,
the correspondi ng transition/coexi stence mechani snms be di sabl ed on
each node connected to the organi zati onal network. This would not
only prevent security breaches resulting from acci dental use of these
mechani sns, but would also disable this functionality altogether,
possibly mitigating vulnerabilities that m ght be present in the host
i npl ementation of these transition/coexistence nmechani sns.

| Pv6-in-1Pv4 tunneling nechani sns (such as 6to4 or configured
tunnel s) can generally be bl ocked by dropping | Pv4 packets that
contain a Protocol field set to 41. Security devices such as N DS

m ght al so include signatures that detect such transition/coexistence
traffic.

Admi ni strators considering the filtering of transition/coexistence
traffic are urged to pay attention to the general considerations for
IPv6 traffic filtering discussed in Section 4.

W note that this document only covers standardi zed | Pv6 tunneling
mechani sms; it does not aimto cover non-standard tunneling
mechani sms or tunneling based on | Psec [ RFC4301] or on SSL/TLS

[ RFC5246] [ RFC6101] .

3.1. Filtering 6in4
Probably the nost basic type of tunnel enployed for connecting |Pv6
"islands" is the so-called "6in4", in which |Pv6 packets are

encapsul ated within | Pv4 packets. These tunnels typically result
from manual configuration at the two tunnel endpoints.
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6i n4 tunnel s can be bl ocked by bl ocking | Pv4 packets with a Protoco
field of 41.

3.2. Filtering 6over4
[ RFC2529] specifies a nmechani sm known as 6over4 or '| Pv6 over |Pv4

(or colloquially as "virtual Ethernet’), which conprises a set of
mechani sms and policies to allow isolated | Pv6 hosts | ocated on

physical links with no directly connected I Pv6 router to becone fully
functional |1 Pv6 hosts by using an | Pv4 donmin that supports |Pv4
mul ticast as their virtual local link

NOTE: This transition technol ogy has never been w dely depl oyed
because of the low | evel of deployment of multicast in nost
net wor ks.

6over4 encapsul ates | Pv6 packets in |IPv4 packets with their Protoco
field set to 41. As aresult, sinply filtering all |Pv4 packets that
have a Protocol field equal to 41 will filter 6over4 (along w th many
other transition technol ogies).

A nore selective filtering could be enforced such that 6over4 traffic
is filtered while other transition traffic is still allowed. Such a
filtering policy would block all |Pv4 packets that have their

Protocol field set to 41, and that have a Destination Address that

bel ongs to the prefix 239.0.0.0/8.

This filtering policy basically bl ocks 6over4 Nei ghbor Di scovery
traffic directed to nmulticast addresses, thus preventing SLAAC
address resolution, etc. Additionally, it would prevent the 6over4
mul ti cast addresses from being | everaged for the purpose of network
reconnai ssance.

3.3. Filtering 6rd

6rd builds upon the mechani sms of 6to4 to enable the rapid depl oynent
of IPv6 on IPv4 infrastructures, while avoiding somre downsi des of

6t 04. Usage of 6rd was originally documented in [RFC5569], and the
mechani sm was generalized to other access technol ogies and formally
standardi zed in [ RFC5969].

6rd can be bl ocked by bl ocking I Pv4 packets with the Protocol field
set to 41.
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3.4. Filtering 6to4

6t 04 [ RFC3056] is an address assignnent and router-to-router, host-
to-router, and router-to-host automatic tunneling nechanismthat is
meant to provide |Pv6 connectivity between |Pv6 sites and hosts
across the | Pv4 Internet.

NOTE: The security considerations for 6to4 are discussed in detai
in [RFC3964]. [RFC6343] provides advice to network operators
about 6to4 (sone of which relates to security nitigations).

As discussed in Section 3, all IPv6-in-1Pv4 traffic, including 6to4,
could be easily blocked by filtering | Pv4 packets that contain their
Protocol field set to 41. This is the nost effective way of
filtering such traffic.

If 6tod traffic is neant to be filtered while other |Pv6-in-1Pv4
traffic is allowed, then nore finer-grained filtering rules could be
applied. For exanple, 6to4 traffic could be filtered by applying
filtering rules such as:

o Filter outgoing |IPv4 packets that have the Destination Address set
to an address that belongs to the prefix 192.88.99. 0/ 24.

o Filter incom ng | Pv4 packets that have the Source Address set to
an address that belongs to the prefix 192.88.99. 0/ 24.

NOTE: These rul es assune that the correspondi ng nodes enpl oy
the "Anycast Prefix for 6to4 Relay Routers" [RFC3068]. It has
been suggested that 6to4 relays send their packets with their

| Pv4 Source Address set to 192.88.99.1

o Filter outgoing IPv4 packets that have the Destinati on Address set
to the I Pv4 address of well-known 6to4 rel ays.

o Filter incom ng | Pv4 packets that have the Source Address set to
the | Pv4 address of well-known 6to4 rel ays.

These last two filtering policies will generally be unnecessary,
and possibly infeasible to enforce (given the nunber of potenti al
6t 04 relays, and the fact that many relays mght remain unknown to
the network administrator). |If anything, they should be applied
with the additional requirenent that such | Pv4 packets have their
Protocol field set to 41 to avoid the case where other services
avail abl e at the sane | Pv4 address as a 6to4 relay are m stakenly
made i naccessi bl e.
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If the filtering device has capabilities to inspect the payl oad of
| Pv4 packets, then the following filtering rules could be enforced:

o Filter outgoing I Pv4 packets that have their Protocol field set to
41, and that have an | Pv6 Source Address (enbedded in the |Pv4
payl oad) that belongs to the prefix 2002::/16

o Filter incom ng | Pv4 packets that have their Protocol field set to
41, and that have an | Pv6 Destination address (enbedded in the
| Pv4 payl oad) that belongs to the prefix 2002::/16

3.5. Filtering | SATAP

| SATAP [ RFC5214] is an Intra-site tunneling protocol, and thus it is
general ly expected that such traffic will not traverse the

organi zational firewall of an IPv4-only network. Neverthel ess,

| SATAP can be easily bl ocked by bl ocking | Pv4 packets with a Protoco
field of 41.

The nost popul ar operating systemthat includes an inplenentation of
| SATAP in the default installation is Mcrosoft Wndows. M crosoft
W ndows obtains the | SATAP router address by resolving the domain
nane i satap. <l ocal donain> to DNS A resource records. Additionally,
it tries to learn the | SATAP router address by enploying Link-Loca
Mul ticast Name Resolution (LLMNR) [ RFC4795] to resolve the name
"isatap". As a result, blocking | SATAP by preventing hosts from
successfully perform ng nanme resolution for the aforenenti oned nanes
and/or by filtering packets with specific |Pv4 destination addresses
is both difficult and undesirabl e.

3.6. Filtering Teredo

Teredo [ RFC4380] is an address assignment and automatic tunneling
technol ogy that provides |IPv6 connectivity to dual -stack nodes that
are behind one or nore Network Address Port Transl ation (NAPT)

[ RFC2663] devices, by encapsul ating | Pv6 packets in |Pv4-based UDP
datagranms. Teredo is neant to be a 'last-resort’ |Pv6 connectivity
technol ogy, to be used only when ot her technol ogi es such as 6to4
cannot be deployed (e.g., because the edge device has not been
assigned a public |IPv4d address).

As noted in [RFC4380], in order for a Teredo client to configure its
Teredo | Pv6 address, it nust contact a Teredo server through the
Teredo service port (UDP port nunber 3544).

To prevent the Teredo initialization process from succeedi ng, and

hence prevent the use of Teredo, an organizational firewall could
filter outgoing UDP packets with a Destination Port of 3544.
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NOTE: It is clear that such a filtering policy does not prevent an
attacker fromrunning its own Teredo server in the public
Internet, using a non-standard UDP port for the Teredo service
port (i.e., a port nunber other than 3544).

If the filtering device has capabilities to inspect the payl oad of
| Pv4 packets, the following (additional) filtering policy could be
enf or ced:

o Filter outgoing | Pv4/UDP packets that enbed an | Pv6 packet with
the "Version" field set to 6, and an | Pv6 Source Address that
bel ongs to the prefix 2001::/32

o Filter incom ng | Pv4/UDP packets that enbed an | Pv6 packet with
the "Version" field set to 6, and an | Pv6 Destinati on Address that
bel ongs to the prefix 2001::/32

NOTE: These two filtering rules could, at least in theory, result
in false positives. Additionally, they would generally require
the filtering device to reassenble fragnents prior to enforcing
filtering rules, since the information required to enforce them
m ght be missing in the received fragnents (which should be
expected if Teredo is being enployed for malicious purposes).

The nost popul ar operating systemthat includes an inplenentation of
Teredo in the default installation is Mcrosoft Wndows. M crosoft
W ndows obtains the Teredo server addresses (primary and secondary)
by resolving the domain nanme teredo.ipv6.nicrosoft.cominto DNS A
records. A network adm nistrator might want to prevent M crosoft

W ndows hosts from obtaining Teredo service by filtering, at the
organi zational firewall, outgoing UDP datagrans (i.e., |Pv4 packets
with the Protocol field set to 17) that contain in the |Pv4
Destinati on Address any of the |IPv4 addresses that the domain nane
teredo.ipv6. mcrosoft.commaps to (or the | Pv4 address of any well -
known Teredo server). Additionally, the firewall would filter

i ncom ng UDP datagrams from any of the | Pv4 addresses to which the
domai n names of well-known Teredo servers (such as
teredo.ipv6. m crosoft.con) resolve

NOTE: As these | Pv4 addresses mi ght change over tine, an

adm ni strator should obtain these addresses when inplenenting the
filtering policy, and should al so be prepared to keep this list up
to date. The correspondi ng addresses can be easily obtained from
a UNI X host by issuing the command 'dig teredo.ipv6. m crosoft.com
a’ (without quotes), where dig(l) is a free-software tool (part of
the "dnsutils" package) produced by the Internet Software
Consortium (I1SC).
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It should be noted that even with all these filtering policies in

pl ace, a node in the internal network mght still be able to

communi cate with sone Teredo clients. That is, it could configure an
| Pv6 address itself (wthout even contacting a Teredo server), and it
m ght send Teredo traffic to those peers for which intervention of
the host’'s Teredo server is not required (e.g., Teredo clients behind
a cone NAT).

3.7. Filtering Tunnel Broker with Tunnel Setup Protocol (TSP)

The tunnel broker nodel enabl es dynam c configuration of tunnels
between a tunnel client and a tunnel server. The tunnel broker

provi des a control channel for creating, deleting, or updating a
tunnel between the tunnel client and the tunnel server.

Additionally, the tunnel broker may register the user’s |IPv6 address
and nane in the DNS. Once the tunnel is configured, data can fl ow
bet ween the tunnel client and the tunnel server. [RFC3053] describes
the tunnel broker nodel, while [ RFC5572] specifies the Tunnel Setup
Protocol (TSP), which can be used by clients to comrunicate with the
Tunnel Broker.

TSP can use either TCP or UDP as the transport protocol. In both
cases, TSP uses port nunber 3653, which has been assigned by the | ANA
for this purpose. As a result, TSP (the Tunnel Broker contro
channel) can be bl ocked by bl ocking TCP and UDP packets originating
fromthe | ocal network and destined to UDP port 3653 or TCP port

3653. Additionally, the data channel can be bl ocked by bl ocki ng UDP
packets originated fromthe | ocal network and destined to UDP port
3653, and | Pv4 packets with a Protocol field set to 41

3.8. Filtering AYI YA

AYI YA ("Anything In Anything") [AYIYA] allows the tunneling of
packets across Network Address Port Transl ation (NAPT) [RFC2663]
devices. Wile the specification of this tunneling nmechani sm was
never published as an RFC, it is neverthel ess wi dely depl oyed

[ Si xXS-stats].

AYl YA can be bl ocked by bl ocking TCP and UDP packets originating from
the |l ocal network and destined to UDP port 5072 or TCP port 5072
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4.

Addi tional Considerations when Filtering IPv6 Traffic

| Pv6 deployments in the Internet are continually increasing, and sone
hosts default to preferring IPv6 connectivity whenever it is
available. This is likely to cause |Pv6-capable hosts to attenpt to
reach an ever-increasi ng nunber of popul ar destinations via |IPv6,
even if this | Pv6 connectivity relies on a transition technol ogy over
an "1 Pv4-only" network.

A large source of |Pv6 brokenness today cones from nodes that believe
that they have functional |Pv6 connectivity, but the path to their
destination fails somewhere upstream [ Anderson2010] [ Ander son2011]

[ Hust on2010b] [Huston2012]. Upstreamfiltering of transition
technol ogi es or situations where a msconfigured node attenpts to
"provide" native |IPv6 service on a given network w thout proper
upstream | Pv6 connectivity may result in hosts attenpting to reach
renote nodes via | Pv6, and dependi ng on the absence or presence and
specific inplenentation details of "Happy Eyeballs" [RFC6555], there
m ght be a non-trivial tinmeout period before the host falls back to
| Pv4 [ Hust on2010a] [ Huston2012].

For this reason, networks attenpting to prevent IPv6 traffic from
traversing their devices should consider configuring their |oca
recursive DNS servers to respond to queries for AAAA DNS records with
a DNS RCODE of 0 (NOERROR) [ RFC1035] or to silently ignore such
queries, and should even consider filtering AAAA records at the
network ingress point to prevent the internal hosts from attenpting
their owm DNS resolution. This will ensure that hosts that are on an
"I Pv4-only" network will only receive DNS A records, and they will be
unlikely to attenpt to use (likely broken) |Pv6 connectivity to reach
their desired destinations.

We note that in scenarios where DNSSEC [ RFC4033] is depl oyed,
stripping AAAA records from DNS responses would | ead to DNS responses
elicited by queries with the DO and CD bits set [ RFC4035] to be
considered invalid, and hence discarded. This situation is sinilar
to that of DNS64 [RFC6147] in the presence of DNSSEC and shoul d be
consi dered a drawback associated with this approach.

Additionally, it should be noted that when filtering IPv6 traffic, it
is good practice to signal the packet drop to the source node, such
that it is able to react to the packet drop in a nore appropriate and
timely way. For exanple, a firewall could signal the packet drop by
means of an | CMPv6 error nessage (or TCP [ RFCO793] RST segment if
appropriate), such that the source node can, e.g., quickly react as
described in [RFC5461]. For obvious reasons, if the traffic being
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filtered is I Pv6 transition/coexistence traffic, the signaling packet
shoul d be sent by nmeans of the corresponding | Pv6 transition/
coexi stence technol ogy.

Security Considerations

Thi s docunent di scusses the security inplications of |IPv6 on |Pv4
net wor ks and descri bes a nunmber of techniques to nmitigate the

af orenmenti oned i ssues. In general, the possible mtigations boi
down to enforcing on native IPv6 and | Pv6 transition/coexistence
traffic the same security policies currently enforced for |Pv4
traffic and/or blocking the aforenmentioned traffic when it is deened
as undesirabl e.
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Appendi x A Summary of Filtering Rules

S o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +
| Technol ogy | Filtering rules |
. . +
| Native |IPv6 | Et her Type 0x86DD |
I I +
| 6i n4 | I P proto 41 |
S o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +
| 6over 4 | I P proto 41 |
. . +
| 6rd | I P proto 41 |
I e +
| 6t 04 | I P proto 41 |
S o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +
| | SATAP | I P proto 41 |
. . +
| Ter edo | UDP Dest Port 3544 |
I T rrrrreeeee—— +
| TBwith TSP | (IP proto 41) || (UDP Dest Port 3653 || TCP Dest |
| | Port 3653) |
S o m ot o o e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +
| AYl YA | UDP Dest Port 5072 || TCP Dest Port 5072 |
. NN +

Table 1: Summary of filtering rules

NOTE: the tabl e above describes general and sinple filtering rules
for blocking the corresponding traffic. More finer-grained rules
m ght be available in each of the correspondi ng sections of this
docunent .
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