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Abst ract

Depl oyment of BGP origin validation that is based on the Resource
Public Key Infrastructure (RPKI) has many operational considerations.
Thi s docunent attenpts to collect and present those that are nost
critical. It is expected to evolve as RPKI-based origin validation
continues to be deployed and the dynami cs are better understood.

Status of This Meno
This nmenp docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It has been approved for publication by the Internet

Engi neering Steering Goup (IESG. Further information on BCPs is
avail able in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7115

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

RPKI - based origin validation relies on w despread depl oynent of the
Resource Public Key Infrastructure (RPKI) [RFC6480]. How the RPKI is
di stributed and mai ntained globally is a serious concern from many
aspects.

Wiile the global RPKI is in the early stages of deploynent, there is
no single root trust anchor, initial testing is being done by the
Regi onal Internet Registries (RIRs), and there are technica
testbeds. It is thought that origin validation based on the RPK
will continue to be deployed increnentally over the next few years.
It is assuned that eventually there nust be a single root trust
anchor for the public address space, see [|AB].

Oigin validation needs to be done only by an AS' s border routers and
is designed so that it can be used to protect announcenents that are
originated by any network participating in Internet BGP routing:

| arge providers, upstream and downstreamrouters, and by edge
networks (e.g., small stub or enterprise networks).

Origin validation has been designed to be deployed on current routers
wi t hout significant hardware upgrades. It should be used in border
routers by operators froml arge backbones to small stub/enterprise/
edge networks.

RPKI - based origin validation has been designed so that, wth prudent
local routing policies, there is little risk that what is seen as
today’s normal Internet routing is threatened by inprudent depl oynent
of the global RPKI; see Section 5.
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1.

1.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" are to
be interpreted as described in RFC 2119 [ RFC2119] only when they
appear in all upper case. They may al so appear in |ower or nmnixed
case as English words, w thout normative neaning.

Suggest ed Readi ng

It is assuned that the reader understands BGP [ RFC4271], the RPK

[ RFC6480], the RPKI Repository Structure [ RFC6481], Route Oigin
Aut hori zations (ROAs) [RFC6482], the RPKI to Router Protoco

[ RFC6810], RPKI-based Prefix Validation [RFC6811], and Ghostbusters
Records [ RFC6493].

RPKI Distribution and M ntenance

The RPKI is a distributed database containing certificates,
Certificate Revocation Lists (CRLs), manifests, ROAs, and
Gnost busters Records as described in [ RFC6481]. Policies and
consi derations for RPKI object generation and nai ntenance are
di scussed el sewhere.

The RPKI repository design [ RFC6481] anticipated a hierarchic

organi zation of repositories, as this seriously inproves the
performance of relying parties that gather data over a non-hierarchic
organi zation. Publishing parties MJST inplenent hierarchic directory
structures.

A local relying party's valid cache containing all RPKI data nmay be
gathered fromthe gl obal distributed database using the rsync
protocol [RFC5781] and a validation tool such as rcynic [rcynic].

A validated cache contains all RPKI objects that the RP has verified
to be valid according to the rules for validation RPKI certificates
and signed objects; see [ RFC6487] and [ RFC6488]. Entities that trust
the cache can use these RPKI objects wi thout further validation

Val i dat ed caches may al so be created and nmi ntai ned from ot her
val i dat ed caches. Network operators SHOULD take maxi mnum advant age of
this feature to mninize | oad on the gl obal distributed RPKI

dat abase. O course, the recipient relying parties should
re-validate the data.

As Trust Anchor Locators (TALs) [RFC6490] are critical to the RPK
trust nodel, operators should be very careful in their initia
sel ection and vigilant in their maintenance.
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Tim ng of inter-cache synchronization, and synchroni zati on between
caches and the global RPKI, is outside the scope of this docunent,
and depends on things such as how often routers feed fromthe caches,
how often the operator feels the global RPKI changes significantly,
et c.

As inter-cache synchronization within an operator’s network does not
i mpact gl obal RPKI resources, an operator may choose to synchronize
quite frequently.

To relieve routers of the load of performng certificate validation,
crypt ographi c operations, etc., the RPKI-Router protocol [RFC6810]
does not provide object-based security to the router. That is, the
router cannot validate the data cryptographically froma well-known
trust anchor. The router trusts the cache to provide correct data
and relies on transport-based security for the data received fromthe
cache. Therefore, the authenticity and integrity of the data from
the cache should be well protected; see Section 7 of [RFC6810].

As RPKI -based origin validation relies on the availability of RPKI
data, operators SHOULD | ocate RPKI caches close to routers that
require these data and services in order to mnimze the inpact of
likely failures in local routing, internmedi ate devices, |ong
circuits, etc. One should also consider trust boundaries, routing
bootstrap reachability, etc.

For exanple, a router should bootstrap froma cache that is reachable
with minimal reliance on other infrastructure such as DNS or routing
protocols. |If a router needs its BGP and/or IGP to converge for the
router to reach a cache, once a cache is reachable, the router wll
then have to reeval uate prefixes already |earned via BGP. Such
configurations should be avoided if reasonably possible.

If insecure transports are used between an operator’s cache and their
router(s), the Transport Security recomendations in [ RFC6810] SHOULD
be followed. In particular, operators MJST NOT use insecure
transports between their routers and RPKI caches |l ocated in other

Aut ononpbus Syst ens.

For redundancy, a router should peer with nore than one cache at the
same time. Peering with two or nore, at |east one |ocal and others
renote, is reconmended.

If an operator trusts upstreans to carry their traffic, they may al so

trust the RPKI data those upstreans cache and SHOULD peer with caches
made available to them by those upstreans. Note that this places an
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obligation on those upstreans to maintain fresh and reliable caches
and to make them available to their customers. And, as usual, the
reci pi ent SHOULD re-validate the data

A transit provider or a network with peers SHOULD validate origins in
announcerent s nade by upstreans, downstreans, and peers. They stil
shoul d trust the caches provided by their upstreans.

Before issuing a ROA for a super-block, an operator MJST ensure that
all sub-allocations fromthat block that are announced by other ASes,
e.g., custoners, have correct ROAs in the RPKI. Oherw se, issuing a
ROA for the super-block will cause the announcenments of sub-

al l ocations with no ROAs to be viewed as Invalid; see [ RFC6811].
VWhile waiting for all recipients of sub-allocations to register ROAs,
the owner of the super-block may use live BGP data to popul ate ROAs
as a proxy, and then safely issue a ROA for the super-bl ock

Use of RPKI-based origin validation renmoves any need to inject nore
specifics into BGP to protect against nis-origination of a less
specific prefix. Having a ROA for the covering prefix will protect
it.

To aid translation of ROAs into efficient search algorithns in
routers, ROAs should be as precise as possible, i.e., match prefixes
as announced in BGP. For exanple, software and operators SHOULD
avoi d use of excessive max | ength values in ROAs unless they are
operationally necessary.

One advantage of mninmal ROA length is that the forged origin attack
does not work for sub-prefixes that are not covered by overly |ong
max | ength. For example, if, instead of 10.0.0.0/16-24, one issues
10.0.0.0/16 and 10.0.42.0/24, a forged origin attack cannot succeed
agai nst 10.0.666.0/24. They nust attack the whole /16, which is nore
likely to be noticed because of its size.

Theref ore, ROA generation software MUST use the prefix length as the
max | ength if the user does not specify a nmax | ength.

Operators should be conservative in use of max length in ROAs. For
exanple, if a prefix will have only a few sub-prefixes announced,
mul tiple ROAs for the specific announcenments shoul d be used as
opposed to one ROA with a | ong max | ength.

Operators owning prefix P should issue ROAs for all ASes that may
announce P. If a prefix is legitimtely announced by nore than one
AS, ROAs for all of the ASes SHOULD be issued so that all are

consi dered Valid.
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In an environnent where private address space is announced in
External BGP (eBGP), the operator nay have private RPKI objects that
cover these private spaces. This will require a trust anchor created
and owned by that environnent; see [LTA- USE].

Operators issuing ROAs nay have custoners that announce their own
prefixes and ASes into gl obal eBGP, but who do not wish to go though
the work to manage the relevant certificates and ROAs. Operators
SHOULD offer to provision the RPKI data for these customers just as
they provision many other things for them

An operator using RPKI data MAY choose any polling frequency they

wi sh for ensuring they have a fresh RPKI cache. However, if they use
RPKI data as an input to operational routing decisions, they SHOULD
ensure | ocal caches inside their AS are synchronized with each other
at least every four to six hours.

Qperators should use tools that warn them of any inpendi ng ROA or
certificate expiry that could affect the validity of their own data.
Gnhost busters Records [RFC6493] can be used to facilitate contact with
upstream Certification Authorities (CAs) to effect repair.

4. Wthin a Network

Oigin validation need only be done by edge routers in a network,
t hose which border other networks or ASes.

A validating router will use the result of origin validation to

i nfluence local policy within its network; see Section 5. In
depl oynent, this policy should fit into the AS s existing policy,
preferences, etc. This allows a network to increnentally depl oy
val i dat i on- capabl e border routers.

The operator should be aware that RPKI-based origin validation, as
any other policy change, can cause traffic shifts in their network.
And, as with normal policy shift practice, a prudent operator has
tools and nmethods to predict, measure, nodify, etc.

5. Routing Policy

Oigin validation based on the RPKI narks a received announcenent as
having an origin that is Valid, NotFound, or Invalid; see [ RFC6811].
How this is used in routing should be specified by the operator’s

| ocal policy.

Local policy using relative preference is suggested to nanage the

uncertainty associated with a systemin early deploynent; |oca
policy can be applied to elininate the threat of unreachability of
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prefixes due to ill-advised certification policies and/or incorrect
certification data. For example, until the community feels
confortable relying on RPKI data, routing on Invalid origin validity,
though at a | ow preference, MAY occur

Operators should be aware that accepting Invalid announcenents, no
matter how de-preferenced, will often be the equivalent of treating
themas fully Valid. Consider having a ROA for AS 42 for prefix
10.0.0.0/16-24. A BGP announcenent for 10.0.666.0/24 from AS 666
would be Invalid. But if policy is not configured to discard it,
then |l ongest-match forwarding will send packets toward AS 666, no
matter the value of |ocal preference.

As origin validation will be rolled out increnentally, coverage wll
be inconplete for a long time. Therefore, routing on NotFound
validity state SHOULD be done for a long time. As the transition
nmoves forward, the nunber of BGP announcenents with validation state
Not Found shoul d decrease. Hence, an operator’s policy should not be
overly strict and should prefer Valid announcenents; it should attach

a |l ower preference to, but still use, NotFound announcenents, and
drop or give a very |low preference to Invalid announcenments. Merely
de-preferencing Invalid announcenents is ill-advised; see previous
par agr aph.

Sone providers may choose to set Local -Preference based on the RPKI
validation result. Oher providers may not want the RPKI validation
result to be nmore inportant than AS PATH | ength -- these providers
woul d need to map the RPKI validation result to sone BGP attribute
that is evaluated in BG” s path sel ection process after the AS PATH
is evaluated. Routers inplenenting RPKI-based origin validation MJST
provi de such options to operators.

Local -Preference may be used to carry both the validity state of a
prefix along with its traffic engineering (TE) characteristic(s). It
is likely that an operator already using Local -Preference will have
to change policy so they can encode these two separate
characteristics in the sane BGP attribute w thout negative inpact or
openi ng privilege escal ation attacks. For exanple, do not encode
validation state in higher bits than used for TE

When using a netric that is also influenced by other |ocal policy, an
operator should be careful not to create privil ege-upgrade

vul nerabilities. For exanple, if Local Pref is set depending on
validity state, peer comunity signaling SHOULD NOT upgrade an

I nvalid announcenent to Valid or better

Announcenents with Valid origins should be preferred over those with
Not Found or Invalid origins, if Invalid origins are accepted at all
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Announcenents with Not Found ori gi ns should be preferred over those
with Invalid origins.

Announcenents with Invalid origins SHOULD NOT be used, but nmay be
used to neet special operational needs. 1In such circunstances, the
announcenent shoul d have a | ower preference than that given to Valid
or Not Found.

When first deploying origin validation, it may be prudent not to drop
announcerents with Invalid origins until inspection of |ogs, SNWP, or
other data indicates that the correct result woul d be obtained.

Validity state signaling SHOULD NOT be accepted from a nei ghbor AS.
The validity state of a received announcenment has only | ocal scope
due to issues such as scope of trust, RPKI synchrony, and nanagenent
of local trust anchors [LTA- USE].

6. Notes and Recommendati ons

Li ke the DNS, the gl obal RPKI presents only a | oosely consistent

vi ew, depending on timng, updating, fetching, etc. Thus, one cache
or router may have different data about a particular prefix than
anot her cache or router. There is no 'fix' for this, it is the
nature of distributed data with distributed caches.

Operators should beware that RPKI caches are | oosely synchronized,
even within a single AS. Thus, changes to the validity state of
prefixes could be different within an operator’s network. In
addition, there is no guaranteed interval fromwhen an RPKI cache is
updated to when that new i nformati on nmay be pushed or pulled into a
set of routers via this protocol. This may result in sudden shifts
of traffic in the operator’s network, until all of the routers in the
AS have reached equilibriumwi th the validity state of prefixes
reflected in all of the RPKI caches.

It is hoped that testing and depl oynent will produce advice on cache
| oading and timing for relying parties.

There is sone uncertainty about the origin AS of aggregates and what,
if any, ROA can be used. The long-range solution to this is the
deprecation of AS SETs; see [RFC6472].

As reliable access to the global RPKI and an operator’s caches (and
possi bly other hosts, e.g., DNS root servers) is inportant, an
operator should take advantage of relying-party tools that report
changes in BGP or RPKI data that would negatively affect validation
of such prefixes.
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Operators should be aware that there is a trade-off in placenent of
an RPKI repository in address space for which the repository’s
content is authoritative. On one hand, an operator will wish to
maxi m ze control over the repository. On the other hand, if there
are reachability problens to the address space, changes in the
repository to correct themmay not be easily accessed by others.

Operators who manage certificates should associ ate RPKI Ghostbusters
Records (see [ RFC6493]) with each publication point they control
These are publication points holding the CRL, ROAs, and other signed
obj ects issued by the operator, and nade available to other ASes in
support of routing on the public Internet.

Rout ers that perform RPKI-based origin validation nmust support Four-
octet AS Nunbers (see [RFC6793]), as, anong other things, it is not
reasonabl e to generate ROAs for AS 23456

Software that produces filter lists or other control forns for
routers where the target router does not support Four-octet AS
Nunbers (see [ RFC6793]) must be prepared to accept four-octet AS
Nunbers and generate the appropriate two-octet output.

As a router nust evaluate certificates and ROAs that are tine
dependent, routers’ clocks MJUST be correct to a tol erance of
approxi matel y an hour.

Servers should provide tine service, such as NTPv4 [ RFC5905], to
client routers.

7. Security Considerations
As the BGP origin AS of an update is not signed, origin validation is
open to malicious spoofing. Therefore, RPKI-based origin validation
is expected to deal only with inadvertent m s-advertisenent.
Origin validation does not address the problem of AS PATH validation
Therefore, paths are open to mani pul ation, either malicious or
acci dent al

As BGP does not ensure that traffic will flowvia the paths it
advertises, the data plane nmay not follow the control plane.

Be aware of the class of privilege escalation issues discussed in
Section 5 above.
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