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I npl enent ati on Advice for | Pv6 Router Advertisenent Guard (RA-Guard)
Abst ract

The 1 Pv6 Router Advertisenment Guard (RA-CGuard) mechanismis comonly
enpl oyed to mitigate attack vectors based on forged | CMPv6 Rout er
Advertisenment nmessages. Many existing | Pv6é deploynents rely on
RA-Guard as the first line of defense against the aforenentioned
attack vectors. However, sone inplenmentations of RA-Guard have been
found to be prone to circumvention by enploying | Pv6 Extension
Headers. This document describes the evasion techniques that affect
the aforementi oned inpl enentati ons and formally updates RFC 6105,
such that the aforementi oned RA-Guard evasion vectors are elim nated.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7113.
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1. Introduction

| Pv6 Router Advertisenent Guard (RA-CGuard) is a mitigation technique
for attack vectors based on | CMPv6 Router Advertisenment [RFC4861]
messages. [RFC6104] describes the probl em statenent of "Rogue | Pv6
Rout er Advertisenents", and [ RFC6105] specifies the "IPv6 Router
Advertisenent Guard" functionality.

The concept behind RA-Guard is that a Layer-2 (L2) device filters

| CMPv6 Router Advertisenent nessages, according to a nunber of
different criteria. The nost basic filtering criterion is that
Rout er Advertisenent nessages are di scarded by the L2 device unless
they are received on a specified port of the L2 device. Cdearly, the
ef fecti veness of RA-Guard relies on the ability of the L2 device to
identify ICMPv6 Router Advertisenment nessages.

Sone popul ar RA-Guard i npl enentati ons have been found to be easy to
circunvent by enploying | Pv6 Extension Headers [CPNI -1Pv6]. This
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docunent describes such evasi on techni ques and provi des advice to
RA- Guard inplementers such that the aforenenti oned evasi on vectors
can be elim nated.

It should be noted that the previously nentioned techniques coul d

al so be exploited to evade network nmonitoring tools such as NDPMon

[ NDPMoN], ranond [ranmond], and rafixd [rafixd], and could probably be
exploited to performstealth DHCPv6 [ RFC3315] attacks.

2. Evasion Techni ques for Sonme RA-CGuard | npl enentations

The foll owi ng subsections describe two different vectors that have
been found to be effective for the evasion of popul ar inplenentations
of RA-CGuard. Section 2.1 describes an attack vector based on the use
of I Pv6 Extension Headers with | CVMPv6 Router Advertisenent nessages,
whi ch may be used to circunvent the RA-Quard protection of those

i npl ementations that fail to process an entire | Pv6 header chain when
trying to identify the |CMPv6 Router Advertisenment nessages.

Section 2.2 describes an attack method based on the use of |Pv6
fragmentation, possibly in conjunction with the use of |Pv6 Extension
Headers. This |later vector has been found to be effective against
all existing inplenentations of RA-Guard.

2.1. Attack Vector Based on | Pv6 Extension Headers

VWhile there is currently no legitimte use for | Pv6 Extension Headers
in | CVMPv6 Router Advertisement messages, Nei ghbor Discovery [RFC4861]
i npl ementations allow the use of Extension Headers with these
nmessages, by sinply ignoring the received options. Sone RA-Guard

i npl ementations try to identify |ICMPv6 Router Advertisenent messages
by sinmply I ooking at the "Next Header" field of the fixed |IPv6
header, rather than followi ng the entire header chain. As a result,
such inplementations fail to identify any | CMPv6 Router Adverti senent
messages that include any Extension Headers (for exanple, a Hop-by-
Hop Options header, a Destination Options header, etc.), and can be
easily circunmvented.

The following figure illustrates the structure of | CMPv6 Router
Advertisement nessages that inplement this evasion technique:

B i T i i i i s S HE NI N S

NH=58| | |

+-+- + + +

Dst Opt Hdr | | CMPv6 Router Adverti senent |

+

I

+

Pv6 Header
+

R R

—+— +— +
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2.2. Attack Vector Based on | Pv6 Fragnentation

This section presents a different attack vector, which has been found
to be effective against all inplenentations of RA-Guard. The basic

i dea behind this attack vector is that if the forged | CMPv6 Router
Advertisenent is fragnented into at |least two fragnents, the L2

devi ce inplenmenting RA-Guard woul d be unable to identify the attack
packet and would thus fail to block it.

A first variant of this attack vector would be an original | CVPv6
Rout er Advertisenment nessage preceded with a Destination Options
header, which results in tw fragments. The following figure
illustrates the "original" attack packet, prior to fragnmentation, and
the two resulting fragments that are actually sent as part of the

att ack.

Origi nal Packet:
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It should be noted that the "Hdr Ext Len" field of the Destination
Options header is present in the First Fragnent (rather than the
second). Therefore, it is inpossible for a device processing only
the second fragnment to |locate the | CMPv6 header contained in that
fragment, since it is unknown how many bytes shoul d be "skipped" to
get to the next header follow ng the Destination Options header.

Thus, by leveraging the use of the Fragment Header together with the
use of the Destination Options header, the attacker is able to
conceal the type and contents of the | CMPv6 nessage he is sending (an
| CMPv6 Router Advertisenent in this exanple). Unless the L2 device
were to inplenent |Pv6 fragnment reassenbly, it would be inpossible
for the device to identify the |CMPv6 type of the nessage.

An L2 device could, however, at |east detect that an | CWMPv6
message (of some type) is being sent, since the "Next Header"
field of the Destination Options header contained in the First
Fragment is set to "58" (ICMPv6).

This idea can be taken further, such that it is also inpossible for
the L2 device to detect that the attacker is sending an | CVPv6
message in the first place. This can be achieved with an ori gi nal

| CMPv6 Router Advertisenent nessage preceded with two Destination
Options headers that results in two fragnments. The following figure
illustrates the "original" attack packet, prior to fragnmentation, and
the two resulting packets that are actually sent as part of the

att ack.
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Second Fragnent:

e
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In this variant, the "Next Header" field of the Destination Options
header contained in the First Fragnent is set to "60" (Destination
Options header); thus, it is inpossible for a device processing only
the First Fragnent to detect that an | CMPv6 nmessage is being sent in
the first place

The second fragnment presents the sane chall enges as the second
fragment of the previous variant. That is, it would be inpossible
for a device processing only the second fragnent to | ocate the second
Destinati on Options header (and hence the | CMPv6 header), since the
"Hdr Ext Len" field of the first Destination Options header is
present in the First Fragnent (rather than the second).

3. RA-Guard I nplenmentation Advice

The following filtering rules nust be inplenented as part of an

RA- Guard inplementation on ports that face interfaces that are not
all owed to send | CMPv6 Router Advertisenent nessages, such that the
vul nerabilities discussed in this docunment are elim nated:

1. If the IPv6 Source Address of the packet is not a link-loca
address (fe80::/10), RA-CGuard nust pass the packet.

RATI ONALE: This prevents RA-GQuard from dedi cating processing
cycles to filtering packets that originate off-net and that,
if they are RA's, would not be accepted by the host. Section
6.1.2 of [RFC4861] requires nodes to discard Router
Advertisement messages if their I Pv6 Source Address is not a
i nk-1 ocal address.

2. If the Hop Limt is not 255, RA-Guard nust pass the packet.

RATI ONALE: This prevents RA-CGuard from dedi cati ng processing
cycles to filtering packets that originate off-net and that,
if they are RA's, would not be accepted by the destination

host. Section 6.1.2 of [RFC4861] requires nodes to discard
Rout er Advertisenment nessages if their Hop Limt is not 255.
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3.

Gont

RA- Guard must parse the entire | Pv6 header chain present in the
packet, to identify whether the packet is a Router Advertisenent
nmessage

NOTE: RA-CGuard inpl enentations nust not enforce a limt on the
nunber of bytes they can inspect (starting fromthe begi nning
of the I Pv6 packet), since this could introduce fal se
positives: legitimte packets could be dropped sinply because
the RA-CGuard device does not parse the entire | Pv6 header
chain present in the packet. An inplenmentation that has such
an inplenmentation-specific limt must not claimconpliance
with this specification, and nust pass the packet when such

i npl ement ation-specific limt is reached.

When parsing the 1Pv6 header chain, if the packet is a First
Fragnment (i.e., a packet containing a Fragnent Header with the
Fragment Offset set to 0) and it fails to contain the entire |Pv6
header chain (i.e., all the headers starting fromthe | Pv6 header
up to, and including, the upper-layer header), RA-Guard rust drop
the packet and should | og the packet drop event in an

i npl ement ati on-specific manner as a security fault.

RATI ONALE: [ RFC7112] specifies that the First Fragment (i.e.,
the fragnent with the Fragnent Offset set to 0) nust contain
the entire |1 Pv6 header chain, and allows internedi ate systens
such as routers to drop those packets that fail to conply with
this requirenent.

NOTE: This rule should only be applied to IPv6 fragnments with
a Fragnent O fset of O (non-First Fragnents can be safely
passed, since they will never reassenble into a conplete
datagramif they are part of a Router Advertisement received
on a port where such packets are not all owed)

When parsing the | Pv6 header chain, if the packet is identified
to be an I COVWPv6 Router Advertisenent nessage or the packet
contai ns an unrecogni zed Next Header val ue [l ANA-1P-PROTQ ,

RA- Guard rust drop the packet, and should | og the packet drop
event in an inplenentation-specific manner as a security fault.
RA- Guard nust provide a configuration knob that controls whether
packets with unrecogni zed Next Header val ues are dropped; this
configuration knob nmust default to "drop".

RATI ONALE: By definition, Router Advertisement nessages are
required to originate on-link, have a link-local |IPv6 Source
Address, and have a Hop Limt value of 255 [ RFC4861].

[ RFC7045] requires that nodes be configurable with respect to
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whet her packets with unrecogni zed headers are forwarded, and
all ows the default behavior to be that such packets be
dr opped.

6. In all other cases, RA-CGuard nust pass the packet as usual

NOTE: For the purpose of enforcing the RA-Guard filtering policy,
an Encapsul ating Security Payl oad (ESP) header [RFC4303] shoul d be
considered to be an "upper-|ayer protocol™ (that is, it should be
considered the | ast header in the | Pv6 header chain). This neans
that packets enpl oyi ng ESP woul d be passed by the RA-Guard device
to the intended destination. |f the destination host does not
have a security association with the sender of the aforenentioned
| Pv6 packet, the packet would be dropped. Qherwi se, if the
packet is considered valid by the I Psec inplenentation at the
recei ving host and encapsul ates a Router Advertisenent nessage, it
is up to the receiving host what to do with such a packet.

If a packet is dropped due to this filtering policy, then the packet
drop event should be |l ogged in an inplenmentation-specific manner as a
security fault. The |oggi ng mechani sm should include a drop counter
dedi cated to RA-Guard packet drops.

In order to protect current end-node |IPv6 inplenmentations, Rule #4
has been defined as a default rule to drop packets that cannot be
positively identified as not being Router Advertisenent (RA) nmessages
(because the packet is a fragment that fails to include the entire

| Pv6 header chain). This neans that, at least in theory, RA-Guard
could result in false-positive blocking of sone |egitinmate non-RA
packets that could not be positively identified as being non-RA. In
order to reduce the likelihood of false positives, Rule #1 and Rule
#2 require that packets that would not pass the required validation
checks for RA nessages (Section 6.1.2 of [RFC4861]) be passed w t hout
further inspection. |In any case, as noted in [RFC7112], |Pv6 packets
that fail to include the entire I Pv6 header chain are virtually

i mpossible to police with state-less filters and firewalls and,

hence, are unlikely to survive in real networks. [RFC7112] requires
that hosts enploying fragmentation include the entire | Pv6 header
chain in the First Fragment (the fragment with the Fragnment O fset
set to 0), thus elimnating the aforenentioned fal se positives.

This filtering policy assunes that host inplenentations require that
the 1 Pv6 Source Address of | CWMPv6 Router Advertisenent nessages be a
I'ink-1ocal address and that they discard the packet if this check
fails, as required by the current |ETF specifications [RFC4861].
Additionally, it assunes that hosts require the Hop Limt of Nei ghbor
Di scovery nessages to be 255, and that they discard those packets

ot herwi se.
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The aforenentioned filtering rules inplicitly handl e the case of

fragment ed packets: if the RA-Guard device fails to identify the

upper -1l ayer protocol as a result of the use of fragnentation, the
correspondi ng packets woul d be dropped.

Finally, we note that |IPv6 inplenmentations that all ow overl appi ng
fragments (i.e., that do not conply with [RFC5722]) might still be
subj ect of RA-based attacks. However, a recent assessnment of |Pv6

i mpl ementations [SI6-FRAG with respect to their fragment reassenbly
policy seens to indicate that nost current inplenentations conply
with [ RFC5722].

4. Oher Inplications

A simlar concept to that of RA-Guard has been inpl enented for
protecting agai nst forged DHCPv6 nessages. Such protection can be
circunvented with the sane techni ques discussed in this docunent, and
the counterneasures for such evasion attack are anal ogous to those
described in Section 3 of this document.

[ DHCPv6- Shi el d] specifies a nechanismto protect against rogue
DHCPv6 servers, while taking into consideration the evasion
techni ques di scussed in this docunent.

5. Security Considerations

Thi s docunent describes a number of techniques that have been found
to be effective to circunvent popular RA-Guard inpl enentations and
provi des advice to RA-Cuard inplenenters such that those evasion
vul nerabilities are elin nated.

As noted in Section 3, IPv6 inplenmentations that all ow overl appi ng
fragments (i.e., that do not conply with [RFC5722]) mght still be
subj ect of RA-based attacks. However, nobst current

i npl ementations seemto conply with [ RFC5722].

We note that if an attacker sends a fragnented | CMPv6 Router
Advertisement nmessage on a port not allowed to send such packets, the
First Fragnent woul d be dropped, and the rest of the fragnents woul d
be passed. This neans that the victimnode would tie nenory buffers
for the aforenentioned fragnments, which woul d never reassenble into a
conplete datagram If a large nunber of such packets were sent by an
attacker, and the victimnode failed to inplenent proper resource
managenent for the | Pv6 fragnent reassenmbly buffer, this could | ead
to a Denial of Service (DoS). However, this does not really
introduce a new attack vector, since an attacker could al ways perform
the sane attack by sending forged fragnmented datagranms in which at

Gont I nf or mat i onal [ Page 9]



RFC 7113 RA- Guard | npl enentation Advice February 2014

7.

7.

1.

| east one of the fragments is mssing. [CPN -IPv6] discusses sone
resource managenent strategies that could be inplenmented for the |IPv6
fragment reassenbly buffer.

We note that the nost effective and efficient nmitigation for these
attacks would rely on the prohibiting the use of | Pv6 fragnentation
with Router Advertisenent nmessages (as specified by [ RFC6980]), such
that the RA-Guard functionality is easier to inplenent. However,
since such mtigation would require an update to existing

i npl ementations, it cannot be relied upon in the short or near term

Finally, we note that RA-Guard only nmitigates attack vectors based on
| CMPv6 Router advertisenent nmessages. Protection against simlar
attacks based on other messages (such as DCHPv6) is considered out of
the scope of this document and is |left for other docunments (e.g.,

[ DHCPv6- Shiel d] ).
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Appendi x A.  Assessnent Tool s

[SI6-1Pv6] is a publicly available set of tools (for Linux, *BSD, and
Mac OS) that inplenents the techni ques described in this docunent.

[THC- 1 PV6] is a publicly available set of tools (for Linux) that
i mpl ements some of the techniques described in this docunent.
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