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Thi s docunent defines extensions to the data-plane failure-detection
protocol for Muiltiprotocol Label Switching (MPLS) Label Switched

Pat hs (LSPs) known as "LSP ping". These extensions allow a sel ection
of the LSP to be used for the echo reply return path. Enforcing a
specific return path can be used to verify bidirectional connectivity
and al so increase LSP ping robustness.
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This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7110
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1. Introduction

Thi s docunent defines extensions to the data-plane failure-detection
protocol for Muiltiprotocol Label Switching (MPLS) Label Switched

Pat hs (LSPs) known as "LSP ping" [RFC4379] that can be used to
specify the return paths for the echo reply nessage, increasing the
robust ness of LSP ping, reducing the opportunity for error, and
improving the reliability of the echo reply nessage. A new Reply
Mode, which is referred to as "Reply via Specified Path", is added
and a new Type-Length-Value (TLV), which is referred to as "Reply
Path (RP) TLV', is defined in this nenb. The procedures defined in
this document currently only apply to "ping" node. The "traceroute"
mode i s out of scope for this docunent.

In this docunment, the termbidirectional LSP includes the co-routed
bidirectional LSP defined in [RFC3945] and the associ ated
bidirectional LSP that is constructed froma pair of unidirectiona
LSPs (one for each direction) that are associated with one another at
the LSP's ingress/egress points [RFC5654]. The mechani sms defined in
this document can apply to both I P/MPLS and MPLS Transport Profile
(MPLS-TP) scenari os

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Problem Statenents and Sol uti on Overvi ew

MPLS LSP ping is defined in [RFC4379]. It can be used to detect
data-path failures in all MPLS LSPs.

LSPs are increasingly being deployed to provide bidirectiona
services. The co-routed bidirectional LSP is defined in [ RFC3945],
and the associated bidirectional LSP is defined in [RFC5654]. Wth
the depl oyment of such services, operators have a desire to test both
directions of a bidirectional LSP in a single operation

Additionally, when testing a single direction of an LSP (either a
unidirectional LSP or a single direction of a bidirectional LSP)
using LSP ping, the validity of the result may be affected by the
success of delivering the echo reply nmessage. Failure to exchange
these nessages between the egress Label Sw tching Router (LSR) and
the ingress LSR can lead to fal se negatives where the LSP under test
is reported as "down" even though it is functioning correctly.
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3.1. Linmtations of Existing Mechanisns for Bidirectional LSPs

Wth the existing LSP ping nechani sns, as defined in [ RFC4379],
operators have to enable LSP detection on each of the two ends of a
bidirectional LSP independently. This not only doubl es the workl oad
for the operators but may also bring additional difficulties when
checki ng the backward direction of the LSP under the follow ng

condi tion:

The LSR that the operator |ogged on to performthe checking
operations mght not have out-of-band connectivity to the LSR at
the far end of the LSP. That can nean it is not possible to check
the return direction of a bidirectional LSP in a single operation
-- the operator must log on to the LSR at the other end of the LSP
to test the return direction.

Associ ated bidirectional LSPs have the sane issues as those |isted
for co-routed bidirectional LSPs.

Thi s docunent defines a mechanismto allow the operator to request
that both directions of a bidirectional LSP be tested by a single LSP
pi ng message exchange.

3.2. Linmtations of Existing Mechanisns for Handling Unreliable Return
Pat hs

[ RFC4379] defines four Reply Mdes:

1. Do not reply

2. Reply via an |1 Pv4/1Pv6 UDP packet

3. Reply via an | Pv4/1Pv6 UDP packet with Router Alert
4. Reply via application |evel control channe

Qovi ously, the issue of the reliability of the return path for an
echo reply message does not apply in the first of these cases.

[ RFC4379] states that the third nmode may be used when the IP return
path is deenmed unreliable. This node of operation requires that all

i nt ermedi at e nodes support the Router Alert option and understand how
to forward MPLS echo replies. This is a rigorous requirenent in

depl oyed | P/ MPLS networks, especially since the return path nmay be
through | egacy | P-only routers.
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In any case, the use of Reply Mydes 2 or 3 cannot guarantee the
delivery of echo responses through an IP network that is
fundanmentally unreliable. The failure to deliver echo response
nmessages can lead to false negatives, nmaking it appear that the LSP
has fail ed.

Allowing the ingress LSRto control the path used for echo reply
messages enabl es an operator to apply an extra level of determnistic
process to the LSP ping test. For exanple, when testing an LSP

Reply Mode 2 is used at the beginning but no echo reply is received.
When failure of the return path is suspected, the operator can
initiate another LSP ping with the Reply Mde defined in this
docunent and specify a different return path that is deened workabl e
to conplete the test.

Thi s docunent defines extensions to LSP ping that can be used to
specify the return paths of the echo reply nessage in an echo request
nessage

4, Ext ensi ons

LSP ping, defined in [ RFC4379], is carried out by sending an echo
request nessage. It carries the Forwardi ng Equi val ence O ass (FEC)
information of the LSP being tested. The FEC information indicates
whi ch MPLS path is being verified along the sanme data path as other
normal data packets belonging to the FEC

LSP ping [ RFC4379] defines four Reply Mddes that are used to direct
the egress LSR in how to send back an echo reply. This docunent
defines a new Reply Mdde, the "Reply via Specified Path" node. This
new node is used to direct the egress LSR of the tested LSP to send
the echo reply message back along the path specified in the echo
request message.

In addition, two new TLVs, the "Reply Path (RP) TLV' and "Reply
Traffic Cass (TC TLV' [RFC5462], are defined in this docunment. The
Reply Path TLV contains one or nore nested sub-TLVs that can be used
to carry the specified return path information to be used by the echo
reply message.
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4.1. Reply via Specified Path Mde

A new Reply Mdde is defined to be carried in the Reply Mdde field of
the echo request nessage.

The value of the Reply via Specified Path node is 5 (This has been
al | ocated by I ANA using early allocation and is to be confirmed by
| ANA) .

5 Reply via Specified Path

The Reply via Specified Path node is used to request that the renote
LSR receiving the echo request nessage sends back the echo reply
nmessage al ong the specified paths carried in the Reply Path TLV.

4.2. Reply Path (RP) TLV

The Reply Path (RP) TLV is an optional TLV within the LSP ping
protocol. However, if the Reply via Specified Path node requested,
as described in Section 4.1, the Reply Path (RP) TLV MJUST be incl uded
in an echo request nessage, and its absence is treated as a mal forned
echo request, as described in [RFC4379]. Furthernore, if a Reply
Path (RP) TLV is included in an echo request message, a Reply Path
(RP) TLV MJUST be included in the correspondi ng echo reply nmessage
sent by an inplenentation that is conformant to this specification

The Reply Path (RP) TLV carries the specified return path that the
echo reply nessage is required to follow The format of Reply Path
TLV is as follows:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Reply Path TLV Type | Lengt h |
i e e R i e R e o T S S R RN R SR S R A
| Reply Path return code | Fl ags |
B i s T T i i o S o T Ji I
| Reply Path |
I I
i e e R e o o e i ol S N B S

Figure 1: Reply Path TLV
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Reply Path TLV Type: It is 2 octets in length, and the type value is
21.

Length: It is 2 octets in length. It defines the length in octets
of the Reply Path return code, Flags, and Reply Path fields.

Reply Path return code: The Reply Path return code field is 2 octets
inlength. It is defined for the egress LSR of the forward LSP to
report the results of Reply Path TLV processing and return path
selection. This field MJUST be set to zero in a Reply Path TLV
carried on an echo request nessage and MJST be ignored on receipt.
Thi s docunent defines the following Reply Path return codes for
inclusion in a Reply Path TLV carried on an echo reply:

Val ue Meani ng

0x0000 Reserved, MJST NOT be used

0x0001 Mal formed Reply Path TLV was received

0x0002 One or nore of the sub-TLVs in the Reply Path TLV
wer e not under st ood

0x0003 The echo reply was sent successfully using the
specified Reply Path

0x0004 The specified Reply Path was not found, the echo
reply was sent via another LSP

0x0005 The specified Reply Path was not found, the echo
reply was sent via pure | P forwardi ng (non- MPLS)
pat h

0x0006- Oxfffb Unassi gned
Oxfffc-Oxffff Experimental Use
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Flags: It is also 2 octets in length, it is used to notify the
egress how to process the Reply Paths field when performng return
path selection. The Flags field is a bit vector and has foll ow ng
format:

R T i T i e s ik T e R T

| MJST be zero | A B

B i T R R e i o ik SR e
Figure 2: Flags

A (Alternative path): the egress LSR MIST sel ect a non-default
path as the return path. This is very useful when reverse
default path problens are suspected that can be confirmed when
the echo reply is forced to follow a non-default return path.
Here, the default path refers to the path that the egress LSR
will use to send the echo reply when Reply Mode 2 or 3 is used
If Abit is set, there is no need to carry any specific reply
pat h sub-TLVs, and when received, the sub-TLVs SHOULD be

i gnor ed.

B (Bidirectional): the return path is required to follow the
reverse direction of the tested bidirectional LSP. If B bit is
set, there is no need to carry any specific reply path sub-
TLVs, and when received, the sub-TLVs SHOULD be i gnored.

The A flag and B flag MJUST NOT both be set, otherw se, an echo
reply with the RP return code set to "Malforned Reply Path TLV
was recei ved" MJST be returned.

Reply Path: It is used to describe the return path that an echo
reply will be send along. It is variable in length and can
contain zero, one or nore Target FEC sub-TLVs [RFC4379]. In an
echo request, it carries sub-TLVs that describe the specified path
that the echo reply nessage is required to follow. In an echo
reply, the sub-TLVs describe the FEC Stack information of the
return path (when the return path is an MPLS path) that the echo
reply will be sent al ong.

4.3. Tunnel Sub-TLVs

[ RFC4379] has al ready defined several Target FEC sub-TLVs, the Target
FEC sub-TLVs provide a good way to identify a specific return path.
The Reply Path TLV can carry any (existing and future defined) sub-
TLV defined for use in the Target FEC Stack TLV to specify the return
pat h.
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Thi s docunent defines three new Target FEC sub-TLVs: |Pv4 RSVP Tunne
sub-TLV, |1 Pv6 RSVP Tunnel sub-TLV, and Static Tunnel sub-TLV. One
usage of these generic RSVP Tunnel sub-TLVs is when LSP ping is used
to periodically verify the control plane against the data pl ane

[ RFC5884], using a Tunnel other than a particular LSP can avoid the
i npact of an LSP identifier changi ng when Make-Before-Break (MBB) is
depl oyed. These sub-TLVs al so can be used in the Reply Path TLV to
all ow the operator to specify a nore generic tunnel FEC other than a
particular LSP as the return path.

No assignnments of sub-TLVs are nade directly for TLV Type 21, the
sub- TLV space and assignnments for TLV Type 21 will be the sanme as
that for TLV Type 1. Sub-types for TLV Type 1 and TLV Type 21 MJST
be kept the same. Any new sub-type added to TLV Type 1 MUST apply to
the TLV Type 21 as well.
Wth the Return Path TLV flags and the sub-TLVs defined for the
Target FEC Stack TLV and in this docunent, it could provide the
foll owi ng options for return paths specifying:
1. a particular LSP as return path
- use those sub-TLVs defined for the Target FEC Stack TLV
2. a nore generic tunnel FEC as return path
- use the IPv4/1Pv6 RSVP and Static Tunnel sub-TLVs defined in
Sections Section 4.3.1, Section 4.3.2, and Section 4.3.3 of
t hi s docunent
3. the reverse path of the bidirectional LSP as return path
- use B bit defined in Section 4.2 of this docunent.
4. Force return path to non-default path

- use A bit defined in Section 4.2 of this docunent.

Chen, et al. St andards Track [ Page 9]



RFC 7110 Return Path Specified LSP Ping January 2014

4.3.1. 1Pv4 RSVP Tunnel Sub-TLV
The format of the | Pv4 RSVP Tunnel sub-TLV is as foll ows:

1 2 3
1234567890123456789012345678901
T o e i e s S S R b Tk ok T NI S R
| Pv4 RSVP Tunnel sub-TLV Type | Lengt h |
i T o T i e S S S i S e S

0
0

+-
L.

| | Pv4 tunnel end point address |
e L i i T e R  h ik ik i R S S
| Fl ags | Tunnel 1D |
i e e R e s o i R e i i ol S N B T
| Ext ended Tunnel 1D |
B i s T T i i o S o T Ji I
| | Pv4 tunnel sender address |
e L o i e S  th o i R S

Fi gure 3: | Pv4 RSVP Tunnel Sub-TLV

The 1 Pv4 RSVP Tunnel sub-TLV is derived fromthe RSVP | Pv4 FEC TLV
that is defined in Section 3.2.3 of [RFC4379]. Al fields have the
sanme semantics as defined in [ RFC4379] except that the LSP-1D field
is omtted and a new Flags field is defined.

The 1 Pv4 RSVP Tunnel sub-TLV Type field is 2 octets in length, and
the reconmrended type value is 26.

The Flags field is 2 octets in length, it is used to notify the
egress LSR how to choose the return path. The Flags field is a bit
vector and has follow ng format:

B il s S S S S I S i
| MJUST be zero | S| Pl
R T i i e R e e e s i i

Fi gure 4: Tunnel Fl ags

P (Primary): the return path MJST be chosen fromthe LSPs that bel ong
to the specified Tunnel and the LSP MJUST be the primary LSP.

S (Secondary): the return path MJST be chosen fromthe LSPs that

bel ong to the specified Tunnel and the LSP MJUST be the secondary LSP.
Primary and secondary LSPs are defined in [ RFC4872].
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P bit and S bit MJST NOT both be set, otherw se, an echo reply with
the RP return code set to "Malformed Reply Path TLV was received"
SHOULD be returned. |If P bit and S bit are both not set, the return
path coul d be any one of the LSPs fromthe sane Tunnel.

4. 3. 2. | Pv6 RSVP Tunnel Sub-TLV
The format of the | Pv6 RSVP Tunnel sub-TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
N T e e E s s i T e L E T i o
Pv6 RSVP Tunnel sub-TLV Type | Lengt h |
T i T R R i s e s T R S S R e il T ok STt S T SR g I SR
I Pv6 tunnel end point address

+-
+-
T e e o i e s S e e T b Tk NI S SRR
| Fl ags | Tunnel 1D

B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| Ext ended Tunnel ID

B T I e R i i i T S S e e I e ik oI I S S e S S
| I Pv6 tunnel sender address
+-

I
I
I
I
+
I
I
I
I
I
I
|
R s i e R i e oI S e S e S R i Tk T S S R S R i S
Figure 5: 1 Pv6 RSVP Tunnel Sub-TLV
The 1 Pv6 RSVP Tunnel sub-TLV is derived fromthe RSVP | Pv6 FEC TLV
that is defined in Section 3.2.4 of [RFC4379]. Al fields have the
same semantics as defined in [ RFC4379] except that the LSP-1D field

is omtted and a new Flags field is defined.

The 1 Pv6 RSVP Tunnel sub-TLV Type field is 2 octets in length, and
the type value is 27.

The Flags field is 2 octets in length and is identical to that
described in Section 4.3. 1.
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4.3.3. Static Tunnel Sub-TLV

The format of the Static RSVP Tunnel sub-TLV is as follows. The
value fields are taken fromthe definitions in [ RFC6370].

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Static Tunnel sub-TLV Type | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Source d obal ID |
I S i o T s S S S e s s T
| Source Node ID |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Destination G obal 1D |
el i I e i it T e e e e i i T o S e e S e T R R
| Destination Node |ID |
I S i o T s S S S e s s T

| Sour ce Tunnel Num | Destinati on Tunnel Num |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Fl ags | Must Be Zero |

B T S i T s i i e e SEI S
Figure 6: Static Tunnel Sub-TLV

The Flags field is 2 octets in length and is identical to that
described in Section 4.3.1.

The sub-TLV type value is 28.
4.4. Reply TC TLV

Reply TOS Byte TLV [RFC4379] is used by the originator of the echo
request to request that an echo reply be sent with the I P header TCS
byte set to the value specified in the TLV. Simlarly, in this
docunent, a new TLV, Reply TC TLV, is defined and MAY be used by the
originator of the echo request to request that an echo reply be sent
with the TC bits of the return path LSP set to the value specified in
this TLV. The Reply TC TLV is not limted to the Reply Mde
specified in this docunent (Reply via Specified Path) but may be used
in all the other Reply Modes as well. The format of Reply TC TLV is
as foll ows:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Reply TC TLV type | Length |
R e s T o T S R El ok i R e e S S e o o s
| TC | MJUST be zero |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 7: Reply TC TLV

The Reply TC TLV Type field is 2 octets in length, and the type val ue
is 22.

The Length field is 2 octets in length, the value of length field is
fixed 4 octets.

5. Theory of Operation

The procedures defined in this docunent currently only apply to
"pi ng" nmode. The "traceroute" node is out of scope for this
docunent .

In [ RFC4379], the echo reply is used to report the LSP checking
result to the LSP ping initiator. This document defines a new Reply
Mode and a new TLV (Reply Path TLV) that enable the LSP ping
initiator to specify or constrain the return path of the echo reply.
Simlarly, the behavior of echo reply is extended to detect the
requested return path by |ooking at a specified path FEC TLV. This
enables LSP ping to detect failures in both directions of a path with
a single operation; of course, this cuts in half the operationa

steps required to verify the end-to-end bidirectional connectivity
and integrity of an LSP.

When the return path is an MPLS path, the echo reply MJST carry the
FEC Stack information in a Reply Path TLV to test the return MPLS LSP
path. The destination |IP address of the echo reply nessage MJST
never be used in a forwarding decision. To avoid this possibility
the destination I P address of the echo reply nessage that is
transmtted along the specified return path MIJST be set to nunbers
fromthe range 127/8 for |1 Pv4 or 0:0:0:0:0: FFFF: 127. 0. 0. 0/ 104 for

I Pv6, and the IP Tinme to Live (TTL) MJST be set 1, and the TTL in the
outernost | abel MJST be set to 255.

When the return path is a pure I P forwarding path, the procedures

defined in [RFC4379] (the destination IP address is copied fromthe
source | P address) apply unchanged.
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5.1. Sending an Echo Request

When sendi ng an echo request, in addition to the rules and procedures
defined in Section 4.3 of [RFC4379], the Reply Mdde of the echo
request MJST be set to "Reply via Specified Path", and a Reply Path
TLV MJST be carried in the echo request nessage correspondingly. The
Reply Path TLV includes one or several reply path sub-TLV(sS) to
identify the return path(s) the egress LSR should use for its reply.

For a bidirectional LSP, since the ingress LSR and egress LSR of a
bidirectional LSP are aware of the relationship between the forward
and backward direction LSPs, only the B bit SHOULD be set in the
Reply Path TLV. [|If the operator wants the echo reply to be sent
along a path other than the reverse direction of the bidirectiona
LSP, the A bit SHOULD be set or another FEC sub-TLV SHOULD be carried
in the Reply Path TLV instead, and the B bit MJST be cl ear

In sone cases, operators may want to treat two unidirectional LSPs
(one for each direction) as a pair. There may not be any binding
rel ati onship between the two LSPs. Using the nechani smdefined in
this document, operators can run LSP ping one time fromone end to
conplete the failure detection on both unidirectional LSPs. To
acconplish this, the echo request nessage MJST carry (in the Reply
Path TLV) a FEC sub-TLV that belongs to the backward LSP

5.2. Receiving an Echo Request

"Pi ng" node processing, as defined in Section 4.4 of [ RFC4379],
applies in this docunment. In addition, when an echo request is
received, if the egress LSR does not know the Reply Myde defined in
this docunment, an echo reply with the return code set to "Ml forned
echo request received" and the Subcode set to zero will be send back
to the ingress LSR according to the rules of [RFC4379]. If the
egress LSR knows the Reply Mdde, according to the Reply Path TLV, it
SHOULD find and select the desired return path. |If there is a

mat ched path, an echo reply with a Reply Path TLV that identifies the
return path SHOULD be sent back to the ingress LSR, the Reply Path
return code SHOULD be set to "The echo reply was sent successfully
using the specified Reply Path". |If there is no such path, an echo
reply with the Reply Path TLV SHOULD be sent back to the ingress LSR
the Reply Path return code SHOULD be set to the rel evant code
(defined in Section 4.2) for the real situation to reflect the result
of Reply Path TLV processing and return path selection. For exanple,
if the specified LSP is not found, the egress then chooses anot her
LSP as the return path to send the echo reply, the Reply Path return
code SHOULD be set to "The specified reply path was not found, the
echo reply was sent via another LSP', and if the egress chooses an |IP
path to send the echo reply, the Reply Path return code SHOULD be set
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to "The specified Reply Path was not found, the echo reply was sent
via pure I P forwarding (non-MPLS) path". |If there is an unknown sub-
TLV in the received Reply Path TLV, the Reply Path return code SHOULD
be set to "One or nore of the sub-TLVs in the Reply Path TLV were not
under st ood" .

If the A bit of the Reply Path TLV in a received echo request nessage
is set, the egress LSR SHOULD send the echo reply al ong a non-default
return path.

If the B bit of the Reply Path TLV in a received echo request nessage
is set, the egress LSR SHOULD send the echo reply along the reverse
direction of the bidirectional LSP

In addition, the FEC validate results of the forward path LSP SHOULD
NOT affect the egress LSR continue to test return path LSP

5.3. Sending an Echo Reply

As described in [ RFC4379], the echo reply nessage is a UDP packet,
and it MJST be sent only in response to an MPLS echo request. The
source | P address is a valid | P address of the replier, the source
UDP port is the well-know UDP port for LSP ping.

When the return path is an MPLS LSP, the destination |IP address of
the echo reply nmessage is copied fromthe destination |IP address of
the echo request, and the destination UDP port is copied fromthe
source UDP port of the echo request. The IP TTL MJST be set to 1
the TTL in the outernost | abel MJST be set to 255.

When the return path is a pure IP forwardi ng path, the sanme as
defined in [ RFC4379], the destination |IP address and UDP port are
copied fromthe source | P address and source UDP port of the echo
request.

When sending the echo reply, a Reply Path TLV that identifies the
return path MUST be carried, the Reply Path return code SHOULD be set
to relevant code that reflects results about how the egress processes
the Reply Path TLV in a previous received echo request nessage and
return path selection. By carrying the Reply Path TLV in an echo
reply, it gives the ingress LSR enough informati on about the reverse
direction of the tested path to verify the consistency of the data

pl ane agai nst control plane. Thus, a single LSP ping could achieve
both directions of a path test. |If the return path is pure |IP path,
no sub-TLVs are carried in the Reply Path TLVW.
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5.4. Receiving an Echo Reply

The rul es and process defined in Section 4.6 of [RFC4379] apply here.
When an echo reply is received, if the Reply Mode is "Reply via
Specified Path" and the Reply Path return code is "The echo reply was
sent successfully using the specified Reply Path", and if the return
path is an MPLS LSP. The ingress LSR MJST perform FEC vali dati on
(based on the FEC Stack information of the return path carried in the
Reply Path TLV) as an egress LSR does when receiving an echo request,
the FEC validation process (relevant to "ping" node) defined in
Section 4.4.1 of [RFC4379] applies here.

When an echo reply is received with return code set to "Ml formned
echo request received" and the Subcode set to zero. It is possible
that the egress LSR may not know the "Reply via Specified Path" Reply
Mode, the operator may choose to re-perform another LSP ping by using
one of the four Reply Mdes defined [ RFC4379].

On receipt of an echo reply with Reply Path return code in the Reply
Path TLV set to "The specified reply path was not found, ...", it
means that the egress LSR could not find a matched return path as
specified. Operators nay choose to specify another LSP as the return
path or use other methods to detect the path further

5.5. Non-1P Encapsul ation for MPLS-TP LSPs

In sone MPLS-TP depl oynment scenarios, |P addressing m ght not be
avai l abl e or the use of sone formof non-1P encapsul ati on m ght be
preferred. In such scenarios, the Non-1P encapsul ati on defined in

[ RFC6426] applies here. The LSP Ping Reply Mdde in the echo request
and echo reply is set to 5. The return path of the echo reply is as
specified in the Reply Path TLV.

6. Security Considerations

Security considerations discussed in [RFC4379] apply to this
docunent .

In addition, the extensions defined in this docunment may be used for
potential "proxying" attacks. For exanple, an echo request initiator
may specify a return path that has a destination different fromthat
of the initiator. But normally, such attacks will not happen in an
MPLS domain where the initiators and receivers belong to the sane
domain. Even this, in order to prevent using the extension defined
in this docunent for proxying any possible attacks, the return path
LSP shoul d have destination to the same node where the forward path
is from The receiver nay drop the echo request when it cannot
determ ne whether the return path LSP has the destination to the

Chen, et al. St andards Track [ Page 16]



RFC 7110 Return Path Specified LSP Ping January 2014

initiator. That neans, when sending echo request, the initiator
shoul d choose a proper source address according the specified return
path LSP to help the receiver to nake the deci sion.

7. 1 ANA Consi derations

7.1. TLVs
| ANA has assigned the value 21 for the Reply Path TLV and assi gned
the value 22 for Reply TC TLV fromthe "Ml tiprotocol Label Swtching

Architecture (MPLS) Label Switched Paths (LSPs) Ping Paraneters”
registry, "TLVs" subregistry.

Val ue Meani ng Ref erence
21 Reply Path TLV this docunment (Section 4.2)
22 Reply TC TLV this docunment (Section 4.4)

The sub-TLV space and assignments for the Reply Path TLV will be the
same as that for the Target FEC Stack TLV. Sub-types for the Target
FEC Stack TLV and the Reply Path TLV MJST be kept the sanme. Any new
sub-type added to the Target FEC Stack TLV MUST apply to the Reply
Path TLV as wel | .

7.2. New Target FEC Stack Sub-TLVs

| ANA has assigned three new sub-TLV types fromthe "Miltiprotocol
Label Switching Architecture (MPLS) Label Sw tched Paths (LSPs) Ping
Paraneters - TLVs" registry, "Sub-TLVs for TLV Types 1, 16, and 21"
subregistry.

Sub- Type Sub- TLV Nane Ref erence

26 | Pv4 RSVP Tunnel this docunment (Section 4.3.1)
27 | Pv6 RSVP Tunnel this docunment (Section 4.3.2)
28 Static Tunnel this document (Section 4.3.3)

7.3. New Reply Mbdde

| ANA has allocated (5 - Reply via Specified Path) fromthe "Ml ti-
Prot ocol Label Switching (MPLS) Label Switched Paths (LSPs) Ping
Par armet ers" registry, the "Reply Mdes" subregistry.

Val ue Meani ng Ref er ence

5 Reply via Specified Path this docunment (Section 4.1)
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7.4. Reply Path Return Code
| ANA has created a new subregistry for the "Milti-Protocol Label
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters" for
Reply Path return codes.

Thi s document (Section 4.2) defines the follow ng return codes:

Val ue Meani ng

0x0000 No return code

0x0001 Mal formed Reply Path TLV was received

0x0002 One or nore of the sub-TLVs in the Reply Path TLV
wer e not under st ood

0x0003 The echo reply was sent successfully using the
specified Reply Path

0x0004 The specified Reply Path was not found, the echo
reply was sent via another LSP

0x0005 The specified Reply Path was not found, the echo
reply was sent via pure | P forwardi ng (non- MPLS)
pat h

0x0006- Oxfffb Unassi gned
Oxfffc-Oxffff Reserved for Experinmental Use

The range of 0x0006-0xfffb is not allocated and reserved for future

extensions and is allocated via Standard Action; the range of Oxfffc-
Oxffff is for Experinmental Use.
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