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Wen the SIMME Mail Security Working Group was chartered, an object
identifier arc was donated by RSA Data Security for use by that
wor ki ng group. This docunment describes the object identifiers that
were assigned in that donated arc, transfers control of that arc to
| ANA, and establishes | ANA allocation policies for any future
assignnents within that arc.
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(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7107

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

VWhen the SIM ME Mail Security Working Group was chartered, an object
identifier arc was donated by RSA Data Security for use by that

wor ki ng group. These object identifiers are primarily used with
Abstract Syntax Notation One (ASN.1) [ ASN1-88] [ASNL1-08]. The ASN. 1
specifications continue to evolve, but object identifiers can be used
with any and all versions of ASN. 1.

The S/M ME object identifier arc is:

id-smnme OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 16 }

Housl ey I nf or mat i onal [ Page 2]



RFC 7107

Thi s docunent describes the object
that donated arc,

SIMME OD Registry

transfers control

January 2014

identifiers that were assigned in
of that arc to I ANA, and

establishes | ANA allocation policies for any future assignnments
within that arc.

2. Subordinate hject

Thi rt een subordi nate object

zero t

Identifier Arcs

identifier arcs were used,

o twelve. They were assigned as foll ows:

ASN. 1 npdul es

id-nod OBJECT IDENTIFIER ::={ id-sm
-- Cryptographi c Message Syntax (CMS)
i d-ct OBJECT IDENTIFIER ::= { id-sm
-- attributes

i d-aa OBJECT IDENTIFIER ::={ id-sm
-- algorithmidentifiers

id-alg OBJECT IDENTIFIER ::={ id-sm
-- certificate distribution

id-cd OBJECT IDENTIFIER ::={ id-sm
-- signature policy qualifier

id-spq OBJECT IDENTIFIER ::={ id-sm
-- commitnent type identifier

id-cti OBJECT IDENTIFIER ::={ id-sm
-- test security policies

id-tsp OBJECT IDENTIFIER ::={ id-sm
-- symmetric key distribution control
id-skd OBJECT IDENTIFIER ::={ id-sm
-- signature type identifier

id-sti OBJECT IDENTIFIER ::={ id-sm
-- encoded information types

id-eit OBJECT IDENTIFIER ::={ id-sm
-- S/IM ME capabilities

id-cap OBJECT IDENTIFIER ::={ id-sm
-- PSKC attributes

i d-pskc OBJECT IDENTIFIER ::= { id-sm

Housl ey
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The val ues assigned in each of these subordi nate object identifier
arcs are discussed in the next section

3. | ANA Consi derations

| ANA i s asked to update one registry table and create fourteen
addi tional tables.

Updates to the new tables require both Specification Required and
Expert Review as defined in [RFC5226]. The expert is expected to
ensure that any new values are strongly related to the work that was
done by the SIMME Mail Security Working Group; exanples include
content types, attributes, and identifiers for algorithnms used with
SIMME and CM5. (Object identifiers for other purposes should not be
assigned in this arc.

3.1. Update to "SM Security for Mechani sm Codes" Registry

The "SM Security for Mechani sm Codes" table generally contains
entries with a positive integer value, but the value donated by RSA
Data Security cannot be described in this manner. An accompanyi ng
table is needed with this entry:

QO D Vval ue Narme Descri ption Ref er ences
1.2.840.113549.1.9.16 smne S/MME Mil Security This RFC
3.2. "SM Security for SSMMe Mail Security" Registry

Wthin the SM-nunbers registry, add an "SM Security for S/M ME Mai
Security (1.2.840.113549.1.9.16)" table with three col ums:

Deci mal Description Ref er ences
0 Modul e identifiers This RFC
1 CM5 content types This RFC
2 Attributes This RFC
3 Algorithmidentifiers This RFC
4 Certificate distribution This RFC
5 Signature policy qualifiers This RFC
6 Conmitrent type identifiers This RFC
7 Test security policies This RFC
8 Synmetric key dist ctrl attrs This RFC
9 Signature type identifiers This RFC
10 Encoded i nformation types This RFC
11 S/M ME capabilities This RFC
12 PSKC attri butes This RFC
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Future updates to this table require both Specification Required and

Expert Review as defined in [ RFC5226].

"SM Security for S/IMME Mdule Identifier"

Regi stry

Wthin the SM-nunbers registry, add an "SM Security for S/IM M

Modul e Identifier (1.2.840.113549.1.9.16.0)" table with three

col umms:
Deci mal Description Ref er ences
1 i d- nod- cns [ RFC2630]
2 i d- nmod- ess [ RFC2634]
3 i d- nod- oi d Reserved and Obsol ete
4 i d- mod- nsg-v3 [ RFC2633]
5 i d- nod- et s- eSi gnat ur e- 88 [ RFC3126]
6 i d- nod- et s- eSi gnat ur e- 97 [ RFC3126]
7 i d- nod- ets-eSi gPol i cy-88 [ RFC3125]
8 i d- nod- et s-eSi gPol i cy-97 [ RFC3125]
9 i d- mod- certdi st Reserved and Obsol ete
10 i d- nod- donsec [ RFC3183]
11 i d- nod- conpr ess [ RFC3274]
12 i d- nod- synkeydi st [ RFC5275]
13 i d- nod- cek-reuse [ RFC3185]
14 i d- nod- cns- 2001 [ RFC3369]
15 i d-nmod-v1AttrCert [ RFC3369]
16 i d- nod- cneal g- 2001 [ RFC3370]
17 i d- nod-cns- pwi-88 [ RFC3211]
18 i d- nod- cns- pwi - 97 [ RFC3211]
19 i d- nod- cne- aes [ RFC3565]
20 i d- nod- cs- r saes- oaep [ RFC3560]
21 i d- nod- nsg-v3dot 1 [ RFC3851]
22 i d- mod- cs-fi rmavar e- wr ap [ RFC4108]
23 i d-nod-cns-canel lia [ RFC3657]
24 i d- nod- cns- 2004 [ RFC3852]
25 i d- nod- cne- seed [ Err3865]
26 i d- mod- cont ent Col | ecti on [ RFC4073]
27 i d- mod- bi narySi gni ngTi e [ RFC4049]
28 i d- nod- et s-eSi gnature-explicitSyntax88 [RFC5126]
29 i d- nod- et s-eSi gnature-explicitSyntax97 [RFC5126]
30 i d- nod- ess- 2006 [ RFC5035]
31 i d- nod- cne- aut hEnvel opedDat a [ RFC5083]
32 i d- nmod- cs- aes- ccm and- gcm [ RFC5084]
33 i d- mod- symmet ri cKeyPkgV1l [ RFC6031]
34 i d-mod-nul ti pl eSi g- 2008 [ RFC5752]
35 i d- nod-ti nmest anpedDat a [ RFC5544]
36 i d- nod- synkeydi st-02 [ RFC5911]
37 i d- nod- cnsal g- 2001- 02 [ RFC5911]
Housl ey I nf or mat i onal [ Page 5]
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38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
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i d- nod- cns- aes- 02

i d- nod- nsg- v3dot 1- 02

i d- mod- cs-fi rmavar e- wr ap- 02
i d- nod- cns- 2004- 02

i d- nod- ess-2006-02

i d- nod- cns- aut hEnvel opedDat a- 02
i d- nod- cne- aes-ccm gem 02

i d- mod- cs- ecc- al g- 2009- 88

i d- mod- cs- ecc- al g- 2009- 02

i d- nod- aesKeyW apW t hPad- 88
i d- nod- aesKeyW apW t hPad- 02
i d- nod- MD5- XOR- EXPERI MENT

i d- nod- asymet ri cKeyPkgV1

i d- mod- encr ypt edkeyPkgV1l

i d- nmod- cns- al gori t hnPr ot ect

i d- nod- pskcAttri but eshModul e
i d- nod- conpr essedDat aCont ent
i d- nod- bi nSi gni ngTi ne- 2009

i d- nod- cont ent Col | ect - 2009

i d- mod- cns Aut hEnvDat a- 2009

i d- nod- cnrs- 2009

i d-nod-nmul ti pl eSi gn- 2009

i d- nod- r pki Mani f est

i d- nod- r pki ROA

i d- nod- set KeyAttri buteVl

i d- nod- keyPkgRecei pt AndEr r V2
i d- mod- nt s- hashsi g- 2013

January 2014

[ RFC5911]
[ RFC5911]
[ RFC5911]
[ RFC5911]
[ RFC5911]
[ RFC5911]
[ RFC5911]
[ RFC5753]
[ RFC5753]
[ RFC5649]
[ RFC5649]
[ Err 3866]
[ RFC5958]
[ RFC6032]
[ RFC6211]
[ RFC6031]
[ RFC6268]
[ RFC6268]
[ RFC6268]
[ RFC6268]
[ RFC6268]
[ RFC6268]
[ RFC6486]
[ RFC6482]
[ SET- KEY]

[ CVB- TYPES]
[ MTS-i n- CVB]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].

3.4. "SM Security for SSMMe CM5 Content Type"

Wthin the SM-nunbers registry,

Regi stry

add an "SM Security for S/M M CVB

Content Type (1.2.840.113549.1.9.16.1)" table with three col ums:

OCoO~NOOUTA~WNEO

Housl ey

Descri ption

i d-ct-anyCont ent Type

i d-ct-receipt

i d-ct-authbData

i d-ct-publishCert
id-ct-TSTInfo
id-ct-TDTInfo
id-ct-contentlnfo

i d-ct - DVCSRequest Dat a

i d-ct - DVCSResponseDat a
i d-ct-conpressedDat a

I nf or mat i onal

Ref er ences

[ RFC6010]
[ RFC2634]
[ RFC2630]

[ RFC3161]

[ RFC2630]
[ RFC3029]
[ RFC3029]
[ RFC3274]

Reserved and Obsol ete

Reserved and Obsol ete
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10 i d-ct-scvp-cert Val Request [ RFC5055]
11 i d-ct-scvp-cert Val Response [ RFC5055]
12 i d-ct-scvp-val Pol Request [ RFC5055]
13 i d-ct-scvp-val Pol Response [ RFC5055]
14 id-ct-attrCertEncAttrs [ RFC5755]
15 i d-ct-TSReq Reserved and Obsol ete
16 i d-ct-firmarePackage [ RFC4108]
17 i d-ct-firnmwareLoadRecei pt [ RFC4108]
18 i d-ct-firnmnareLoadError [ RFC4108]
19 i d-ct-contentColl ection [ RFC4073]
20 id-ct-contentWthAttrs [ RFC4073]
21 i d-ct-encKeyWthlD [ RFC4211]
22 i d-ct-encPEPSI Reserved and Obsol ete
23 i d-ct-aut hEnvel opedDat a [ RFC5083]
24 id-ct-routeOrigi nAut hz [ RFC6482]
25 i d- ct - KP- skeyPackage [ RFC6031]
26 i d-ct-rpki Mani f est [ RFC6486]
27 i d-ct-ascii Text Wt hCRLF [ RFC5485]
28 i d-ct-xnl [ RFC5485]
29 i d-ct - pdf [ RFC5485]
30 i d-ct-postscript [ RFC5485]
31 i d-ct-tinmestanpedDat a [ RFC5544]
32 i d-ct-ASAdj acencyAtt est Reserved and Chsol ete
33 i d-ct-rpki Trust Anchor Reserved and Ohsol ete
34 i d-ct-trust AnchorLi st [ RFC5914]
35 i d-ct-rpki Ghost busters [ RFC6493]
36 i d-ct-resourceTaggedAtt est Reserved and Obsol ete

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].
3.5. "SM Security for SSM M Attributes" Registry
Wthin the SM-nunbers registry, add an "SM Security for S/M M
Attributes (1.2.840.113549.1.9.16.2)" table with three col ums:

Deci mal Description Ref er ences
1 i d- aa-recei pt Request [ RFC2634]
2 i d-aa-securitylLabel [ RFC2634]
3 i d- aa- m ExpandHi st ory [ RFC2634]
4 i d-aa-cont ent Hi nt [ RFC2634]
5 i d-aa- msgSi gbi gest [ RFC2634]
6 i d- aa- encapCont ent Type Reserved and Obsol ete
7 i d-aa-contentldentifier [ RFC2634]
8 i d- aa- macVal ue Reserved and Obsol ete
9 i d- aa- equi val ent Label s [ RFC2634]
10 i d- aa- cont ent Ref erence [ RFC2634]
Housl ey I nf or mat i onal [ Page 7]
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11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
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i d- aa- encrypKeyPr ef

i d-aa-signingCertificate

i d-aa-sm nmeEncryptCerts

i d- aa-si gnat ur eTi neSt anpToken
i d-aa-ets-sigPolicyld

i d-aa- et s-conmi t ment Type

i d- aa- et s-signerlLocation

i d-aa-ets-signerAttr

i d- aa- et s- ot her Si gCert

i d- aa- et s-cont ent Ti nest anp
id-aa-ets-CertificateRefs
i d- aa- et s- Revocati onRef s

i d-aa-ets-certVal ues

i d- aa- et s-revocati onVal ues
i d- aa- et s-escTi neSt anp

i d-aa-ets-cert CRLTi nest anp
i d-aa-ets-archiveTi neSt anp
i d-aa-si gnat ureType

i d-aa-dvcs-dvce

i d- aa- CEKRef er ence

i d- aa- CEKMaxDecrypt s

i d- aa- KEKDer i vati onAl g

i d-aa-i ntendedReci pi ents

i d-aa- cnt-unsi gnedDat a

i d-aa-firmnar ePackagel D

i d-aa-target Har dwar el Ds

i d- aa- decrypt Keyl D

i d-aa-i npl Crypt oAl gs

i d- aa- w appedFi r mvar eKey

i d-aa-communityldentifiers
i d-aa- f wPkgMessageDi gest

i d-aa-firmnar ePackagel nf o
i d-aa-i npl Conpr essAl gs
id-aa-ets-attrCertificateRefs
i d-aa-ets-attrRevocati onRefs
i d- aa- bi narySi gni ngTi e

i d-aa-signingCertificateVv2
i d-aa-ets-archiveTi meSt anmpV2
i d-aa-er-internal

i d- aa- er - ext ernal

i d-aa-mul tipl eSi gnat ures

i d-aa-cnsAl gorit hnProtect

i d-aa- set Keyl nformati on

i d- aa- asymDecr ypt Keyl D

January 2014

[ RFC2633]
[ RFC2634]

[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ RFC3126]
[ Err3757]
[ RFC3029]
[ RFC3185]
[ RFC3185]
[ RFC3185]

[ RFC5272]
[ RFC4108]
[ RFC4108]
[ RFC4108]
[ RFC4108]
[ RFC4108]
[ RFC4108]
[ RFC4108]
[ RFC4108]
[ RFC4108]
[ RFC5126]
[ RFC5126]
[ RFC4049]
[ RFC5035]
[ RFC5126]
[ RFC4998]
[ RFC4998]
[ RFC5752]
[ RFC6211]
[ SET- KEY]
[ RFC7030]

Reserved and Obsol ete

Reserved and Obsol ete

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].

Housl ey
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3.6. "SM Security for SSM M Al gorithnms" Registry

Wthin the SM-nunbers registry, add an "SM Security for S/M M
Al gorithns (1.2.840.113549.1.9.16.3)" table with three col ums:

Deci mal Description Ref erences
1 i d-al g- ESDHw t h3DES Reserved and Obsol ete
2 i d- al g- ESDHw t hRC2 Reserved and Obsol ete
3 i d-al g- 3DESwW ap Reserved and Chsol ete
4 i d-al g- RC2wr ap Reserved and Chsol ete
5 i d-al g- ESDH [ RFC2630]

6 i d- al g- CMS3DESwWr ap [ RFC2630]

7 i d-al g- CMSRC2wr ap [ RFC2630]

8 i d-al g-zLi bConpr ess [ RFC3274]

9 i d- al g- PRI - KEK [ RFC3211]
10 i d- al g- SSDH [ RFC3370]
11 i d- al g- HMACW t h3DESwr ap [ RFC3537]
12 i d- al g- HMACW t hAESwr ap [ RFC3537]
13 i d- al g- MD5- XOR- EXPERI MENT [ RFC6210]
14 i d-al g-rsa-kem [ RFC5990]
15 i d-al g- aut hEnc- 128 [ RFC6476]
16 i d-al g- aut hEnc- 256 [ RFC6476]
17 i d-al g-nts-hashsig [ MTS-i n- CVS]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].

3.7. "SM Security for SSMMe Certificate Distribution Mechani sns”
Regi stry

Wthin the SM-nunbers registry, add an "SM Security for S/M M
Certificate Distribution Mechanisns (1.2.840.113549.1.9.16.4)" table
with three col ums:

Deci mal Description Ref erences

1 i d-cd-1dap Reserved and Obsol ete

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].

Housl ey I nf or mat i onal [ Page 9]



RFC 7107 SIMME OD Registry January 2014

3.8. "SM Security for SSMME Signature Policy Qualifier" Registry

Wthin the SM-nunbers registry, add an "SM Security for S/M M
Signature Policy Qualifier (1.2.840.113549.1.9.16.5)" table with
three col ums:

Deci mal Description Ref er ences
1 i d-spg-ets-uri [ RFC3126]
2 i d-spg-ets-unotice [ RFC3126]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].

3.9. "SM Security for SSMMe Commitnent Type ldentifier" Registry
Wthin the SM-nunbers registry, add an "SM Security for S/IM M

Conmitrrent Type ldentifier (1.2.840.113549.1.9.16.6)" table with
t hree col ums:

Deci mal Description Ref er ences
1 id-cti-ets-proof 0fOrigin [ RFC3126]
2 id-cti-ets-proof Of Recei pt [ RFC3126]
3 id-cti-ets-proof ODelivery [ RFC3126]
4 i d-cti-ets-proof Of Sender [ RFC3126]
5 i d-cti-ets-proof O Approval [ RFC3126]
6 id-cti-ets-proof Of Creation [ RFC3126]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226] .

3.10. "SM Security for SIMME Test Security Policies" Registry

Wthin the SM-nunbers registry, add an "SM Security for S/M M Test
Security Policies (1.2.840.113549.1.9.16.7)" table with three

col umms:
Deci mal Description Ref er ences
1 i d-tsp- TEST- Anbco [ RFC3114]
2 id-tsp-TEST-Caterpillar [ RFC3114]
3 i d-tsp- TEST- Wi rl pool [ RFC3114]
4 i d-tsp- TEST- Wi r | pool - Cat egori es [ RFC3114]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].

Housl ey I nf or mat i onal [ Page 10]
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3.11. "SM Security for SSMME Control Attributes for Symmetric Key
Distribution" Registry

Wthin the SM-nunbers registry, add an "SM Security for S/IM M
Control Attributes for Symretric Key Distribution
(1.2.840.113549.1.9.16.8)" table with three col ums:

Deci mal Description Ref er ences
1 i d- skd- gl UseKEK [ RFC5275]
2 i d-skd-gl Del ete [ RFC5275]
3 i d- skd- gl AddMenber [ RFC5275]
4 i d- skd- gl Del et eMenber [ RFC5275]
5 i d- skd- gl Rekey [ RFC5275]
6 i d- skd- gl AddOmner [ RFC5275]
7 i d- skd- gl RenoveOaner [ RFC5275]
8 i d-skd- gl KeyConpr om se [ RFC5275]
9 i d- skd- gl kRefresh [ RFC5275]
10 i d-skd-gl Faillnfo Reserved and Obsol ete
11 i d-skd- gl aQuer yRequest [ RFC5275]
12 i d- skd- gl aQuer yResponse [ RFC5275]
13 i d-skd-gl Provi deCert [ RFC5275]
14 i d-skd- gl ManageCert [ RFC5275]
15 i d- skd- gl Key [ RFC5275]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].

3.12. "SM Security for SIMME Signature Type ldentifiers" Registry
Wthin the SM-nunbers registry, add an "SM Security for S/IM M

Signature Type ldentifiers (1.2.840.113549.1.9.16.9)" table with
three col ums:

Deci mal Description Ref erences
1 id-sti-originatorSig [ RFC3183]
2 i d-sti-domainSig [ RFC3183]
3 id-sti-addAttribSig [ RFC3183]
4 id-sti-reviewsig [ RFC3183]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].

Housl ey I nf or mat i onal [ Page 11]



RFC 7107 SIMME OD Registry January 2014

3.13. "SM Security for S/MME X 400 Encoded Information Types (EIT)
for SIM ME objects" Registry

Wthin the SM-nunbers registry, add an "SM Security for X 400
Encoded I nfornmation Types (EIT) for S/M M objects
(1.2.840.113549.1.9.16.10)" table with three col ums:

Deci mal Description Ref er ences
1 i d-eit-envel opedDat a [ RFC3855]
2 i d-eit-signedData [ RFC3855]
3 id-eit-certsOnly [ RFC3855]
4 i d-eit-signedRecei pt [ RFC3855]
5 i d-eit-envel opedX400 [ RFC3855]
6 i d-eit-si gnedX400 [ RFC3855]
7 i d-eit-conpressedDat a [ RFC3855]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226] .

3.14. "SM Security for SIMME Capabilities (other than cryptographic
al gorithms)" Registry

Wthin the SM-nunbers registry, add an "SM Security for S/IM M
Capabilities (other than cryptographic al gorithns)
(1.2.840.113549.1.9.16.11)" table with three col ums:

Deci mal Description Ref er ences

1 i d- cap- pref erBi naryl nsi de [ RFC3851]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226].

3.15. "SM Security for SIMME Portable Symetric Key Container (PSKC)
Attributes" Registry

Wthin the SM-nunbers registry, add an "SM Security for S/M M
Portabl e Symretric Key Container (PSKC) Attributes
(1.2.840.113549.1.9.16.12)" table with three col ums:

Deci mal Description Ref erences
1 i d- pskc- manuf act urer [ RFC6031]
2 i d- pskc-serial No [ RFC6031]
3 i d- pskc- nodel [ RFC6031]
4 i d- pskc-i ssueNo [ RFC6031]
5 i d- pskc-devi ceBi ndi ng [ RFC6031]
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i d- pskc-devi ceStartDate
i d- pskc-devi ceExpi ryDat e
i d- pskc-nmodul el d

i d- pskc-keyld

i d- pskc-al gorithm

i d- pskc-i ssuer

i d- pskc-keyProfileld

i d- pskc- keyRef erence

i d- pskc-friendl yName

i d- pskc-al gorit hnPar ans
i d- pskc-counter

i d-pskc-tine

i d-pskc-timelnterval

i d-pskc-tineDrift

i d- pskc-val ueMAC

i d- pskc-keyStartDate

i d- pskc-keyExpi ryDat e

i d- pskc-noOf Transacti ons
i d- pskc-keyUsages

i d- pskc-pi nPolicy

i d- pskc-devi ceUserld

i d- pskc-keyUserld

January 2014

[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]
[ RFC6031]

Future updates to this table require both Specification Required and
Expert Review as defined in [ RFC5226] .

Security Considerations

Thi s docunent popul ates an | ANA registry,
security considerations.

and it
The protocols that specify these val ues

rai ses no new

include the security considerations associated with their usage.

Ref er ences

[ ASNL- 08]

[ ASNL- 88]

[ RFC5226]

Housl ey
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I nternational Tel ecomrunicatio
Not ati on One (ASN. 1): Specific
| TU-T Recommendati on X. 680, 20

I nternational Tel ephone and Te

n Union, "Abstract Syntax
ation of basic notation",
08.

| egraph Consultative

Comm ttee, "Specification of Abstract Syntax Notation
One (ASN.1)", CCTT Recommendati on X. 208, 1988.
Narten, T. and H. Al vestrand,

| ANA Consi derations Section in
May 2008.

I nf or mat i onal

"CQuidelines for Witing an

RFCs", BCP 26, RFC 5226,
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