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Abst ract
After an enmergency call is conpleted (ternminated either prematurely

by the emergency caller or normally by the call taker), the cal

taker may feel the need for further communication. For example, the
call may have been dropped by accident w thout the call taker having
sufficient information about the current state of an accident victim
A call taker may trigger a callback to the enmergency caller using the
contact information provided with the initial emergency call. This
cal I back coul d, under certain circunstances, be treated like any
other call and, as a consequence, it may get bl ocked by authorization
policies or may get forwarded to an answering nachi ne.

The | ETF energency services architecture specification already offers
a solution approach for allow ng Public Safety Answering Point (PSAP)
cal | backs to bypass authorization policies in order to reach the
caller without unnecessary delays. Unfortunately, the specified
mechani smonly supports limted scenarios. This docunment discusses
shortcom ngs of the current mechanisns and illustrates additiona
scenari os where better-than-normal call treatnent behavi or woul d be
desirable. W describe a solution based on a new header field val ue
for the SIP Priority header field, called "psap-callback", to mark
PSAP cal | backs.
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Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7090

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

Sunmoni ng police, the fire departnent, or an anbul ance in energencies
is one of the fundanental and nost val uable functions of the

tel ephone. As telephone functionality noves fromcircuit-swtched
tel ephony to Internet tel ephony, its users rightfully expect that
this core functionality will continue to work at least as well as it
has for the | egacy technol ogy. New devices and services are being
made avail able that could be used to nake a request for help and that
are not traditional telephones. Users are increasingly expecting
themto be used to place enmergency calls.

An overvi ew of the protocol interactions for emergency calling using
the | ETF enmergency services architecture is described in [ RFC6443],
and [ RFC6881] specifies the technical details. As part of the
energency call setup procedure, two inportant identifiers are
conveyed to the PSAP call taker’s user agent, nanely the address-of -
record (AOR), and if available, the dobally Routable User Agent (UA)
URIs (GRUUs). RFC 3261 [RFC3261] defines the AOR as:

Schul zrinne, et al. St andards Track [ Page 3]



RFC 7090 PSAP Cal | back April 2014

An address-of-record (ACR) is a SIP or SIPS URI that points to a
domain with a |ocation service that can map the URI to another UR
where the user mght be available. Typically, the |ocation
service is popul ated through registrations. An AORis frequently
t hought of as the "public address" of the user

In SIP systenms, a single user can have a nunber of user agents
(handsets, softphones, voicenmail accounts, etc.) that are all
referenced by the sane ACR There are a nunber of cases in which it
is desirable to have an identifier that addresses a single user agent
rat her than the group of user agents indicated by an AOR The GRUW
is such a unique user-agent identifier, and it is also globally
routable. [RFC5627] specifies howto obtain and use GRUUs.

[ RFC6881] al so nakes use of the GRUU for emergency calls.

Regul atory requirenents denand that the energency call setup
procedure itsel f provides enough information to allow the call taker
toinitiate a callback to the energency caller. This is desirable in
those cases where the call is dropped prematurely or when further
communi cati on needs arise. The AOR and the GRUU serve this purpose.

The communi cation attenpt by the PSAP call taker back to the
energency caller is called a "PSAP cal | back"

A PSAP cal | back may, however, be bl ocked by user-configured

aut hori zation policies or may be forwarded to an answering machi ne
since SIP entities (SIP proxies as well as the SIP user equipnent
itself) cannot differentiate the PSAP cal | back from any other SIP
call. "Call barring", "do not disturb", or "call diversion" (also
called call forwarding) are features that prevent delivery of a call
It is inportant to note that these features nmay be inplenmented by SIP
intermediaries as well as by the user agent.

Anong t he energency services comunity, there is a desire to treat
PSAP cal | backs in such a way that the chances of reaching the
energency caller are increased. At the sanme tinme, any solution nust
m nimze the chance that other calls bypass call forwarding or other
aut hori zation policies. ldeally, the PSAP callback has to relate to
an earlier enmergency call that was nade "not too | ong ago”. An exact
time interval is difficult to define in a global |ETF standard due to
the variety of national regulatory requirenents, but [RFC6881]
suggests 30 m nutes.
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Neverthel ess, to neet the needs fromthe energency services
community, a basic nechanismfor preferential treatnment of PSAP
cal | backs was defined in Section 13 of [RFC6443]. The specification
says:

A UA may be able to determ ne a PSAP cal | back by exami ning the
domain of incomng calls after placing an emergency call and
comparing that to the domain of the answering PSAP fromthe
energency call. Any call fromthe same domain and directed to the
suppl i ed Contact header or AOR after an enmergency call should be
accepted as a callback fromthe PSAP if it occurs within a
reasonabl e tinme after an enmergency call was pl aced.

Thi s approach m mcs a stateful packet-filtering firewall and is

i ndeed hel pful in a nunber of cases. It is also relatively sinple to
i npl ement even though it requires call state to be maintained by the
user agent as well as by SIP internediaries. Unfortunately, the
solution does not work in all deploynment scenarios. |In Section 3 we
descri be cases where the currently standardi zed approach is
insufficient.

2. Term nol ogy

Emer gency-servi ces-related term nology is borrowed from[RFC5012].
This includes terninology |like energency caller, user equipnent, cal
taker, Energency Service Routing Proxy (ESRP), and Public Safety
Answer i ng Point (PSAP).

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

3. Call back Scenarios

This section illustrates a nunber of scenarios where the currently
specified solution, as described in [RFC6881], for preferential
treatnent of callbacks fails. As explained in Section 1, a SIP
entity exam nes an incom ng PSAP cal | back by conparing the domain of
the PSAP with the destination domain of the outbound emergency cal
pl aced earlier.

3.1. Routing Asynmetry

In sone depl oyment environnents, it is common to have incom ng and
out going SIP nmessaging routed through different SIP entities.

Figure 1 shows this graphically whereby a Voice over IP (Vol P)

provi der uses different SIP proxies for inbound and for outbound cal
handling. Unless the two devices are synchroni zed, the call back
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reachi ng the i nbound proxy would get treated |ike any other cal
since the energency call established state information at the
out bound proxy only.
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Figure 1. Exanple for Routing Asymetry
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.2. Milti-Stage Routing

Consi der the enmergency call routing scenario shown in Figure 2 where
routing towards the PSAP occurs in several stages. 1In this scenario,
we consider a SIP UA that uses the Location-to-Service Translation
(LoST) Protocol [RFC5222] to learn the next-hop destination, nanely
esrp@xanple.net, to get the call closer to the PSAP. This call is
then sent to the proxy of the user’s Vol P provider (exanple.org).

The user’s Vol P provi der receives the enmergency call and creates a

state based on the destination domain, nanely exanple.net. It then
routes the call to the indicated ESRP. Wen the ESRP receives the
call, it needs to decide what the next hop is to get to the fina

PSAP. I n our exanple, the next hop is the PSAP with the UR
psap@xanpl e. com

When a cal l back is sent from psap@xanpl e. comtowards the energency
caller, the call will get normal treatnent by the proxy of the VolP
provi der since the domain of the PSAP does not match the stored state
i nformati on.
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Figure 2: Exanple for Milti-Stage Routing
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3.3. Call Forwarding

I magi ne the foll owi ng case where an enmergency call enters an
enmergency network (state.exanple) via an ESRP, but then it gets
forwarded to a different energency services network (in our exanple,
to exanpl e. net, exanple.org, or exanple.con). The sane

consi derations apply when the police, fire and, anmbul ance networks
are part of the state.exanple subdomains (e.g.,

pol i ce. st at e. exanpl e) .

Simlar to the previous scenario, the wong state information is
bei ng set up during the energency call setup procedure. A call back
woul d originate in the exanple.net, exanple.org, or exanple.com
domai ns whereas the emergency caller’s SIP UA or the Vol P out bound
proxy has stored state.exanpl e.
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Figure 3: Exanple for Call Forwarding
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3.4. Network-Based Service URN Resol ution

The | ETF emergency services architecture
the resolution fromthe Service URN to t
happen at the SIP UA itself but at inter
the user’s Vol P provider.

Figure 4 shows this nmessage exchange of
and the incom ng PSAP graphically. Wi
stored at the Vol P provider is correct,
SIP UA is not.
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Figure 4: Exanpl e for Network-Based
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3.5. PSTN I nterworking

In case an energency call enters the Public Sw tched Tel ephone

Net work (PSTN), as shown in Figure 5, there is no guarantee that the
cal | back sonetine later | eaves the sane PSTN Vol P gateway or that the
same endpoint identifier is used in the forward as well as in the
backward direction nmaking it difficult to reliably detect PSAP

cal | backs.
S +
| PSTN [-----mmee- - +
| Calltaker | |
| Bob | <-------- +
R + | \%
1111 VAN R +
| | | PSTN / Vol P |
| PSTN | - --->| Gat eway |
VAN 111 | |
------------------- e
n I
I I
e + | S +
I I | |VolP I
| PSTN/ Vol P | +->| Servi ce
| Gat eway | | Provi der |
| | <------ I NVI TE- - - - | Y |
S + S SRR +

v I
AR, +
| SIP |
| UA |
| Alice |
N +

Figure 5: Exanple for PSTN I nterworking

Note: This scenario is considered outside the scope of this docunent.
The specified solution does not support this use case.
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4. SIP PSAP Cal | back | ndi cat or
4.1. Cenera

This section defines a new header field value, called "psap-
cal | back", for the SIP Priority header field defined in [ RFC3261].
The value is used to informSIP entities that the request is
associated with a PSAP cal | back SIP session

4.2. Usage
SIP entities that receive the header field value within an initia
request for a SIP session can, depending on |ocal policies, apply
PSAP cal | back-specific procedures for the session or request.
The PSAP cal | back-specific procedures nay be applied by SIP-based
network entities and by the callee. The specific actions taken when
receiving a call marked as a PSAP cal |l back marked call, such as

bypassi ng services and barring procedures, are outside the scope of
this docurent.

4.3. Syntax
4.3.1. Genera

This section defines the ABNF [ RFC5234] for the new SIP Priority
header field val ue "psap-call back".

4.3.2. ABNF
priority-value =/ "psap-callback"
Fi gure 6: ABNF
5. Security Considerations
5.1. Security Threat
The PSAP cal | back functionality described in this docunent allows
mar ked calls to bypass blacklists and ignore call-forwarding
procedures and other sinmlar features used to raise the attention of
energency callers when attenpting to contact them |In the case where
the SIP Priority header val ue, "psap-callback", is supported by the

SIP UA it would override user-interface configurations, such as
vi brate-only node, to alert the caller of the incom ng call

Schul zrinne, et al. St andards Track [ Page 12]



RFC 7090 PSAP Cal | back April 2014

5.2. Security Requirenents

The security threat discussed in Section 5.1 |eads to the requirenent
to ensure that the nmechanisns described in this docunent cannot be
used for malicious purposes, including telenmarketing.

Furthernmore, if the newy defined extension is not recogni zed, not
verified adequately, or not obeyed by SIP internediaries or SIP
endpoints, then it nust not lead to a failure of the call handling
procedure. Such a call nust be treated like a call that does not
have any narki ng attached.

The indicator described in Section 4 can be inserted by any SIP
entity, including attackers. So it is critical that the indicator
only lead to preferential call treatment in cases where the recipient
has sonme trust in the caller, as described in the next section

5.3. Security Solution

The approach for dealing with the inplenmentation of the security
requi renents described in Section 5.2 can be differentiated between
the behavi or applied by the UA and by SIP proxies. A UA that has
made an energency call MJST keep state infornmation so that it can
recogni ze and accept a callback fromthe PSAP if it occurs within a
reasonable time after an emergency call was placed, as described in
Section 13 of [RFC6443]. Only a tiner started at the tine when the
original emergency call has ended is required; information about the
calling party identity is not needed since the callback may use a
different calling party identity, as described in Section 3. Since
these SIP UA considerations are described already in [ RFC6443] as
well as in [RFC6881] the rest of this section focuses on the behavior
of SIP proxies.

Figure 7 shows the architecture that utilizes the identity of the
PSAP t o deci de whether a preferential treatnent of call backs should
be provided. To nake this policy decision, the identity of the PSAP
(i.e., calling party identity) is conpared with a PSAPs white |ist.
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S +
| List of |+
| valid | ]
| PSAPs | ]
S +|
S +
*
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*
Y,
I ncom ng AR + Nor mal
SIP Msg | SIP | + Tr eat nment
.............. >| Ent i ty | | —————=———=———=———=———=—=—==>
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Info A +|
TS +
| |
| |
|| Preferential
|| Treatnent
[ ol s e

(i f successfully verified)
Figure 7: ldentity-Based Authorization

The identity assurance in SIP can come in different fornms, nanely via
the SIP Identity [RFC4474] or the P-Asserted-ldentity [RFC3325]
mechani sns. The forner technique relies on a cryptographi c assurance
and the latter on a chain of trust. Also, the usage of Transport
Layer Security (TLS) between nei ghboring SIP entities may provide
useful identity information. At the time of witing, these identity
technol ogi es are being revised in the Secure Tel ephone Identity
Revisited (stir) working group [STIR] to offer better support for

| egacy technol ogies interworking and SIP internediaries that nodify
the content of various SIP headers and the body. Once the work on
these specifications has been conpleted, they will offer a stronger
calling party identity mechanismthat linmits or prevents identity
spoof i ng.

An inportant aspect froma security point of viewis the relationship
bet ween the energency services network (containing the PSAPs) and the
Vol P provi der, assuning that the energency call travels via the Vol P
provider and not directly between the SIP UA and the PSAP.

The establishment of a white list with PSAP identities may be
operationally conpl ex and dependent on the rel ationship between the
energency services operator and the Vol P provider. |If there is a
rel ati onship between the Vol P provi der and the PSAP operator, for
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exanpl e, when they are both operating in the same geographica

region, then populating the white list is fairly sinple and
consequently the identification of a PSAP call back is Iess

probl ematic conpared to the case where the two entities have never
interacted with each other before. 1In the end, the Vol P provider has
to verify whether the marked cal | back message i ndeed canme from a

| egitimate source

Vol P providers MJST only give PSAP cal | backs preferential treatnent
when the calling party identity of the PSAP was successfully natched
against entries in the white list. |If it cannot be verified (because
there was no match), then the Vol P provider MJST renove the PSAP
cal | back marking. Thereby, the callback reverts to a normal call.
As a second step, SIP UAs MIST maintain a timer that is started with
the original enmergency call and this timer expires within a
reasonabl e anobunt of tine, such as 30 mnutes per [RFC6881]. Such a
timer also ensures that Vol P providers cannot mnisuse the PSAP
cal | back mechanism for exanple, to ensure that their support calls
reach their custoners

Finally, a PSAP call back MJST use the same nmedia as the origina
energency call. For exanple, when an initial enmergency cal
established a real-tinme text communi cation session, then the PSAP
cal l back nust also attenpt to establish a real-tinme comrmunication
interaction. The reason for this is twofold. First, the person
seeking help may have disabilities that prevent them from using
certain nmedia and hence using the same nmedia for the call back avoids
unpl easant surprises and del ays. Second, the energency caller may
have intentionally chosen a certain nedia and does not prefer to
communicate in a different way. For exanple, it would be unfortunate
if a hostage tries to seek help using instant nessaging to avoid any
noi se when subsequently the ringtone triggered by a PSAP cal | back
using a voice call gets the attention of the hostage-taker. User-
interface designs need to cater to such situations.

6. | ANA Consi derations
Thi s docunent adds the "psap-call back” value to the SIP "Priority

Header Field Values"” registry allocated by [RFC6878]. The semantic
of the newy defined "psap-call back" value is defined in Section 4.
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