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Thi s docunent updates RFC 3315 by redefining the default val ues for
SOL_MAX_RT and | NF_MAX RT and defining options through which a DHCPv6
server can override the client’s default value for SO._MAX RT and

I NF_MAX RT with new val ues.
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1. Introduction

Section 5.5 of the DHCPv6 specification [ RFC3315] defines the default
val ues of SOL_MAX RT and INF_MAX RT to be 120 seconds. In sone
circunstances, these defaults will |ead to an unacceptably high

vol ume of aggregated traffic at a DHCPv6 server.

The change to SOL_MAX RT is in response to DHCPv6 nmessage rates
observed on a DHCPv6 server in a deploynment in which nany DHCPv6
clients are sending Solicit nessages, but the DHCPv6 server has been
configured not to respond to those Solicit nessages. Wile no
explicit observations of traffic due to | NF_MAX RT have been
conducted, this docunment updates |INF_MAX RT for consistency with
SOL_MAX_RT.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
3. Updates to SOL_MAX_RT and | NF_MAX_RT in RFC 3315

Thi s docunent changes Section 5.5 of RFC 3315 as foll ows:

oD

SOL_MAX _RT 120 secs Max Solicit tinmeout val ue
NEW

SOL_MAX RT 3600 secs Max Solicit timeout val ue
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OLD:
I NF_MAX RT 120 secs Max Information-request tineout val ue

NEW
I NF_MAX_RT 3600 secs WMax Information-request tinmeout val ue

Wth this change, a DHCPv6 client that does not receive a
satisfactory response will send Solicit or Information-request
messages with the sane initial frequency and exponential backoff as
specified in Sections 17.1.2 and 18.1.5 of RFC 3315. However, the

| ong-term behavi or of these DHCPv6 clients will be to send a Solicit
or Information-request nessage every 3600 seconds rather than every
120 seconds, significantly reducing the aggregated traffic at the
DHCPv6 server.

4. SOL_MAX _RT option

A DHCPv6 server sends the SOL_MAX RT option to a client to override
the default value of SOL_MAX _RT. The value of SCL_MAX_RT in the
option replaces the default value defined in Section 3. One use for
the SOL_MAX_RT option is to set a |longer value for SOL_MAX_RT, which
reduces the Solicit traffic froma client that has not received a
response to its Solicit nessages.

The format of the SOL_MAX RT option is:

0 1 2 3

01234567890123456789012345678901
T T T A S T
| opti on-code | option-len |
T T S S S T i S S e it S S it e S S
| SOL_MAX_RT val ue |
B i s T T i i o S o T Ji I

opti on-code OPTI ON_SOL_MAX_RT (82)
option-len 4
SOL_MAX_RT val ue Overriding value for SOL_MAX_RT

in seconds; MUST be in range:
60 <= "val ue" <= 86400 (1 day)

Figure 1: SCL_MAX_RT Option Fornat
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5.

6.

| NF_MAX_RT Opti on

A DHCPv6 server sends the INF_MAX RT option to a client to override
the default value of INF_MAX RT. The value of INF_MAX RT in the

option replaces the default value defined in Section 3. One use for
the INF_MAX RT option is to set a longer value for INF_MAX RT, which

reduces the Information-request traffic froma client that has not
received a response to its Information-request messages.

The format of the INF_MAX RT option is:
0 1 2 3

01234567890123456789012345678901
T T T S S T S SR S S i S S S S S S e SR

| opti on-code | option-Ilen

I S i S T I S e e e i i S S

| I NF_MAX_RT val ue

T i S S S e

opti on-code OPTI ON_I NF_MAX_RT (83)
option-len 4
I NF_MAX_RT val ue Overriding value for I NF_MAX RT

in seconds; MUST be in range:
60 <= "val ue" <= 86400 (1 day)

Figure 2: INF_MAX_RT Option Fornmat
Updates for SOL_MAX RT and | NF_MAX RT Options to RFC 3315
Update to RFC 3315, Section 17.1.3:
CLD:

The client MJUST ignore any Advertise nessage that includes a Status
Code option containing the val ue NoAddrsAvail, with the exception
that the client MAY display the associated status nessage to the
user.

NEW

The client MJUST ignore any Advertise nessage that includes a Status
Code option containing the val ue NoAddrsAvail, with the exception
that the client MJST process an included SO._MAX RT option, MJIST
process an included | NF_MAX RT option, and MAY display the

associ ated status nessage to the user.

+

+

+
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Update to RFC 3315, Section 17.2.2:
oLD:

If the server will not assign any addresses to any |As in a
subsequent Request fromthe client, the server MJST send an
Advertise nmessage to the client that includes only a Status Code
option with code NoAddrsAvail and a status nessage for the user, a
Server ldentifier option with the server’s DU D, and a dient
Identifier option with the client’s DU D.

NEW

If the server will not assign any addresses to any IAs in a
subsequent Request fromthe client, the server MIST send an Advertise
message to the client that includes only a Status Code option with
code NoAddrsAvail and a status nessage for the user, a Server
Identifier option with the server’s DUD, a dient Identifier option
with the client’s DU D, and (optionally) SO._MAX_RT and/or | NF_MAX_RT
options.

Update to RFC 3315, Section 14 (Add text, clarifying client behavior
while waiting for a response froma server):

NEW

A client is not expected to listen for a response during the entire
peri od between transm ssion of Solicit or |Information-request
nessages.

7. DHCPv6 Cl i ent Behavi or

A DHCPv6 client MJST include the SOL_MAX_RT option code in any Option
Request option [ RFC3315] it sends as required by RFC 3315.

A DHCPv6 client MJUST include the | NF_MAX RT option code in any Option
Request option it sends as required by RFC 3315.

A DHCPv6 client MUST silently ignore any SOL_MAX_RT or | NF_MAX RT
option values that are |l ess than 60 or nore than 86400.

If a DHCPv6 client receives a nmessage containing a SOL_MAX RT option
that has a valid value for SOL_MAX RT, the client MJST set its
internal SO._MAX RT paraneter to the value contained in the
SOL_MAX_RT option. This value of SOL_MAX RT is then used by the
retransm ssion nechani smdefined in Sections 14 and 17.1.2 of RFC
3315.
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10.

If a DHCPv6 client receives a nessage containing an | NF_MAX_RT option
that has a valid value for INF_ MAX RT, the client MJST set its
internal | NF_MAX RT paraneter to the value contained in the

I NF_MAX RT option. This value of INF_MAX RT is then used by the
retransm ssion nechani smdefined in Sections 14 and 18.1.5 of RFC
3315.

Updated SOL_MAX RT and | NF_MAX RT val ues apply only to the network
interface on which the client received SOL_MAX RT and/or | NF_MAX RT
options.

DHCPv6 Server Behavi or

Sections 17.2.2 and 18.2 of RFC 3315 govern server operation in
regard to option assignnent. As a convenience to the reader, we
mention here that the server will send options SO._MAX RT and
INF_MAX RT only if configured with specific values for them and the
client requested those options using the Opti on Request option.

The DHCPv6 server MAY include the SOL_MAX _RT option in any response
it sends to a client that has included the SO._MAX RT option code in
an Option Request option. The SOL_MAX RT option is sent in the main
body of the nessage to client, not as an encapsul ated option in,
e.g., an A NA |A TA [RFC3315], or | A PD [ RFC3633] option.

The DHCPv6 server MAY include the | NF_MAX RT option in any response
it sends to a client that has included the I NF_MAX RT option code in
an Option Request option. The INF_MAX RT option is sent in the main
body of the nessage to client, not as an encapsul ated option in,
e.g., an A NA |ATA or |IAPDoption.

DHCPv6 Rel ay Agent Behavi or
There are no additional requirenents for rel ays.
Security Considerations

Thi s docunent introduces one security consideration beyond those
described in RFC 3315. A malicious DHCPv6 server m ght cause a
client to set its SOL_MAX RT and I NF_MAX RT paraneters to an
unreasonably high value with the SOL_MAX RT and | NF_MAX RT opti ons,
whi ch may cause an undue delay in a client conpleting its DHCPv6
protocol transaction in the case no other valid response is received.
Assuming the client also receives a response froma valid DHCPv6
server, large values for SOL_MAX RT and INF_MAX RT will not have any
effect.
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